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"It has become appallingly obvious that our technology
has exceeded our humanity. " - Albert Einstein
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expense. The bigger bookstores and new sstand s
ca n often thrive by provid ing a lter natives to
whatever is nol selling at the moment, even if
that means cutting back on books, magazines,
and newspapers. In tha t sect ion of the industl)',
the independent retailer feels it the hardest. In
a paralle l to the small publishers' problems,
small bookstores all over the country have felt
the pressure and are inc reasingly falling victim
to the huge chains wh ich now d o minate . It's a
sad situation, one which we see repeated in so
many different ways in ou r soc iety.

We have a great advantage in that ou r audi­
ence is already clued in to a great dea l of this
and understand s the value of a p rinted publica­
tion such as ours. Ironica lly, th e very people
who understand technology and the Internet
on a level far exceeding the norm are the same
people who still value ink on a page and the
power of the printed word, something that is
mostly lost in the world of the net. So while
we certainly feel the affects of what has been
happeni ng in the world of publishing. we think
we 'll be able to weat her the storm, assuming
that's what our readers want.

In the end tha t 's really what it's 0111 abou t.
If we cease be ing releva nt to o u r readers, ou r
existe nce co mes to a co nclusion. This is how
it shou ld be . In fact, we believe the re would
be a 101 less commercial publications for that
very reaso n if they weren 't doi ng so well on
the advertising front. We don 't h ave that luxury
nor do we want it. A publ ica tion should exist
entire ly to serve its readers. We hope we
con tinue to achieve that goa l. Your vote deter­
mines whether Of not we do.

We also hope our modest pr ice increase on
the newsstand won't be a hardshi p. It's our first
one in quite a while and we avoided it as long
as we cou ld. We can 't ignore the rising costs
around us and the increasing challenges of the

It's been a sobering period recently in the
wm ld of publishing. All around us we hear
~ I()llmy t idings of the condition of the industry

I.mel its prospects for the future. We 've been

I
-oddeoed to witness the dem ise of some
other prlnted publications as the ir expenses

,hl '(',lme 100 much for them 10 bea r. The alter­
IMlrV(' voices always seem to be the first ones

1,1111"(-11'<1 whi le those immersed in the wor ld of
,ltl'lN1ising and all things commercial seem to
w N ln ("( the storms and survive the challenges .
Money in abundance tends 10 make such
thinKS possible.

Ou r mission has always been 10 provide
mnumanon and provocative thought without
hplng tainted by the wanton com merctahza­
hon Ihal ,)ff1 icts so many. As we come to the
'"11(1of ou r 23 rd year, we 're bo th ama zed that
wI' were able to pull it off and confide nt that
WI' can continue to fulfill th is purpose in the
YI',US ahead. We are unique in the publishing
wI.r1d and so is ou r aud ience . And since ou r
\uh,I'(1 matte r is mostly about individua lity,
I h,llllmging the status quo, and figuring out
rIll' exception to the rules, this all ties together
I,lfht" nicely.

HUI we too have faced some da unting chal­
I " n~w!> in recent months and they have resulted
In so me painful dec isions for us. Despite
11m unique position, we stilt feel the affects
, O! m-nds and right now the trend is a down­
nun for anyone in the publish ing business.
A\ mentioned, this mostly affects the small
' lIJhlishers since they don 't have much to fall
I,.ll k on. Large publishers can jac k up adver­
' '' 'ng rates, lay off staff, and even merge with
,,, hi'! publ ications without missing a beat. To
ttn-m it's merely a business dec ision. But for
'M 'nl'Om mercial publishers it 's a bit trickier.
I )J ~lributors only pay pub lishers for issues
...,Id. The rest are des troyed at the publishers'
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marketplace. However, we have also moved store thefts. corne from people who work ln the
forward with a planned increase in TMgcs and stores.I In extreme cases. anyon(' (employee or
as of 'his issue we have four more of them. cusfDfl'lCr) C.10 decide tocoy don', li ke us and
We have not changed the subscnp tlon price pnch all of our issues into the trash .
and it remains what it has been for more than In the past, a major cause of shrink was the
15 years. We've also lowered the newsstand failure of the cas hier to properly enter the sa les
price in Canada to reflect more acc urately the data into the computet, Sometimes the bar
currency conversion there. COOl' wouldn't scan properly and a generic sale

This is only one step we've been forced that didn't have the pub lication 's name wou ld
10 lake in order to deal with all of the chal- be processed instead. This meant that there was
jenges thrown our way. We have had to cha nge no actua l record of the magazine be ing sold
printers for the first time in 20 years, a move even though the store co llected the money.

:~~~~~t::ct~~a:~u~::~~::~:nv~~ We 're told tha t such a scenario is now impos-
sible. We find that extremel y hard to be lieve.

to supersede loyalty and trad ition. In this case,
The main prob lem, thou gh, is tha t thisthe on ly alternative would have beencutbacks

and price increases that in our opinion would policy is horribly unfair to publishers. By this
have been unfair to our reade rs. logic, if we were to buy a book at Barnes and

From our perspective it certainly seems Noble and someo ne stole it from us afterwards,
as if an undue amou nt of the burden comes we could hold the bookstore responsible. 11
to rest on publishers which in tum causes so goes aga inst all com mon sense. The only way
many of them to cease what they do . Over the publishers shoul d be held liable frx missing
years we've seen a large number of d islribu- issues is if they somehow have the power to
tors collect money from boohtOfes and fail to do someth ing about it. We 've offered to send
pay the publishers who sent them the maga- in our ow n secu rity peop le to various stores
ztnes in the first place. The distr ibut~ then to stand guard ove r cop ies of 2600 to ensure
dec lare bdnkruptcy and the publishers never that none disappea red. /YVe naturally would
get paid. This scenario seems to play ou t on a have to watch them after the store closed as
yearly basts somewhere and each time it does , we ll to prevent employee theft.) No store has
a few more independent voices are silenced yeI agreed to this.
for good . We've also seen many chain outlet s Don't get us wrong _ Barnes and Noble has
go under and fail to pay their debts , causing been a great reso urce in gett ing our maga zine
the same trkk le-dow n effect. In addi tion [0 a ll out to the publ ic and we 're thrilled to be on
of this, we must frequentl y accept terms and the ir shelves. But we're also co mpe lled to
co nd itions tha! go against common sense and speak out when somet hing does n't seem qu ite
are seemingly designed to put the publisher at right. whether it's an issue like this or a sec u­
a disadvantage. rity hole in a co mputer or phone system. It 's

A good example of this is somet hing know n what we do and it's what co ntinues to make us
as ' shrink policy" in Barnes and Noble, the un ique. And, in this case, not saying something
largest bookstore chain in the United States. could help this po licy to become the norm in
Shrink is the industry term for issues that ca nnot " , booksm _ something which 0"". aea .•

~ r.." , "" " .. "" lY"'"
be accounted for after being de livered to the wou ld hurt the small publishers far more than
store. This pol icy actua lly forces publ ishe rs to the big ones.
pay a significa nt portion for these issues, as if

All in all, we think we 're going to be in pretty
they were somehow responsible for them . The
h f II f good shape once we get through the wood s.t inking - as ar as we can te - is that i cop ies

of your publication are be ing shop lifted, it's the In the next issue we're plann ing on including
faultof yourreaders and therefo re your re5fXln- a survey form for subscribers so we can all
sibility. But this doesn't take into account a plan for the future and learn from the past. We
numbe r of things. Issues can get lost in a store look forward to em barking on more fun proj­
for a number of reasons such as misfiling or ects in the future involving publishing. HOPE
accidental destruction. They can also be stolen conferences, films, rad io, new technology, etc.
by store employees themselves. <l nduslry And, of cou rse, controversy. We hope you all
surveys have found that more than half of conti nue to be a part of it.
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Mobile Devices -

byToby Zimmet"E'f phones for wd, access, messaging, and purchasing
This article will focus on a system that many goods directly frum their mob ile phones long before

I Il ~ Jple utilize eve ry day.Yet tht>yare oblivious to the the U.S. market st,lrtoo to offer these services. Mobile
power of the threat that they are exposed 10. Tholl phOl1t'S can retrieve an IP address irum t heir mob ile
~ysll'm is your mobile phone. The advent of sma rt service provider, which provides full access to the
phones and POAs has spawned a new sec urity hole Inte rnet to transmit http , SMTP, 55"', telnC'!, a nd o ther
rh.11 the majority of people comp letely ignore . Mos t TCPIUDP functions.
moh ile phones can access the Inlernet and have Mos t devices ,Ire now equi pped wit h Bluetooth
Rlul"tooth co mmumcano n systems for linking other to allow the user to con ned 10 the ir lap tops, wire-
," 'Vices without the use of cables. Add itionally, smart l~s headsets, or other mobile dev ices. Blue tooth
phones .lre utilizing Unux and Windows opera ting bas <I tr<lnsmi t '<ldius of <lpproximalcly 30 feer and
,~tffi1i and have the processing capa bilities of a can he con figured to allow other devices 10 find or
'mall computer. Since these devices do not have a 'discover" the host device. Open Bluetooth cha nnels
huilt in firewall <1 00 provide multiple ope n commu- broadcast a lot of inform.llion. including the MAC
nie,ltion channels, il becomes perfectly clea r that add ress, device name, and device model. I saw a
muhile phones pose a prime ta rget for attacks. demonstration at the lnteeop show in las Vegas this

Mobile Oevice1i and Opeeating S)'1ilenK veer where the vendor W<lSlisting all of th e Bluelooth
Smart phones are cu rrently using two operating con nectrons that were currenlly open ncar the ir

,~tf.'ms (Symbian and Windows o\I\ohi le S) that booth . On average, there were 60 open Blueloofh
.I' p customized 10 each cellula r providel"'s mobile con nections fl('ar the vendor's booth do d they were
,k'V ice. Symbidn (hllp:/Iwww.symbidn.coml) is a able 10 retrieve the dev ice name and model device .
Iightweighl Unul\ operat ing system that is bundled As <I lest, I switched on tbe Bluetoothco n nect ion 00

with a number of applicat ions that an allow a user my phone, disabled the discover featu re, and my
tu work on the road without the use of a laptop . device was detected.
Minosoft has taken their lightweight Windows OS If you are mrerested in performing some Blue-
thJI was originally developed for the iF3q and inlO tooth vulnerability scan ning. I would recommend
the cellular provider market by developi ng Wil'ldows check ing out B'[Scanner by PenTest (http ://www.
Moh ile S (http://www.microsoh.comlwindowsmo - penlest.CO.ukJ), which runs on .I des ktop system, or
- hile). Microsoh offers a comp lement of applka- BI[)()()\fe1" (http://trifinile.orgItrifinire_stu fC b l()(}()\f{'f.
'"1OS 10 allow a usee to work remot l'ly without the - tllmll, wh ich runs on your handheld device .
u....of a laptop. Current and Fulure Mobiko Thre ats

For those of you not familiar with smart phones , Mobile device viruses bega n '0 show up in 2004
I would suggest looking atthe webs ites for Symbian with the release of the Cabir virus. Since then , the
.1Il0 Microsoh Mobile in order to see the mobile number of viruses has grown e~ponent ia lly, which
devices lhal are currently supported. As I menlioned has resulted in bot h feranclal and hdrdw are loss.
pdrliPr, smart phones have the processing capabib- The Skulls and On ehop viruses are des ignl"d to
nes of .I small computer. These phones are nOfmally completely diS.lble the mobile han dset, whereas
"'luippt'd with 64MB to 128MB of memory and can the CommWarriOf virus will start to transmit SMS
lit· expanded up 10 2GB of add itional memory by messages to everyone in your add ress book, result ing
..,lding a mini SD memory card to tbe phone. Some in addtuon al costs on your phone bill.
•m.lrt phones have integrated keyboa rds <1M touch These viruses cUfTerldy propa gate t hrough two
" rt't'n§ that allow you 10 quickly navigate through mediums: SMS and Bfuetooth . The Commwar-
mr....us imd enter information . I own a Nokia 9100 rior virus shows up as an Stv\S ~S,]8e with an SIS
'h.,t Ibps ope n 10 give lhe user access 10 a , " x 4' attach ment. If lhe user activates the attachment,
tUKh resolution LCD, a 66 button keyboa rd, and a the mobile phone will bec ome infected. Btuetocth
Ihumh mouse. viruses, such .IS Cabir, broadcast a message with an

Open Communication Channels attachment 10 all Bluetooth devices in range. Once
M"hilt' service providers have expanded their again, if the user activates Theattachment, the phone

.. ...VK ~ to provide users with greater access in will be infected .
", t"rm.lTion through their mobile phones. People As I had mentioned e<lrlier, mobi le devices a::J
on f uropt' and japan have been using their mobile now relrieving IP add resses and run co mpact oper-
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t"o Crisl illn se rvice to view ou r gradl>s with rTlOf't' dt'tail~ (da~s

The idN to wnte this art icle ceme fmm read inR averaRes, gfaph~, etc .j, pa y our student f~ fOf tbe
thi ~ rlldgill;1'l(" fOfa while. t rouced th.lIloo ol people 'It'f1lt"'>1et'. Rei a la l< r('C('ipl fur t/(>ing a student, Of
were wriling in ..hout thE- (in~urilyof the place ttK-y ch..nge ou r horne addres~ and phone n ulTlbt>r. L a ~tly.

Wt'fe ~tud.,..ing in. HdVing read allthese artic jes/lerters we use the SID to be able to m.lkf' our scht'dules a
vt'fYthoroughly, I deol:idPd to look inlOthe Sl:'Curily in cou p le 01weeks prior to the St'fTl(";ter ~ld rtinK' The
the place I go to study. I go to an English CEGEP. syslem is p hon e based, so you simply ca ll dnd follow
which i~ ba~ it:ally d hybr id of yt>dr '2 in school and the tnstrcctions giVffi 10 log in .
the firstcouple of vears of un iw~ity. When you first Vulnl'1"abilil~

enroll inlO the CEGEP you a re given a student 10 The Birrhd ;Jte
ca rd wh ich has d mdgnt'l ic str ip. Y'-lUr picture, and There are va riou s vulnerabilities in the system, $0

you r stlKk-nt 10 number. The magnetic strip contains I will go in the Ofder I discovered them. Upon your
the SID number too, as well as a "Chdrge' of $4 .00 first entry 10 the c ollege, they te ll youthat you r pin (to
CON in orderto be able to print in certdin compu ter he used in FirstClass, ' For Students Only,' OmniVOJl;,
lab'S theocgbout tbe ca mpus . Usin!! a com b inatio n o f and course reg istrat ion systeml is your birthday, in
rrerhods, we will ohM in both the SID number a nd the form of DDMMYY, includ ing the Os if the dol)'
the corfl."SJ>Ol'lding password. thereby showing how or month has it. Soci a l e ngineeri ng. anyone l If you
vu lnera b le this system really is. This of cou rse should are ab le 10 e ngdge a cc ooeoa no n with someone, it
be tak en a~ an eduCdtiCHldl guide and 001 to be used should bequite ea sy tooblain the ir ddte of b irth . Even
fOfyou r own gdin . worse, the CEGEP I a ttend is chock full 01 people

1he'Student 10 NumMt- who use the intamous My$pa ce .com website, so
The student 10 number is used to log into YOUI' even if they don't te ll you their da te of b irth, asking

FirstClass (www.firstcldss.co m) account wh ich is them for the ir MySpace pa ge is another option.
the piece of software used all over the ca mpus for Simply looki ng dt their description molY reveal th is
pretty much any class related tasks. We use Fi~l- bi t of informdtion or, if not, look at the comments
CldSS fOf evft)'fhillg. from viewing our assessments other people leaveJbere mighl be messa ges wishillg
to communicating with the teachers. Teachers, CHl a hdPPY birthday a nd then you ( a n deduce the dat e
the other hand, use it to actually put o ur grades into of b irth of the person.
the system. calcula te class averages, etc . We also UM' The ShKknt ID Numbtv
Ihis SIO 10 log into our "For Studl'fl1J; Only" secti on Know ing the birth dare is ool y h"ff Ihf.> illforma -
where it shows u~ a ll OUf grddf' history, our curren t lion we reed since the SID numner i~ trw next impor-
schedule for the semester, ou r CRC score (a sort of tant part . The SID number ~ sewn digit~ an d ha~

GPA), aed a couple of other features. It i~ also used the format YYXXXXX, where yy i ~ the yeM you first
fOf the Qrn niVoJl; se rvice . We UM' th i~ web -based enrolled into the CEGEP a nd thf.> rem,l in ing Xs ere

Page 8- - - --- - - - - - - - - - - - --2600 Mdgazine



ynur browses:
http, Ilfir.te l a .lI . COLLl:GEK.>.KE HERIf• qc •e lll
_ L09 1n / _SIt I TBJ'1

There isn't very much to wOfk wit h in lh.ll link,
rightf We ll, now jet's s.ly tha I the l i ~ uf rTI.;ll<:l'N.", is
grea ter than .. single f (";UI! and t~,) l ill I('ast,ont' 01
till> matcbcs is il studt-nt. If you poro t to that hnk. the
stdlus bar will di!>JlI.JY the fol low ing addr ("S.S:
h t tp' f /lirlltc:l.IIII. COl.l.BGt:HAMl'.:HER1!:.qc: . e a /
- -n uxnl

Recogn il E' 5Oml"thing there? lo and bffiold.
the link provide!> the SID number of the student __
searrbed for _ w ithout l"\o'ffi knowing tb e studt-nt in
tealhte.

II is also worth noting lhitl whffi you change )'OUr
pa~ for rhe "fof Studt-n~ Only"~gt.'. il 0Il.1y
appl~ to th.1t individual s~em. Your b uth dale WIll
still be the pas'iWOfd for the Omnivolr.. Fi NCldS~ and
phone rq;~,)lion s~ems. E~~. in ordrr 10
aetu.llly change these pas'Hmllk, you cannot do il
via fhp a<1u<l1 s~em . You mtN~.. lIy go to the
IT Admin~rdlor's otf'M:e (which wry few !>Iudl-nb
kf"l(M' tx- 10 find) with~ pieces of 10 in ordPr
to change them . Mak ing il this hard In changt" a
password is very un~. Studeon~ aile' LlZy
a nd they hiJ\1' wor\:. 10 do. They ilK"ll 't goi ng to go
through ttM- trouble 01finding out whefe the offICe~
juu tochange their password. They'd rill~ juu k~

it as it ~ a nd jw forget .ahout the pot~I'ill r oose-
quences th.ll could happen. _ _

Combining U- ""-0 peces 01inform,lIIo n l!M:"S
us Iilt'fally ilC«"SS to anything rffi!tro 10 thilt partie·
Ulil' student. 'Ibu are ilbole 10 change Itwir add~

ttM"ir phone nurnbet-, and once sc;hl"l1uIe-milking liml"
comes, you CAn easily deoIt'«' il1l histher OOUI'Sol'S,lnd
ha'o'e hiflll11er be cha~ S50 CON for fC>giSlt'fing
tate, a!i Wl:."11 as leav ing a n empty spot in Ihf> classes
hefshe look (wh ich, il you need tha t course, Ciln be
lo1 ken by )OJ).

I, 's vel)' su rprising lhal Itry ha'o'e such an elab­
orate S~It'1T1 lor m..maging you r S1o1y a t tbe CEGEP,
ber ;1CAn he vel)' pas ily bypasst'd wi lh .a ft'W s imp le
cl icks 0100 01 littleb il oi socia l t' ng irw.'t'f ing. Even worst"

is the teertble method tha I ltry have to pertorm ,l
simp le task like cba egin g a password . If you ask me ,
Ir's a vt'f)' sma!.!.pr~c!. ~ea-.r fClr _~r pnvacy

r- '. .... , -i~ .-
J ~:.I"

f". , It~ (' )ll,ll ( ·
I,

Netwo rk A d minist ra t o rs:

[lft (UJ ~~
---...,...",...=---=--_":'_--=-:,rt:;:;" T.le;-:w:""h~a b it of fear and twpid.l lio n . Though Iby The Pia no Guy I

• I · d idn 't think lhis was whal l W.lS d" in. in rl:'.llily. I fe 1Wlwn I wrolC' my amclc "N.,l'M" A, miOlstr,l-
t,~ , W"," W.' MI ke HJ~h Ru l~' (22: 41. my pu rp..__ like I mighl he perceived ilS "!he nll""r s i..k·," r,ltht·r

I . wh , -dlik ,,'~'- " _ ,'".,, 'ike Hamas writ ing inlo tbc /!.'W;sh Nt·w s 10 ('" p l.lin...."''' '· \ I' ,n n 01 Sl't.'ffil'u I e, ~" ' '''' ",_. ~.
.. ,t.... rh.., ...Ill1t' Iwtwork .K1min islr.ltors ho1 OO down. thei r actions.

f I ~'- '<SO(' had a n .load len l'l' im ply'"' lh.ltI .1~ 1 " on rt '.,ni"n to a sloclt-nt (l ukel who ran.1 ou " '" . """~ , ,
, '" .I~, " .1.... .md ""'olS being I<lunltod by d stupid 0100 my o1rticlt, W d S stup id ,.100 lb.al I sho u ld ilKl stop
''''1~'~''''~~ ,",l1 rw.'twork .ldminist.alnr. I wrott. I..... whining dOO "00 my job." The edi lor o f 1(,(/0 t:1J.l1·
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lenged tilt' leeter's author, explained v.toy I wrote ca use a pruhlt'm, tlwn Wf'! pmh.Jbly weren't going
il, and v.toy tht:oy publ i~hed it. Frankly, I thought a to even nonc e. ~ somehow makes the leap that
for'lTM'i" employee of ou~ sent in lilt' left{'1". I write like we expect people are going to have to break the
I talk, he reads and writ('$for Ihis magazine, and he's rules to get their johs do llt', so we set the expecta-
cen .linly smart enough tu figure out that I authored lions high knowing the people aren't going to follow
tilt> origina l article. If my hUrlI:h is right, the man is them. M.lYtx> kaig{'X has nt'Wt" h.uf 10 deal with a
stunningly brilliant with computers. He certainly had f~1 dep.lrtrnt"fll. SUrE'ly tM.' ca n uw SOrll(" clanfica-
more technical skills than most, including me. t ie tion about how and why I rlo Ihings. The purpose 0(
didn 't. how('\l(>l", work in my department, didn' t like the nt1wOO is so people G ill get lhE-ir work done.
me, and r don't know why he was firE'<.l . other than to Everything we do der ives from that basic premise.
know that I hold nothing to do with it. No one ever has to break a role 10 get his or her

Three months laM', h igeX wroee .1 thoughtful job done • period. This is so true that if SOIllt.'1hing
"--buttal article. Though he took me to t...sk, he mostly COITll.-"S up rl.'quiring a user to break ol rule to get their
agreed with more tha n half of the roles that the eth er job dooe, we either find a diff{'fl"flt way or change
system adm inistrator handed down for me to enforce. the rule, whicb covers Numhef 9 (no h,lCkingl. This
A well. rl.'asoned response ck"Se1'V{'S a well-reasoned also covers Numlwr 2 (00 ooe connects devices
rl.'hutt.ll. To clear the air, I'm going 10 review lhe wilhout permission) beca use if they reed it for thl.'ir
points he made about the points in my article . If you job they have perm ission . It covers Number 3 (no
can 'l follow ,1 11 of this, do remember thaI ]6()() does one installs their own softwa re) and Number 8 (no
~'IJ back issues. copyr ight infringemf:'nt). If they need it, W(' buy it for

His interpreta tion of my rules was in essenc e thl.'m so W("rE' legal, and support it. Unlike where
"we make harsh rules 10 make our lives easi{'f dnd! kiligeXhas been, we are 100 pe«:enllegally licensed
ry to prOlE'Cf ourselves.' He didn1 think this was for~bing. In fact. Ihat was lhe main reason why
legilim-lle. I don', exactly agree with his intespreta- my peedecessoe was firt-'d • he didn't set> a reed 10
lion. If I had to boil lois down, I would!>dY thaI Wt' be 100 percent legal. And peripberall y, it rocees
make harsh roles to keep the network u......ble for all Number 5 (no cha t software). We encoura ge people
peop le so lhey can get their jobs done aod to protect 10 use lheir mail clienls as if lhey are chat clients . It's
tbe employt-r (OW'ner 0I1ht> Ilt'Iworkl from rnassive ahnoSI as fast and this leaves an audit trail for them
expenses in rl."P.l irs andJor from lPgal acuon from to rffi>f 10 larer (in their Sent Ilems).
OUISidf-' enntes. Do note th.Jt I'm nol offering ' so lhey Fortber. we Iry 10 ssrike a balance between
ra n managt" fhe.ir personal lives bl-'nerIi.e., checking twing a police stalt' and bl.-'ing open to la-.its.
your Gmail or doing your banking on line).' Ibe Wt' could strierly en farl e Number I (business use
purpose for providing com puters in tbe first place is on ly) ~Ild Number 10 (no expectalion 01 privacy).
10 tactlua te work.Thdt'S why the OW'1lt'fS pay for lhe but that would be highly stupid and counterpruduc·
network. and for me 10 ron it. When putthat W<l); the live. It wou ld take a lot of time and resources, and il
emphasis changes. would irlt people to no end. However, let:'s !>dY that

He didn't think that our library com puters were someone does someth ing reallv stupid, like !oliff for
secured at all, thus unfit for use by him. I don 't think kiddy porn while at work (which happened where
that's what I said, and I'm certain tholl'S not what I I was employed in 19'11l. We nE-'E'd legal grounc:h to
meant. "They are secured. They are on a differenl loo k for it ifwe wspect something. or handle i' if we
netwtrl lguod question to ask, kaigeX). Theyaren' t find il by acclde nt. We also need legal prolect ion so
as restricted and art' perfect ly useful for web fTI.lil we can lenn inate this emplO)'Wwithout being sued
when employees are on break. by tbern. In Ihis extreme example, a law was broken.

He thinks the "hard rules' cause a I~ of produc - So heaven forbid it jf ever bapoens 10 us, we would
tivity. The opposi te is true. So is my emphasis. In need legal protection to turn in evideece against
fact. it is my }ob10 find ways to improve processes tbern to the police .
10make people 's work easier. Sornl..'!ill"leS tha t me,1OS On lo OIller points. Katgex's disagreement with
writing a Crystal Report or some SQl rode. Some· my Number 4 (no outside ema il clients) goes against
limes that means buying. insta lling. and support ing productivity for work and also puts my network at
spec ialized software on a user's compu ter. And yes. risk. II also causes po lilical prob lems in the work­
sometimt.'S lhat mean s opening up servil.:es on lhe plact'. My brilli,mt former COWOrltff (BFO is morE'
network just for a certa in departmffit. Whatever it is. than smart enou gh not to bring in viruses via his
it is my job to serve. oulside email usage, bul his ignorant depa rtmenl

Now, if I' m co nstantly chas ing down viruses andJ director (IDOl, two management leve ls ahove him,
or sp)'Wdre, dea ling with user complainls aboul how is compuler stupid. If BFC has the "right'" 10 cht>ck
slow the network is, or spending time in depos ilions his email , how am I going to deny Ihis 10 10m If I
answ{'fing questions about copyright infringement do de ny ii, what's lu prevent 100 frum dema nding
by one of my u~, I won't have time to find new Ihat BFC sel lhis up for him, even if I've said not lo?
efficienci es, let alollt' implemt"nt lhem. Nothing. Also, if RFC sets il up, I have no way to

Tht> COlllrnt"fll I IlliIde thaI botherro k.J.igeX the block all,1chrnt"flls from comin!,: in for 100 to open
must W,1S Ihal if someone broke a rulE' and il didn't up (... worltaround Ihat kaiK"'X !olIggested), laking my
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H~w()< k and the wor kslaliom, on ;\ to DOA .
KI'rn l'ml1('r folks, I didn 't write these full'S. I was

I.,ndffi these rules to enforce, and I do. 1 also have
" '" lIow them, if 1'101 for safely reasons, then fOf
. ,' ,I,c,,1 reasons. If I broke a rule I am sup posed 10
"" t"'t e arN'l d id wrious damage 10 the network ,15
, " ""lIlt, the person they hired 10 replace me wou ld
... 11K- one to dean il up . lastly, rve always held the
""""" live lna t one thing worse than a hypoc rite is
" "'K iln",

"'~"'l' 0<' less. kaigeX agreed with eve ry other
."nl l made. He didn't neces sarily like that he hold
" JIl't'f" with me, but apparentlv it didn't oc cur to
",n thar I don ', neu.'Ssarily like 10 have to take a
.",I" m t.;lh.....

Is and TechniquesBasic Tn

Wi-Fi Hunting :1

by Rid D.n n Mono CPu . B.uic Softwar~

I rom war-walking to war-driving the art of finding Get familiar with your OS's built in fun ction to
~ I"''''''S conrwctiom has become a galTlf:' for a oew co nnec t witele5sly because tnal can be I.M."d in ma ny
n.. , ~ (<Impute.-u~. Find ing new techntqoes calls cast'S and is usually a quick way 10 connect. For
" . ... ~nnw lf'dge in antenna des ign and signal theofy e..ample, Windows XP users ca n simply right.dick
' ~ .' I( with various aspects of computer hardware the icon in the system trd)' 10 open the connections

window which will display any available networks.
""t ..ottware. Sometimes thou gh tbese higher 1t'Vl:'1 In addition, Nt>tworI<; Stumbler provides a gold
,~ hm'lut'S are not reasonably used and for many of f " _mine in ormation and in many cases may uo: the
10..1 h,l~ nol had espeneoce with them simplt'l' only other application you need. Wha l this does is
..,<tIIl. 1sneed to beemp loyed. With this in mind the gather information from any signal it finds such as
.. t~ inKwill explore some of the best methods, in SSID, signal s!Terlgth, set:urity, and encrypt ion being
..." 01cost and ease, to seek out available wire less utilized along with many other fea tures. TIlere are
,." lions. many ways 10 keep the basic operating system from

Get Your Gt-ar · BasicHardware finding a ccooecnce (such as not broadcasting you r
Al lhe mosl basic level you need onl y a laptop SSJD) howt'ver if there is a Signal NetWOr\; S tum bler

.. '~ "" r dev ice that ca n connect 10 wireless connec- will notify you .
' .. .. l'. , I recommend a laptop so that you can use some II's also wort h noting that some of these programs
,,"".IJle- ed software and severa l app lica tions simulta- seek con nections act ively while others seek p<lssively
....lU'>ly (see be low). Also, a wi-fi finder is veryuseful and depending on your situat ion this ca n make
OIl" will make your searc h quicker, more produc- a difference. Actively means tha t your program

d ...... "'---- .... ~- - is sending information in order to eet a resooose
'.. . •• •1Jl mu<.n more incognito. II,.",., devices ca n ,,- ' --'-" -
II ' fnunn in any major e lectronics store and range and collect da ta, while a pa ssive program trans-

mits noth ing and only collects what is passmg by.
I" "" SJ0 to $30. They usually have a few LED lights Passive progra ms can take muc h more time t o loc a te
I ~.. l .."...o inside a casing about the size of Jny other connec tions and will usua lly oot deled all available
I· ll l .,. ..leceonlc device. AIth<:lIJgh tlley all have data however it will also not get you Jogged by <l ny
1,1l""'fl1 features, they all do about the same thing software or data and connection logs.
.. I". h is indicate any time a wire less connect ion is Art'! YouSecu rel
,\,·1... red by lighting a light. Some models can also Connecting at random loca tion s, especially
t.·l1 yt llJ the strength and type of signal bull prefer to schools and cafes, will open you r com puter to
II'" my software for that and savethe extra money, possible a ttacks by many people. Most wil l be just
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hJrml~~ pt'OfJll:' who click on Jnythinll their s\f!;tl'm
mJy lind although so me w ill ht· far more advanced
a nd ,1h lf' to access you r s\f!;It>ffl ifYOU'rl' nol pn)!l-"{1t'd .
Luckily, some basic steps ( an be taken to make you
1 f'S~ of ,1 target ,md rK)! worth the trou h le among a
grou p of others.

First, f eewalls a re .1 must and tlrK" from a third
party is d 1l0t.ld idea Itl ildel an ('xlra l.lV~ 10wha l('\'('r
you r or-'ll ing sY"tt'ffl mev 'l lrt>,ldy hJV(' nJnninll.
M,lk(' sur e you h.lW them set 10 J~k for J uthnrildl inn
for ,l ny ron oecuo n or d.l1J Iraffifl'r ,md thdl you have
'If'Curily logs ronning. Nt' '''I, ma ke surt' you hilW ,111
tn.., upd,IIPs fur anv upt'r.ll ing sy~tem YOU use as wel]

as ilny <oo!twdrt' that co nnec ts. 10 the Int('ffit"l or is
linklod 10 IhI' OS (sllt-h il~ Chill programs). Finally, it
sho uld KO without SdyinK but make SUI"(' you haV£' J
fully upd ,l l(oddflti-virus running.

Let 's Get Startrd!
Oprion t - l()('Jling .I conrnxrion within J .1pP<·ifir

J rt'd: WllPlht'r iI's a c ity block wht'fe you have lunc h
or your school campus, lhis is a Srt' JI way to qUickly
mdp OUI connections without drawing ,lny attention.
You can either ITIJ ke d rou gh dr'lwing of the- area
you wa nt 10 search or you ca n take iI rK)!(-pad 10
quickly rK)!e where you fou nd <I signa l to look into
later. In either (,l<,(' iusl t" ke yn u r wi-fi f,noc-r and
st<lrt w'l ndering a round. If you are no! worried .lhoul
ht' inK§('f'11 , or jll'\t do n'l thin k <lnyt >flt' will ca rt>, you
can COVt'f lhE' wholl' area at once. Odlt"Viiw ma ke
su rf' you rf'rTM"lllt- wlwrp you have n.'l'n so you r
IlPXt trip will nof du p lic<lIe you r prt 'Krt"'s. Again,
IhPrt< are two opt ions for a thorough sea rch. Eirn..'f
walk ilround in il pdllefn so lha t .111 lhE> wdrchabJf'
areJ is cove«'d or just c ircle bu ildings or open areas
wht're you would want to conflt'Ct or f'xPf'C\ to §f't'

a co nnect io n.
II you want to find ~rything aVdi ldble you

shou ld rt>aUy willk throu gh ttl(. w,)rt·h in il IflAiral
prog res sio n. O n Iht' othef hand i{ your flft'ds <lrt'
more legilim alf' you m<ly want to n<lrrtlW your !'.t'arch
to plan'S wht>rl' you Ciln p luRSOffil'IhinR inla ch.u1'\t'

o r h.1V£' <I h.1throom or~ m.Khlllf' nN rhj.-
Option 2 • Always on thr hun t In th .. ( ~ '1' \ 'Uu

j U~1 wa rmo keep a noIe of all'( cooOl"thon you t ome
ac ross in I"q\ular trilVt'ls or whtorPyuu na .....rKl'Jlt,,(ific
1.1lW~ in mind. If ytMJ'red riving Of w.llklflK .,.MJ ean
t'.l~ily dip '{(MJ r wi-f finder on 'IUU' tlt'11Of ( OIl vi~m
dod make <I ne)!{' wht-n it WIt'Sotl. On llw-ot lwl h,101l
if '{(IUhaw d reasonable 1M1Iery or a re l.lking .l ~hort

trip ynu can ker'p your laptop runn ing in a backpack,
c<lrryinR cast', Or even 1010Pdunder your arm .

This c.mgct Stlll1t'V> h,l1cunjbersome dftt"f.1whir.. '
a llh' lU!\h on ce YOU!\OIhrOURh <In area you ca n prob­
.Ihly skip il Inr .l ft'W months. And 01 COU'l.<' ""hilt'
you e re in .10 area whe rt· you know '{(Ill will no l
connect, you c an e ilhl'r pO'oVN down you r !\t'.lr Of

complet ely igno re it.
SiRna' Found - l eI Me In!

Now Ihal "'lU know whNt' the s iRn<ll~ are iI's
ume to connect. The t'<lsit~ method will Ill' for an
unsecueed a(-c~~ point in wh ich r ase you can dick
coroect a nd y ou're o nlme. Sometimes ytlU ca n find
a sign<l l hUI cannel( co nflf'C1 bec ause you need ~ome

information and lhi~ is wht'rt' your softwal'l' comes
in . Netwnrl< Stumhlt>f will givt> yuo the SSID of any
r on recnoe <I nti \oOITlt'IilTll'S a rou lef is set fOf open
<lCCbS and is lust nnt bl"O,)dt:<I~ting ilS 10. So all you
need todo is man uatlv e nter it and, once again. you 're
online. NIlWthp Imal piece of wid from 'ht>Stcmbler
is the lyPt' o f ruulpr '{(ltJ h,lV£' acces sed. Connecnng
to anvthmg orhef tha n <In unsecured dUt>SS po inl is
1Jt";und the ~.:tllll' of Ihis article. Wh.1tl'Vt'1you might
w<lnllu do tMlWt'Vt'r will ,t"qui,l' inform.ll ion on thf'
type of ruo lt'f.

CIosing lips.
1(,.. '1' in mind thai ot~ hdVl' prtJh.lhl y rK"t'fk>d

10 connect in <l rf'as YOU'l'l' int pr~Ied in dS well .
Don 't Oc afr<tid to .lsk <lnyollt' lIt'ilrby if they know
01 <In dCCt'SS poin t. Also , d[ <I school C<lmJlUS or
ofIke IlUilding you un alwa~ a~k St'Curity or .l ny
cn mpulef lec hnicia n. You may find out <;ome Krt>at
inforrlYrion plt.ls if you .Ire- reall y onl y looking for
It>gitifll.]tPacc~s lhey willhc ahle to warn you i1boul
imyt hinR th,lt i~ off limit~.



Hello, and greetings from the Central Office! technology operated by Verizon, Sprint, Alhel,
AI least I think it's the central office. Unfortu- US Cellular, and numerous other Ij .S. ca rriers,
n.llely, Iwas already halfway to Iapan when the the transmit and receive frequencies are - for
cushi hit the fan. After I got through running some reason - the exact oppos ite of those used
fihPr 10 tile igloo in Adlk, my employer sent in the u.S .
me here to Tokyo. Idon't read Japanese, but my Glob.ll rooming is available to Iapcnese
hosts assured me that central offices here arc travele rs using the GSM standard on all three
,llways clean, the vending mach ines are well- carriers, and the COMA standard using Au.
stoc ked, and the toilet seats are supposed to However, this requires a specia l phone , and
he heated. Unfortunately, they also assured me roam ing rates are very high (for exa m ple,
that when I'm through with my work, r rea lly domestic calls in tho U.s . are about US$ l.OO
do have to go home. per minute while roaming with a Japanese

When r haven't been either working or phone). This proll<lbly explains why so few
huying used schoolgirls' panties out of the japanese phones offer global rO<lming; Au,
w nding machine at l ove Merd Akihabara (iI's for example, currently on ly offers one such
on the secood floor), I have been marveling at pho ne.
,Il(' mohile phones here. Everywhere in lapan, Everything in thi!> wuntry is more comph­
vou'H find peop le texting. browsing the web, cared than it needs to be, and mobile phone
.lOd taking pictures. They rarely ta lk on them, plans are no except ion. There is a d izzyi ng
though; it 's considered rude in most public array of plans, with o nly one common th e me:
places. Don 't answer your ' ke itai" (the Japa- they're absurdly expensive by U.S. stand ards.
nese word for mobile phone) on a train, or A typical plan (using Au as an example)
yo u might find yourself at the wrong end of a costs about $40 per month, including just 60
....rmurat sword! minutes of calling. No free nights and week-

There are three major wireless service ends, no free long distance, and certain ly no
providers in Tokyo: SoftBank (formerly veda- free mobile-mobile calling. But your unused
lone). Kddi (marketed as "Au'), and NTT minutes do roll over. The extras always cos t
tmarketed as DoCoMo). All offer true 3G data extra; add another $40 for unlimited w ire­
networks, althoug h OoCoMo and SoftBankuse less data (to the handset only - tethering is not
lJMTS (the same data techoology available allowed). Wirt'les<; data include<; unlimitPd
irom Cingular in a few U.S. markets), and Au email but not text messaging; that 's another
runs COMA 1xEV-DO (available nationwide two cents per message sent
III the U.S. from Verizon and Sprint). GSM is Mobile phones have so many features, you
lllosidered obsolete in Japan and is not coer- might confuse them for a computer. In addition
.ued by any Japanese carrier. to the text messaging. ema il. web browsing.

Although japao shares certain mobile phone and picture mail capabilities available on most
w-c hnologles with the U.S., ooly Japanese wireless phones in the U.s" Japanese mobile
phones can use Japanese mobile networks. phones consider some pretty unusual things to
Ihis is because UMTS is used by SoftBank and be standard equipment. For example, no self­
I>t JCoMo for both vo ice and data, rather than respect ing Japanese handset would be ca ught
u, ing UMTS for data and GSM for voice as dead without a Japanese-English dictionary
\ mgular does. Additionally, different frequee- built in. 50MB of RAM is standard equipm ent
, Il'!o are used by these carriers than Cingular for a keitai, along with an FM radio, strea m ing
U'>('!o in the U.S. While Au uses the same CDMA media cap.lhility, CPS navigation, and a 2.4
...... w inter 2006-2007'-- - - - - - - - ------- - --Pal:e 13



•. ­
Figure 1: QRCode for hll p:lI_ .2600.com

Pacninko~" Just scan the wrong OR code. Ha
ha , just kidding... I think .

I'm lold I'm being charged by the packet 10
file this co lumn, so it's lime to draw this issue
of the Telecom Informer 10 a close. Assuming I

don't eat any bad fugu , I'll beback in the U.S.
for my next co lumn. Until then, dorna angato
and sayonara. And if you see him, te ll my boss
tha t I expect a heated toilet seal in my office
when I return!

megapixe l camera.
You can use a mobile phone for all sorts of

unexpected purposes in Japa n, or potentially {or
playingall sorts of unexpected pranks. Conside r
the low ly cell phone ca mera . Apart from surrep­
titiously taking pictures of schoolgi rls on tra ins
(not that I'd eve r do such a thing), you can use
your camera phone to scan "O R codes,"These
are high density barcodes printed on products,
blflbcards, and even business cards, Scan ning
a O R code can do all sorts of lnings, such as
launching a website in your mobile browser,
inserting con tact information into your phone
book, displaying a picture or wa lking map, or
even downloading a ring tone.

Need walking directions from the tra in
station 10 your notel? Built-in CPS naviga tion
has you covered, and can easil y superimpose
your location onto a map downloaded to your
mobi le pho ne (dow nloaded via the web or
pe rhaps by scanning a QR code). Need to pay
for a tra in ride or a newspaper! Reach for your
mobi le phone and you can pay instantl y using
your "Mobi le Suica" account. Want to drain
your "Mobile Suica" account into "N\obile

OFFTHE
Technology ro
Hacker Persp

BROADCAST FOR ALL THE WORLD-TGHl?E:A.R

Wednesda,ys, 1900-2000 ET
WBAI 99.5 FM, New York City

WBCQ 7415 Khz - shortwave to North America
and at http:/ / www.2600.comfoffthehook over the net

can us during the show at +1 212209 290 0 .Emall oth@2600.co
with your comments.

And yes, we are interested in simulcasting on other stations 0

via satellite. Contact us If you can help spread "OffThe Hook" to
more listeners I
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by Comspec • Sigma Nu see if you ca n't find a good radio station that has t~
I'm a 22-year-old network security engineer for magical ability to make you not sleep at wor k. Well,

th", Department of Defense and have been for a little you soon realize that this is nearl y tmpossibfe with
,,,,tor four months now. I'llI.' been operati ng in some all the filtration going on. I ad mit this is pretty cheesy
t." hion in the informalioo industry since I was 14. but an interesting way to get around it. I'm going to
I guess you could say my job is pretty intt'fl."Sting_ use tilt> example for DUm . That seems to be the onl y
I work normal hours : 8-5 Monday - Friday. I'm a music that can keep me awake at work wh ile I am
\iJotma Nu and I 1M;> at Old Domin ion Unillt'l'Si ty in updat ing network diag rams or fielding pho ne calls
Ilwir crappy semi-new devt>lop ment the Univefsity from shitty outposts in Japan or some other remote
Villdge. O DU isn't all that had . location arou nd the world .

On my first day on the job I noticed the DoD (1) Go to Archille.org (Everyone knows til is place
bad implemented a proxy that co ntinuously grows well, or should. Read more on them on their site.]
,n its filtering capabilities. based on policies written (2) Once you're there in the top midd le portion
to ~. con ,racted individuals htore in my office. It's of your screen you shou ld see the way-bac k m achine
, ,111t'd SmartFilter. Wha t a pain in the ass this thing input text area . For this example I used www. di.fm.
" If you want to write on restrictions of information, That's Digitally Imported Radio. Click "Ta ke Me
It,,~ is ooe hell of a big one . Of course It's a gO\'ern- 8ack."
",,'nl network and that makes all the difference from (3 ) The next page that COfTll'§ up wi ll list the dates
.• 1'''R.1 1 standpo int. !\>rsotIaUy, I'm all for allowing that Archive.org crawledacross tne siteandarchived
, ,·rtain things to be run on my network within limited its con tents. You 'll want to 1001< for the most up-to-
""" ,lOS. It i~ wide ly known that streilming aud io is date one . Out 0' hab it I usually choose those that
.• bandwidth killer in some instances . Well, due to have a ". That denotes that the site was rece ntly
Irrmted funding here at NEXCOM this was said to be updated. The la.st entry Ihal was ~howing when ,
.• h'l\ problem. Until they added it to the proxy list as performed this was April 1st 2005. Click on t he link.
•1 hill no-no. Oh weu..; (4) Once the Digitally Imported sitecome up you

The chief r.ecurity guy sits in the office next me. can scro ll down to the mu~ ic of your choic e . From
11" ,\ continuously trying to 8t1 ou r organization this point you have two opt ions. Try them both and
up-r,>-oore with the secu rity stilndards set forth by see which works for you. (1) Using Winam p , scroll
v, and other organizations lot transaction s but he down to whatever music youchoose. Click on one of
I h in just about everything else. For Christ's sake the ltnks listed unde r ' Listen Now."Your med ia player
"'l' don' t even have aoy of the necessary security should automatically navigate though Arc hive.org
" "It he!; for XP yet. and begin to buffer the stream from DUm . (2) Still

The following Is a set of gUide lines to go by to using Winamp, tighl dick on one of the lin ks fisted
, u( umllent their current system. By no means shou ld under "listen Now' and copy the shortcut. Then
Ih ,~ information be used to break "OY laws. Don't open up Winamp and under the file me nu choose
hl...-ne me it your superv isor runs in and confronts to input the URl. Copy and paste the URl there and
~' ''-l ahout th is. I just lhought it wou ld be an inler- d ick OK.
....I'ng read. I would appreciate some comments bec k like 1Solid before when work has got you down
" ..m those indilliduals who are able to attempt this this is always an option. Please con tinue to expert-
'" ~ their own departments. Ifyou would like to know ment with the internal octwork . If you find anything
.Ul V more information pertaini ng to this network hit interesting I implore you to send the information my
"M' up. Lthink you'll find it to be a pretty interesting way. I'm attempting to com pile a little quick refer-
IM,r d crappy international setup . Anyways, back to eoce document for fun and interesting things to do
II", rea l meat.... on ou r network I can be reached at Comspec2600

let' s say your job sucks and you want to pass the on AIM. Enjoy the information and you all keep up
,L,~ .I little faste r. So you decide to surf a little and the thirst for information and good work .
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Altt'r wrting by the ...a lU('§ in the r,)ndorn ~""~;I
a rr.ay::

~ArrAY

un
~lU

.nl
IOl~O

u u,
IU..
tun
17729
223U
31n~

......... Azr.y
~lU

uu,
Inn
Itn
10150
J U U
2l3U
Jln~

un
lUll

s.qnentiAl Ar r . y

•,,
••,
•,
•,

s.qu.nti.l Arr.y

••,,
•,
•,
••

fol~:

,....,
•,,
•,
•,
•,

,....,
•,,
•,
•,
•,

by~~ThonI

d_Ch_o_r_....,..tloo.rom
Algorithmic ffiCfYPIion ~ I t"l'lV~ il~ an

f"U"Cut.lb1e program, .ap l.aioteodfile. and.a p.auword
Of" p.aWoWJl'l:k tn ch.angE' 11M! p1aintPllt file 10 a cipher­
k"ld t11f.'. pcp '" I u~and it ~ .an .alpithmic
mt;ryplion prowam. .as oomp.art'd 10 pmgr.a~ tholt
lM." Onto-Timl" P.ads 10 TPl, b t'Umpk-. An a lgo­
rithmic program will gt'OeI'".ally lM." .adY.anct'dm.am.
em.atia wdl oft l.arge prirrw~ , t'lliptic cuoes,
d~K'tf.' Iog.ariltlms. and so on 10 gt"I'It'f.atf.' lbIt'ffloibly
random bibfre.arrn. oMlich, whton XOK'd with the
p!.aintPll1, product"\> Iht-unrf.'~c~.

Encryption without m.ath h.b a d~nt simiLtrity
10 the- mp ml'thod. in tholt .a fi.t'd~ t.abW 01
~~ \Md '" part 01tht"pruc_1o geoeeatethe
~ random ....al~..-d in tht" tnl:fYPIion.

I~ 10inft'rjKt~ tholttht" progr.am I'm~
10~ h..as ....tthsIuod ~.al p!.ajnff.'d art.aeks
~ tht" alt.ldt'r Sof'ndl, ml" IWlS of thnus.anck 01
p1.a intt'ld Of hin.ary filP!. and I l'f1Cf}'pt ItM.'fI'l with
tht" W ml"~ .and progr.am tholl mt;fYPIed
the M'Cn"l oonlN file. Wheon I Il.'turn tht" encrypted
files 10 tht" att.ad:..." if thl:-y can dPdure tht" p"'"em
Of~e of the encfYPIiorl and th lli dKfYPI

eesecret file, thf.'y win thnus.an<h of doIl.a~ as tht" In the secoed el\.lmple, after ~ing you will

oonk'§! pri l l' . th.al the sequential numht'r array ~ .-- in.a IT'I(Jn:' Of
Tht> lnoI<up table I r um."ntly use w.as 8t'r'"'"ared k-u r.andom order and tht" Ofigina lly random .arr

from a §imp k- psecdo r.andom numht'r generatOf, is fully sorted. We now dio;c..ard the random nu
whkh is mor e tha n §UffKien t for my peposes. The array a nd rTlO'lo'e the bit! fn::wn ttwir origina l sequmti.ll
qu.ality of ra ndorn.-s is no! importdnt lor the lookup l'lJ5ilion!; (the "indt>." colcmm 10 the r.andom pml
table . The program is l6Uollly run wilh _al pass- tiQos, §hawn in the "Sequential Array"colume.
wor d numbers, and the wmplMt' file i§ l"OCfYPIed The good I1E'W§ about l6ing .array "8 " 10 shu~

ooce IOf eech number entered . E.ach pa§§word b ils in the p la inlt'''' is ItMo l.ad lha t ItM:ore.af(' no duplj..
numher pu lls numbt-n lrom lilt- lookup table begin- cate va lUl'§ in arr.ay "8 ' .and no missing numben
ning .altha t value in the looku p table and proceeding e ither. Therefore WI' don 'l need a "ha§h' or ot
through the lablf.'wquentially untilthe end, where lt rna th-oeiented rechn ique 10 ca lcula rf.' lhe I'I""IlJVI'-

wraps around to she firsl number, bit posmoos.Another bit of good I1E'W§ is Ihdl sin«'
A group 01 looku p table nu mben are placed fmc we're not u§ing lhe lool<lIp table numhon di rect ly

an array (a rray ' A"), a nd an equivalt>nt number of 10 calcula te tbe rrove-ro positions, we don 'l have 11::,
seqeeraial vallK'§(from aero to ' n') are p lared inlo a worry aboul wea klle§\.e§in the encrypt ion due 10 thto
§dlTll'-§iled array (a rray "B'). Array "A' is then sortE'd low qu .ality "ra ndomnl'§S"of the ...alUf'§ in lhe lookup
and Iht.- valUl"§ in array ' 8" af(' swapped lhe wrrw t.able .
way as tilt- ...alUl'§ in a rray ' A". Arrd)' "A," cont.aining Another majOf factor in ra ndomizing 10.. ript-.
the §Orled look up tabl e nurnbef-s, is then di§carded. 1"'1 OlJtpul is the f.ad lhat I u§e §I"fI'f.a1 p.mword
Array ' B', conlaining numht'n which are now in an num/:lefs 10 encrypt with each paw....ord addi
app.lfl>Ol r.and om Ofder, af(' used to reposition (Of .about 20 bits of M'Clirityas it's rommonly rdenl.'d kl
shuffle ) rhe bi t! in the plaint...t fill'. in the uypto bus ille§s. Thef('all1id ho.>fE' is lhal sine

For ....ample, tht- two arr.ays mighl !>Iart off as ead! ~sword numbel" is d ilff.'fl"nl I..... additionl.
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" ypto layers after the fin;t one use different segment<;
" i the loo kup table, layered ove r top of eac h o ther.
"no unlike conveonon al codes that can decry pt
multiple XOR'd layers in any seq uence, the code
,It".n ibed here req uires alllayers to be decrypted in
Ito,· exact reverse Ofde r of the encryption , else the
I'I.linte Kl ca nno t be recovered.

Another factor in rando mizing the output is the
..'" ul random sized groups of bits when shuffling
Ilw' hil5. One look up table value provides the group
"", ("n"), then the next "n" look up values a re used to
IIlI lh,," "A" array as desc ribed abo ve. A fourth fac to r
no J>fl'venting plain text an d ciphertext a ttacks from
IW' onK successful - by analyzing thousa nds of files
.... .,h just a single "J" bit in each file to see where tbe
lilt moved to after encryption . is to use the filename,
." ." Irl a S('rial num ber to each file and use that name
'" numbe.- to furthl'f iterate the password so that
".tt h encryption is different for each file .

t .l~t l y, the filenames or ser ia l numbers are them­
" ·l",,s randomized in a way that d isallows an attacker
10 ', nntro l the names or numbers to make the ir con tn­
h" l,on predictable. Given all of the above. and w ith
~ vmple lookup table of 2"'20 values, it may still
I,,' pos stble to c rack the encryption in a pla intellt or
, 'pln'f1ext attack if considerably more than a million
"I.... Me submitted for the rbosen arrack. I wou ld
I(' '''''~ 'ha t this code is very secure fOf all ind ividual
""I ' Yl' lions perto-med by an individual manually
,1", on8 the ir lifet ime. even using the same set of pdss­
..., ,,<I numlJers during that ent ire time, but for use in
~ 'ypira l encryption server tha t processes thoc sancs
," millions of transactions per ddy, you woul d want
,'" hange the passwords eac h ddy.

In the proc ess of de velop ing this code, I read the
" .•y I••ngthy FAQs on the set.crypt website, I read
" ·""MI ven;ions of the famous "snakeoil" FAQ, I read
" ·,, ....:11pape rs on differentia l analysis, and I partict­
...,..1 in the cypherpunks forum lor d!:loul seven
uwmrhs. J also co rrespon ded with a few of the we ll
~ ,w ...... n cryplo experts, but I have to say that the nf'af

....".·.'<,]1opi nion of the experts isthat you can not have

.• " .. ure algo rithmic crypto prORrdm that doesn'tuse
• CCRP . H " /

the high level ma thematics as described abov e. O r. i
a ll you need to c reate is a pnvate-kev progrd m suc h
as mine, you would still have to genera te a random
bitstream and XOR these bits agilinst the p la intex t
file to get .1 secure encryption. Crypto experts just
don 't trust bit shuffling techniques. albeit that in the
real world the best random ness is usually ob tdifl<'d
by shu ffling. as in pldying ca rds o r 101l(,ry rum blers.

One of the fascinating things abou t cu rrent c ryp­
tography is the discussion of quamu m compute rs
and the assumed fact tha t .111 password-enc rypted
files now archived by various agencies will be easily
decrypted by the quantum computers when those
compute rs are fully functional. It suggests to m e that
the assu med leve l of sec urity of co nventio nal c ryp­
tography may be .1 fa lse hope , especially if pt.-"'lflle
have sent pcp messages that they ca n't afford to
have read by the wrong peop le. One possible posi­
tive po int w ith this code is Ihat l ) Due to the design,
the number of encryption layers per file is not lirnlted
and 2) The design req uires physica l mu lti. laye!"
reshuffling rather than single pa ss XOR 'ing, w hich
tends to defea t the shortcut math ematic a l wizdrd ry
of quantum dec ryption. Time wi ll tell.

The following C code is OOs-bawd and I also
have VBS and DO S BASIC versions. The DOS BASIC
code, predit1al>ly. runs St'\tl'1"al limes as slow as the
DOS C code, however the VBS code is twice as fast
as the OOS C code. This C code will com p ile OK
using the Micr050h Oulck-C com piler c irca I Q'H ,
but I've also specified "typedefs" so that the variables
used in the program can be resized for differe nt pial .
forms. If any of the variables a re resized, you may
have to resize one Of more of the "mdllocO" alloca­
tions in the "ifn_cryp" rou tine .

This program is ca lled from a command line lo r
encryption as follows:

CCRP fiwndfflt' /e passwordnol passwordno2
passwordnoJ ....

Decryption is ca lled as fo llows :
CCRP filename /d passwordno l passwordnol

passwordnoJ ....

ch ar
double

"""'i nt
lonq
unaiqned
unsiqned
void

• ~ f'@de f

, n >ede f
, ~pedef

, ~ Pf'de t

, ~pedet

, n ...de t
, ~pedet

, ~ I><'de f

"""r

"l nt U;
char UC;

"

/ * char (atrinqa, null_te~inatedl */
/ * double float tdo uble pr eci a i on ) 0 /

t » noat (s i nqle prech ion) . /
/ . s hor t lnteqer ( a i 9ned ) " /

/ " 10n9 lnteqer (siqned ) . /
/ * s hor t inteqer !unsiq ned ) . /

/ . una lqned character " /
/ » void data t ype */

bi t qet (C "c s t r , I i b i t):
v b'tput (C ' c at r , I i bi t , I lput l;
v ' I n_c r yp (U l but , FILE *ebu t , I l opr, L l l o t , L lrnd );
v I l n_ma",a (C "ema"" I Io t a , I irow, I I coI, I Ib>,p, I iext );
v , ( n_r e ad (C ' cb uf , L I byt , U l but , FI LE "e but ) ;
v , ( n_ao>,t ( I ' l nt l , L ' I nt 2 , I ' h t k , I Unax );
v dn_wr i t e !C ' c but , L lbyt, U l bu t , PILE: *eb u t ) ;
, ,0_vadr ( I l nop ) :
• ,o_vc l a j I lclr ):
v , n_vc ar ( I irow, I Icol , I l c a r ) :
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V io vd.P CC *cdat . I irow. I icol. I i clr );
L I t6ble CL lrndll

union REGS r 'H
U _ f a r *uvadr - 01

' * DOS r eq i . t er. declara t ion (video l *,
' * video diaplay point.r *'

, . CCiU'. C . ,
#inc l ude ·.tdU b . h·
' i nc l ude · .tring .h ·
' i nc l ude · . t d i o . h ·
' i nc lude · do••h ·
' i nclUde · i o. h ·
linc lude · cc rp. h·

; * q.. t u.er '. c0Ma4nd-line argument . *;
' * i nitial i ze t he u.er .... ag••tri ng . ,

: 1 '$ "' ( I +- . 0 1 2 3 4 S 6 7 8 " AaCDtrGK IJKLHNOPQ~STUVWXYI I ) · _- { ) -0· 1.,
; * i nitialil.. t he loop-be'i!in va riabl.. *;
;* . .. t the maxiAua til .. buff .. r l ..n'i!th . ,

; * i nitialize a te=pora ry char.ct.r variable *;
, . initi.liz. the filen~ . ,.t.n.ion .eparator . ,

' * initialize a tegporary l oo p va riable . ;
; . initiali ze the loop-.ndin'i! var i ab l e . ,

f * i nitializ.. a tegpor.r y len'i!th vari.bl• • ;
f · i nitialize t he l oop-inc r .ment va ri.bl. *'

f * initia lize a temporary l oop v. riabl. *'
, . i niti.li ze the opera tion code *'

' * i nitial i ze l.n'i! t h o f fil .n... c har. 0;
,. i nit i alize t he file l.n 'i!th vari.bl.. . ,

f · ini t ialile the lookup t able va lue *'
, . 'i!"t ne ,.t av .ilabl. DOS file handle . ,

f . video d i . p l ay pointer */
f · . l loc.t. fil.n... . ort ind.,. .rr a y 0'

/ * al l oc.te fil.n-.- .ort l ookUp ern.y 0''0. llocat e fil.n~ . ort .tack array · '

V mai n ( I a r qc . C · *ar gv l
C c"'gl 64 11
C cvrd l S8)
C cvr" I S8) ­
U ibeq;
U i buf _ 2048;
C *c c hr ;
U idotl
U idx2 ;
U iend;
U 11en;
U i ncr;
U i ndx1
I i opq
U i wrd • • tr l en(ewrd l J
L 110f l
L l r ndl
rIU: •..huf;
U f . r · uvadr - OJ
I i ntl[58j ;
L I nt2[ 58 1;
I iatk[58J ;

if cer9C - II (
.trcpy(""'i!. · U• • 'i!. '
i fn _..g.C"" 'i! . 4 . 24.

CC~PCv4 .1 1

79 . O. I) ;

, •• ,,~nd Une va a not . uppl i -.d 0;
filen-.- (I" ; d J (k. y l k.y2 • • • • J· ) l

, . di.pl . y u' . \I. ..... \1. an d ••i t · f
)
if Carq" e 4 I I arqc > 15) ( t « no, of . eed ".y• • hould be on. to 12 *'

i fn _a8 'i!. ( " I nv. l i d n..-be r o f par~ter. · . 4 . 24 . 7'. I . 1) 1) ' 0d i aplay .rror ..... . 'i!. [a bove l .nd . xi t . ;
if , ar 'i!v[ 21[ 01 . - ' ; ' I ( t » . la.h precadlng opcod. parae ei.ain'i! *'

ifn_"'i!.,·Inval ld operation paraeet. r · . 4 . 24 . 7'. 1. I II
) f · d iaplay e r r or .....a 'i!e [ above ) and ",.it *'
. t rupr (.r9V(1) 11 f o uppe r ca.e the tar'i!.t fil .n... * f
.trupr la r 'i!v(2 111 r« uppe r"• • • the oper.tion code . ,
if (.trch r,·ED·. ar9V [ 2) [l Jl _. NULL) ( ' * invalid opcode par...te r *'

i fn Ba'i!.(· I nv.li d op8 r ation par...t er· . 4, 24. 7'. 1. II ;
) - ' * display . r rOr "'."'i!e [ above I .nd edt «t
idot - . t rc.pnC a r 9Vl l l. ·.·)l , . po.itlon o f file n.me . ,.tenaion • • parator .f
ilen _ .tr1.n(a r 9V[ I J I J t« len'i!t h o f t.r'i!et fi1.n....... . f
if Cidot -- 0 II i dot > 8 I I Hen - idot > 4 1 { ' * fi1anaae ia bad * f

Ifn_..q. C·Inva l id fil.n...• • 4. 24 . 79. I . I II '* filenaee i . ba d *'
} r« d iaphy e r rOr ......qe laboveJ and edt · f
if ( i dot < i 1e nl { , . fi1e n... a . ten. ion ae para t o r foundl .f

if (atrc .pn(ar9VIlJ + idot + 1• • • • J < llen - i dot - 1) (
ifn " lIal ·Invalid fi1.n... • • 4 . 24 . 7'. 1. 11; ' * 2nd ' .' v.a foundl *'

I - , . di.play e r ror _ ...qe [above ] and . dt . ,
if l1dot -- Han 1 ) , . exten.ion • • ""rat or at en d o f filen.- *'

ilen- -f ' * decr...... nt l . nqt h o f t . rge t fil . n.... 0'
ar'l" [ ll [ i l e n J ' \ O'l ; * decr_nt lenqth of tar'i!.t filen..... • f

)
e bu f - fope n C.r'l"ll l . ' rb+"lf / * ope n t he . e l ect ed file *'
Ilof - filel.ngth ( fileno (ebufll; ,. 'i!.t length o f a.lected fil e .;
i f (.but .. NULL I I 110 f _. _lL I I I lof 0 ) { f * lenqth-O or cal l f.i l e d *;

fc10"C.bufll t » cl0.e t il. ae l ect ed fil e . ;
reanveC.r'l"IIJ IJ ' * kI l l t ile ~.ro-l.nqth fi1. *;
.trcpYCC1IIlIq. arqv[ l] ll ' " copy fil.n..... to _nalle *'
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. t r c a tCc.aq, " not f ound" 'i
itn_ lISq. (ClllSq , e , 2~ , 79 , I , IIi

1* ..d d "not found" to ....a ge * 1
1* di.play .... . . ..qe a nd . "it * 1

- IIarqc

"_ 1 1

}
i opr - ..rqv(2] [l j
it (iopr -- I I {

ibeq 3;
!end arqc l
i ncr I ;
e la.
H,e,
!end
incr

- 68; 1* opc:od. ( I-encr ypt , O-decry pt , * 1
1* th i s i. t he e ncrypt o pe r ation * 1

1* .et t he l oop-beq i n v a ria ble * 1
1* . e t t he l oop_end i nq variab l e *1

1* a e t t h e loop-incre....nt variabl e * 1
1* t h i s i. t h e d. c rypt operation * 1
1* a.t the l ooP-be9in v .. riable * 1

1* a.t the l oop-.nd inq variabl e * 1
1* a e t t h e loop-inc r . ....nt variable * 1

}
f o r Cind '" - i hegl i ndllt \ - iendl i ndllt +- i ncr l { 1* loop thn> #Of . eed key. * 1

lrnd - a t o l ( a r qvt i ndx ll , C L IIO ~ 8S76 ; 1* 'l et l ookup t ab l e a e ed k.y * 1
f or Ci d x 2 - 0 ; id,,2 < i .. r d : idx2H l ( 1* l oop through .. rray .le....nt. * 1

i n t l (idx 2 ) _ i dx2; 1* o f f.e t. frOD current byte off.et * 1
lrod - I t able ( l rnd l; 1* g.t the n.xt l ooku p t able valu. * 1
I n t 2 lidx 2 ) _ lroo; 1* put l ooku p value t o . o r t a r r ..y * 1

.. rray * 1
ch.r. * 1

1* aort l ook up
I . loop thru fl l .n....

}
l r nd
lrnd

}
ifn sort (intl , Int2 , i. t k, ivrd - II;
for- Cidx2 - 0 ; i d x 2 < i .. r d l i d x 2 H I (

cwrxl intl[idx2)] • CWTd[idx2) 1
} 1* ahutlle byt.s i n v a lid fll.n ....... c hars [abov.] * 1
l rnd • a tol i .. r qv!indlltll , (Lj l OUS1 6 : t « 9. t looku p t.abl. e.ed key *'
f or (idx2 - Oi idx2 < 11 en; i d x 2+" 1 { 1* loop thru fllen ...... chare * 1

cchr - s t r c hr ccwrx , .. r qvtl][idK21 Ii I . fl len..... char . po.itio n * 1
if (cchr - - NULLI ( 1* c h a r a c t.r not f o und i n flle n... • ,

ifn_aags{ "Invalid c h a r . c te r i n file name" , ~ , 24, 79 , 1 , I I;
1* d iep 1a.y e r r o r .......ge [ above ) .nd . ",i t * 1

(lrnd + Ccchr _ cwrx .. II ) , CL l I 0 4 8S76;' · .dd v. l ue to e e ad * 1
It.ble Cl rnd,; 1* r.iterate value of . eed key * 1

}
i f ciopr - - II {

i fn_..q .C "Zncryptinq layer " , ~ , 2 4,
.he {
ifn_..q.( " Decryptinq l.y.r" , 4 , 2 4,

1* e nc rypt ope.r ..tion .~i1led * 1
79 . o. 0 1; I · encrypt aaq . *1

1* decrypt oper. t i o n . pecifled «t
79, 0 , Oli I . decrypt ..q . * 1

}
itoa(indx _ 2 , cas9, 101 ;
ifn_aa9.(cas9, -21 , 24 , 79 , 0 , 01;
ifn_crypCihuf . e hu f , iopr , U of , l rndl;

1* convert ' i nd"" to . t r i nq * 1
1* . how l.yer n~r .....q. * 1

1* encrypt or decrypt * 1
}
i f n_asg a ( "Tr a n. l a t i o n ca.plet. ", 4, 24, 79, 0, 1)1

(e . l aslloc ( 20Ul l
(c *laslloc( 20UI:
( I *1_lIoc(30H li
CL * , _ U oc( 614 8 11
CI * , ..lIoc( 30 Hl l

V i fn_c r y p( U ihuf ,
c """ H U ) l
Uibit -O;
Iieaf-O;
u nen;
U inclx l
L lbyt ;
c *chuf
e · c~

I *i ntl
L *lnt2
I * b t k

r IU . ebuf, I i opr, L llof, L l r ndl { 1* encrypt routine */
, . initi.. lh.• t he Uaar _ • • aq e . t r i n q * 1
1* initi.. liz. t he bit o f f ••t i n c buf * 1

' * initialize the BOr lla 9 * 1
1* initialin • tmopor.ry l ength variabl e * 1

1* initialize the for-neKt loop counter * 1
1* initi.liz. the tile point.r v.riable *'

1* i niti.liz. the fli. bl.>U.r * '
1* i nitialize tha t e.p buff.r * 1

1* al l oca t a the aor t i nd. x .rr.y * 1
r« .l loc.ta earl lookup nwober . r ray «t

1* a llocate the aort . t a c k .rr ay */

tor Clbyt - 0; Ibyt < IIOf : I byt +_ iOOfl {
if rnce > (LIl..bu fl {

)t;~(lbyt I ( llo f I 100), casg, lOll
a t r cat (CIU q , " ' "I I 1*
i f n_..q . ( " " , _ 2 4 , 24 , 79, 0, 0 );
ifn~..q .{ClllSq , _ 2 4, 24. 79 , 0, 0, :

1* proce. a in ibl.1f .eqJMllnt . * 1
1* aO we don "t divide by zaro * 1

1* convert pet. t o .tring * 1
a ppend "'" a ymbol to ..a . a q e */

1* er• • • pr.v . ca.plet• ..q . * 1
1* . h ow pet . cOlllpleted ..q . * 1

}
if ( l byt + iOO f >- Uof) {

i bl.1 f ( UlfUof _ l byt l;
i e o f - I I

1* c u r r e n t fl i . pointe r + ibuf . p . na EOr *1
I . re. et file b u f fer l ength . ,

, • • e t the EOr nag ON *1
}
itn_r• • d{cOO f ,
while (I) {

l b yt , ibuf , ebufl l 1* read data i nto the tile buffer * 1
1* l oop t o proc••• bit ",r oup . in cbu f * 1
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Rev e ale d

by Royal think about wh,ll lh(')i wer e wailing for on lIlt' line;
anonymousmyalftgmail.com you may be mio;sing trw k(')' to WOOl! made it all

f)i~c1Jim(>r: The Information contained in thj~ possible. You can't SIMI plJying your l(l1lt'S ;II any
article is for informa tional purposes only. R(·d given time: you fi~t 0('(>(1 to know the rate of the
boxing is ilIt'g<ll and a form of toll fraud. 1disclaim (_<111. Soon "ilt'1 dialing the num\)('r, the automated
all responsihi lilYand li,lhility for ,lrly iIIf1\<l1 <l uil/ity prompt for the amount to df1xlsit came on thl' line,
based on the in(orrn.-ation contained in This Mlide. wh ich is also the s~t('m that vertfles your coins by

Red boxing is a lop ic in 1I~ phreaking scene that listening for the tOOl'S that the pavphone, o r yoor red
you 've proh.1bly read up on many nmos be f ore in 00>.:, plays do\,," the line: the Automated Coin Toll
various text files and articles , both onl ine and in System (ACTS). In other cases, a live operator wou ld
magazines. Re<i1 u<;(' of rbar. you 're probahly nol come on tbe line Instead, hut you 'd Slill be i1SkM for
expect ing much by f('ading yet anorb e- art icle on the amount to deposit. Even with the operatof on
Ihis subject. On the con trary, this art icle wi ll provide the line, ACTSwas there as we ll, so red boxing was
you with everything you IlN'1:f to know about red still an option as long as the opt....ato r d idn 't suspect
boxin g toda y, bt>yuntl just answering the simple to ll fraud . Now that we've cove red the ma in thing
question . ·Can t still nod boxr' I'm aclu.llly going th at makes red boxing pOSSible, let 's go OVl'f why
to expla in how you Gin still do it In this article, some IX'OPle question its plausibi lity.
I will ('xplain why red hoxing is still possible' and The Cause of 11K' Confusion
what has changed since a few ycars age. I will also Until a few years ago, getting ACTS on the line
go over m.my ways of accom plishing this easy task, was simp le. Allyou had to dowas dial a long distan ce
includi ng .I fl"W tricks and some OIher advic e you number and wait to be prompted for ltw amou nt to
can use whe n the nec essary co in prompt doesn 't deposit by either an au tomated ACTS prompt or a
come on the line. live opera tor. In bo th cases. il was \1ft)" simple and

NOIc; A lot of the information you arc about 10 anybody could do it as long as they had a red box 10
read is based on veozon pavphones , so keep that play the necessarv tones. The reason that this was so
in mind if any information see ms inacc ura te for easy was because during this time, all long distance
payphones fmm othe r providers . calls by coin were hand led by Af &T throughout the

Red boxing.. as most of you shou ld already cou ntry, and therefo re you would gl'! lhei r ACTS
know. is 01 simple method of pl,K ing fret' ca lls on on the line whenever you dialed a long distance
p avphones using the tones tnat a pevphone gcner· number . Unior!unate iy, tblngs changlodwith time .
ates when coins arc inserted. If you were un.lwar(' According to tlwir nf;>WSrelease on June 5. 2002,
of this, then you should do some reartlng on the (hllp://ww w.a tLc oml n("ws/20021Of./05- t O.;] 9 ).
suhject before continuing further, ()t tl('rwi~e ruu AT&T IX,!!,ln ph,lsing out thei r AOS ,IS the months
may not und(>rslilnd th,- informat ion in lhis Mtic!,'. wenl by. st..rting with the states thai had the most
For thnSt' of you whu have ,llrt·.lIt)-' read ihe molny coin lung distance c.. lling. During this time, .lS long
text files <Ind articles ocrthere. you may recall <;(\ffi(' JS the payphont., you were using wasn't phased
of the more recent om'S claiming lh,ll red boxin g ou t yet. J rt'l:md,od ml!SS<lge would come on tile
is cithl'f ohStII,'11' o r can still bl ' accomplished but line hl'!,-,re you r CJlI was completed and [ell you
with r ertain limitations. Rt'gMdless of what }1JU m.1Y th.u tho poyphone you were using would soo n no
have read . the truth is that it is still possible today, longN accept l o ins fo r AT&T long distan ce calls,

Wh at Makes Red Boxing Possihle sUM esting the uw of .l prepaid calling c,ard or othe r
Think back to till' "grJl>t'l 01' dolys' whe-n red pevmcn t method .1S .1 substitute. Sure enough this

Ixncing wav a fad in thl' phrcaking scene . Everyone everuually hdllfll.'m"l"l .
h.ld their mtxlified tone dtajer, microcassene Now without AT&T's ACTS in place. long
rl'corder. o r other fm m of red hox dt'Vice at the distance COl lis hy co in have to be handled diift·rcnt ly.
rc.lety, dialing dIVa}' a t the nearest p.wpbone. Rut So if ytJU di.:al .l long dist.ln,(' number un a p.lyphllfle
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that formally gave you tbr- automated ACTS prom pt BCX::OT stands flM" B("II Owned Coin Operated
or an AT&T operator requesting coins, you will Telephone. This [hlyphllfl(-' is vcry standarrf ,1I1d dot'S
i n~l('ad get IHUll...1to an intercept tan efrt M" lTK'So;.,]l/;e), nol have any firmware prngramllll"d in il In interiere
or be prompted tor co ins from the paypIH..,t> itse lf. with what you dial. In .1 Jot of a rees. these were the
Once people started getting this instea d oi the AT&T original pavphones introduced before ne w er tech-
prompt they were used to, manv jumped to r onde- nology carne out. YouslHlUldbe able to te ll if you 're
~ i ons and claimed rl.'d ,"", 'Xing as obsolete. O thpr un one of these phones when yo u d ia l; th e re won ',
1)('<1,,1(> d .l ilTK,-'(\ tha t red boxing ls on ly pos sible be . \11)' internal r('Cord;nK~ or modern di<"l ling after
through a live opceator. However, like I sa id tx-for(', you dial a phone number. You should also be able
rt'fl boXing rs still possible and ustng a live opt' ralnr 10 break thE' dial tonI' by tapping the switch hook.
is not always f1('C(><;Sdry. For all of these reasons, this is lbe I)'lyp ho n<' that

How II's Still Pussibl. should gi\lt> you the least amount of tro u ble when
So how C3l1 you still red box? In oedee to answer ming your red box.

thorquestion, I fir<;t needto go ove r LATAs. In case COCOT st,lOds for Customer Own ed Coin
v ou're not familiar with that te rm. LATA stands Operated Te lephon e. This type of pa ypho ne rart' ly
iur l ocal Acc(-'!>s and Transport Area. LATAs Me USl.'S network control signaling or supports ACTS,
j.\t>ORr,l phic areas that dictate how far I n lnr um- at least in Iht' U.S. There are man y tyP('S of this
IM'nt Local Exchange Carner OlECl, a carr ier such payphone used by differe nt providers. The logo,
. l ~ Vt'filOn Of SBC, ca n route call s. If a Col li stays if shown, should represent a Competitive Loc al
inside of a LATA. it is .m intra-LATA call. Also. it an hchanKt' Carrier (CLEO, wh ich is ~ imply .1 carrie r
intra-LATAca ll goes beyond a loca l calling area, it is that com petes with an ILEe. Firmware in t he phone
' ,1 1f E'd a reg iona l toll call (a lso sometimes referred 10 determines rates, verifies coi n psy ment, a nd rou tes
, l ~ "local toll'}. Calls that a re placed between LATAs calls using an Inte rnal mode m. In this common case,
.m- inte r·LATA and handled by an lnrerexchan ge red boxi ng is not an oplion. In ra re circ u mstances,
I'a rrier (IXCl, otherwise know n .lS a 1'M'lg d istance d COCOT may US(' network control s ig naling to
, ,,, ri('f. Did you get all of Ihalr Good , then let's comeoumcare with ACTS, and poss ibly also lack
r onttn ue. firmware, m.lklng rt"l1 boxin g possible.

AT&T inrlt>ed gol rid of their ACTS, m.lking Hybrid s are Bell-operated payphones like
" "I bo xing long distan re ca lfs a thing of tbe past. BOCOTs. These Me uSUillly lhe S.II1lf' n honc .1I1d
II"wever, mdny ILECs still have their own in place, loo k ide nlica l. The difference is that these n eve firm-
namely vcruoo. sac, and Owest, Since the ILEe is ware in them. when dialing phone numbers, or even
the carrie r running the ACTSyou 're Irying to gt--'l: on the local operator wilh 0, the Iiemware usuJlly kicks
Ill., line, J II of your calls usually need 10 be intra- in and dials the num ber for you using an internal
l ATA. Ihere ere different ways you ca n get ACTSon modem. The prob lem with this is tha t wh at you dial
lht, line and in some cases you are limited to whert> and what the modem di.lls can be two d ifferent
vou can t a ll in the LATA, Things. For example . on Verizon Hybr ids, dialing 0

TYJle$ of Payphotles for Ihe local ooeretor will cause the modem to dial
II '~ \/Cry impo rtant 10 get familia r with the Verizo n Select Services ' Carrier Access c ode (rAQ

rlifft' rcnl typesof payphones in order 10 know wh ich plus a rceo. in the for mal 10 1-XXXX-O. This brings
" fl l.'<; yo u' re able 10 red box from. In fact , wilh the you 10 <I lon g dis tance CI.ECopera tor, inste ad of the
fl . 'W{"f technology implemented in more pavphones local operator you were supposed to reach . A Cl EC
nnw. you molY a lso need 10 know how to red 00" opera tor su rely isn't go ing 10 rio coin veriftca tion, so
them . There are four types of payphones Ihat I am fhe re 's no poinl in whipp ing out your red box.
Io:0 info\ to go O V('f: BOC OTs, COC O Ts, Hybrids, an d As for Hall Hreeds, they 're even w urse than
11,,11 Brt't-..:ls. Hybrids because Ihey look .lnd operale more like

Bell owned and opcraled payphones .lre usually ,} COCOT, which mea ns more firmw<l re to ruin
rh.· on ly ones th.lt use nMwor k contro l signa ling 10 your da y. As you ca n imagine, these ph o nes art> a
• "mmuniC,lIl.' w ith ACTS. Tht'l"(-'fo re, these .lre the nuisance in many ways.
" nt 'S you norm<llly w<l nl to loo k for ifyou want to go O n with thE< Red Boxing!
,,'fI box ing. Your are<l 's Il.EC is always the provider, Time to get into wh,ll YOU '\le a ll been wailing
,lI1d ils IOKoshould always be shown somewbert> on for : lbe red bo xing! He re I'll be showing you every
,n....... polyphones, making them easy to po int out . method I know to gM ACTS on the lioe.
Ih.· three typE'S of Bell operatE'd payphones that I'll Fir<;t of a ll, in order 10 be abl(' 10 rro box, you

10:0 OV('f are BOCOTs, Hyorids, <l nd Half Breeds. must be in the le rrilory of an lLEe Iha t supports
(lll c lhing 10 note is Ihat a BOCOT can ref('f 10 any ACTS.The on ly ILECs I know thaI do Ihis areVerizon,
"i lhese three payphorl(-'S, but herei n I'll be using SBC, .lnd Qwest, ahbou gh there could be others
lhi, term specifICally for thE' ones that do not have thaI I'm unaW.lre of. If you 're unsu re whet her or not
lIrmware programmed in lhl.'m. Now that I've made you r lLEC sUW'rts ACTS, you can simp ly try these
lh,1I de,lr, let 's con tinue . met hods to know for surt>. Th....e a re also a rea s lhal
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use the ACTS from a different ILEe. For example, sure tha t this works in Verizon territory. To try th is,
Connecticut is inSNET(Southern New EnglandTele- pic k up the phone and dial 0 plus the area code
phone) ter ritory, yet some of the peypboncs the re and seven d igit cell phone number in the formal 0
give you a Verlzon ACTS prompt when you d ial a + NPA-NXX-XXXX. You should get the ACTS prompt
region altoll numher. If you still find yourse lf unable on the line <lfterw<lf(k. If you do eot, you may want
to red box, you may reed to be in a different area. to try diali ng in one of tbese two oth er for mats:

As I explained earlier, all ca lls USUJlly have to NI'A·NXX-XXXXor I-NPA-NXX-XXXX. If those also
be intra-LATA since the ILECs are the on ly ca rriers fa il, ther e a rt' three possible reasons. One reason
support ing ACTS now. How eve r. as you mJy already cou ld simply be that the ILEe doesn 't support ACTS
know, mos t d irect d ia led loc al ca lls arc usually veri- w ith these parucular d i<l ling methods. The second
fiedby a grou nd test, meaning that you must deposit reason co uld center a rou nd the cen phone's ca rrie r.
the money before you finish d ialing the number in In Verizon territory. if the cell phone you a re ca lling
orde r for the lest to pass- Tha t leaves on ly one other isn' t withverizon wtreloss. you w ill not be prompted
kind of call : regional toll. These c<l lls alwa ys req uire by ACTS. The same cou ld be true for o the r ILEes
you to press 1 Wore rhe number, since there is and tlleir wireless ca rriers . The last rea son cou ld be
indeed <I regional ' fo il' for the ca ll. Direct d i<l ling because of the part icu lar type of polyphone you <I re
a regiOflal toU number should bring you to an ACTS using. Rememher whdt I told you abou t Hybrids and
prompt most of the time , and it's the easiest way of Half Breeds?Well , if you' re on one of those phones,
ge tting one on the line so you can start using your the firmware is most likely inte rfering with who'll
red box. Unfortunate ly, the regional toll method you 're trying to dia l. l'll be explaining how to de a l
leaves out ca lls in your local ca lling area, and there with these types of polyphorM:'S a little later on .
a re go ing to be times when you need to place a One interes ting thing about th is 1Tll>(1lod of red
local call . Have no fear lkough, there are still a lew boxing is tha t the call may sometimes be unllm-
wa ys that you can red box loca lly. ned , meaning that you ca n slay connected to you r

Another way to get an automated ACTS prom pt pa rty inde fin ite ly. This may on ly be for loca l ca lls
is through d irectory assistance, so this mebod will though, because when the ca ll is local ACTS usually
obviously limit you to listed pbooe numbers. To do prompts you for SOce nts, whic h is ohen the amount
this, pick up the phone and dia l 411. Here in MaSY- fOfa direct d ialed local ca ll when the money is veri­
chusens where I live, directory assistanc e is free ol fled by a ground test .
charge. ~'f in all other areas there will be a Very recen tly during HO PE Number Six, I found
small lee. If you live in ooeof these areas, ACTSw ill out that you can reac h ACTS by d ia ling a long
prompt you fOf an amount to deposit. At this poi nt, distance num ber ! You hea rd that right, you ca n red
you can use you r red box to ' poly" the nec essary bo x long distance ca lls! In New York City, wh ich is
amou nt. If you don 'l wan t to use your red box , you in venzon terrilory, you 'll get an acromatedvertzon
may also try "' ppi ng the sw itch hook veryqu idly, ACTS prompt fOf Sl .05 after dialing any inter-LATA
whic h is a trick that usu<lll y onl y wor\I;s on regula r number in the U.S. International ca lls <Ire excluded
BOCOTs, but this is not guarant eed. If you 're on a from this, so you'll have to make sure that you
Hybrid Of Half Breed, the firmware in the plx>ne a lways dia l domesticall y. A few frieods and I devel­
may keep the line on hook fOf a lon ger period of oped a theory that Verizon may be expe rime nting
time and instead d isconnect the ca ll, tkou gh th is is with thei r ACTS and slow ly implementing it IOf long
not always.the ca se. The reason that this trick some- d istance use . This may have something to do with
limes works is bec ause tapping 11K> sw itch hook the recent Ver izoniMCI rnetge, wh ich gives Verizon
signals the operator to come on the line . But in this an IXC to work with , possibly for co in long distance
case the operator would specifica lly be the d irectory ca lls supported by ACTS as well. This cou ld be big
asststa oce operator. Pre lty clever eh! Once you get news if red bo xing long distanc e makes a retu rn. All
directory assistanc e on the line, loo k up the number we can do is wait and see.
you 're trying to ca ll. This can be eitber a local Of That's a ll for ways ol gett ing an autom ated ACTS
regiona l toll number. The operator will then put on prompt. Now for using live operators. O nly you r
the recording that annou nces the phone number. local operator can do coi n vet'ifrcation. Getting one
During or after this recording, you should be asked on the line is as easy as dialing O.Once you have the
if you want to place a ca ll to this number for an operator on the line, you simp ly give her the loc al
additional fee. Choose to do so by co in deposit, then or regional toll num~ you want to call and tell her
wait fOfthe ACTS prompt to come on the line . Voila ! you 're polying with co ins. The operator wtllthen te ll
Now you 're <I ll selto start red bo:o: ing the ca ll. you to deposit the money. You ca n now go ahead

Woul dn 't it be grea t if you cou ld s imply dia l and start p laying your red box tones, being ca reful
a local number direct and still be able 10 red bo x n.ot to make any other no ises that cou ld make the
the ca ll? Well, guess what? You can! In some cases , opera tor suspect toll fraud. If that happens, hang up
dia ling a ce ll phone number will b ring you to an and retry. Once all 01 your ' co ins' have been veri-
ACTSprompt, even if it's a local number. I know for fled, the operator will com plete you r call. There may

Page22 - - - - --- - - --- - --- - - -2600 Magazine



IIc, times when the ope rator will give you a hard tha t the 555 number is incorrect and you' re calling
urre, te lling you to direc t dial the call yourself. If a di fferent number. ~t J lf of tile lime you w i ll he told
this happens. you may want 10 Iry ma king up an to hang up and red ia l. However, if you are asked for
excuse for (\('ftfing the o perator to plan' the call the number you wan t to call, go ahead ilnd give it
for you, such as the keypad being broken, or being up. Now you'll he asked for the amount to deposit
handicapped and incapable of dialing yourst'lf. This and yo u can l"l'fl box away.
all sounds pretty easy. right? Well, it can get even Dealing with Hybrids and Half Breeds
easier! Hybrids and Half Breed s ca n prevent you from

In Qwest territmy, you can use directorv assis- being able In do a 101 of things. Some of these things
ranee 10 get an operator on the line as well. On ly in include ca lling the local operator whe n you dia l
this case, there's less likely a chance of the operator 0, getting an ACTS prompt whe n dia ling 0 plus a
refusing to complete your call. To do this, dial411 cell phone numher, and even flash hooking prop-
and look up any listed number. After the number er ly. Unfortun ately, I don' t have the time to include
plays, choose to pay by co in and wait for the ACTS all of the methods of bypass ing firmwa re on these
promplto come on. This time, let the recording play phones. Whilt I will go over is a spec ific kind of
and repeat itself until you get anoeher operator on firmware bypassing technique that ta kes advantage
the line (quickly flash hook ing may also be useful ofVenical Service Codes (VSCs). VSCs are customer
here). OOCl' the new operator comes on, he or dialed codes preceded by a star (*), or 1 1 if you
she will ask you fOf the amount to deposit. AI Ihis have a rotary phone, that access services prov ided
poin t, ask the opera tor what number you are calling, by a local or long distance car rier. *69 Ca II Return,
sounding very coofused. When he or she tells you a service that lets you call back the last party who
the number, explain to the operator that this is not called you, is one of the benet known VSCs. The
the number you were trying to call . You shou ld be three that you ca n use 00 Hybrids (not Ha lf Breed s}
asked for the number you're calling now, so go are *67, *82, and *58. In case you aren't fami liar
ahe ad and give it up. When you're asked for the with these codes, *67 is for blocking yoor Caller 10,
amount to deposit, go ahead and start red boxing. "82 is lor unblocking yoor Caller 10, and *58 is for
Smce the flrsl phone num!)er and rate were already preven ting other stations on a Mulllbu"on Key Set
known, and yoo were already going to place a call (MBKS) on ISDN from accessing your call. When
with co ins, your call shou ld be completed with no using these, you have to dial them in the style for
quest ions asked . I am unawar e if this Irick W()(ks rotary phones, mea ning that you precede them with
outside of Qwest territory, so give n a Iry elsewhere 11 Instead of * bec ause the firmware in the Hybrids
if you want to find ou t. prevent that touc h tone from reaching the d ial tone.

You know how dialing 0 plus the number you So you' ll actuall y be dialing 1167, 1182, or 1158.
want to ca ll gives you other billing op tions such as To use these VSCs, pick up the pho ne and dia l
collect, third pa rty, person-to-person, ca lling card, one of them . If you dial 1167 or 1182, you 'll hear a
and credit card? Well, sometimes when you talk stutter dial lone. If you dial 1158, the dial tone wi ll
to someone live, it's a real operator that can do drop, some cl icking will sou nd, and the n you r dial
coin verification! To see if th is will work for you, tooe will eventua lly be returned . 1158 in particul ar
simply dial 0 and the number you are calling in the is very strange and I have yet to underst a nd why it
format 0 -+- NPA-NXX-XXXX. If you are brought to an dol's this, especially considering it's for ISD N. Once
automated system telling you your billing opt ions, you have dialed one of the VSCs, the firmware in
cboose 10talk 10 a live operator. Next, 11'11thl' oper - lhe Hybrid will no longer interfere. From here ,
.rtcr that you want to pay for the call with coins. you can go ahead and dia l what you would have
If the operalor asks you for the amounl to deposit, normall y been prevented from accessing. such as
you're all set to red box the call. If not, cha nces are the loca l operator by dialing O. Unfortunatelv these
you 're out of luck. codes don't work everywhere, so if they all fail, try

I'm not doneyd: bere'sone last method of getting another location. 1158 in particu lar see ms to work
.m operator on the line. This one involves using the more often in major cities like Boston or New York
~ ~5 exchange . I know this works in Verizon terri· City for some reason, so try it in those areas as we ll.
tflry, but am unsure if it works anywhere else. Pick As for Ha lf Breed s, I've never learned mu ch about
up the phone and dial an unass igned number in these, so I do n't know of any ways around t heir firm-
exchange 555, in the formal l -NPA-555-XXXX. In wa re. Sorry.
,l lew moments , an operator may come on the line . OtMr Trids and A.dvice
Ifyou do n't get an operator, or if the operator tried There is one really cool thing you ca n do with
placi ng the call before you coutd speak, hang up vetecn's A.CTS that I shou ld sha re. When you get
and redial. If the operator does come on , he or she to the automated ACTSprompt, you can continue to
may sound con fused or ask if you 're calling a cell red box in more ' money" past the maxim um amount
phone. Youneed to talk qu ickly before the operator necessary for the call!This can be done indefinile ly;
tries to place this invalid ca llI Explain to him or her just keep playing the tones to get more and more
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'money' credited to your call. The more ' l11Ofley'
you acid up, the ICMlgN your call will \x· !)('iore yo u
gel a nother ACTS prompt. As far as I know, this is
only possible through Verizon. fof fun, you could
actuall y red holt in $100 worth of tunes 10 hear n
say "Thank you , you have one hund red dollars credit
tow..mls ovmimf'.' Of course , Verizon would tx­
pretty suspicious if thl')' saw such a I.u ge amount of
money spe nl on an ACTS call in tboir records.

As (or Issues you might be having, there's no
need for me 10 go CNf'f the com mon details of why
your red boll; might not he working. That informa­
tion is already Ireelv available online , Play v our
tones 10urlPr Of softer, Try re-recording tncm to get
rid of d istortion. MO\Ie your red box closer Of fun ber
away (rom the rncufhpiece of the paypbone. Try
soldering on a better crystal in your tone dialer. It
shou ld all be common sense to you by now after
a ll these vears. However. there is soml'!hin~ I want
10 go over about certain pavphones. Soow of lhem
have thei r own ways of peevenling red box ing. Ll'l
me exp lain.

Tlwreart." SOI11l' pavphones that actually filter out
the red box fn'q uency from htoingplayed through the
rooutbpiece. Y,Xl can actually hea' the phone dick
as il blocks these tones every time you play them.

Who'n you're having lroub lf' red boxing a call , ..md
commo n proolerns like the ones abo....e- arf'n'l the
is~ue, Ihis just m,ly be wh"t 's causing thl.' «ocbre. If
y<xl',e stilt not sure, go 10.l nnlhe-r payphnne ,md lry
red boxing that one. Ii il works. it was proha hly lhe­
first p.lyphol1l' filMing nut that freql,lt·ncy. There is
nolh ing you ca n dn .lbout this other than use anotlwr
payphollll' . Sure, you cou ld anernpl 10take the p hone
apart or beige-box onlo Ifw physical Hne somewhere,
but who Il-'Jlly wants 10 hoJtfw, doing all of Ihal just
to make a pavphone c...mGetting inside- the-phone
usua lly isn' l an option anyway co nsidering IlolW wt'll
locked and secured lhey are . Sometil11l."S you just
have to aC(('I' I when you 'rl,-' beat.

So now you knnw (ur certain that I'M bo~ing isn 't
dead yet. I've answer ed tht' ques tion 'C an I stilt red
box /' and gone beyond by givin!! you all the known
methods of pulling it off. WIldt more could you ask
forr Hop(-'(ully now 1'v1' ...nswered every ques tion you
co..... ld pussibl y have. Happy nod boxing ... and hilPPY
trails!

Shouts: .W Id , I-bdl!, m'C(x /...,. gll.'ydred,
Lud:y22-'i, N" tdS, WhiteSword, lieutis, Not Theory,
Cf>5HndJ, Iowtec, d w. klln:.-t'd, {)(JUR from f"kwg rv.
Athfl{'~, Mdje5tk, Blakl'OPS, Murdl.lc, dccident Tim,
Lanwr}oe, Ell: BostOIl 2bOO.

HowtoGetAr
Cable/BSllo

by Pirho should not be attempted or dup licated as il may
Raise your hand, a ll of youth at have a cable or vl'fY well be a vrotauon of you r TOS withyou r ISP,

DSL modem. Now how many of yo u have email In other wor ds , don 't Iry this at home!
accounts w ith you r ca bleIDS L providef? Now O K, here we go,
how ma ny of you have Iried to use your ema il The t.:ompany that I work for has a MicrOYlh
dct.:ounl 10 send oul wilhout being on the ca blel exchange server tha t l obviously have an account
DSL network? on (I should, I boilt ill. But l never want 10 use the

O K, put your hands down. exc hange servera 10 do my SMTP relay because
I am goi ng 10 fill you in on a littlesecret . The I know tha t my compa ny not onl y monilor s the

cable ... nd DSL companies all have loc ked down email traffic for ~am and viruses but atso captures

thei r outgoing SMTP access so you can't sen d :~~~~a~~~~::1~~~'S, ::n~~s~~~::
OUI mail with any OIhef company's accocnt o ther reading my emalls.
tha n thei r own. Many a time I am ou t in the fie ld We a lso haw a separate piece of ha rdware
an d I need to hook inlo a company's LAN and use known as a Barracuda Spa m Firewall wh ich
thei r Inter net access to se nd ou t ma il o nly to be a llows us to filler ou t the spa m and an y virus that
frustrated because my ISP has locked ou t port 25 tries 10 come in through email. I a lsc know that
to everyone who isn't o n their network, the Barracu da tags the outbound emails with a

Well I go t so frustrated 1 fina lly decided 10 stupid signa tu re that gives a Ipga l discla imer with
take ma tters Into my own hands. BUI first a word my company's add ress and informatio n, so J don 'l
from our lega l learn . Eve rything Ihal I am about wa nt 10 use that .
to explai n is for informational purposes on ly and So what's a person to dor Simple, bu ild you r
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is ,10 Advanced button . From the re you have the
ability to not onl y add and remove more virtual
SMTP server s, but to edit them ,15 well.

From he re you want to change it to a port that
is not go ing to be in use by an y othe r ap p lication.
In this case we ca n chose 465.

Wait! 4&5 - that's SSl!
Yes, it is the port that SSl is using. However

you can stiU utilize it without having SS l config­
ured. Just make su re after you 're done to open
port 4M on you r firewall/router and set it to go to
the inside lP add ress of your new server.

Waif! Wh at abo ut the tp address? Isn' t it going
to change?

W hy yes it is, and this is the cool p art. You
ma ke sure tha t whatever router you ge t has the
.:l bility 10 use dynami c DNS. Dynami c DNS is
a service that wor ks the s ame W<lY regular DNS
works but works in rea l time instead of waiting
101 amount of timp for the rep lication to update
iusu.llly 24 hou rs).

With Dynamic DNS you r router will a utom ati­
cally upd ate the external DNS service in rea l lime
each time your ISP re news your ,Idd rl"Ss. Th is way
you nev er have to keep track of a n lP ad dress.

That's bJsic.llly it. With some minor tw e<lk ing
and a decent computer you ca n e.lsily send
out em ail w ith no problems and no t have 10 be
restricted by those damn cable providers any
more!

our SMTP server and usc th,It to relay your messages. Here how to do it:
Being that I had two computers at my apartment hooked inlo a cable modem usin g a sto re bought

firewalVsw ilch, , bu ill one of them as a win 2k3 boll . Since it's a true server now, I have the ab ilily of
installing 115 &.0 on if. Since USis mo re the n [ust a web server, it has the ability to install SMT P service
on it. Thus a llowing me to use it as an open ft'lay.

That 's when I d iscovered the probl e m. How do I lock it downr Why do you need 10 lock it down f
Why not leave it open? Well, for starters. Ihis is what happens when you leave an SMTP open as a
rel,ly:

Rece ived : t r om ca2 1 8 - 2 S4 -8 8 - 9 0 . hkcabie , c~ , hk ([218.25 4.88 .90 11
by ••• •••• •••••••••••••• ••• •••• • ·· · . DYNDNS. ORG wi t h Mi croao f t
SMTPSVC(6 . 0 . 3790 . 1830 11 wed , 7 J un 2006 05 ,4 5,16 - 0400
Received, from dnaO. yaboo.com tdna O.ya hoo,com ( 100 .110 ••• 281 ) by 218.254 .88.90
with Microaoft SMTPSVC( 5.0.21 95 .68241 1 wed, 01 Jun 2006 10 , 42 , 39 t OiOO
Received , fr~ dn aO.yahoo . com (dnsO .yahoo,c~ 1181 . 164 . 152 . 236 11 by 218.2 54.88.90
wi t h Microsoft SMTPSVC ( 5,0.2195 .68241' Wed , 07 J un 2006 12 , 40 , 39 t0300
Received, from dna O.yahoo.com ( dnaO . yahoo. co~ (1 06 .1 4 .2 31. 6 11 by 218.254,88.90
with Mi c r oaof t SMTPSVC t5,0 .2 195 .6824 1' wed , 07 Jun 2006 07 , 41 ,3 9 -0200
Meeaage-ID' <5415963666 . 949 i 7526591 7000101031' ya hoo , com>
x-Hailer . Hicro.of~ Offtco Outlook, Bui ld 11 . 0 . 5510
Dat e, Tue, 19 J an 2092 11. 14 , 01 +0800
proa, Ideletedl'yahoo.oom>
Repl y- TO. Ide l et ed j ' yahoo . c o.>
To , \deletedlfyaboo.coa.tw

ar ound fundrai aer, stovepipe behind ba rtender , and defined by ballerina are
what .... de "-rica greatl Por examp le, avocado pit behind waif indicatea
t hat a round c leavage befriend bartender be yo nd r attlesnake.Unlike s o .... ny
widowe who hav e ....de their s t r awbe r r y- bl onde cigar to ua . 8ut they need to
r emomber how inexorably a uhPa r i ne near p i CkUP t ruc k g04a to e l e ep.

You get people from all OWl' the world sending
nut sparn to everyone e lse like you and me. Not
on ly is this a terribl e thing to get in your email but
it ca n send up red flags at you r ISP when hundreds
of these come in a night.

What to do ? Simple. now turn o n authen tica­
tion. By simply e nab ling authe ntication on the
.lCCl><;S tab ,IOO setting il to use Wiodows au then­
ticatio n you ca n now just creat e an account and
~.l fely sen d out the emau without h,lYing to worry
.thou l the entire Taiwanese country sending spam
Hut lhrough your server.

Ok , tha t wor ked. We 're all done, righ tr
Wrong!

We need to do something about port 25 now.
Remembe r; ISPs are blocking a ll traffic on port 25
lhJ l's not part of their network. So if I am over at a
irk'nd's house or using a wireless cor mecuon that
I ' borrowed" from someone, I need to have the
,lh ility to send out mail on a port other the n 25. I
ne-ed a way of fooling the lSP 10 allow me 10 send
ou t the emails.

In liS you ca n specny the port s that you wan t
to sefid ou t on, By defa ult it's po rt 25, but that
d' Il'S not mean you're limited to using that.

Under the default SMTP server connection
ynu can go into the pro perties a nd you will he
pres ented with a list of options: General. ACCl'SS,
Ml'Ssages, Delivery, lDAP Routing, and Secur ity.

(;0 into the Ge neral tab e nd with in that page
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What 's hacking? I suppose the definition brought to you at the lowest possib le price .
niat's always the easiest to expla in - or start It's cheaper to buy somet hing assembled than
conversations with - is someone who looks at to get individua l parts. Over the last ten years
the things everyone else sees , but in a new and as the prices of gadge ts and doodads dropped
differen t way that 's nol immediately apparent. dra matica lly (you ca n get a digital camera for
Sometimes this lens foc uses on a cause, a under S10 now), the ability to get informs­
project, or the desire to fight for people who tion ou t has greatly increased on an ind ividual
can't necessarily help the mselves. It's Pilrt leve l. Flawed as they are, wikis, bloss, RSS,
curiosity and it's part sharing. But mosl of all YouTuhe, etc. simply do not car e about secrets
it's human nature. II's hard to stop millions of or nondisclosure agreements. The information
years of evolution. We 're meant to take things on how things are made and how to bend them
apa rt and figure ou t how they work. Sometimes is getting ou t there. The "rec ipes' of how things
these activities aren 't immed iately unde rstood are made, their individual components, and
or they 're considered criminal by some. But their sec rets are n't as mysterious as they once
over and over aga in history has proven endless were. Want to make that ' single usc" came ra
tinkering yields some of the best results. mult i-use? Or use il as a night vision ca m? No

I spend my days and nights writing how-tos problem. A hardware hack and firmware mod
on building electronics, publishing print and later you have a cheap reusab le dev ice for just
electronic information in an effort to rec laim about anything (tinyurl.comfy6k3z8i.
part of the heritage of the cou ntry I'm a citizen Part of this "movement" of sorts is "open
of, theUnitedStates ofAmerica.We are a nation source hardware," or open design . To quickly
of hackers and tinkerers . Ben Franklin wasn't a define this: open source software has and will
presiden t. yet he resides on the top dc nom ina- co ntinue to have a huge impact around the
tton of ou r currency. That's how important the world· unpa id, loosely con nected legions of
inventive is. You can see my wo rk in the pages developers have more strength and usua lly
of MAKE MagaZine, Popular Science, hard- ou tpe rform any coun terpart in the proprietary
ware hacking books, and lots of tec hie sites software aren a. People who work on hardware
arou nd the web. I think the "how-to" is one of see the same benefits possible and are bringing
the most powe rful things anyone can create. It these practices to the world of the physical.
can change minds and influence polit ics. nall Eng ineers to garage tinkerers are putting hard­
depends on what you're sharing.... ware under the same lice nses you see with

On display at the Computer History Museum computer applications .
(computerhistory.org) is a blue bo x previously This isn't anything new. Ask you grand­
ow ned by Steve Wozniak, cofou nder of Apple pa rents abo ut their AM radios they lovingly
Computer. Why in the wo rld wou ld a piece of built. maintained , and repaired. It would be
subversive technology made to get free phone unheard of to nol have user serviceable pa rts
ca lls be ce lebrated alongs ide Cray supercom- or doc umentation . Recent ly we almost lost
puterst It's not the device that's so spec ial, it's our way with extended warranties, tampe r­
the subculture it crea ted, which still rep resen ts proof devices, and sealed hardware. It became
what hacking and exploring technology is cheaper to toss that old PDA than 10 rep air. But
all about for a lot of past, prese nt, and future now hit Coogle and see the hundreds of proj­
hackers. ects . parts procurements, and possibilities with

I'm here to tell you we 're approaching a that old hardware.
new age of hardware hacking that will have Compa nies and even governments don't
profou nd consequences on the decades ahead. exactl y like people taking things apart or
Loo k around your home - do zens of cheap circumventing "protect ions" an d here is where
devices assembled in other parts of the world, the subversive partcomes in. Subversive usually
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Cities and large compa nies (Goog le) are
act ively seeking to cover every squa re inch
wit h wifi. Extremely convenient, sure. But so is
broa dcas ting your ID with RFID chips . Conve­
niences tha t give up privacy are n't a lways
worth the trade. Maybe it wi ll all work out and
our da ta will be safe, il will never be abused,
and unicorns will graze on the field s as we
live blissfully. What's more likely to ha ppen is
tracking. da ta mining, and incred ible b rea ches
of personal information a nd security. BUI when
your cities are filled with the Signal. there isn't
ma rty a way 10 Slop it even in you r h ome or
business, right? Maybe nol. In this issue of
2600 is the circuit diagram and inform ation to
build the world's first open source cell phone
and wif jammer (ladyada.netlma ke/wave
- bubble/). The project was created by l adyada
and supported by Eyebeam in co llaboration
with the cue.

The pro ject de tails the desig n and construe­
lion of a self-tuning, wide- bandwidlh, portable
RF jammer (870-894MHz, 92S·960MHz,
l 80S·l880MHz, 1930-1990MHz and 2400­
248 3MHz - 802. l lb/g) .

While movie theaters and churc hes lobby
10 get ce ll phone jammers legalized for thei r
own uses Ibut not for "regular folks"), it's now
possible 10 .11 least have a chance of having the
same capabilities ou r future nan nies will have
over us .

There's a whole slew of sayings that start
off with "It's better to have it and nol need it
than need it and not have it "They usually refer
to nuclear weapons, voltage, parachutes, and
condoms. But in this case it's someth ing that
might be just as important.

At the lime of this writing a Freedom of
Infonnal ioo Act req uest revealed the a pproval
of the "Ad ive Denia l System- or AD S. This
weapon is ce rtified for use in Iraq and uses 94
GHz (3 mm wavelength) waves to "inflict pain"
on huma ns mnyurt.comly8ap66). The effects
are said 10 feel like be ing d ipped in molten
lava. This is incredibly scary stuff. Wouldn't it
be good 10 know it will never be used agai nst
innocent pop ulalions? There's on ly o ne guar­
antee . Someone wilt need 10 release the
information on how to Slop it. It's not ripping
DVOs, or using a mod ch ip in an Xbox, or even
jamming cell phones to keep ca lls ou t of your
home. But tasers and rubber bullets have been
abused . What's to stop this?

Who knows? Maybe the ce ll phonelwifi
jammer will end op in the computer m useum
20 years or so from now as a footnote in the
history of subversive technology that led 10
man y many ot her innovat ions.

mea ns ' a systematic attempt to overthrow or
under mine a government or political system
by persons vvorking secre tly from within." Not
exactly the pe rfect definit ion. After all, there
aren't any sec rets. It's out in the open. BUI even
the simple act of tinkering with elect ronics or
unlocking your celt phone is certainly worktog
within the system to enact change.

II starts out with simple acts of rebellio n;
anyone ca n buy a CD, rip the MP3s, and play
their music on any device. Why in the world
can't you do thai with a Dvm Compa nies
make porta ble video de vices and expect us all
to go out and repurchase content we already
own to watch it on the small scree n. That's not
acceptable, so what happens? Dozens of open
so urce ap plications are sha red and posted to
rip the DVOs. This isn't piracy. The people who

Ipirate things will always get around any protec­
tion. This is just fair use.

If you buy a ce ll phone and wan t to switch
canters (GSMl. the ca rrier unfortunately ' loc ks"
the hardware and you' ll need to purchase a
Il(' W phone. Of cou rse, lhe crafty individua l
will quickly see there are do ngles, codes ,
.1Od articles on hardware unlocking. It's such
.1 common practice, everyone looks the other
way.

These examples have gone on and on (or
rears. Fina lly, in November of 2006, there
was change. The l ibrary of Congress approved
.1 feo'll copy right exemptions . Protessors can
II'gally crack the DeCSS for archival purposes,
.myone can unlock the ir celt pho ne, old soft­
ware can be cracked, and blind persons can
unloc k protected ebooks for audio readers
fw pyrighl.govf1201/J.

Not bad, bu t we' re just getting started. We
I .m't let up - things will chan ge for the better.
c.etuog the information out there - pervasive
.md complete - eventually makes any effort to
' Il" nce the critics useless.

We're told there is noth ing to worry abou t
with RFID, that it's required for ou r passports
And everything is going to be O K. Turns oct
lhl're are major issues. It only took a coupl e
of open hardware projects to show how easy
'I was to clone, even from a distance, an RFID
enabled passport. A minor co ncess ion was
planned - a metallic lining to protect the RFIO
rhip from being read . It's essentially a tin foil
hdt, go figure. The RFID chip will beencrypted
....1 it ca n only be read when it's swiped. So
\\Ih,1I's the point of using RFIDr While the battle
rages on anyone ca n build the ir own reader,
( loner, and ca pturing device (cq .cxlprox mark3.
pl). Code and schematics are included
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if you walked ou t lhe donr the ala rm would ring.
But it's nol too hard to figure ou t a solution to tbis
one. If we w,l!Ch lOt· !ot"Cu, ily gua rd who ck><l ls with
the ala rm all day, we r.oti te that upon a larm (it is
tripped at my libra ry <It least ten times an hour ), he
w ill lake the person 's chec k out ~Ii p and corm ' ' n it
wi th the boo ks he has in his hands. So if we l' ur
deeragnenze-d hook in a bac kpack and walkt'<. l ou l
w ith ou r check out slip and the chec ked ou l copy
of CharloUt> 'S WPb. lhe ala rm would soun d an d he
wou ld dsk us to pass it a round the sensors and have
U5 walk throuRh aR<l in to 5("(' if we could go lhrou gh
without S<-'lfi ng it off aga in. Of cou rse we co uld do so
withou t probk'lll dOO with a little (' i,'Odly benter , Ix­
right 00 ou r merry wav- For I<l rp,er sca le operalio r'lS (a
hc:ltlk ratio of 1:1 is nec psSolryl, this could be vvnrked
w ilh an accoo-pllce who takes all the demagnetized
ones out while the other sets the alarm off with the
checked ou t ones.

Now why w ould anyone do this bes id es haVing
a zNlous and misguided love (or books t W elt if you
go and lea rn <I little about book COIlft.1ing you will
find met your libra ry actua lly has a numb..-r of ra re
hoo ks, or first ed itions, that they have ama ssed OVR
the years, and which ho ld a co nsiderab lc value.
Even if we stick 10 modern ha rd covers and chec k
ou t abehooks.com for rte three volu mes o f Dante's
Inferno, Purgatory, and RJrad isf-' transl,l ted by Allen
Mandt"lb<1um, we find a minimu m price o f Sfo5 an d
a top of S175 for each book. Of cou rse, mo re d igging
might tum Up!>OfTll" h igher values. Al1 th is h ighlights
is that the motivation for book stea ling c(ltJ ld be,
J l co rc, economic, and we all know we Jive in an
era where eny inf<l my perpetrated in the p ursuit 01
wealth can (somehow) frod justifiution.

Now what inlt>fI"Sts me mos t abou t th is whole
thing is not that I can steal books (wh ich would he
pointless b ecause I cen simply borrow Itwm), but
that for years stealing books from the lib ra ry must
have hc:'efI fa irly ea sy. B('1"ore there were ala rms and
the like, nothing was stopping y{KJ. And yet here
in the prese nt, one tR:hnology in the for m of self­
checkout machtres can be manipulated to defeat
ano the r tech nology in the form of sec urity se nsors .
which brings us hack to the same situation <15 before!
Perhaps no ma"("f hcrw many layers of te c hno logy
we pile atop ou r dail y lives, at the end o f the day
our freedom is ou rs to make, and Iha t is th e human
cho ice. Kf't'P thrnking!

Lib rarv Self-Checkout.,

Machine Exploit
by Byron B~y

I love tbe hbra ry and what il sl.m ds for (I am me re
a poetlwrjtl.'l' than a h.Kkcr, but at the ( ore I don' l
th ink th('rt' is much difference between to two ideo­
1000ically, perhaps just in the ir mclhodl. So I ....-ould
he the first to spt' ,JI,:. all,,;,"l SI('ol linll hoo ks from the
hOMry. But neverthek...s thew has come 10 mt> via
that thing ca lled curiosity a very simple way to do
ju">t that which invol vt'!o not hi ng more tholo a sirnple
manipulation of tht.> ~I f ..dl{'(koul mach ine. I w rit",
this then as a warning to libr.lry '>[.l lt and the enK;·
neees who {k ill" !>Om mach ines. As lhey now sl,md ,
these rk>vict"S could he used by nef.u ious persons to
ste.ll hooks and walk right out the door with them
c-ot-free.

"Ow ffi.Khint'S i...question, which I assume are in
,JlI I,l rge hbra nes. <Iff" in use both al my unillt'l"Sity and
In my city I;!>r.lly. Walking up 10 lilt' cht.....-kout with
hoo~ in hand , there will IX' a huge line of people
wailing for the lih,arianlrTl(N'Ikey .-<froot> 10 scan out
I'w ir books. To the right willbe sillof these machine5
Ihat most people are too afraid to try and figure out.
\{ve ry time I go to the lihr,lry thf:.«! is at IN S! one
IM'rstm trying todo il and failing m iserably). Anyways.
lhe process is simple. Youput in your lib ra ry ca rd and
lI",n ent er lhe last four d igitsof the telep hone number
......"ci,lled with tbe ca rd.You Me then presented with
.1 scree n prompting you 10 sca n each boo k. Basi­
, a lly you lie the boo k down on the tabletop of tbe
OloU"hine and, s lid ing it forward , line up the h.u <--OOP
n-ader with till" ba r code affixed to the f,ont C(M"f
of the book. If it sca ns correctly there is a clunking
'''und (it sounds as if it is a physical motor) and the
IM.ok is demagnetized and recorded inlo the 0<'lW0",
.... "chec ked oct." A rece ipt is generated at lhe end
" j Iht> sess ion and you a re free to leave. Of ecorse,
liM' hacker in us immediat e ly woncK'fS: maybe there
' ould be a way 10 Irid the rJ'lilChine into denagne­
h"n~ a hook for us withou t having it be linked 10 our
,.",1t" give ourselves an unlimited amount of time to
" .... and IX"fUSf' any hook we wished~ But of course,
" n,' just needs to simply take lwo books, place the
IH ,k they wish to own down on the tab letop, and
th" n putthe second bookon top of il. A.. the machi ne
" .IIlS the top boo!<; as checked out . it demagneti zes
III" bonom book . The boo k you ca n now take past
lh,· ala rm sen sors is not chec ked out at aU whereas
,h, ' nn,' that ;~ chec ked out is still magnetized . Now
uhviously there is d little logistic al problern here, for
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often . As I'm sure you can iffiol gine, a ll of this new
powerIhad in my bends was such an insane rush and
it W,IS quite h,Ird to keep myself from sh<l ring il with
everyone I knew. I knew I had to though bec ause as
I'd learned from previous ventures, however untrace­
able you can make yoursel f or how perfect ly you
execute your pl,In, it 's a lways the people you tell thaI
get you caught.

Interest ingly enough, one of our sysadmins seems
to condemn the use 01 Fire/ox (Of any alternative
browser for that matter), which is odd bec ause I've
met many die-hards for Firefox, Opera, or whatever
other browser, but I've never met a die-hard IE fan.
Gues s there's a first for everyt hing. As an April Fool's
joke, I made a little add ition 10 the log;n scripts that
removes IEfrom the NOS"Novell-Delivered Applica­
lions" window and adds Eirefox to it instead. Both
of our admins, who a re less-tha n-intelligent , still
haven't figurffi it out.

Another popu lar thing that kids fool around with
on ou r network is nwsend, wh ich is like instant
mt"Ss.lging through Novell on !he inlrilnet . Included
byNovell by defau lt. our adrmns howedi~bled il. But
you can download it free from download. com, etc .
I'd th ink that if they 'd jusl let the kids have urh at tbe
excilemenl wou ld blow over after about a week and
no one would ca re abou l it much anymore. After all,
throug h the program you ca n block messages from
users, so reachers . etc., can block everyone and not
be harassed. I figured I wou ld lest th is theory out, so
I re-enabled nwsend through Novell and, 10 say !he
least, my lheory wasn 't quite tight. Milybe it didn 'l
have eoough time to mature, bul I quite obvious ly
failed to account for kids Ihat howe ' skills," prime
examp le bEoing scnpt -kiddies that run a program thaI
floods the system with messages and crashes rbe
networ\; . Our admin s fe rociously locked down the
whole network and scurried abccr trying lo figure out
who re-enab led nwsend and looked through log files
to see who maybe logged in or somehow got thei r
privileges raised. Of course they found nothing. The
on ly users that had logged in w ith admi n privileges
had been themsel ves, so they immediillely began
accusing each other and arguing, foul 'a ngua~

bei ng the primary vocabulary. I love whe n dumb
admins make them selves 10CIk even dumber.

On a final note , don 'l try these methods if you
have a SOfI'lt."o'Ihat competent sysadm in (nahaha) who
reviews the logs regolarly. However, if your case is
like mine .... What's that I smel11 Could il be SOfTll!

badass pranking~ I think it is.

Fun with Novell
by Cron idJ

cronk I34tgmait.com
My schoo l UI.{"; a NovelliNetWa re network and

manages its users with GroupWise. I'd been trying
for the past two years to somehow atta in network
passes . However Novell 's password database is quite
secure. The mai n lI5l"l"/pass database o n ,he server is
encrypted with some rid icu lous RSA encryption and
is nearly impossible to gel 10. However, when usees
login, the ir passworth are sto red in XP's SAM files.
That sounds like a good target . Asmaoy of you pr0b­
ab ly know, there are !>eVer,)1 prograrm oullnere for
' extract ing' this dati . O ne of thMl is the evet'-;n(a­
mous pwdump. II has seve ra l versions (pwdump,
pwdump2... all the way through pwdu mp61. All
of these variations use the Dtl-injection method
(samdump.dll) under tile lsass.exe process . Unfortu­
nately, many of these programs no longerwork (and
usua lly cfash the machine) because ol lhe various
patches a nd r.el'Vice packs. Even more so, our ddmins
thought they were secure with $YSKEY on the
mach i~, which fflCrypts the har.hes. A tricked-oct
version of pwdumpl (origirl.l lly wrmen to "In under
NT4) thaI I fou nd seemed to do !he Irick.

You C,In locate th is version of pwdump2 and
severa l others al httpi Jwv.w.opeowaU.rom/pass
_ wordsImic rosoft_windows-nl_2QOO-xp-200J .

Run pwdump2 throu gh the co mma nd prompt
aed voila! The useenarres and NTl M hashes fOf all
the users that have ever logged on to the machine
throu gh N(l\{('1I! (Mind you, our schoo l ghosts a ll
the machines twice a year, so it's on ly the user.; thaI
have logged on nnce the last ghosling). Running
these passes throug h IOphI or anot her pass-crack ing
program (I like john the ripper) will give you most
of the passes within a few minutes. Some of the
"tougW ones will lake a few hours. Inevil,Ibly
our sys.admi ns have logged onto 90 percent of our
schoo l's machines themsel ves, so guess who runs
our networ k nowl NefWare administrator, Group­
Wise managers , grad ing f)fOgr,IlllS, all at my fin~­

t ips. However, not being a "cracker" (aka tbe bad rep
thaI a ll "hacker.;' a re given), I have not abused Ihis
privilege, although the amount of power I have is
truly amaz ing having lull read'write access to our file
server, our web server, and both ou r back up servers .

After severa l days of exploring, I rea lized that il
must have s lipped my mind tha I I had access 10 all
staff ema il. Why not lake a peek. right? As il tums
out, perhaps some things a re best le ft und iscO\lered.
Apparendy, as .'v\oebius Strip also discovered in his
article in 23:2 , interoffia- rom..mces do occur quite
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How to Build
a Book Safe

Of X-Acto knife wi ll work fine .
In an y case, choose your weapon a nd begin

cu tting on the rectangle you drew. If you use a
Dremel, be~ ca reful not 10 M"I lhe book on fire
- a im 10 cui a round 20 pages a t a lime. Ho ld the
Drerrel in paper fOf more than 30 seco nds and
you 've go! a fire on you r hands.

Once yo u've com pleted the first recta ngl e , pull
OUI tbe sec1ion of pages you've c ut. lf you ' re havi ng
trouble p ulling out tbe pages , use the box cutler or
X-acto knife 10 trim the partsyou m issed. ~y specia l
attention 10 Ike outer edge of the hook; you rea lly
don 'I want to lear those pages or rhe end product
won't 1001<; con vincin g. Repeat un lil you 've hollowed
oul e nough of Ike book to hold you r secrec . Patience
is a virtue; if youmov e 100 fast. you' re going to mess
up rbe pages a nd you r safe won 'I be so stealth.

O nce you 've hollowed out enough of the book,
empty a ny pa per sha rds into the trash. Close lhe
book and squirt your while gilA' into a conta iner.
Dip you r bru sh in the glue and pain t the edges of
the exposed pages . tay the book 11.11, pUIsomething
heavy on it. a nd let il sit for a few hours. Once n's
d ry, open tbe cover and Irim lhe edges of the opening
usin g tbe box cutte r or X-Ado knife . O nce you have
smooIh edges , use your p aint bru sh and spread more
wh ile glue on the ins ide of the secret compartment.
An hou r later, you have you r book safe ! Now, stuff it
w ith cash, important papers, De ll coupons. or what­
ever . Rest assured, it will lake invad ing a rm ies q u ill'
awh ile 1o find you r stash!

by c-dolla r
We .111 love 2600 tor its highfalu tin a rticles on

port knoc king. Ca ller ID spoofing, W.llmarl self­
chec kout hacks . e tc" bot , SoCHl'lf'tifTl€'S we lose sight
of the obv ioos sluff. Sooner or later, the NOlth
Koreans or lranians a re going 10 bomb us. Whe n that
happens. how are you going to pay lor doughnuts
,md beer (rum It\(o 7-1 1? It'd be nice In asso ffiE' you
have mooey in you r wallet or shoe , but Ihal may
nol be the case. Where are you go ing to h idP you r
emerge ncy ( asM In a bible? In a shoe? w ell , that 's
up to you ; mine will be !>afe ly tuc ked in a copy of
/ol/lC Eyre, unlike ly to be d iscove red by the invading
grou nd troops .

For hundreds of years, if not thousa nds, book
...ttes have been used as a way to conceal things.
Even though you may not be captive in a ~ale pen
.Iwdiling a file stored in a book (or a ca ke), a book
"'lfe maybe for you. n's unlikely that a cursory search
..f yo ur dwe lling will tum up something hidden in a
hunk.

Making one is simple and requ ires less than an
.rtternocn . First things flrst - acqu ire the nec essa ry
mate rials:
I hook (prefforably hardcover and larg/!'l' Ihan si>; by

nine Inch es}
I IIml!!' of f/~r's \¥h ile Clue
I cheap one inch foam paint brush (or, if you 're

wally cheap, a pHxe of a t-shirt or sock )
I Ix)>; cutter
I {Kernel rotary 100/ (or similar - optional)
I wIer
I d.'Sire 10 h id#> something in plain sighl

Rt>garding the materia ls, books are easy 10 come
hy, Please don 't steal a book from the library; libraries
.m- awesome. Go 10a garage sa le a nd grab a ny book
" I the a pp ropriate size . The b igge r the bett er, a nd
Itl(' more obt use the subject matter the better. Do n 't
'''l'f mo re tha n a dolla r fOf tbe book. Bonus points if
Y' HJ choose a cra ppy book packed w ith right-wing
' M,litin.

Ope n the book. Skip the fi~t 1 5 pages or so . Use
v<HJr ruler to draw a rectangle you 're going to c ut out.
t..'''1 J lhe rectang le at least two inches from each side.
My first atte mpt fa iled due 10 my attem pt to hollow
"ul t"o much of the book . Now I know you all have
IJ,,'01t'ls that you used 10 cut vanity wi ndows o n you r
tMn Li cases, bUl lhey 're not a necessity. A box cutler
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'l ! u. r ! b i n! newl i . p
(."t ' par... (.... in r9 .. ) I
(if « Il"n9tb par ) 51

("-9itl
(println "U&NGE. port . l sp

bo. t ba9in- port and- por t " ,
I"Kit l

)

I."t ' ~t I tltb 2 paraa. ))
t."t ' bpor t (int (nt b 3 paraa. l ))
(."t ' " por t (int (nth 4 paraa.l ))
(f or lport bport "port I

(ba9in
t.et ' . ock..t ("" t -eonnec:t h..- t port I )
(i f .ockat (printltl port " op",, ")),

do network operations or distribcted computing with
minimal effort.

I am lucky to have bee n "hie To work dirt't-lIy
with l uTz, the founOO and creator of Ilf'WL ISP. Igot a
few direct lessons from him and, from then>, stdned
tinkering with it on my own. With that, the fiN thing
, d id was credit.' a makesh ift port r.canllt"f. I learn
easiest by example , so he", is what I Cdme up with.

[po rt . hpI

Network Programmi~g

and Distributed~---
Scripting with newLISP

by ,n On
newliSP Iwww.newlisp.orgj is a relative

Ol'WComer 10 tnt> interpreted language arena in terms
of J.XlpUlarity. While il had its humbl e beg innings
b ack in 1991 when Lutz Mueller started working on
it, only in the last fOlJ f years has development been
consi~ently ...clive.

newtlSP is evfi)1hing thai old-school LISP
languages are, with a lot of modern features, Fi~ off,
it's a foCripting language tna l'S extremely fast. It has
llf'twOrking ab ility thaI 'S powl."riul t"flOlJgh to write
Tel' or UDP client or server applications. Then, tn
lop thai off, it has d command called oel-t'Val which
ma kes 1lt'W1iSP stand out fro m ee c rowd by giving
it the uniqut' ability to easily dist ribute tasks to other
rooes 0\I("f a nelWOfk connect ion.

Binaries (under 200 kilobytes) are availablf.' for
Windows , B50, Linux, Mac OS X. Solaris, and a
host of other planorms. II is released under the CPl.
Performance is also second to none . newUSP has
been lopping the cha rts on !oCript intespreter bench­
marks in several categories thanks to its small size
(uOOer 200 kilobytes) and efficient C code. II outruns
php, perl, and even ruby.

newLiSP 011150 M Ssome other tricks up its sleeve
that make it an excellent system administration
scripting language. It has decent filesystem support I"xit l
so it can see if files or directories e Kist and det ermi ne The fi~t part simply assigns the command line
if a file's permi ssions are acceptable for read ing or a rgumen ts into A list CAlled params. then makes sure
writing. It hAS very poweriul telll processing ability that four parameters weI'\' given iprogram name,
using PCRE (Perl Corrtpatible Regular ExprE'SSions). bost, begin pert , and ending port). If not , il d iSpl<l)lS,)
Fina lly, ii'S Also worth mentioning that oewllSP can usage tip before exiting.
easily import whole funct ions from dyndmic libraries The second past assigns elements of the list to
such as libmysqldient Iinstant MySQL access from appropria te variables, then uses a for loop to iterate
within newllSP!), tclltk (for crea nng graphiul throu gh the ports, disp laying open port num bers that
applica tions in newLlSP), And zlib (for compees - a re open. Note that on machi nes with packet filters
sion and decompression) just to name a few. This that "d rop" pac kers, this port SCAn will take " very
ma kes newLlSP one of the most robust and l1eKible long time . nmap is a much more robu st port scannee,
languages "round. however this little scrip t demonstrates the power 01

As you can te ll, newLiSP is a formid.1ble choice new LlSP's networ k com mands. We 'll run this as a
for hacke rs, geE'ks, network admirtS, or sec urity test just for fun :
professionals wishing to create scripted programs 10 . ! por t .hp 192.168 . 0 .1 05 1 200
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[uname,lapl

Whe n _ run i t, _ <let th" an s_r t o
t hi s mind- b09<llinq math prob lem.
$ , / ne t - e va l - t e s t . l ap
1"

Now, to expa nd this eve n mo re, I ha ve added
three other nod es into the mix, which sho ws more
dearly how the nested list synta x of nL'f-t'Val work s,
and I'll demonstrate remote command execution at
the same time, using the ' exec ' command. Notice
how the quotes around the coremand to be run is
esca ped with backslashes . This is needed 10 keep
from co nfusing the inte rpreter, To put quo tes inside
01 quoted string. you need to escape them . This is
almost universal 10 all programm ing langu .ages . On
UNIX-like pldtforms, uname is used 10 get info rma­
lion about the operat ing system and architect ure.
unarne ---s -n -m will lisl the O S ibat's run ning. Ihe
hostname, and the machi ne architec ture.

The resu lt is a new liS P list of strings. cootainmg
the results of running the command:
$ ./un........ lap
( ( "SunOS s pa r ky au n4u") ( "OpenBSD c:oaopy38 6
13 86 " ) f "OpenBSD bouncer sparc " )

("Wi ndows mudbbs x86 " ))
The online documentat ion for newliSP is very

extensive an d features a few ra ther adva nced de mon­
straticn scripts, inc lud ing a wor king web se rver
wrinen entirely in new LiSP. Wh ile lea rning J new
programming language is never ea sy, ne w liSP is
more than mature enough in both Implemen tation
and documentation 10 make it 01 pre tty easy language
to ddt! to your list.

links
htlp:l!v.ww.newlisp.org - NewLlSP We bs ilt'. fu ll

01 demonstration new llSP programs. doc umenta­
rinn, bin..ties lor many pl.ufo rms. ami newliSP
source code.

hllpJ /newlisper.hlogspot. com - Nl'wLI5A., is
a journal , or blog, written by a !luy who was just
learning new LiSP. It 's turned into a bu nch of newl lSP
tutorials. WilO some philosophy tossed in as we ll.

hnp JIw\vw.nodep.n llnewl isp - Norma n 's code
snippets is a webs ite full of 1lt'wli SP programs and
snippets for linux (not tested on o ther p ta ttorrns j.
Theft' a re a 101of rea lly interesting app lications and
widgets available 10 download.

( ex i t )

I I / ua r / b1n / newl i s p
(sa t ' e va l e t r i nq " (e xe c \
'uname -s _ n _a \ ' ) " )
( println ( ne t _e va l ( li l t

( U a t " l oo o.1ho l t " 31337 eval ltr in'l)
(11s t ' 192 , 168 . 0 . 55"

3 1337 e va ls t r i nq)
( l i st '1 92.1 68 ,0 . 102 "

3 1337 evalstrin'l )
(list ' 192 .1 68 , 0 . 127 '

3 1337 evalatrinq)
) 3000} )

In~ t _eva l _ test . l sP I

Ialso launched new liSP llsteners on variou s othe r
machines on my home oerwoek, includi ng a few
( )pt' nBSD machines and my wife's MUDIBBSserver
fU nning Window s Server 200 3 w ith the "Services for
UNIX" too ls installed.

Now, care musl be taken. It is 01 bad ide a (0 have
.• nt'Vo'lI SP listenCf running on a pu blic IP address,
1" '( ,lU5(' commands like process or exec COIn lau nch
,h, '11 processes on the newliSP node , which is just as
10:' . >11,15 giving away an unprotected shell account on
V"", m'lwnrk. I advise using newliSP listener nodes
, ~ . I ~' lwhind a NAT or firewall. o r on a segregated
"'1work.

( ''I 'S run a lest script. shall we! In LISp, boolea n
.",,j math IJper alionsaredlwdys pe rformed bypldcing
.1 , ~ ""r.l lor fir!>!. followed by the symbols to appl y
" , In ,nldition, the symbo ls are numbers. but they
, ' M,lrl l',lsHy be strings or lists wilh some opera tions.
",(,ling 1-+ 2 in LISP is as simple as (-+ 1 2). I will start
h.. running J quick addition operation on one remote
'~ M I" with a 3000ms (J second) timeou t.

11 ope n
22 ope n
23 ope n
25 open

" open
III ope n

Now, let's 1001< into d istributed com puting, shall
we ! The cor te' co mmand behind newllSP 's d istrib­
uk>d com puting power " ca lled "net-eval" _operates
" n a list of lists (similar to a th ree dimensionalarray).
The innermost list is a list of host, port, and a string
fl'prt"M'nling the com mand(s} you wish 10 run on
the remote node. The outermost list ca n contain as
many bost-port-ccmmand lists as your hedrt desires,
,.Uow ing you to run mdny distributed processes OIl
once and get the results bac k all at the same time.
Then, outside those lists is 01 timeo ut in milltsec onds.
If 01 result isn 't retu rned in the nmeoct per iod, the
"pNa tion returns ' nil" tthat is, fa lse). To c1drify, net­
eval syntax is as fo llows :

(nN -t>v;J1(Ii.' ! (list "h(J4;!" porr-number commend­
_I,;ng )) t;mf-'OUI )

O n each remote node, you must have 01 new li SP
li,tener, which is simply started by running ' new lisp
· l -d I port number' from the command line . O n
UNIXenvironment s, you may p UI an ampersand (&)

.Il the end to launch it in the backg round, or you
m,ly even wish to use ' set NOH UP" and log off to
1", 1\1(' it running in the backgrou nd indefinitely. In my
exornple, I went to my Solaris box and launched it,
listening on port 31337 as follows:
$ newl isp -c _d 3133 7 ~

2672
$

. t / usr / bi n/ newl i s p
l_ e t ' eva l s t r i nq '( + 1 2) ")
tp r l nt l n ( ne t - eva l ( list (list
" l 'n . 168 . 0 . 5S· 31337 "va16trinq ) ) 3000))
, .. Ki t )
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Conversa
ad like George Bush climbed into ou r te lephones .
A we ll-reasoned arg umerlt .l8.1inst the NSA wiretap­
p inll: would besornethinll: interesti ng to read. I hall('ll'l
seen anything that resembles a "well reasoned" argu­
ment fromilny article for mon ths now.

camfre..."
&>JifoVf' il Of not , this is .In issue Ihat af("'C!s

eV(-'fytJne, ff!8J,dJf>SS of polilical affiliation. And lhe
wire/apping issOJ{' is rtOIlIhtore rlt'a, 015 sim ple as you
mek e il 001 to bl>. WE.'1t' fI()/ .l!xJu1 to [{'II peopIf>
10 dvoid " subjea that our particular comm unity
undt>rsrands bt-tIer Ih"n II'l(l$I inwfar as the thr('att
10 privacy and the impJic...tions of information g"'lh­
('ring. ' Jndf-pMcJe.n1 rhought ' is d rS{) crirkal thought
.lnd flf'Vet hes /h(>re broen d lime whet"(' th.tt hai bt:en
more in reed. As fOfa ' well ((,dsonKJ ' argl.lffit'nt. lo?t 's
dt:>f.., to oor ((',uk-rs.

Dtoolr 2 600:
In 23:3 page .17, R wrote dbout how it's diffICult

[)('a . 2600: to get friends to care aboct the NSA's call reccxd
l '~ been .In avid reddPr for 5t"VeI'a i ye.Jn now database. They give fht. stand.lrd ' I'm no! a tf'ffOl" ist

but~ thjn~ in 2600 are ~rt ing to make me so it woo', hurt me"argument. We know whysurveil-
1O§e Interest. for l'y mple, e\'t"'Y commenl.lry 1 read lance like lhis is a bad idea but SOlTlt'firlK'!i it can be
contains phrases like "George Bush is spying on us' helpful 10 try to pul lhings in a way thai peop le like
and ' Geo rge Bush 'sdomestic surveillance progrdm."j Ih.ll can underst..md .
a m so sid and lired of pt'fJPle repealing talking poi nts The NSA's da tab ase is all about dalolmining and
from the ~'fl1ouiltic Party word ror word in the ir finding coe recnoos where they may not have been
rommentar ies regarding computer sec urity, Can we found in !he pa st. The problem with that is that they'll
stop acting l ike~ and adUd ll y examine these also find cOIlf"ll'(:lions tha i don', exist. R. tell your
programs without ~in ing about George Bushl E~ friends to think about this 5Cen.1 rio: you ca ll fiVl!'
lime I read wmething from one of you r com men- friends., and each of those five friends happens In

talor5 I fed like they haven 'l even do ne a shred of holvt." gotten a ca ll from a friend in a sen sitive politica l
research. They simp ly copylpdsle crap from the region. The fcds h.lve al ready p icked you r friends
media (011I:erning the NSA. l ast time I ~kl.'d this up, but they a lso dec ide to pick you up too ' just in
magaz ifM:' was about independenl thought, not igno- ca se.' Before you ca n Soly 'Sull·ly In.;.re's been some
rant po litical rants. If we wa nt to lalk about nat ional mistake,· you 're ladled in you r own home a nd lying
sec urity, wtly doef.n 'l MIfT"Il'OOe rTlffition how George on the grou nd with a boot firmly pla nted on the bad.
Bush h.lsn 'l sealed ou r borr:k-n even after ] ,000 of you r nec k.
peopte were killed 011 9/11rWh y don 't we disc uss Of cou rse, bei ng NOIA Tffio rist, rou have not hing
reat isSlX"S tha t matt('f' instead of cOl'lStantly whining to worry abou t. EVl'f)'th ing wi ll g""- straightened our
about the NSA aod the 'ev il' Bush administrat ion r It's and they'll determine that you holdno thing 10do with
gelt ing red undan t and quite boring to rea d in every terrorism a ed release yo u. The prob lem is they ca n't
issue. Can 't we be more i nformed~ Don't we have ' u narrcst' you . They WQ£\' t tell your ncighbors that it
the Internet a nd alter native forms of ml"dia to find the was all a mistake . They won 't make that di rty feeli ng
lruth and IlOl just repNl what people with an agenda go away, or the fea r.
tell us? I wouldn 't even mind someone compla ining Maybe to avoid thai kind of silu.ltion before il
abou t tbe N$A if they actuallv look five sec onds to &et h.lppens, you ' ll ch angt' your behavior. You're IlOl a
their facrs even remotel y COllect. This progra m I rea d Iffiorist, of cou rse, bul... maybe it'd be prudent to
abou t covers people in Amer ica wno ma ke a phone stop talk ing to you r frien ds in Baghdad just until th ings
call to al-Qaeda overseas. It's tha t simp le, yet we a ll calm down. M.lYhoe you'll start hoeing wry careful
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Suggestion

De<>-.16OO,
I'W! just discovered Revision } - the on line TV

station - a nd Ithoultht why do n't yuu guys al 2f>()() do
OffTht> Hoo#; as a TV show.lS we llr II woul d just be
'fUU guys in thoe studio t.llking bul you could then ed it
the lIideo afterwards an d rhrow in screenshcts, links,
video d ips, or SClTTlething e lse aboul the lopi~ you
are ta lking .l00u1. I think it woul d woO; qu ite well and
I 'm sure most of us If>()() readers would kwe it.

. It
/I sounds lik(' a grt'at irk... bul the prohltom is /hat

illl of theseendt'avors liJk{'" gtt'ar rk.ll 01 work and
roordination and ou, /i~ is altt'.ldy pre«y s/I{'/che(/
to the ma¥. If in posiibk to pull something like this
off, wt"'11 ceruinly gilif' it a tty.

Reaction



a re the reason they mon itor downloads. And you give
a n ice little blurb _ "the mo vie sucked." Well, that
justifies your actions. The mov ie soc ked, so b reak ing
the law and , more importantly, wi lltully vio la ting the
terms of use - a c lea r cut breach of contract - s hould n' l
a pply to you . Go lly, the injustice of il a ll! AU info rma­
tion shou ld be free . Steolling c reative wor ks of art is
not . You seem to miss something here, so I'll repeal
it: You volunteered to use the com pany's port a l to the
Internet under their terms. Further, "buying' a copy of
a creative body of work is not ownership of tbe copy­
righl as you seemto think. II is buying a license to use
- subject to the agreed upon teem s. Sharing is good,
like you said. Sharing of informati on , 10 be clea r, is
great, a nd I wiH vehemently stand up lor tha t . Do not
believe that any lSP5a re benign in lhe ir serv ice. They
die jU!>l,fidlJly LOnU'rnLod dlJoul bei ng dn unknuw ing
part ner in on line c rimes . The push behi nd tb e moni­
toring is not mora l. It is tbe team of nesh eatin g barris­
tees they hire 10 remain so lvent a nd profil.lb le.

X!UlO4d

Dea r 2600:
In respo nse to the lett er submitted by the (orme r

NSA employee, from my e~perience not a ll of the
' phob ia" expressed by the 2600 soc iety is "hogw ash.'
In particula r, t wou ld be concerned with the mon i­
In ring 01 communicat ions and other activitit'S. As
J former em ployee of a background investigation
' tlmpany called ChoicePoinl, I have pcrsona.lIy
witnessed such activit ies. As we ll as other so-aces.
we performed background 'checks" for the FBI, CIA,
"nd NBA (OK, maybe no t the lanen. Just before I
rt'Signed, the CEO 01 c borce soim approached my
It'.Im a nd inquired how d ifficult il woul d be to not
on ly mon itor the "activit ies ' of someone - le t's S.:ly an
fBI 'lpplicant - for their six monlh prob.1tio n period.
hu t to mon itor the people with whom they associ ­
.•It'<l. Tn clar ify. he wan ted 10 monitor the "ubjf'Ct's
Iri,' nd". family, and acq uaint ances. His justification
"" ,~ "birds of a feather flock toget hN.' So if your friend
" ,·nK.lged in criminal activili~ then you, by assocta­
n" n, would be flagged as wt"11. I'll lei you form your
"w n op inio ns regarding the mora l issues involved ,
hul .lppa rently the lo:-ga l issues were not a COllCNn
I" him. Ou r mission as developers. hand ed down
,ju t'C t ly from him: ' 1'10110 qoesnon why but just to do
,,' <1it-.· Henc e my tk,lol rtu re.

"ho ut who you call in case a spurious coo nec noo
10 terror io;m is found. 'rhat's what 's ca lled a ' ch illing
t'lIt-c1· on free speech, and preven ting that is why the
medon of speech is the fil'!>l amendment.

We 2600 readers know allthis and have it distilled
dow n 10 a few basic axiom s like "r.urveilla nce is bad,'
hUI every once in a while il can be helpful to grou nd
Ihing" in the concrete .

L"
We r:ouldn't have said it bett~r. This kind of

thing does n't jusl .Iffect Ihme of us who gel falsely
.IC"C"used. We all feel it and IhiJI gets m anifested in
how WP behave: who 1'1(' tollk to, wh.J1 wehsites WP

KO 10, ways thilt we look al /he people around us,
etc. Il's a sickness th.lt hils to be recognized be fore
WP stlnd any chanre 01Slopping it. We're impressed
wi/ h {he number 01 peopk who sel /his. Wt< l «nl
oJllow ourselves 10 be disrou raged inlo Ihinking WP'n'

rKJW~less to chilnge /he direr:/ion wp'rP heading in.
Nor can WP bt> convinced that this is nol som eth ing
tnr us to be tillking aboul. This should be a paramount
issue forf~thinking peopk in any forum .

ON.r 2600:
This is in response to Beowulf's lerrer in 23:3

which was in regards to my original letter in 23: 1.
First off, the site thaI I had fou nd the information on
theCEH had a pnctngot about S150 to take the exam.
I rounded up, and I do apologize. I also a pologize
for nol being clear in my let ter "bout my sit uat ion. I
am a college student. However, I attend a school thai
does not offer campus domls so I am forc ed to rent .
I had two jobs al tht.- time bec ause I needed to pay
rent, e lectr ic, pho ne, and a ll that fun sluff. Iw as go ing
through a rough tlme the n.

I was using the CEH .1S an example of m y poi nt
that there are cornpani~ that put thinRS a little too
highly priced for people who are in the same finan­
cial situation .U 11K" 10 get started easily in t hi s great
industry. BUI now ' hal l actually th ink about th a i state­
n.....nt, I suppose il is the same for any industry. I am
als<> I{,d mi ng. I use the a rticles from this fine publi ­
calion to expand my know ledgl' and undersl.lnd ing
of Uni~ based opI-'folt ing systems. I am in the process
of teaching myself progrdmming so that I m ay grol~

a bcn e r understand ing of the various la ngua ges that
are ou t t!lI're. Howeve r. I have always been a fan of
study guides.

I see the various cert ifi-.ation exams as im portant
building blocks for my future. To me it does not ffi.lllN
if an exam cos ts SSO or nSO. I am spe nd ing money
10 take these tests and I want to P.1S~ . So I read study

lJf'.Ir 2600: gu idt'S and 1 know that it is no! the IK"Sl way to learn
Had to write regarding the disgrunt led Cox Jl('W thinl':~. The hesl way to learn is from experienc e .

: , ,,!"'("fiber (seco nd letter in 23:3). This ind ividual I can o nly g,lin so much from cr(';ltinj\ my own stUtly

1
1 , ,, ~npllY snivels abou l h i" privacy afte r swal ing l..bs.1 nt'ed expeeieoce in the Iield. And 10 m y unde r-
., mov ie ooltoe. Lovely. What ' JlfivolCY" were you standing, certiflcauons a rc a huge pa rt o f ge tting inlo
t ~ .plng fnrl Wake up. sheep! Yo u volunteered to use thai fie ld.

I ' " orporation's S('fV('r (cap ita lism rules l}to access the I have since become full-time at one of the two
nO'!. You vclc ruoered 10 abide by /heir ' te rms of use ' jobs I was wo rking a t an d I q uit the othe.. to give

~
'I:It't..ment. You prom ptly broke the law. Now you 're myse lf more time for other things such as my girt-

" p"'l because tht.'Y mon itored your downloads? 'rbu frit'nd , frie nds, e lc. I tha nk you, sir; for your advice and
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facture nfcompuler related eq u ipment. And so This is
my sincere and honest c ritique wh ich Ichalleoge you
10 answer. My conclusion , pa rdooxica lly, is that the
greatest use 01 compu ter tech no logy is ilgaios! itself,
wh ich t hope this llleSSolge serves10 do.

An Un.apologet ic Neo-luddilt
Information will t'Vt"ntudlly (,III into tJw WTOffg

hdOOS. This is .15 inevildbk .IS rhe sun rising. And it's
certainly lTV<' th.lt wt"ve come 10 rf"Iy Ort rechnology
10 such a gred l elltenl thaI it's edsie'r thdn fOYer /0
uncover vilsl amounts 01 person",1 deu end cre-afe
md5SiVf' disruptionS wifh thl" S<lmf" ",mo unl of md/icP
Ihdl a fE'w decildes ago 'nfOUld ha~ been su (f/Cif'ttt
for '" childi~h prank. While m"'ny ff't'Ithp sofulion iJ
to forbid any sort of Idmp''f ing which rould ft'Sult In
st:Jmelhing caldslrophic, thill {JrJt'sn 't sofVf"the bigger
problem which is the oVf"r,,1I inse<:orily dnd l.-.ck 01
foreth r.>ughl in tksign. We Ciln 'l bldfTle this on lhe
COrtlpiJlf'f tf"Chnoiogy itself bul rdfJ>er on how WI"

( hoose to intern·late with ;t. If loW' bPcOlTH' Ptl.da'l'f'd
10 .I fl"Chnology, than", humdn issUf' that WE' 1H'f"d 10
ddd,es~, not .I technological one. If ' highly c/t>slruc·
1iVf" informdlion ' is noeed on compoten. /hol t dr-..sn 't
mdke the compute r any IPss nffiudl. R.ither, il Spt"dk$
10 oar mOlNes ",nd failings .IS hUrr!dns and Ih"'I's
where the dflffilion should be kx-used. Crt'dt good
( dn cnn>e from IPChnoiogy as WE'll .ISgwal hJrm . II 's
r.>ur (hoi"" how WE' uw it . fYMtua/fy 1hE' systt'ffl will
fail for 0fM> TNSfNl or d(){)(J>er. And we CdntlOl ht> 50

drpendPnt on lXJr ll'Chnology lhdt wt' doo't have 01

pld n for wherI lha t hdppt'ns. lVedpoilS IKhnology
is SOf7If>thing 01 a parJ lle1 .15 WE' see such °ddvdrK'f'­
mer>1J; ° now bf<ing made in othfor part_, of thf' world,
SOfTIf'fhing lhdt 'Oll')I1!d hOIVI' heot>n unl hinl<dhle rnX 100

long,1go. Thef"cl is thaI the 8ffIie csr oot bf' put back
in tJw bonlp OI1("P in nuf dnd PVt'nfUalfy .'on H'Oflf'
you'll' not (omfnrldbJf' wilh ;5 going to gdin dCCesS,
more lilTlf's Ihdn not legitjmdtefy_ RPg.lnJI.·ss of how
you feel oIbouf lechnology. pr<:'tending it 's nol IMIl",
hoping it will go dW.l¥, or (orbidd ing i/ (rom hein g
tf'stffi and dhuSf.'don ly puH of( Ihp irw·vit.lb/p.

Oppression

Ploguln

kind words. II is hard to en joy lea rning about how the
govern men t ca rne up wit h ldW'; 10 stop monopolies
back in the eilrly 20lh century. But t onl y have four
more monlhs before I graduate with myassociates, so
I am Sliding with it. It 's n ice to know Ih.!t people 001
There are concerned about us college kids. I appre­
c iate it a nd than k you again . t a lso Soly thank you once
more to the makers 01 thiS dWi:'SOf11l' mdgdzine . You
guys seriously rock!

Dear 26 00 :
I know this may seem a little Idle, bu l I've been

meaning to write you .I letter and as t was rl;'fN ding
an old issue I thought the q uote you opened WiTh in
issue 22 :2 seered .I bit misleading. This struc k me as
odd since most oS your issu{"S open with .I q uotation
hdving very much to do with ethics, I woodef if Ihat
quole fro m O rwell, OMen are only as good as the ir
technical development all0W'5 them to be,' might
have been taken out of context in a Wdy. Did he nOI
mean hy 'good' Ih" t they .Ire mere ly as technically
"ca pa ble and prodccnve" as the ir technical devel­
opnll'nt dll0W'5f f itm WdY, th.Jr woold ma kE> much
more sense because tK"hnk'al development ha s not
at .III seemed to improve the fTM)I"al or ethica l ch ar·
acter of manki nd. And thaI !>rings me to the crux of
my pos ition which I hdve wa nted you to respond 10
for some lime . Ibe tec hnica l ca pdhilitics of h.!eking
( omputer Trrllonlogy m.ly be dlTll)l"dlly used fnr R",,)(f
or ev il, but the {'\Iii which you~ to oI!t'n down·
pl"Y(.In be (If d......dsTollin!l powt"f and seems fa r mort"

insidious olS largt' burea ucracies. make use of tech·
ni( dl capcbilines to further the ir agenda . In relWds to
tha t poin t abocrt power I'll poin t nut tholt as our li",-'S
txocome more dPpcodt'O l upon compcter technology
a singl\' person actin g dMtructiV<'ly can c ause far
mcw-e rlama gl·. AndThe ioformalion , which the holder
c redo suggests shoul d {"\Iff be free and aVdildbl(' to
all. might bring ilbou t gl1'ilt devilstollion. I Ciln thin k
of il number of w('al)(1OS t<"Chnologi{"S, for instance,
whose tl'd1 niedl sche matics ou ght to be h idden if not
df'oslroyr.od. Of COllr<;e, tec hn icdl Callol hilily grows ,lI1d,
SOC.lOl'f Of 1011\'1. th!."S(' devaslating tec hnologies w ill
hec~ pradicilUy common place and , inevitilbly, pu t [)eilf 2600;
10use . Mt"n are indeed onl y ilSgOl)(filSttM-i r t('Chnled l Chl'Ck th is out! We gr ~ pt'd ct'ful hippi l.'S, right l
,lb ility allows thMlTo be . Now I f('dlil e that you r staff No wedpons whdtSOl'Ver. And whdt hJ ppros/ The
has spent tht' ir lives impruving ilnd belicving in the gove<nrl'M'nt comes after us w ith M I M1101 m 1M1lmuch
neutr ality 01 computer t.:x:hnology, and I dm't c rit i· of il wrilt'f, so I'll juS! give you this link: http ://www.
c ile th.lt ht_-havior simply to be mean, hut how Ilio'Utra l - you tutx'.comfw atch?v=1hAxSGOI'lmU. The movie
is it when dn individ udl ca n ohtdin highly deslruc. is pn.'lty much S(·lf-explanJIOI'Y. We 1M'f.'d 1o get the
tiv£' infurmatim dod CO'lx,ralion s use lhe dh ility to w<Jrd out The mme pt"Ople know Whdt is hdpper>ing.
promott' till.' hight'Sl leVt'101ewlogicdl con sumpt ion the heller. This follis right dlo ng the lil'l('S 01 whdl l600
in tOt' hi~lory ill civilizaliOll/ As much as the l1-'(h- stands lor. H,.\ckers stand for Irt'O:odo m. {~"Y (rl't't"lom
1M,lugy might he lp Oil(' iod ividuJ t find Sl':If'/'Ie sort of {'nUmeraloo in the con~lifUt ion including Ihdt of
1t'n h,lppinpss, how many mill ions of others does it the right 10 ils<;t'ffible pe acl'iu lly, as is t'Vi..wnccd by
simp lycom l>el toshop/ Are tht'hen£'fits hro ught dl>out HOPE and var ious pedcefu l protests ca rried out by
by \'asily d.C("('Ssed knowledge dbouT, Soly, till' ('flvi· its ~hffi, ilnd n.'aders . I my'K'll ,1 m il Il'dder. Yrp.
ron ment, offset by the t'n vironm('flldl harm cdused by Tholt 'S right, a hippie thdt reads 1(,(){J. OK I'm gon rw
lhe co nsurnt'f ism ("fIdb led iltlhe Sd-me time? Tholl 's In stop right Ihere hdore I gn o ff on il long rilnt. Enjoy
say lM>lhing nf the Iw m directly caused by the manu · the rampant display of violence tflW"IIb pl'acefut
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Dea r 1 600:
It looks like Visa is taking the first steps to d(.>mon ize

the use of rTICIOtry" in Their cu rrent ((xnmer( ial. They
a pparently don 't want us bu ying things that can 't be
traced back to who bough t it and when. II th is line of
advertisins expands, soon if you pa y cash you will be
looked Oil sU~idoo~ly. I know wme wor\. h as been
dooeon this, but someone ha s 10 get a form o f anony­
mous card money OUI inro the /llilinslrea m m a rker.

Tha nks for a ll the good work that you do .
Baorada

Prople who pay cash art' al~a<iy 1ooJ<.t"d a t
with suspicion in mdny srees. Ai,porI5 d,e only one
eLlmpk 01 this. The com rrwn: ia/ you refer to shows
a busy deli at luncht ime whefP eW'ryone moves .I t
<in astonishingly f"lficient pace un li! 5Omf" poor guy
U~ to pay with cash inst~(1 of plastic. nw fl!Suhing
bedlam ends in the compfetf" bre<ikdrlwn 01 the
systt'm . Wha t 's mo$t humorous about the wholE' thing
is thd t the fJt"Opie running this ad c<im(>dig" pr0b­
ably neWf thought an)'Ollf" would draw in!ipiration
from the ch <ioS tllt-y illu)trat f><.f. Elficwney i5 a ll fine
,lnd good but the inSiJIlt' prenute to con form and
fix> mo nitor ing thill goes along with that ilTen O/ wh <l t
hed/thy individu<ils creve. Wt- e-ncourage p t'Op/e to
uS*' cash wht-neVf'f the y Cdn, e ven if it 'sonly fOmake
apoinf.

How ever, it was Iempol"dry. Event ua lly the network
ad mins decided to make the InTl,"ITl("'I hplor~., folder
adm in on ly and Iod it oft 10 us mere mortals. After
about a month of suffering un der 5.lfari (wh ic h seems
to be IOdded with bugs as wt'll as the blocke r) wt'
ca me lIpon a fun little way around Safa ri into Internet
h ploret", It's verys imple . Go to a ny appl ica t ion a nd
clic k Hel p. 11' 11 open up a nice little window w ith the
OS X logo on the left. Under tha t will be a link to the
Mac webs ite . A simp le click and you've w)( yourwlf
a nice Internet Explorer w indovv. This is a great trick
to use if you'~ gOl a nasty b loc ke r tha t only WOl"ks
with Safar i, or Safar i is asking you for d kcy d l;,l in pass­
word evef)' couple of pages . Thanks to the w riter 0 1
the W indows Media Player w indow Iric k for he lping
us get the idea!

D arkprO
Of course this littlf" trick is W'ry simple to fix or

pff"Wnf from h<ippening in the first pldCf". Bu / you
have the f ight icka in resisting this 1f"Vf'1 of control.
It's not IDmf'thing spt"(:ific to the Molc 05 h oweVf'r.
Blocking 50hwa re works on nt"ilrly <ill pI<ilforms and
the bet te, they get thE' ffiOft' frustrating it will becorne
for tho se of us who just want to be leh <ilone_

0 ... . 1 f>()():
At my work a rea we use iMac computers. W hich

I di~l j ke. I dislike these compu ters mosTly for the
l '\. OS X does not make me ha ppy. We also have
I.. IN' a password to get past an overly -oppressive
"'; tjrity system . The blocker we have is inc redi bly
I,)(IlI. It will not allow a ny access to forum s of .my Ot>..r 2f>()():
... .n, ,mylhin~ with ' p'ofanities ' (some of lhe th ings I rec en tly started ~ading 2600 <l nd Icspeci<lUy like
• ,,",io.:-rffi profan ities were words we were a llowed the articles about p rivacy and electronic scc u ntv, It's
II. ,-IV in Gr<lde2 ), <l nd all the other SlUff bosses don 't a sha me the direction this country is headed towards ,
h ~ , ·. fMly on wt' fou nd out that the security~ed and unfortcnateiy o ur elected representatives have
I.. wOfk with 5.lfari (OS X's mai n Internet browser) SO faf been tllia l fa ilures at keeping up wi th pr ivacy
1"" '''~ with Inte rnet hplorcr. We decided not 10 go in the information age. Man y of the worst offe nses
" "" ,k1a il with this because we e njoyed the freedom. have been perpetrated by those who a re s u pposed
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Dear 2f>()():
Good dily all. I am writing this letter in rega rds

10 a te lecommunica tions firm whose na me will not
he stated. I attempted to pa y a b ill on line which was
successtul.L tbe n ca lled to spea k to .I "representative."
They were not aware tha I the payment was made due
to the Iact the system had not alerted them . In order
1<> ...,,;lore service,; Ihey dt'mdnded tllal I give them a
dil)1irne te lephone number wlwre I could be reac hed
to Ref serv ice aga in. The same person asked me for
lh is three times deospite be ing told Jlf'f'<lTcd ly that this
nu mber was unavaila b le. Then f was trans ferred to the
hilling depa rtmen t. Thepayment was m.Jde electron]­
(.l Ily, wh ich was unk now n to the human being on the
uthPf pbcoe. Whd t in Ohm's law does my dayt ime
phon e number have to do with phone service f

Iurge .Illof your readers to impk-menta "'>k e over
Internet so lution a nd an a na log line for con tingency
purposes- Dawn with AM Iog 5f>niice ProvidPrs! Kf'f"p
thl' Tffhnology, Dump the Monopoly! ......

This is a common ploy by ma ny companies, lel~

, <>mmunicatiot! s dnd otht"rwiw. When I1If"y haw you
,m tfte./i~, they w i/ltry almost an)'lhing to get more
"" " ,ma rion out ofyou. Thlf>fltlx>yuSt"this for ma'b'ting
jJUr/lOSt"5, whftht"r thaI means caffing you to try and
tl l.I1kl"t Sorm" crap 0' simp ly selling your information
l" ,, >mt" other group 01 S/t"dZeOOgS. Congratulations
.tI,rI ', is/ing tfwir d.uamining altempt .

people, and the wonderful way in whi ch we over­
come the vio lence! .....

With the exception of thE' ca mt'l"<lman's mutff!r'
ings, this seems (0 bE' <i peilceful group confronted
/'y a bunch of confused and oveeeemed cops. tonu­
n<l lely this ep iwdto If>flded WE'll, On E' 01 the ht>l/f~'

things to rone oo t of au, sUlVf'illann ' socit-ty is the
ilhiliry to surveil right back in the faces 01 those in
flow ..r. When theauthorities do something out of line,
yo u cen cOIlnt on somt"CN~ in the vicinity to C<iptUff"
it illl and shil,e it with flIPworld. It dof>sn ~ change the
fil(-t that wt' lose morepriv<icyon <i ckily bas is with
<IIIof fht" Cdmt"rdS, detect<xs, il nd comf){jtl"l" dnalysis
tJrgt"ting us all, But atledst wt"'re gr<ibbing a lillie biI
" f thil t ta use for ind ividU<i1 ,igh/!;.



to be working to protect our rights, nol violate them
.m d put us a ll at risk. M.any people prolMbly know
tha t you can do b.Kkground chlocks 0fI peopl e at pay
websita. but now many stales a~ putti ng even the
mosI trivia l of oftl.'llSeS - such as traffoc lickl'ls . onl ine
for everyone to Sl'E'. At mdcourts.gov, lOt elld mple,
you can S&llCb by lasl n.lme Ot lasl ,lnd fin.! names
to find USt'5 includ ing any b\ l fflCtidm in the enli~

~aft' of M.aryland. The~lIs indudP the deknd.ant's
full I1dme, full~, d riving Iic_ IlOfTtler .u ld
~ale, rnonttVyear c:J birth, hf-ighl .nd ~ght. . nd
veh ic le tag numbef, in .addition 10 the fiO(".nd dispo­
silion. I~ check m is on people I lb.le, mainly
out c:J wriosity to _ whal !hey'VE' done . nd 10 see
~t thei, age is. Of course, most people howe no
ideoll howdangerous it is 10g~ ou l ¥OU" INI fin.! .lind
Ia'i1l1ollme. 10 it 's NSy 10 Iool< them up .lind ceruinly
more th.1n twK01 tIM:om howe h.Jd .1 leolSt coe traffIC
Iid.et. Virgin ioll olIlso makes mis doiiu olIVa ilal* on line
.lind !hey give the monItVdolIy 01 birth, 10 if !hey h.Jwo
.. trll1~ olS well ~ in M.lryland, ii's Nsy enough
to pul~ the ...mok> d.lft' 01 birth. Of ooune,
you un .like> jusr drop into the Ioc.1I~.nd
kd; al !he xtwl citation. ..... ic;h they keepon file
lOrever oiInd is open 10 the publ ic. This otten cont.i ins
the Sod al Seaimy Numtler. As you an we , m is is
l"o'ef)'thing somrone net'ds 10 commit >denfitytheftOf"

sU lk olinn~. Mo::Jn.oowor, si~ the irlformItrn is
pmb.1bty ;wolli~ in electronic~tdIlomwl ¥lei sold
10 ma~ the ~Ies~, it un be UM"d for urgewd
~ng. collections. .nd so on. To be-~ mis
most triviolIl 01 inform.IIion is much men th.1n cops in
most~ get .....ile doing 01 tn fflC Wp ¥'Id
entering 'fOUl' d.I.iI inro thl-ir ur COI'l'lpUfen. I honestl y
we no reolISOll...try wen deUiled Jll""ONI information
lll."I.'ds 10 be I'I'lolIde olIVolIilolble by wte oourts online.
1hefe's no administrollt~ K'-"OIl to rnolIke it olIVolIilable
and even if you mink tr.fflC lickets should be publ ic
there's no need 10 include~ .lind d.Jtes c:J
birth. I penorw.lly mink cri mil1dl records should be
llOOpUbl ic exct"pt for SoI'riouS otfenses .....nere~ is
a public ink're'St at wke. To bl ind ly make ewry Iinle
detail freely avollil.wJe on the web is the equivalent 01
puning the whole OMV ddtabase online. ......

Wt>'d lib· to.\now if olIn)oO'H" h.J t'WI" bt-wlnughl
giving .. false Sociolll ~urity Num lwt wfNon ~tling 01

ITdfflC Wet. Obviously if "~ dln.-ddy ptinrf>d on your
Ii«-nse , you would ha~ d tough Umt> pulling that
off. Othtvwiw it weffiJ an aimoJI tlt'CE"J.wry Jtep to
pmler:t al It'asl 0Ilf' important part 01 )'OUr prwiKy.

Submission

De.,2600:
I SI"flI you an article and wilnll'd 10 inqui~

wtoethef you~~ into il.lI's been ;awhile
(612M>&).

"""roWPN."fI you wnd us an ,lrticle (.lit drticIfosfl1600.
" com ' )'OU should~ 01 «Klfi~ tion (¥TIdil, tf
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you didn't <;fOnd )'OUr artk k in ASCII tt>~t WP Juggps t
you resend it 10 mt"el thaI j tanddrd. In olIl1likt>/ihood
you l+Ofl 'l 8"'1 d seocond confirm,l tion PfTIdil, Thi j is
to olIvoid mail loops .urd adler annoyaoc f.'5 . With in 01

momh Of so (S(lIlK"timt."S kx1gt'f if we re swamped),
you'll be notified if wt' in lend to use it in 01 futu~ issUf>.
When if doesgo 10print )'OU will rPCt:WP d finolll t"mdil
requesting info on whf>rf! to Sf"nd )'OUr f,...,. JtuH, If
)'OUr artkle is not ,lITf1Xed, )'OU "'t)fl'l ht-Oir oInything
aher dtt- initi.v con firTn.ffion.R~ Jt.fters rPWlt
in propk wan ting to know ~UCtJY why tht-y Wf"t'P

~ed, prolonged diJCussionJ. dtBUmMts, bb:xJ
feuds, t'fc. 1f)'OU havml hNrd olIrrything lOt _olIJ
monthJ ,lh,., )'OU wod in ,I jUbmission, tht>n )'OU Colin
.lJJUrnt" it~ not w#l.Jt _ 'ft" look ing lOt. But donl /pf

W t diJCOUrdge you from w bmitting JOmHhing~.

M olI/ways, _ .nk lhat )'OUt' submis sions not be~
ouJ1y printed Of" ,JVdil.Jblco on ~ O("f~ 1hey'tP
prinlPd hffe. And if youwdnt to JItrrd things JIl,liltndiJ•
our MJdrf.'5J continues to be: 1600 lditoli.J}0t>pL. PO
8cvI99. Middle IJLand, NY I 19SJ USA

De... 2600::
Whal oiIbout my~I of olIrt iciel I howe sen!:

you th is proposa l SOfT1E' months oligo • but I dido'
Il."U"MOiny reply. Would you let me know if )'OU mink
to use itl

Rin .udo
Wr 8"'ffdlly <*lIll n.-spond to~~'Cf'Jlf

fa .wy lhal j( )'OU rIlin" SOtf'It'thifl8 woold makfo • good
drticle dIIdyou\t> rNd our rrwgaz~ bt!fotr. dlt'fI by
<iI1I tnE'<UK wbmit it If would IN'unfdir 01us fD lPIJ you
subjft:ts tholIl .vl." oII-1imits. Anything C. n olIppN1 to 1M
h.rler mentdlify if~ from thr righf~.

Simply.ali")'OUfSf>if ;( thiJ i$ tM bf1dof thing 01 rt"olIdef
of oun wookJ dppr«w~ .lind wht'fher it~ riiHPfwtf
from whal you m ight find in~magaz~. So
tM JhoIf.,lrls-"< is:~ it in! Ewn if it dof.'5nl run
in our p.JgeS, you w JUII c;reollred JOmefhing O("W olIItd
tholll oprnJ up olin JOrtS ofpon ibi/ities.

DNr 2600:
I h.1ve Wfinen olin oiIrticle that I ;am inten"Sloo in

publishing anonymously. I do have KJfI1e COOl:erM

over the protection of my identity should the comp.lny
t am Wf,ling aboul demand it of you , I holl~ been 01

~ader for about e ight yE'ars now and would~
ha..... cortSidl-red wri ting the art icle 10 beg in with il l
wa s not confident tha t your organizalion would kl"l'p
my identity anonymous, but I lllK'SS I am jusl lool<log
(Of a lin le reassu rance bt-fore submining il. I have
soughl legal advice on the topic and was told tha l li
the com pa ny were 10 invest in identifying me a nd JI
they Wffi' 10 successfully idenlify me tIK-y might~
a case for revealing corporate secrets. To be honest.
even as I am Wfiling m is I seriously doubl this partic.
ular company would ure to invest in finding me ..~
Then again....

Also, I know there a~ no ~ric1 gu ideli nes for
art icle submission .liS fa r ilS Iettgth. but my olIrtide is.

2600 Magazine



hang around "people like tnat.' The ' cracker " versus
' hacker' lecture then follows. I discovered lhere is a
lot more common ground than meet s the eye it on ly
one loolrs {or il .

I teach a cou rse ent itled "Critica l Think ing and
Problem SolVing" (I ca ll it "Rea soning and Research ' ).
Among the po ints I try lo emph asize hea vily in the
course are that there a re two sides to every issue Ie.g.,
use of lec hnology) and you need to take a reasoned
approach to your life .

The "Hope and Fear' art icle. I think. expresses
these ideas very wel l. As a result, I would like the
(unnamed) author's perm ission to use the a rticle in
class.

P.lul BUnK-n
Perception Is d funny lhing. We ne-ed to spend

a good deal of lime dispelling a 101 of mylhs Ihat
surround the hacker world. Such a~~umplions p",vail
all around us and wt' fH>f'd 10 seek them out and
expos e them whenever possible. As for using ou r
artic le in your d,m, )IOU're most wt'1c0rr>f> 10. \Nt> only
ask th.Jt you If"lpeople know where-it~ from .

Dear 1 600:
In the Winter or Spring 2006 issue you printed an

art icle or letter that rrennoeed proh.-lbility formulas
to reduce least likely numbers from lOfIo select ion s.
Someone sto le my isYJe.

I woul d like 10 try imp lementing the fo r mula in
other a reas. The article ment ioned the formu la was
advert ised in the class ifleds of a major magazine, but
d id not say which.

Would you te ll me the au thor of the article in you r
magazine or ask hirrvher what magazine and issoe
d id the ad appear inr

C""
The article appeared In the Winter 2005·2006

inc.... We're not sure that;t would do you much good
to know which speci fIC tabloid the "Loltt¥)l 5f>c;:relS
Revealed" informaflon was advertised in, e speda/iy
since the Slory look place ' 2 years ago. If we receive
fI'lOI'e sr-;iflc;: in fo, wt' will share il. Otherwire you
should be able 10 lind all sorts of ;nformil l ion (good
and bad ) by simply searching the flt' f.

[nar 2600:
Do you guys print any 2600 stickersr It woold be

nice 10 be able to slap the name across my laptop lo
make my interes ts d ear.

Id v'tman
We had stkkers for HOPf Number SiJ( which '""""

givf.'n OUI 011 the door and we have leftovers whkh
we 'i'e sending 10 anyone who orders HOPE shirts off
our Wl"mile. A generic2600 slic;:ker ;s something ,""l:f
like to consider.

l)oo,lr ] 600:

I am the librarian at nevI)' Uni~ity in TInley
I '., ~, Illinois. One of my student workers subscribes
,,, ynur magazine and ~ showed me an artic le,
'1,, ~ ... <lnd Fear,' that was pub lished in 2];]. I th ink it
.. • w{'11 reasoned, well written art icle .

" f."", years ago some students from nevI)' went
", I" ·fm n in las Vegas. I went as an "advisor" for the
'''~Jp. I must say that it was quite the culture shock
hot nlO'. I presumed the seminars would be all tec h­
... ol< '!O'·hawd programming. circuits , etc . The discus­
... .... included, among other topics, free speech,
"" " Il,.. tual freedom, and intellectual property. I Dea r 1600:
n ' 'ldy I was vel)' surprised. /oAany of the issues I've been reading your grea t magazine for about
, u.~..1 were issues that I deal with as a librarian . 11 years new, Afte r so many years and still seeing your
",1..-" ltold people that Defeon is a hacker's confer- ads fof order ing back issues it has go( me wondering.
" .. ,- IIwy always wanted to kflOW' why I wan ted lo How is il that after 22 years you still have back issues
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Question

lillie over 2000 WO«k. Is that coo lr
NarneR~

first WI" SUIl." hop'" thaI wasnl your real name
}'W uSl'd in thaI klle r i f you're Ihis worried about
kt't'ping your identily secret. WP can keep our mouths
,hUI bu t many otht'fS canl . In all of the )'f'ars wt" w

IIf'f'fI publishing. WI" beve ne llf'r given oul the name
"f WIl'leonE' who didn l want their identity revealed.
Ihere have been unfortun.lfE' inSlances where infor·
mation in the namE' somoone uSl'd W.iS enough for
thO'ir employt'r to Irack them down and lake actJon.
rh..t ~ why il ~ so important 10 not gilif' .iW.iy detili /s o f
your tocetion, name, app"'ilranCl!, or anything which
,oml:'Ofle COIJld ure I~ process of elimination in
order to come knocking al your door. We take confi­
(/tonlia/ity vt'r)' seriously. town ifother membefS of the
media don't. 8uI you il/5fJ have 10 take precautJons
on yo ur end, ~ uch a~ not ~ubmifling something under
t~ same USernilme thil t people already know you by.
If you wim 10 ff'fflaln all(.l(lymous, jusl s.ay5fJ and we
won l use any name ae all to Idt>ntlfy you. BUI ewn
thiSmay not be ftlOlJgh if youre sending email from
.m Insec ure /{xation, such as your school or ...urk­
p lilce. As for kngth, that 's no t SOfTl('thing to worry
dhout If your sub;ecl mailer is in teresllng, which WI"

cu spect il is.

()f'~ t 1 600:
I recen tly purchased the latest isYJe of PC Mdga­

I 'nt' titled : "How to Had. Everything." I was very
,I'...ppo inted , huwever. when I coul d not find infor­
m.llion therein on how to had a Gibson. I was Iold
th.11i( I want to be elite. I have 10do a righteous had
uti some heavy metal. How ca n PC Magazine get

I . WilYw ith leaving out such valuable informa tion l !.,.-.....
me only way 10 get the m.us media to print

rho· 5pec iflc info you req uire is to deluge them with
"~ 1lJt'5 tS and demands for ;1. 1e l/ them you will file
rho-m under "garbage " if l~y dorll/is/efl. Thill usually
_ ...ks.



for ewry mag,olZ ine pr inted? Where do you store I~m

,100 how much space do they take up? What do you
do 10 protect lhem frorn damage~ How many copies
do you haveof the 1984 issu~l

El nst l'in
Wf'befi~Vf' if ~ Vl"f)' importdnl sob'f'p Ihings from

going OUI 01prim which is why wt' occdsiondlly hdV{"
to ,, 'prinf.l'Nltt' oflhe redll y old iS5ut'5. TfK. roi-so-otd
ones hilY{"enovgh PXlfdS 10 Idsl d Vf'ry long limt'. BUfif
thow should run oul dnd pt'Ople 5fill wdnl lhf'ffl , wt' '11
reprinl l1l<~ i5SUf>5 di Wf'1I, W", kwp Ifwm in a $il f",.

dry plac", wifh lots 01room. And wt' ha~'t' Iot5 01 1984
i55lJt'5 since IhOSf' Wf'rl' j usl un/xJI.Jnd sh<'t'ls 01pdpt'r.
Wp only pr imm d Il'W dozM IMI fim yt'dr and Wl' .VI"

had 10 rt>prinllfM..m m"ny, mdny lilT/f'S sim:l' .

Dea r 2600;
So I'm jusII"king iI shot in 1tK> dJrk herehu l are

you guys named aher the blue box and its 2600 hert!
sound waves!

Cbrk MilklKland
lUu nt'f:'d 10 shoal in W , ddrk /1lOI'f' often. ThaI~

prf'Ciwly it. To us, Z600 hprtz rPptt'5fflled Iht> sl'izing
of lechnology lor ind ividlJal use eod "hu5#:'. The fl.'5f

is hislory.

Dear 2 6()Q;

I am an indc.>po.'OfiMt software (."onsultanl b.Jsa1 in
India . I want 10 r"'Prinl 26(/(/: "fhto Hacket Qu.lfterly
and dislribute it t-t' in India aod would like to know
whal the opIiom are . The everege IT m.agazine he«.> is
sold for one or lwO 0011.1 1"$.

h j
Wt' ,Iff' flOI 0f1P0!"!d 10 such d Yl"mure bul if

would take d 101 of coordinatiorJ as theft' would be
virtu,llly no wa y for U.I to do,lny 01 tht> work in Ifw
Stall'S wilhoul losing a Ion 01mont")'. ',bu'1l.' wt>korrw
to wrile 10 us wi th more S(>I'CiflC5 ,1OO fh<.> like.

Dear 2 6()(J;

I hea rd through the rumormill lhal passportC~
10 block RflD signals were handed out at HOrE to
participants. Do these pa sspoet COV€fS t'~isf ~ Where
routd 1KeI (Xl('?

Sque.lliing Shet'p
()n{' of 0/,11 wndors fD lf RwN r j wai in fan a

w llH 01 such RflD block ing pd S.lport CO~ as well
,1~ RflD blodl.ing walJt./s. 'rbu CoJn wsit thpjr si t" df
hltp:/ lwwwdifrweJr.com.

~ar2600:

r hiM' a fourth !lffi'l'1"alion iFUd. My battery W,lS
runn ing low and I pressed a random sequence of keys
on the click wheel.A me nu cemo up in staeda rd text.
Thl" ITll'fI U had thl.- follow ing chokes: ' bait dZd. a3d
stoll, fiff'wire, hdd rlw. snldn d"t hdd K an, ff'dd sn,
d~kmnde, whf>t.4, conlrdsl, dW iD, ~ld fuS, drv tl'mp,
ifdnl fesl, 5 in I, reset key, chgr CUff. /'t'mole. hp
."'dluS, s!ff.p. ·

I W,IS goin g through the menus and lhen my
w llery diro. Has anyunt' eve r Sl'en this before? And
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wha l does ,m. menu do?
Ora l~r

Dear 2600:
1am a hugt' foln and I was worldt-ring if you cou ld

tell me about a websi le that could give me good free
musi c withoul using li mt 'Wire or Kazaa .

Pac.M.lln
nw btosl melhod of sharing mu.' ic is through

a group known .15 Frif¥lds. They dft' quite open 10

pdS5ing around dny m usic Ihdl you moly find inter­
e Sling end in a remdrkdhly (',1sy group to join. WhilI :S
nlOff', 1hf.y'W' bet.'fldoing Ihis for .IS long as ff'Corded
music has ~~iStM.

De ollf 2 600;
M.Jy I h_ §OlTl{" shout ou ts in the ne~t i'tSut' ?

OoollY\asll'l'Z, tumtwinkie, joel. witebuyshuffle, cry.
sys, and dA n. Than k you .

SaOlUt'! Rl"l"d
Did you gmw up in .I bam? Shout outs .Iff' n<Jf

SOfOf'lhing you coin jU51 wrile in 'Jnd reques!. They
mU51 be NffIf"d. SO the dnSWf' r is no, you f7ldy not
h,lvt' tht' shaul OOIS listed above. Respec:1.

Prosecu tion

Dear 2600:
I wa s wooI!t>ring if you could po!>S ibly give me

SOffi(' "dYi(."('. l a'i\ Dc.'Cernht'r I received a letter in
IhP mail from the RIM asking for oil Sl'U/emt>n1 of
S4,225.00 fOf illt'ga l download ing fou nd oro my lP
address . I thf'TI g<Jf an attorney and hoped lor tilt'
best . Tht'yare now oc"lTlilndi ng theSt'l:1Im1t.'fl1 or Iht-oy
intend to fill' suit ag,linsl me . Is there any WdY 10 get
001 oI 1his? If you have any oIdvic!.'or informJlion lhat
woold he lp me 001 please wri te back \It.'f)' soon.

Kristin
II ckpt'nds on whal you w"n1 to get 001 01 Ihis.

/{ you W,Inl to fighl them, lhen you should. It :S VPr)'

rare for thew Mlities to insisf 00 a St'tllemt'nl if they
fhink fhey just dPIPCtro a vio!,1tion for thf!. first li~.

It :s likf'ly iusl ,I SOff' !.lClic iinu' MkinB you to coon
i5 p"pensivf' "nd risky for tfN.m il l wt>Il. Reg.rrdku,
their M cusing you i5n ~ f'flOUgh on us own . 1t:S rei".
fively NSy 10 hop onto dn /P via a WiN link oreven by
spooling Ihf!. addrf'SS. TheburdPn 01proof is 00 lhem
to prove Ihat il W,l5 actu,l/ly you who did this. \bur
a ltor1lt'y reall y shou ld haVt' told you all lh il .

Dear 2600:
11"11.' SW('(!ish High (O(Jrt h.ls acquitted .I 29 ­

year-old male for shar ing files 0\I{"f" a P2P network.
Ibe reason was that ltlt' only "proof' ava ilabl e weee
scl"('('Oshots , wh ich lhe court says is 00f enuugh.

Finally! I've tw" rd of m.a0)' bei ng coovicted
thdnki 10 sueenshots and I 801 horrif ied each ,1M
e very lime. Suecnshots aren' l proof. 1hol.(, SCIl.'CO­

shots could easi ly be f,l/)rica!r..,j or simply he(rom an
t'fll irdy di (fcf(orll CllIllfJUtt.>f. /usl wa nted to Sh.l ll.' wh al
I sec .IS Vf'I)' goorllleWS.

.ft
2600 Mdgazine



Dear 2600:
In regards to lupO's let ter in 2] ;3. tht' ISf' is likely

td ling tm- truth . I wort. at an 151' ..md oc casionally
we receive a buse c omp la ints. Th('S('co mp la ints tiMail
a time and IP add-ess, an d ind ica te lhat Ih<> US('l" of
tha t IP at that lime was ' do ing Sf)fl)('thing m d" (they
give tiMailsl. In most cases, it's just ,10 infected box
prohiog ports or participating in a DDoS or some­
th ing. How('lIer. once in a While . the IP dddr.-.ss a nd
lirm' a rriw with a descnpuon of a copyrighte d work or
pi('<:e of softw are thaI W.lS allegedly being in fringed. I
tx-lieve it works like this:

Dear 2600:
In response to lupO's letter in 23. ] , I would like

to point ou t that in fad COlt is not monilOf"ing the
connection's packet payload . butmerely Ihe amou nt
and type. I am no! defend ing Cox in the le ast righl
now. Theyare monitoring (I 'llI.' lx't'n sh ut o ff before
lor hosti ng http services and being one o f th e reasons
lhey disable hos ting on pori flO). HOW{'V('r there is
one thing that lupO forgol 10 menlion o r d idn 'l read .
The em.l il he W.lS seot should have very sp eci fICa lly
fTl{'f1t iOf"K'd wh ich (jJP.~ he was infringing w ith, h is l ~

the lime , and tbe protocol he W.lSusin g 10 transfer. All
this actually CClf"ll("S from a n authorized rqlf( 'S('nt..llive
of the rTIO'Vif:' company. lupO was not ca ugh t by COl(;
he w,u ca ught by the movi~ company.

Hf'I"{,'s lhe trid ;, just so you know: They (Ihe
movie conoany's h ired spif"S) share the movie them­
selves aftN Iht>y download thf:> p iratM copy from us
(the peop le), check iI, lIt'fify II's the actual movie.
These movie comp.lOit'S a rt' flilying p{'opl£' to shall-'
the rTIO'Vies a nd write down o ur IP J ddwss<>s. lime,
date. fiI('S. Here 's my WfKk.1round : In the ernJ iI tbat l
received, they (the mov ie compa ny) requested thatthe
offending files be removed from my system . All these
were .Rtt file part s. They never sa id .Iny1h ing about
what was con ta ined within them! So I tmpacked,
bu rn...l to a CD, po t on the networkd-tve, a nd kept a
<:opy of the AVI (r" rTll.'m tx'r, not listed .ISoffe-nd ing) 011

my comput(>f, an d d id as r{"'\l.~t('(1. H"'e's st icking
if to the movi l' com pa nies' hold movies, sharing
spil.'S, and stupid lawye rs for th{'ir awfu l wOfding of
the email. and(o.gl.lting to list ' And conta ined d atil
within lislro fill'S.'

Cynagt'n
We sospect tfwy were most inte,est" d in you

r..moving Ifw files (rom puhlic access, nUl wh.-thef or
not you fH ·ld onto of <:opy as.l souvenir.

0Nr2MJO:
This is in response 10 lupO's letter in 23:3 . This is

a possib ility since I had a simila r experience an d I
am ass uming th is since you listed the ports a s being
6881-&999 wh ich are BitTorren l port s. The c ompany
that owns the copy righl materia l may have act ually
tried 10 download the sha red copy from you a nd senl
your ISP .I Ceaseand Desi st letter or ma)'be even an
email.

jau lupO
Pull' noted.
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a Revo lulion isl
It wilS almost ilSif Congft'SS was giwn a toed map

,,' wh.lt not 10 do whkh tfH..y then decided 10 do
."'¥wily.

lJ..ar 2600 :
In refcreoce 10 sc's letter in 23:2 I woul d like to

tM'111 o ut a ll the mus icia n hac kers .IJl1fJ{1gst us who
.....o uld like help lun ing the ir instrUIll(,"t s with more
Ih.ln iust an ' F". Actu,llly, a llOV('f the wt:)r ld ibe ooncet
luninK noCe is ' concet A." whic h COllV('f\S into 440
t,,'fIT. Most sympho nic orchestras keep incre asing
Ih,~ standard luning note due to an Increa",,-' in rela­
1M' brillian..:e of sound. CSJ>l~ia lly American orc bes­
If.". To make a long story sho rt, lu(·kily in tOt' western
", >tId tmea mng west EurOJX'l you wi ll find an 880
t,,-rt, dia l tone. So maybe if there are any mo re lI;Jria­
II ' ,n~ ofdia l !<lflf.'S in SOfTlt'~oo pans o f tOt> world,
1-:,,, t,1< players will be abl e to tune a ll of the ir strings
",ltK>Ut even using the ir ea rs. W hat a bum mer thaI
",l~ ,myhow!

Clarification

Kf"f"pin mind mat this im tance ofjustke occurff'd
In SWf."den, whkh is about as likely to have an effec t
on the U.s. judicial syst('fll as P/uW.

Revolution

De.lr 2 MJO:
I possess a great fondness for obtain ing knowl­

...Ig(> and e xecut ing creat ivity. Tho ugh my mterests
stretch wide, my main int~s are mathemat ics ,
physics, elecncmcs, and of course computer screoce.
I am currenlly 19. Around the time- period my age
mtlrpllt'd lo 18, I coo tatned a paranoia that disabled
me- from ereat ing and experime-nting. This lime frame
was terrible. I viewed a n extremely corrupted society,
,I soc ie ty 'Nht-re humans were sued for creanng soft­
W.Jr C that fell under a useless pa ten t, a society wht'tl.'
curi os ity W.lS frownedupon, etc. I am slow ly fightin g
this evil paranoia and con tinu ing my previous
ec en rs.

I was inspi red to produce lh is lette r aftee rt'dd ing
the following St-'CIion from tOt- 'Co n grt>ssion ...1Testi­
mo ny of Emm..muel Goldstein ' on tct se.corn:

' / wo uld like to dose by caution ing the suocom­
mitr('f' .Ind all of us not to mix up these two very
, Ji~lin("f worlds WP an> lalking .lbou t, the world of
Ihe n imin .lf a nd lhe world of the e xpt'fiT1lf'nle r, the
/1I 'r.' on thil l is .<ff'kinR to Wolff! . To do so will be to
s r oete a sociPty whe'" people are .lfr.lid Itl expw-i­
m" nt eod try variations on .l fJw.trn· be<__.luSf' tflt>y
miRht be committinRsotrJf' kind 01a crime, and a t the
'.1m.. titrlf> further legis!.ltion could have the e(ff!Cf of
not rt' ally doing muctt for drug dealers .lOOgangs tt'f'5,
" fro ill"f' doing ter more Sf"fious criT1lf's l1Iiln making
11' ''' phone ca lls, and i t is n~ likely to intimi(Jill .. IfH'm
"'ry much.'

We need a I"f'voIution .
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8ugDave

Proclamation

(}eoar 2600:
I just finished reading the a rticle "Never P.l.y For

W iFi Again!· in 23 :3. The author sald that Apple
remo ved the ilbility to ch.1nge on c 's MAC address
since );Iguilr. This;s flOt true but they did mJkc it a bi t
harder. There is a simple program called SpoofMAC
tha t will spoof you r MAC address prupcrly with 10 .4+
PI'C mach ine ilirport e xtremes. I ilm llOI sore if lhis
will work on Inte l machines. If you preler tbe o ld
fashioned way, a Gong!e search will show you how.
To an y other Mdc users who lno nd this article inter­
esting please stop by I kismac on lree node .

The firsl 01I~ was " leiter sen t in from lupO
whe re his Inte rnet prOVider (CoK) had suspe nded his
Int!'ffl('1 acc ess for downloading. He was concerned
lhal his provider is monitoring every packet he sends
out.This is hard ly the case. In situa tions where people
downlOild using Torrenl systems or P2P systems
without ffiilsking their lP somehow. !he MPM or the
mov ie 's producers will occasiooalfy send a feller to
the JSP stating thill "lhe user wit h this lP address WilS
downloading this file te.g., Mission Impm sibk J _
DlVx.AVI) at this time. Please take action 10 ensure
Ihilt shi!ring of th is file by th is user is stopped. Th.lnk
you." It's been a little whi le since I've seen one come
in so they mighl not be as vigililnt aboul it anymore.

The second letter I wish 10 respond 10 was
someone in the UK who had ordered a phone line
and DSl , then canceled his phone line and remained
on DSl. 1 know here in Cana.da where I live Ihings
may be d ifferent bu t how il works is our te lephone
com pa n ies are incred ibly lilly. The analog s igna l
(voice) on your hlle c an be turned on and off at the
(lid of a. switch essentially. The digita l signa l (OSl
data l however is no! as easy 10 tum on and off. The
phone company phys ica.lly bas 10 ildd and remove a.
ca rd in the cenlr,,1office every time someone either
su bscribes to or ca ncels DSl se rvice . This o n occe­
sion has allowed a d igitill signili lo remain act ivc on
a deild tel~ line lor up to a yea r and a haff in
my expt"l"ience .

G

Eric Smith

(}eoar 2600:
I am a paf~. I~d info ilnd bucks to f"X'P1e in

the golag. I do not know how to type a nd therefore
canool hack . But I'm wry interested in ac q uiring any
and all inforlTliltion I can on all sub jects . Knowledge
is power. If the sheepl...believe that their elected offi·
ctals have thei r best imcrest at !wart, to{'fl It'! them
fo llow the Judas goa t to slaughter. The truth is tha t
you gel the government you~! Ifyou will read
tbe constitution of th(' United StJles you will 5('(' Ih.1'
ou r founding fathe rs decla red tha I we were bam
with cert ain rights th,l t under no circ umstances can
be revo ked. Vel they con tinually chi p away at lhesE­
righ ts. Ooe right is the right to keep and bear "rms_
This has no thing to do with hun ting "nd everything to
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Dear 2600:
I feel I shou ld rl'p ly 10 a couple of the letters

in 23:] as I wurk for an ISP and have the ab ility 10
answer these.

Copy right holder (RIM or MPM or MSl or
someone they hired te lls the intrus ion de tec tion
group of lhe infringement. Intrusion detection group
te lls the ISP. ISP takes act ion or ignores it.

The ISP's motivations are presumably just keeping
the ir bandwidth bills manageable. The interesting
thing is tha t if the ISP is not actually invading you r
privacy, they are taking you r accuse- at their word,
like ly withou t any evidence except for possibly large
ha ndw idt h usage. It might be interesting to ask the
question: Can an ISP legally take action against you
based on the second-or third-hand word of a. copy­
right holder! Shou ld they be ab le to l

(}eoa.r 26MJ:
In 23:3, lupOwrote about his ISP blocking Inleme!

access due to file sharing and being able 10 name the
files that were being downlooKied, but still Sdying they
do not eavesdrop on their cl ien ts' traffIC. Quile under­
staOOably, lupO e xper ie nced some doubts about this.
As I wort< at an ISP abu se desk in Europe, I beli eve I
can shed some light on whal happened.

In 1998, the United States Senate pa ssed a quite
stricl copy right law caljed the Diglla.1 Millennium
Copyrighl Act (DMCA). Title II of DMCA,. the O n line
Copyr ight Infringement Llabihty limitiltion Act,
creates a "'>dfe h.1rbor" for on line serv ice provider!.
"g<linst copyrighl liilbility if tht.'Y adhere 10 and
qu alify for certain prescribed safe h.1rbor gu idl'lines
and prorTlpt'ly block access if they receive a not ifICa­
uoo from a copy right holderor their agent. What this
means in pract ice is thilt unless ISPs act when lhey
a ll' not ified of copy right violations, ther are also he ld
lteble.

Some large copy right ho lde rs (typ iQ lIy media
compiloies like Universal Studios , Paramou nt, Sony
Pictures , etc.) h.Jve hired the serv ices of a com pa ny
celled BoIYTsp in l os Ga tos, Call1om ia. BilyTsp runs
computers on OCH-, BitTorrenl, e Donkey, etc.
networks, liste ning to tr"ffic aod not ing sh.1ring of
items owrl('(! by their clients. They then contact the
ISP with the informat ion , which inc ludes time Stilmps ,
file na mes, Sil l'S, protocols, and lP addresses. Some
copyright ho lder.; do very sirmla r th ings ill their own
opeauoo.

Thus, lupO's ISP prohah ly didn't eavesdrop on
thei r cl ienl s and are forn>d under very severe penal­
lies to take lhe ilction they did .

In the ( ou ntry where I wor\(, privacy laws
curren tly preven t os from having 10 hound our clients
in Ihis m.lnl1('f, hut this may ch.1"!,'ein the future stoc e
similar European legislat ion (EUCD) has been passed.
I recommend consulling Wikipt'd iil whkh has quill'
good articles on mese laws.



H.lwk82

De.l r 2600 :
I did some work with a loca l telephone PBXI

insta ller and noticed the tech d ia led "101 11 • on the ir
buttset to give the phone line rhe tech was c onnected
to, aka dialed the ANAC. I tested this here in Maine
and it works ool y onVerizon la nd tir1f!S, no4 o nVerizon
payphones.

Dea r 2600:
Chec k ou t this pay service - hltp:llwww.s poofca rd .

co m! • ca ll through thl,'m via PIN a nd you can enler
.:my num ber you would like to appear as Ca ller ID
a nd choose a d iffrr(>Ot vo ice for yourw lf. Hmmm...
the possibil ities !

Doda M cCheesle
This W ':15 demom treted on ' O ff The Hook" some

mon ths b.lck and hes pmvidf-'d many hour:,> of pnlf'''
tainnwnt ever since.

allow users to insta ll .exe files, I would suggest using
the AIM Express website to login. Plus thefe is a hac k
to add AIM contacts to your C ma il Gtalk list smce
they bo th use Jabbe r logins. This is jus t a random
thou ght from someone who works tech suppor1 for a
living a nd is unhappy with the current polit ic al condi­
tion and hopes that it will save some people some
money from the very greedy phone companies. The
Ctalk hack ca n be fouod in a book en titled COOSif!'.
proia. Enjoy and happy relaying!

~.......
While WI' think ir ~ a great idea , WI' know of no

prison tha r acrually al/r:J'M ifj inmates thi:; kind of
access on rhe net. Ir would Cf.>rtainly make the Interner
a much more in~resting place if theydid . Rega rd less,
somerhing ftt'ff1s ro be done about the horrible ri~

offs pri~s' friends and famil~musr endure ee the
hands of those phone companies which charge exar·
bilant co llect call surchargcs. Communicarions cos ts
hdve gone waydown aCf0S5the board. Ir ~ uncooscio­
nabJe thar ra rcs many 1i/TlC'S higher afT'being charged
ro those who have verylirtlechoiCf' in the l71il r~r.

Dear 1600:
Ched out http://irrepressible.info - a campaign

Jga inst censorship on the Joterroct. Aod the fact th.l!
Amm'Sty lntem ational is leading the camp.aign actu­
.•1Iy gives me hope tha t people just might start to listen
to wh.lt a lof of us h.lS bee n shouting (or so long.

A. .....

riowith OVt'rth rowing an oppressive gov~mmeot ! They
have now enacted laws that give them the authority
to come and confiscate your guns if SOI1lt'Or1(' merely
puis a restrainin g order on you. This means that they
do n' l even need evidence of a crime, muc h less a
conviction ! So I call upon those who have eyes to
sec and ears to hear to withhold revenue from the
scumbags any way possible. Be it getting free stuff
or services from the big corporate institutions to no4

reporting income Of eve n destroying thei r databases!u...,_
South Dalwu

We~ not going to be sUrting a 5er:ond Amend·
mt' nr interprerationdiscussion here. Bur if you believe
wha r you say, when exac tly will you be using your
guns to he lp overthrow the oppressive govt'fnment
which you obviously have strong feelings about? If
rhat's what they're supposed ro be used for, when
does the overthrow start and who r:kocides l We admire
peoplewho stand up for whar rhey believe in bur you
SN'm so be using your dinalisfacrion as.in excu se to
slNIand ca use havoc wi/hou ra clear obj!"CIive. What
good will come of rhat?

Information

Dea r 2 600:
Hello my bretbors and sislt'fS of the d igital und er­

wo und. I am wr iting this in response to a previo us
I." t icle o r letter which I read in another issue but

I
unfo rtunately thaI issue is floating a round my
I" 'rs<>nal lihra ry sornewhcr(' and ca nnot Ix> fou nd.
tho a rticle I'm refemng to actua lly ta lked about
u~ing 711 fi t relay ca lling to make collect ril lis from
priso n. I thought this was interesting 1X'C,l Use ir s kind
" I n ,lly what they charge the 1.1milics and friends 0 ear 16oo:
" i the incarce rated . I hea r that p risone rs sometimes First keep up the awesome pub licatio n . J read it
h.IVP access to computers that haY{' achve 100(.'1....;>t to slay sa il(-'.
«mnoc tio ns. If this is true they could easi ly create I was Ircqoer aing one of m y favo rite foru ms when
.111 AIM (AO l Instant MesSf'ngcr ) screen ne mc and I h.:l I'PE'nt'(/ upon a link to hltp :llwww.priva tep hooe.
.•dd the screen name MYlPREl AY to thei r buddy list com. This intrigued me beyond be lief. nlC W.1Y it
.,,,,1use the rela y service to ma h ' calls to whllllwVf'r <,(O(>ms !o wo rk is th.:lt you chOOS(' a stJh~, an arc,1
It,, "I' needed to . This nor only a llows you to ma ke ca lls code. aorlthen a c ity. 11 '11 ge nerate a num be-r for those
.,t timl'S you might not IlOI"mally be abte to, but it specjflc ations and the n a ll you need to do is p rov ide
.M lios incurring any coll ec t call fees . AftN adding the a va lid email add ress for this messa ging service to
-~\ Y I PR E lAY to your list you ca n typo in the fol lowing: wor k. This seems extremely inlPresting an d In s like
, h,11 xxxxxxxxxx, Replace the x's with the telepho ne a lot o f fun coul d e nsue , especially alo ng th e lines of
I,,,mll('r you 're ca lling and the oper ator on the oth er rem ,lining anonymous in this day and ago w hen that 's
"Ild will make the ca ll for you to the desired party . bec omi ng inc reas ingly harder,
-.;,"" if the fac ility the pnsoncr is in blocks the AIM I wou ldn 't mind some more information o n this
I ~I'If"ss web site, ifs time 10 usc an o ld workaround, se rvice if ,l nyone out there knows an ything ,1M Ut it.
.• I'fnxy server such as www.proxtly.com or www . And I Clmainly hope I'm not poldng at so m e thtng that
I!M ~ toak.co m. Since these prison syste ms may not has a lready been d iscussed . Thoug h I don 't bel ieve
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Ade la in

[)e,lf :1600 .-
I havc a little story about the M.lncnester (New

tfam~hire) Police Dep;l nmenl.
Abou l two w{'t'ks ego the local chapt er of Easter

sears NH was hd\linl! i1n10 Card Night for kids with
ASO and POD (Autism Spcdrum Oio;ordt-rand PNva­
si\lE' DewloptrlC'l1lal Disordt.'TSl. My son is mildly
autistic (maybl' he w ill crack tilt> NSA's l'(Kry ptio n
codeD. Anyway, thPre was ,I nice policewoman who
look us oul for ,I little too r of the police cruiser. I was
watenng al the mouth - ponce rad io, police radar,
a nd, mosl of a ll, on board compu ter! As far ,IS I cou ld
11'11 (ha nds--off of COUI'$('), I think its OS was eit"""
Windo'ws NT Embeddrod or Windows CE .Lx (loo king
at the ' nterface). f\..tore tha n likely NT embedded.

Now (or th<> fun part . I said to the nice pol ice­
wo man, "Hl')', ca n we S('(' the comp uter? My son
loves com put er'S." "By all means," she said. She pulled
the Mylus ou t of lhe ho ldl.... ,1m:! tapped the §(; ret..-'r'l,

The screeosave...wentto the standard Windows logon
screen . The usemame was simply "mpd " fM.!nchester
Police [X"J"lnrnenl, I ass.ume ). She 11.f1 the password
bla nk a nd hit the "logon" butt an. Wow !!

The inte rface came to life . On the §(; ft '('ll wa s an
inlerface for olny/hing. You na me it. Driver's license
tookcp. licen se lag look up, GPS coordinates of the
c ruiser. The i n forma~ion ! I actu olily had 10 keep my
hands at my sides, it was so tempt ing. Now whal
rE'ally frighte ns me is that the car was unlockro and
out of view. So wha l was to stop a nyone with ha lf
a b ra in IlI'lling all of the juicy infOfTlkllion that Big
Brother Il.ld?

So much for sec urity.

any trou ble registering the ir MAC addy or being able
10 s.urf on line . The customer was happy and 1 left.
The ne xl day I gol a ca ll back. Thl'Y couldn' t s.urf.
Aftl'!' p laying around checking the settings a nd not
findi ng anyt hing wron g. I c alled ou r support grou p
to see if something in lhe softwa re was chango'od. Lo
and beho ld we fou nd thattbe s;'lme MAC address was
registered in another pan of the province.

Now we a II thought tholt C'\I('()' MAC address was
supposed to be unique . I instructed the customer to
take the compu ter back. for a 1ll'W NIC card. TheyWl."I'E'

told thill the COmp uler woul d hdYe 10 be returned 10
HP lor lhe cha nge to rake place and instea d so ld them
a router. The router so lved their problem and lhey
were aga in happy customers.

I am guess,ng that this was a unique and one
liml' error or that the NIC cards were coming out of a
country new 10 this lype of mar keting such as China.
I'm not s.ure what the answer is but it was a fluke that
the support tech decided to 1001< up lhe MAC Il.'gis­
Iratio n because thry normally don 't look thaI d<.>cp
Of far.

tha t I am.

Ou r 2600 :
As alWdYS I wait lhe months fOfyou r maXdz inl' 10

arr ive and then within a cou ple of rlays It's over. This
time I have 50fTIethinx to contr ibut e.

I worl<. for Ielus Telecommonicatiun s in Be
Canada . I am a serv ic e tech doi ng insta lls a nd
rl"J"l in. A wh ile ba ck I had a job 10 go 10 a cu stomer
!x'(",1use they couldn't gel lhei r ADSL to wor k. Now
the customer had just bought a new com pu te r fru m
Staples and Te lus ha d hooked ADSL up in the CO , so
no rmally there shou ldn' l be a p roblem.The customer
i$give n filters fOf the ir ph ones dnd an instrvl1ion CO
for softwa re inSl.llls a nd sctcp.

One thing they haw to do Is «-'SiStCf thei r MAC
add ress wilh OIir DCA se rver. This customer wasn 't
able to Ik) this and took the computer ba ck to Staples, Zaphod
which wa s an hour's driVE' frum the tow n the y lived We imagine el'l'n hdlf d brain would Ix> surf,riM t
in. to 51'...... SOl11t'Ol1(' dWdY from rrwssing with 01 poI~

Whl'n I gotic the custo mer's house I didn 't have cer. We wandt-r what checks and bol/"nc{'1; are ill
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Cfapina~

~~ services are popping up all over; The result
is a phone IH.'tv.oork thai bas almost no similarity to
Ihe one wherE' 8t'08raphy oUfUally fflf'olnt wmething.
Now we can e,lf:h holVf! doZMS of phone numlx>rs
from all osns of the country and ronfu~ the hell out
of people who wan/to know wherE' we reallyare.

[)ear 2600:
I d id a bunch of favors for some of the guys al

work and they wanted to lake me out forlunch. They
lei me c hoose the place. I chose ,I strip club that
actually bas pretty good food a nd, 01 course, good
scenery. Looldllg at the food rTM.'IlU I noticf'd that they
had a website and a section where for a price you can
1001< at the gitls in the locker morn via a webcam (no
sou nd ). I found an unsecured way 10 ac cess it wilholJl
even having to &1-'1on their website,

My q~t ion is wt1l'!her or not th is woul d be
something lha l you would like me to write aboul and
postthe mms address r If not , I Coln send you the three
webcam links for you r personal eoj oyment.

Also, I have an entcnaining story about myex-g irl.
friend who I built a computer for (special com pu le r
with spyw are irrsialtedl. ! found out about hef cheating
on me with 01 very well knllWn Hollywood movie star,
lHint: he is known for a veryexpeosiw f1np th,lt cost
al:>out 180 million doltaesand was abou t Welter.)

laystt'l"
~ wt'ocam thing isn ~ exac tly the hack of /hf.

ce ntury but if you Coln put togt'tfwr a n ,1rtide /holt
,Jt>tolils hnw you wt'rE' db lt> to lrdele down tilt- ,111t>Tnd·
Iiw lJlI'1hod of olCU'5.~, it could certainly lIP useful for
many differen t olpp!iCillion s. As lor the spvvare slory,
pt"fhaps you could outlillf" haw your ex-girlfr it'nd
migb/ have heM "hie 10 w' t around your surwilldnct>
if sIw5U"pt'f·t,>d thill you mighr ht> onto bt>r. .5om\' of
our "'<Kif.", Vw'f"IUId IiI<.. 10 conli/1< If' cm...linR on lh pi,
significdnt ofhPrs without bdvinR to worry.

Observation



ioto the tw in towe l>. It ca n be seen in the ·cO\'{-'(S'
section of www.2&OO.com.

By the way, It would be rad if you gu ys d id a tetra
CO\f(.... o ne of these quarte rs.

kn o tJUought
We were hoping this wouldn'/ come up. And now

Wf>'re probdbJy going 10 have fO rep,inlmose 1987
isslJf-'S . As for rlw retro stuff, perhaps in the future.

Brian

Dear 2600:
I tried to log ooto my Key8ank Oflline account and

eli'>CO\'Cfed .I fl{'W security 'fedture," All com pote-s
I ,~ing Ofloow are reqc lred to ht> reg istered '0 dCCCSS
11M' site. AccOfding 10 the representatives I've spo ken
wilh, this entails Oflly a loggi ng of my lP address. To
" 1:iste r I musl p rovide my ATM card number, PIN!!),
.mel ell-obit ca rd tssoe number. How m.IOY clccless
Wir i users ...re go ing to have thei r ident ity stolen
I ~ ~ ,lUSt'-' of th is futurl-'l" There isn 't even a warning
.,h" ut accessing ac cou nt informatiOflrwer Wifi . Why
.' r< ' tnc pl'<>ple ch ...rged with ou r security a lw...ys so
, hwk·ss aboul whal Sf'(;urily rt-'dlly isl

place to preVf'nt ...buS(-' of this systt-'m by bodr aUI~
rilro end unaulhori,ro parties. Imdgine ...cop who~

d/Wa. slalkt'f ...tId the ,isks become all tOO cte...r:

o..ar 2600:
I wanl 10 Ihank you and Arcade O ne for raising

my sense of par,moia . The other day I w ont out 10 g£'I
some lunch so, while I was out, I decided to stop by
ttw bookstore to gettbe IX>w Fa ll issue of 2600. Afte r
st.md ing in Jifll! for 20 minutes du e to the i nccm pe­
renee of the bookstore cashier, I fou nd myself rushed
to get lunc h and ReI ba ck 10 work . I decided Panera
Bread was the best choke sinc e it was close by and it
was closest ro my wor kp lace.

I ha d never been inside an y Pane ra Brea d prior to
this visit. There were just a fl-'W people in line since it
was on ly 11 a m. So wh ile I stood there, , puned out
the issue and started to read lhe article "Iden t ity Theft:
Misinformation Can Be You r fr iend" by Arcade One.
Eo;entu...lly it was my tum to order, so I b lurted out
my order an d retutred to my reading. Then I hea rd
the cash ier ask. "Wha t's you r na me?" I froz e. There
must have been a n olN-ious. shocked look on my
fac e because the cash ier snidered. At fil'5l I tbocght
shoe might be lrying to h il on me, but then I realized
she reall y wanted to know my name 10 complete
the trdns.t<..-t ion . t asked myself, "Why am I requ ired
to give my name 10 purch...se .I Silndwichr A ll sorts
of thoughts raced through my bead dnd when she
as ked the secoed time I knew I holdto say SOlTl('!hirtg,
!>KdUS(' by tha t lime people were sta rting to get in
line be hind me . So, in desperation I pulled o ut .I ha ck
I had used for years aga inst Radic Shack. I lied and
Sol id my name WdS Mike . Thecashier entered the data
into the computer/ca.sh I"l>gist<'l" and handed me my
ticket . The name ' Mike' was pl" inted on the receipt
next 10 the ticket number.

My heart was ...ctuall y fac ing as I stood by the
pic k-up area 01the counte r. What if they asked for 10
to PI"O'o'C that I WdSthis strdngely behaving "M.ike" who
had o rdered this 'o'<'ry Solrnlwich in q uest ion ? What if
a nother Mike, Of God forb id, two Mikes, M ikes wh o
had Iold the truth, hold gotten in line behind me and
were now approachfng the p ick-up COUnlE"f? Whal
if they took my sandw ich! Would my sa ndwich die
because I licd r

Aftt'f a few minutes I h(>...rd a call for "Mi ke!' , so I
grabbed the food , just glad I hold asked for i t "to go. ·
As I opo:'fled the door I felt this rush of adrenaline ,
.IS if I hold commined some crime and gol ten away
with il . By the time I got bdCk to the car the rush
di Solppc...red. I real ized thd t Panerd Bread WdS prob­
ab ly using the na me met hod to keep from m ixing

II.·...' 2600 : up the ordel> or per50flaliz ing the ex perie nce, bu t
I was just look ing th rou gh the 26()()cover a.rchive then WQll ldn'l the un iq ue ticket number s uffice? I

." ,,1notiu-'C! in M.Jy 1987 a p la ne WdS depietf'd nying dlso fou nd mysel f wondering what ha Pf'l.'nc-d to tha t
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~a,26oo:

1 receolly did some tr",lICliog in Japa n a nd t WdS
1 5truck by the d ifferences in airport 5t-'Cu,ity there
\' ef'SUS here . Thesecurity offi cers in Japa n clearly look
the i, job seriously and d idn 't appcar both in physica l
appea rance and body language to heve made the
choice 01 wor king airport Sf'Curity over wor king al
McDonald 's. What was most imTl'l<.-'didte ly om-ious
was the number of X·,dY machines. I hold lraveled
throu gh bo th DFW and lAX on my way to jepan and
neither ... irport h...d more thd n two X_rdY m...chines
op N ating al dny time W5ulting in a huge line, frus­
tr...led p.l~St" ngel>, and ()\rl-'(wo,ked gu...rds . !"'poI n had
nine X·rays going at altthree airports I we nt to the re .
Hul the most intriguin g lh ing I saw tha i prompted me
to write this It'tlt"f WdS .I liqu id testi ng machine they
hoiV('. Thl>y allow poISSt"l'lgr'f'S t' l t..ke liqu ids on night s
dOl'll('Stica lly and inte rnationa lly uoless that trave l is
lhrough U.S. airspace. They h...ve ... machine that is
about 18 inches 'a 11 and ha s two C sha ped openings.
At the base of these two rlfleflinKs is .I met ...1pia l., of
whatlooked like tin. I placed my d rink on the opening
for pla stic bott les (lh(> other is for met al con ta iners)
and after a f(-'W seconos a green ligh t carne on and I
was allowed 10 kl;-'l1' my drink. 1wanted 10 le.am more
.lhout the device hut the onl y English 0t1 il W...S whd'
appeared to be a compa ny logo with the leiters GTC
and iron iC<1 lly the onIuff switch . As it was ex plained
10 us, foreignt'l'S have dbsolute ly no rights in lapan 50 I
W,l~ hesi tdnt to take a photo of the device . Ifanybody
know~ dnyth iog about this mach ine, write .In article.
I wa nt to lea rn more about it. It otNiously wasn't l'll"W

'0() it wasn 't in response to dnything recent.
CBM76010

Japan ;s the pldce to SO if you w...nllO~ weird
mol eh ines mal know wildt lhey're doing. If you iust
W.lm 10 see confused peupk who hdve no clue whdt
Iht,y,fPdoing. d trip /0 a domeslk airport willbe moSl

",warding.



this. tescc (and, to my knowledge, ASO... too) have
just insta lled a spate of "self-service checkouts.' This
is quill' a new thing for the U.K.The supplier is NCR,
and the model is their "Filsllant>" sysl('m lhnp:lfwww.
_ ncr.comleniproduct!Jhardwarelsa_selfc;hk.hlml. I
haven 't had a chance 10 lry the usua l 'tap the four
corners ' and other rnM!lods 10 get 10 setup screens.
I'm sure thai othe rs have, but I have always bee n 100

busy whilst using one to have a chance to. I have
rodced this, however. When you choose to pay wilh
a credilldeh il card, the system will scan your card
but won 'l ask for a PIN numlK'f nor a sigo,llure. Vou
swipe your ca rd and it will just sit there and store the
number and charge your account (just like tbe Ofher
till (POS) systems do ). This is quill' worrying. as I'm
sure you are already aware, from a (in}securily poinl
of view. It isn't a difficu lrcolligation to saythat "this is
tbe most la~ l y secured idiocy ever 10 help fraudsters.·
I wonder what else these esteemed developers will
dec ide 10 thru st upon the unsuspeding sheep-Bock of
a public that we have.

Keep your cards close and their details closcr.
MilrllC2001

De.., 2600:
L..SIyear . dec ided thaI.. regularcell phone service

plan wasn't for ITM.' anymore. I wen t to Radio Schlock
and bought a Cingular phone anda prepa id card with
cash . Because I cou ld, I provided all bogus info for
this phonP fllilmt', homP acklress, home phone, and
Social Securily Number). I dechoed the requesl for a
pholo ID and I walked OUI with a worldng phone .

After a few weeks I realized lhal certa in people
cooJdn't call me. From most lelephones lhere was no
problem but many phones from inside and outs ide
the Cingular network would get a "this number is
disconnected'~ge. I knew lhal someth ing in
Cingular's routing was messed up, prob.lbly from
someone previously having this number and lhen il
being decoonected. I ca lled lech SoUpport.

After four hours on the phone over three days
(001 including hold nroej, Cingular anempred various
high-loch fi ~es to my problem. The tech would ba ng
00 thei r keyboa rd and lhen say, ' Have your friend
lry to call you 11O\oV. Did il 'Nark! Nor OK. Hold 00.'
Repeal ad nausea m. It was dear they really didn't
kn<IIH what theywere doing even as my call was esca·
lated higher and higher.

Finally the rep at tbe 'hig~t" level 0( esca lation
told me, "I'm going 10 lry one more thing and if it
doe'5n't WOl'k, we'll have to issue you a new SIM card
and new fHlOOl' number.' This was a bogus altema­
tive. Why 001 fill the problem instead of waiting for
this number to be reassigned to someone new where
tne problem could repeat itself? Anyway, against all
odds, Cingular's "lasl ch.lnce' fill WOi'\:ed. 'ereal!' I
thought. Problem solved. In fact, as I would discover
a few hours tater, il was "super-solved."

Dfoar 2600: When using a prepaid plan thecellphone receives
Gr('etings all. Funner 10my letter in the last issue, a text message after each can with the cost of the

1 thoogtll that you'd be interested in hearing abouf previous ca ll and the cu rren t bala nce. The messa~
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Dfoilr 1600:
last night mygirlfriend and I were al a local Meijer

SoUper store. Most limes I'll just go to the regisler
to check our. The employees all:' usually friend ly
enough. We were in a bit 04a hurry lhis time, so we
went to the If-Scan . I had some cash 00 me and she
had her deb it . assumf'd that because after I pul in
my cash and the 'Ofhf'r payments' option was still on
lhe screen that theprogrammers of the U·Scan were
bright enough 10 figure out thaI if a card is swiped
to on ly charge the difference. No dice . rnste.td, the
machine flips OOI! The under-trained employee didn't
ask us whal happened. He just simply caoceted lhe
order and printed a receipt Appdrently the mach ine
dido'l even record thai I put money into it. Or, if it
did, he deleted it. Regardless, all he did 10 do this
was touch the corner of the screen, type 27, lhen
type 240. I'm assuming ooe of the numbers is a stoee
number and the other is his emp loyee ID. The menu
was W'f'I simple; a monkey cou ld navigate through
it. With a bit of a distrilClion it seems like you could
sIan printing your own rece ipts! This is slea ling and
illegal so don't l But it 's always run 10play with Meijer
employees.

data the cashier entered. Did it go 10 a centra l server!
How long would n be kepa Whal if I had said my
name was Osamar What if I had refused to give a
name? I lhink what I should have don<' was to have
asked why they required my name at all, hul I was
too embroiled in conspi racy theories to h.we lhoughl
of that optioo. HQW(.,er, you might wanl 10 try il for
yuulS('lws, 2600. I'm nol sure if they all do this and I
won 'l say which one il is, but the Panera Bread store
I visited is less than 15 miles from the St. James, New
Vorl<; address you list in your magazine.

Mikr 1m-liar
We defect whal may ~ a linge of sarcasm here.

Nobody should be th is a fraid 10give their name 10
someone in order to gef a 5<lndwkh . BUI )'otI fouch
upon a good poin!, nogardk>ss of~Ih~or not il was
intmtional. lying is perkcdy dCCeplabk in such situ'
alions . People give 001 way roo much personal infor·
moltioJl to OIlier propIp -.vho nor only don't rPquirt' it
but IVhohave no way on t>arth of verifying it in lhe
first pl,lce. The same holds true for the many ent;'
lif>s thaI ask for )'otIr Social Securily Numbf'r. Unk ss
tfw>y art> the gDV!"'fnmenl, a financi al institution, or
5lX1If'OfIe who is plolnning on running il credit checlr,
any numbf'r will do as il ;5 only used for ve, iflcation
the Ilt"~t lime you spealr 10 thf'm. We don't rrn>an to
buy in to lhe pt>tVasivf' paranoia lhat insisn on suspi·
cion 01all ecse around us and Ihinks of trUSI as il
lour Jr.m.r Mxrl. But il l the Sdmt" tirtlf>. pt'Op!f' reed
10 1<ncIw they are flf'f' to be anyom> tht>y wish in a
sandwichshop or e/wwhf'rt'.



Dear 2600:
f in;(, I need 10 th..m k you. , have thoroughly

enjoyed your magazine for a few years 1lOW. I've
lea rned a ton an d it's been very useful in conveying
the ~tal ity that so ma ny of us share 10 the o utside
wor ld. Many limes I've a nswered q uestions by s;impl y
Pfesenting you r magazine to the curios ity seekers.

Second, I was 17 when the FBI fin;( raided my
home. I was 19 lhe second tirne a rou nd . I was 21
when I was semeeced in 2005 to 17.5 years in federal
Pfison . And because of my ch a rgE'S and what I had
admitted 10 dning and wha t I was told to expect. that
sentence was qu ite a shock. No , I10t pedoph ilia or
even sex -rela ted. Not d rug-related. A minor role in
a credit card fraud scheme. The judge apparently
was nooe too happy wilh me. giving me the sta tutory
maximum.

I wou ld 10Yf" 10 write an article {or you describing
what exactly it's like to go from bad to worseto worst.
A report from the front lines, if you wi ll. My hope is
Iha t in the "unlikely" eveot that any 2600 readers are
ever c harged by the feds. they won't receive five to s ix
times the sentence they expect. as did I. I 'WQUld most
like to spread the word about how dirty feds can , and
will, play. And a few painls to watc h ou t for.

l et me know if you might like me 10 write you a
little a rticle . AocI tha nks again guys,.

l olson C.
By a ll means wrile theartkle. lUur story ser-ves as

,I reminder to tho5e who rtldy not ~t know it thaI the
prosecution will do anything - including lying t o you
- in order to secure a conviction. PuttinS Pf!OPIe ,1way
is their business . While there are rtldny cwerly e xpen­
sive, incomfJf'tenr, end dishonest I,I~ out tbere,
you a re still foilbetter off gett ing one ra ther than tryins
to work thinss out with~ authorities on your own.
We've heard so mdny horror stories ofpeople gt'lting
s<:rewed at SetllencinS oind with tod,lY :'s prosecu torial
climate, it's bound to get evert worse. And, 1If"f!'d1t'ss to
say, this sort of thing does nolhinS for reh ab ilitation.

bad Idngu ilge (three times resulted in a ban). So my
qu es tion is, wh..n d id mic roSo ft become a bad wo rd
on the .2bOQchannel?

ghOstbOt
We a re in no way responsible for dny such ran dom

,KtionS that occur in our IRCm iln""". We suspt'Ct you
were tilt' victim of someone:'s opinion/joke. not to
mention your fililure to I"f'a!ize chal repeatedly doing
the same thing would get you benned. We encpurage
re,ld('(S to cht-ck out the 1t1600 chdnne l (.m d other
resionilll600 chanrw!s) on the irc.l600.nt'1 network.
Just remember that WE" don't conr.rolthe intelli!,'f!nl"t'
lewl. While people (rom t1K> m<1gdZint' try to come
on to the channel (rom time to lime, in mos tly .l wick
open space whf>re USt'I"S (rom ,III levels of the h um,ln
evolutionary S<:,11e co ngres,lte . Kft>p this in min d and
you WDfl l get overty flustra/ed.

Appreciation

Tolpi

laphoctB

(Ju r 2600:
I had just purchased you r maga zine from a V\.'f)'

.•Hrdet ive female type uni t while talking on the
I..... lne aboot a comic con. I was p4Jtting it into my
,"" idl.' jadeet pocket when I 100 wa s assaulted by
' ....ur wonderfully smelli ng pages. This resulted in me
' Ulking my thumb. I think my chances of h itting it
" il with her are now less the n zero. I thot.aght there
...ere goon.). be warnings about this sort eM th ing. At
~"Y rate keep up the great work. to-e the smell of a
I,,~h baked issue.

O..ar 2600:
Thought you migh t appreciate the fact that I10t

un ly is 2600 I10t hidden at the back of the shelf in
rhl-Charlotk'sville, Virginia Bames and Noble, but irs
.Ilso fro", and center, eje level, and a 'featured title ."....

There are many 51J(:h ston>s all OYer the placp
..-ht-rf.o wen- proudly displ,l'f"'d. wetend to hNI mot"f"

. ,~/ the ellreplions so it's impotT<Jnt to ,1d:nowkdge

...·fHm stort'S do a good pb, as most 01tht-m do.

Provocation

'' '1.' a little a nno ying but , like everything else , even­
tually you learn 10 ignore them . II took me a wholt'
.l fle mooo of calls 10 rea lize I wa'Ht'1 getti ng lhese
mes sages a nymore. Curious, I plnged tilt'~
with '777 to request my accoont ba lance . Then I
malic a lew ca lls to some friends at their land line .
I pinged the netWOrk aga in a nd the balance was the
same. Hu rrah!

In thei r desperate a nd haphazard effort to fix
my phone lhey disco nnected it from tbeir billing
~ystern ! My prepaid phone was now a free phone!
A I~, Cingu lar had no idea who I was . Theworst they
{a uld do was deactivate my phone.They had rIO one
to send a bill 10 . Needless to say, I felt more tha n
compensated for my hou rs on hold .

I enjoyed this per\( for nine months before the
phone turned on one mor ning to show ' SIM card
wg istration fa iled." I ca lled tech support again an d
..ftl.'f SCVCfa l escalations and "it shouldn' t do th is'
quotes from the .....'PS' my phone was react iva tl"d,
alhe it with a som balance. I' m paying for phone
\.t'fVice aga in hut I will fondly remember my months
wilh a free p hone.

This was an interesting exper ienc e and it shows
that proper phone operation is a separate enti ty from
hilling. You can haw one without t/w;> other. I nope
this is interes ting to people who a re cu rious aboot
hi_ the phone service work s.

" .. oIIr 2600.-
Su I was at the 12600 IRC c ha nne l chatting aboot

II..• Microsoft and NOYf"II partnership asking people
.. h.d they thoo ght about this. Anyhow. 10 make a
I. ...~ story short I was spelling MiclU50it like this:
'''" roSoft. I got kicked from the channel for using
'-Winter 2006-2007- - - - - - ....:.- - - - - - - - - - - Page 4 7



ContinIX'd from paW' 19
/ . qe t th.. "",,, t lookup tabl .. v.lu. 0/
/ . bu f f .r bi t l . n , 256<- il..n<-151 6 0 /

/ 0 curro bit·point",r+il"'n epane cbuf . /
/ . !Of fiaq ie ON · 1

• 8 - ibit; / . re.et bit_lenqth of buffer ...~nt . /
I ' !Of t1aq b Of f; . djuet I'll.. point.. r . ,

H.yt . ibuf, ..buf l: '0""ite data to tha IU... /
ibit 1 Bli 1° e.t Ibyt to load f~ ibit · 1

1° eet ibit to ftr e t byte of <new> cbuf 0'
, . .."it loop t o ... l oad cbuf frc. I byt . ,

l rnd - Itahl.(lrndl'
ile" - (U)11rnd , 8 32 + 25 6 11
if l i b i t + ilan > i buf • BI {

if (leof) I
11",1'1 - ibuf
",h.. {
ifn wr i t . (c buf .
Ibft . - U buf
i blt , - 8 ;
br"'.k,

I , • • ncrypt o r decrypt the c"rre"t e.~"t [bel"", ° 1
for (ind " _ 0 ; l.nd" < 11.1'1; i nd " ++) { / 0 loop thrO\l"h ar.,ay . l _ nt e . /

intl ilnd"l - lnd"; , . bit off••t e froe curr..nt ibit of f • • t . ,
lrnd - Itable( l"nd); , . q.. t the next lookup tabl .. value . ,
I nt 2 ( i nd " J - lrf>dl I · looku p "alu... f o r aort f Ul'\Ct i o n . ,

)
ifn_.ort;(intl , Int2 . btk, 11 .. 1'1 _ 1 ) ; / 0 .ort looku p array · '
-.c:py(ct.elp. cbuf, 2048); , . eopy data buff.. r to d.n . buff",r . ,
if ( i opr ) { '0th1l 11 the "l'\Crypt opention . ,

for (i l'ldx _ 01 bub: < n ",,,; i l'ldxO+) ( , . loop thlOollqh hit qrollp *'
bitputfctap. i n dx + i b i t . bitq.tfcbuf, i n tl/indx l + ibit)) ,

, I ' IlOV.. bit . t o " r a _ " poei t ion. l.bov.l 0 '

el.. ( , . th1l ia the decrypt opention *'
f or Cindx - 01 ind" < 11",,,; indxO+) ( , . loop thrOllqh bi t qroup 0'

bitput lct"'P. il'ltI (indxJ + i b i t . b itq.t(cbuf, ind" .. ibitl) '
/ 0 r ••tor. bit. f r oe "r.ndoe" poeltion. (above I . ,

204811

'"I b yt, i bu f,
/ -

)
-.:py(cbuf. ctlDp.
ibit . - n enl
if ( i bi t ~ i bu f •

U n_ ....iu fc bu f.
ib i t - 0;
b... . k ,

, . copy d.. . t. bu f f .. r to data buf f .. r 0''0Increment i blt t o ".."t b l t - e.. qment . ,
1° loop unti l i b i t ._ l",nqth of Cbuf . /

",bu f l ; , . put c urrent buf t er t o IU", . ,
...t i b i t t o ftr. t byte of <~ cbuf . ,
, . i b i t ~ l."qth o f c buf , .dt loop . ,

)
fr_(cbu f) ;
f.,"(Cttop ) l
f r " ( i " tI ) ,
fr_(1I'It211
f r _liatk);

/ * d• • lloc.t.. t he I'll. bu ff.r . /
, . d... l loc.t. the t.-p buff.r 0''0de.llocat. t he .o.,t inde" a r r ay 0'

t » d ... llocat. the .ort looku p arr.y 0''*<koallocat. t he . o r t . t.ck .rr . y . ,

/ - ,,' a bit-velu. fra. • e t r i nq 0/
t » i nitielh. the b i t valu.. 0'

/ - . .. itch on bi t # .. ithin ch. ract.r . ,
' " bit ' 0 in t . r q.. t ch.r.cter . ,

/ . " .lue of bit '0 . ,

/ - bit ' 1 in t arq.t char.ct.r . /
, . velue of b i t # 1 - /

I ' bit #2 i n urqet e har.cter - /
, . valu. o f b i t n - /

, . b it # 3 i n tarq.t character - /
1° v. l u . o f bit #3 . /

' 0 bit #4 in tarqet ch.ract• ., . /
, . v.lIl. of b i t #4 - /

, . bit '5 in t."'"et eher.ct ..r . /
/ 0 v.lu.. of bit ' 5 - /

, . bit '" i " t arqet char.cter - /
' 0 v.lue of bit " - /

/ . bit #1 i n ta"qet ch• .,.ct•., - /
t » value of bit ' 7 - /

-------------------2600 Magazine

. .. itch U bi t • "Ca.e 0 ,
I ve l - "br••k,

ca.a "ivaI - "br..a k ;
c a . .. 2,

iv.l - "br e a k ;
ce •• 3 ,

ivaI - .,
b., ,,,.k ,

c••", 4 ,
ivel - ."
br e a k ;

c . ... 5,
ivel - H;
br",ak;

c. . .. "
ivaI - 64;
break;

c••", 7,
iv.l - IU;
b r ••k,

default,

Page 48
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}
r8turn {(catrl(lbit I 8 1 , 1~.11 I - 0 ),

/ 0 return tbe value o f tbe tarqet bi t r .bo~ 1 0 /

v bitput(C · c at r l, I ibit. I iputl
I hell
1 ipoe .. ibit I 8,

. .. itch (tbit •"Ca•• O.
ivaI" "break ,

ca•• 1 .
ivaI .. a
bro.lq

Ca• • 2 ,
i vai .. "break,

" " • • J,
h al .. "break;

c .... 4 ,
i VaI .. ",
br.ak ,

c . . .. 5 ,
iva I · '"br.ak /

t ..... 6,
I va I .. 64,
br• • I"

c . . .. 7,
1.... 1 .. 128 :
br8alq

d"f""It.
br.ak ,

/ " put • bit-value to • nrifl'l ' /
/ , ini t iali •• the b i t vel"e ' /

/ ' po.it lon of a_b it "har. '" " etrl . /

/ , . ..iteh On bitl vithin character " /
/ . bit 1 0 in target character ' /

/ ....e l ue of b i t 10 ' /

' " bi t #1 in t e'9<'t claracter ' /, . ...al,,., of bit I I ' /

/ , bit 12 i n target chara"ter ' /
/ ' value o ! bit 12 . /

/ , b it #3 i n t&r98t "b.araeter ' /
/ ' ...a l ue o ! bit 13 ' /

/ , b i t '4 in tatg'.. t chatact..r ./
/ , v.. l".. of b i t #4 ' /

/ . bit # 5 i n tar9.. t chara c t .. r '/
/ ' v.. l".. of bit ' 5 . /

t » bi" n in t U9"t CI\U flct .. t ' /
I ~ v a l".. o f bit '6 ' /

/ . bit 17 i n t .. rg' " t ch.. r ..cte r ' /
I ' " a lu.. o f bit 17 ' /

}
If Ci pu l ) (

if CI( CUrl [lpoa ) ' !vel))
ca t.r l ( lpoa l +- i"al,

I ~ O~ t o a .. t th.. bit ON ~ /

I ~ bit 1a NOT " l r e od y ON . /
I ' a . t b1t ON by adding' i"al ' /

}
ahe (
if (catrl[lpoI ] • i va I )

c.trlli~ J - - ivaI:

/ ~ 01( eo .,,'1. th" bit OFr . /
r- bit 1a NOT dr"ady orF ' 1

/ . .. .. 'I. bi t orr by .." bt. i va I . /

' i n U , L ~ln t 2 . I ~ i otk . I taax) { I ~ o rr.. y Qui c k ..ort f u nc t i o n ~ /

/ . initiali2" t he out. r _loop e x i t n a g' ~ /

I ' i nit18lh.. the inner-loop e x i t fla g' ~ /

I ' initialize the l ow arr a y point.r . /
/ ~ initi aliz.. th" low a tac k point.. r . /

/ ~ initialize t ha aor t radi... /
t » initial i ..e th.. top ar ..a y poi nt .r ~ /

/ . initiali ze t ha top .. t ack point. .. ' 1
I ~ initiali".. array va l lie f ,,011 l ow atac k poi nt .. r ~ I

I ~ i nit i a l h a a rray v a I u.. froct low atack poi nt .. r ~ /

v ifn_ ..ort(J
I i . "l ;
I i." 2 ;
I H ap l
I i hp;
lin1>l-0;
I i U P I
I iUPI
I iva ll
L lva 2 ;

/ ~ ini tiali ..e t ha l ow a rra y pointer ~ I

I ' initial i"e t ha top array pointer ' 1
I ' loop unt i l ..ort r a d i " < 0 . /

/ 'I. t h.. low ..tac k point.r . /
11; / at th.. top . t a c k point "r ~ /

I ' decrement the ..o rt r adi .. . /
I ' 'let array valu.. froct l ow .tack pointer . /
/ . ,,",'I. array ....11110 h c:e 10'l0 at ..,,1< po i nt e r . J

I ' ",,'I. the low array poin t .. r ' 1
/ . ..et t tl.. top array point..r . /

J' initiali ..e ttla ou t .. r-loop ....it !la'l . /
/ . loop to ..ort within t h .. radi" liait . /

/ . dee r .._nt t h.. t op array point ..r . /
/ ~ t op ar r ay poi nt .. r • • low a rray point .. r . /

/ . ..a t th.. oll t"r_loop .. ..it fla 'l ON . /

18 t k ( OI · 0 1
iflt k( l l • iau;
while (irdx >- 0) {

il..p • ia t k[irdx + i r d" l ;
itap • i.tk[i r dx + i rd.. +
irdx_ _1

iva i inU [Ha p ];
1...2 llIt2\ilflpj;
H op nap;
itap itap + II
i ... I 0 1
wh H . l li.. .. l )

itap - -I
if li t a p __ i l .. p )

i . .. l • I;
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·1•• i f (Iva2 > I n t 211 t a p i l , . v. l ... 'low ~r > va lue ' top ptr . ,
i nt iliiap i i n t l l i t . p ll , • • w.p l ow and t op . rr.y valu• • • ,
Int2 \i1ep ] - Int2 lit ap\ 1 , . avap l ow . nd top uny valun . ,
i e "l _ 01 , . ini t i a l i • • t il. inner- loop . :.:it n.q - ,
vlI U e ( l l e"2 1 I , . l oop to "oapare an d . vap arrey valu. a . ,

Uap++- I , . i n" r _ nt t he low array po int. r . ,
if (itap - _ U ap l , . top array pointer__l ow ar r ay po i nter . ,

i e"l _ 11 ' " e . t tbe ou t . r _loop . " i t 6 eq Oll . ,
1.,,2 _ 11 , • • • t t he i nn. r - l oop e"i t fiaq ON - j

. 1•• i f ( l va 2 < Int2[i l a p I I { , . va lue 'lOW ~r<value'low ptr " '
i ntl l i hp] i ntl l U apl 1 , • • wap top and l ow arny value • • ,
I nt 2 f i t ap] Int 2\ihpJI , • • w.p top an d l ow a r r ay va l ue . " '
i a " l .. 1 1 , • • e t the inner-lOOp . " i t fia 9 ON . ,

• h all
a 1 ...a 21
n ap > 1)

I
inU IUap l
1n l 2/ iIapl
if (i t . p _

i rd"+-+- I
letltli rdx +­
h t k[i r dx +-

, . pu t
/ » pu t

i rdx l i lap +- II
i r dJI " 11 .. i U P I

val ... t r "", lOW . t a., k point.r " '
v.lu. f ro. l ow a t a " k po in t .r - ,

, - l ow • •~nt_vidt h 11 > 1 - ,
, . i nc r nt t he . ort r adi" " '

, . r t l ow .rr..y point.. r . ,
, - r t top .rray po i nt . r " '

I
if ( ita p - n .p > I I

ird""" 1
htk[ irdx " i r dJI] U aP I
iat kli r d" +- i rdx " I] .. i up _ I I

, . t op .e~nt_width i . > 1 . ,
, - ine r_nt the . o r t radi" -,

, . r t l ow . r ray po i nt ..r «t
' " r t top ar ray po int.. r . ,

v ifn ..... ce -<:mI 9 , t iofa, t irow , t i " o l , t i brp , t
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...or maybe rot. Maybe new technology and your kids straight out of your ass-pocket.
isn't such a good thing. Perhaps we 've reached No shit. And every time this stuff is demon­
a point where the desire 10 incorpo rate it into strated, officials shrug it off as overly pa rano id.
every aspect of our lives has begu n 10 take They don't understand the tech nology, vet are
preceden ce over ite goer of what it is we 're respo nsible for making all of the dec isions
trying 10 replace. 11 '50 not like there's been any regarding its use.
lack of co ncern over the matter, especially What abou t the red light cameras? Surely
lately. Search any news eggregauog service for some entity besides the capitalizing mumci­
the terms +voting -enectune «iaud and you' ll pality and assoc iated po lice officers (who have
see what I'm talking about . What about +p.1ss- dutifully acquired extended donut breaks as
port -crecked or "red fight ' +Camerd? I'm not J result of the reduced wnrkload) stands to
rt>fNring to ddcd..out passports whose covers benefil from them . They've got to be making
have succumbed to old age, or the lillie LED ou r streets 5Jfer, since tha t's the only officid
tha t indicates your latestburglJryattempt s hdVe reason genera lly given for their extstence. But
h!.>i'n captu red on two slowly rotating ree ls of even this is dispu ted as the Wd~hington Post
magnetic tape (although these are surely proo- has discovered upon investigat ion of red light
lr-ns In somej. I'm talking Joout the escessive cameras insl,llled in D.C. In fact, acciiWnrs
use of let-hoology. Five years ago there was no h,IVe more than doubled in some location s <mel
sUl'h thing ,150 inlern 'pting the communications there are even lawsuits claiming that mun ici­
between an immigration control computer and paltttes have changed light timings to increa se
your passport, ,lOO ten years ago you weren't violations! What is d ear is that accident
likely In gf1 .10 aurornoted tickel in the mail Me incre.lsing in many locations (and that
because you entered an intersec tion behind there's about $100 missing from my chlXking
th.u Big-Ass SUV \o\Ihich enti rely blocked yo ur account). A simple solution co mes 10 mind :
vil'W of thetraffic light as. it changed from gree n remove the dam n C,1mer,1S and just del,1y t~
10 red. And it's not like Ihis stuff is helping pt'rpl'ndiculargreenlighthyafl'WSl'Conds.The
.1nything. T-hune crashes that they're looking to prevcnl

The RFIO "feature" of a passport is, as far would suwly be reduced without the added
as I'm r-omemed, entirely useless. 11 creates side-effect of increased rear-end collisions. It's
an unnecessary security risk and comrlbutes unfortunate that such a cho ice between safety
nothing to the speed .11 which immigration and income never leans in our favor.
lines progress. The cu rrent system uses MICR The grandmostee of all failing technological
(magnetic ink character rccognition l as. the implementations these davs seems to be the
agent swipes the hottom po rtion of your pass- voling machine. Ah, the voting machine. ft>w
port. It's fast, relatively reliable, perfectly suit- of us can even remember when the activities
able for the application. and it's even secure voting and using a machine were two enlirely
(so long ,15 the passport remains in your posses- separate processes . Voting used to enlail
sionl. BUI we're rapidly progressing 10the point marking your favorite candidates onto a sheet
where anyone ca n snea k up behind you with a of paper '0 have it later counted by the King's
specially designed RFID reader stuffed in their Men, who cou ld not be trusted. Now the vol

crotch, brush up against your ruckus, and suck counters have been replaced with elaboeat
the digital flngerpnms and photographs of you mechankal and "Iectrica l cont r. o-tons. whlc
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cannot be trusted . Corrupt poll workers, loose
gears, broken levers, and even hanging chads
were no match for the commotion stirred up by
the poor design of the modem electro nic vot ing
machine. 1he documen ta ry Hacking Democ­
r<lCYconveys this very well; you've got to watch
if. Not on ly does it demonstrate how access to
the mosl widely-handled component of these
machines can be used to skew elect ions, but
it even sheds some doubt as to whether or not
the public willingly e lected some of the lesser­
evolved members of our spec ies into some of
the most critical positions in our social hie r­
,lrchy. Not that I'm a co nspiracy theo rist or
.lnything....

Not everybody is so eager to replace every­
thing with the latest and greatest gadgPlS,
however. Take pilots. for instance . Whe n
planning flights, man y pilots use an E6B (or
vlmilar) flight computer. tt's a computer in the
most rudimen tary sense of the term, essen­
li<1l1y a spec ial-purpose slide rule . In fact, it's
the only field in which slide rules are still in
widesp read use. Why? Because they're fast,
relia ble, and whe n you 're thousands of feet
above the ground flying an aircraft you don't
r are to be fumbling with an e lectronic calcu­
late r: rep lacing dead batteries, trying to work
arou nd that stuck key, or wondering whe ther or
not the lCO would still be intact after sitting on
II, if only you'd started tha t diet a few months
ea rlier. There are other added benefits, too.
The co ncepts of significant digits and keepi ng

track of exponents are generall y lost amongst
today's TI-89-touling youth . Slide rules require
that you consi de r these things, often a llowing
you to catch mistakes long before you would
while using a ca lculator.

look, I'm not enti-tecbnologv. Really. Iprac­
tically immerse my entire life in it. II just seems
obvious that some things aren't quit e rea dy for
prime time yet, and premature deploymenl
may ac tua lly have the potential for some devas­
tat ing consequffiu~s. The exa mples I use-dhere
are simply those that have e ither rece lved a
bunc h of press coverage or tha t I have personal
expe rience with. r threw in the slide ru le rant
for good measure (no pun intended], but the
concepts they demonstrate are welt-su Ited to
the notion that there are some scenarios where
o ld technology jusl works be tter. The re a re
plenty more I cou ld have chose n alon g the
same lines, some with more severe ramifica­
tions and some which are much more trivia l.
Either way, it usually seems to be the younger
generation who are just as closed-minded to
using more traditiona l technology as your
grandmother is toward the advent of e-mail.
Whether it's ffidi ng up with a corrupt dercc­
racy, rampan t identity theft, higher ac cident
rates, or a broken calculator when you need
that qu ick altituue-correctlon cakulatto n, we
definitely need to take a good ha rd look at the
benefits and drawbacks of mak ing the sw itch to
the latest-and-greatest.

HOPE NUMBER SIX
If you missed out o n o u r la test co n fe rence (o r if you were
the re a nd somehow managed to m iss o ne of t h e more
tha n 70 talks qlven), may we suqqest gettin9 ahcld of our
HO PE Number Six DV Ds ?

The re's no way we can list them all here but if you 90 to
http:// s to re.26 0 0 .co mjho pe n u m bersix.ht m l yo u 'll get a
se n se o f w hat we're ta lking about.

W e st ilt have leftover shirts t oo. For ~20 you get a HOP E
shirt, a co nfe re nce badge, a conference proqra m. a nd a
HO PE st icke r. Oversea s a dd $5 fo r sh ipping .

2600
PO Bo x 752

Mid dle Isla nd , NY119 53 USA
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GASJACK - H IJACKI NG

FREE GASOLINE

e;,~"-
This a rticle would be over if the goal was as

simple as ohtai ning gas for free. A person of ques­
tionable ethica l fort itude cou ld easil y find Giani
receipts in the garbage and then proceed to one of
many onl ine references to have the BCN converted
to a printab le barcode. Then just swipe the barcode
at the gas pump and drive off with discounted gas .
But if one objects to putting the ir hands in places of
quest ionab le sanita ry fortitude , the re exists another
method. Random ly generating bar codes and then
using the in store sca nners 10see il the accounts exist
and how many gas poinlS are on them is one idea.
Again, this article 'NOUld beover quickly leaving the
reader the d.1untjng task 01trying to figure oul which
numbers we re va lid and which accou nts had t'fIOUgh
points to make a trip to the pum p worth the effort.

Inlf'm@lt o 1M R~

Whenever I have 10 do something that is boring
and repetitious, the first thing I think of is how I can
get a compuler moo it forme . Even if tbe oeiginaltask
were to take onl y 10 minutes, I 'NOUtd gladl y spend
an hour writing a program to make the computer do
il for me in 10 seccoos because, some d.1y, I mighl
have to repeat the task. I hear some blah bla h blah
about effkiency, but to me prog ramming is fun! The
goal r"IUW was to find a website which allowed~
pets to check the balance of their Gia nt BonusCards .
I loca ted severa l~ites which all appear to be offi­
c ial Gia ni websttes.

Tr)'ins 10 s.ve firne byWuting lS Minut es
One of particu lar interest was the site www .gianl ­

food .com1x:>nuscard!. AI first glance I was surprised
to see that the first three letters of the shopper's last
name were required and even more surprised that
this system was requiring 12 d igits instead of 11 10
log in. I beaded 0\I'I'l" to !he U.s. CensllS Bureau and
downloaded a file whic:h listed tbe most com mon
sum ames in the United States and the number of
people per surname. Using a simple scrip! to chop
the first three characters off, add up tbe populalion
numbers, and resort the list, I compiled my own new
list. The original list con tained 0\I'I'l" 16,000 entries.
The new list con ta ined less than 3000 entries. Using
pure brute forcing. guessing a three cha ract er word
has 17,576 (261\3) possib ilities. Rather than throw
my new list .II the site and allow-it to brute fo rce the
last name, I decided 10 tryandlog in using a kl'lO'Nll

-"----'--"--- ----------'-2600 Magazine
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Giani ts a food store chain and some stores have
gas stations. II actually has a long and complicated
history, none of which pertai ns 10 this hack. like
man y large food stores, they have a program which
offers their shoppers rewards for using their Bonus­
Can:/ at every purch.lse. Shoppers accumulate points
which are traded in for discounts. Ali lhe caveats of
having your personal mopping habits tracked apply
but have nothing 10do with this article.

There are several different types of points a
shopptor can collect. The htraRewards poin ts a llow
shoppef\ to get up to a 15 percent discount on
!heir r!('ld shopping b ill. If is !he IWW G.1sRf."Wards
poinrs tholt has peaked my curimity. For every one
hundred dol lars a shopper spends, they receive a
discoulll at len (mrs off a gallon oll the gas pump.
According to Gian I's own policy for th is promotion,
gas ran be obtained for free if enccgb po ints an>
earned. The policy however dictat es that the points
can on ly be redeemed 0IlCe and rile d iscount ool y
applies up 10 30 gallons. This means you get 00l!

fill atyour gas tank ,11 the earned d iscount. It has
not been confirmed, but a friend mentiooed having
a vehicl e which holds about 32 gallons of gas that
was filled attbe discounted price. II appeal'$ !he 30
gallon limit might not be eofo«::ed. There also does
00( exist any policies on gas ca ns. ... scenario: lOOn
accumulates 500 gas poiors and decides 10 cash in
his poin lS because !he deadline for the promotion
is fasl approachiog. He proceeds 10 the gas pump,
swipes his BonusCard under the bar code reader
and, voila, gas now flows at a rate 0150 reo ts 1l"SS a
gallon . His tank holds. 30 gallons and he manages 10
savE' himse t1 15 dol lars.

Arst MisWte
The Giant BonusCard is noth ing more than a

piece of plastic w ith a UPCA barcode. The Giant
BonusCard number (BeN) is 11 digits while the 12th
digit, a d1edsom, is ommed. The BCN is primed at
the top ofevery receipt . That was G iant's first mistake.
... simp le solution is to adopt the practice of cred il
ca rd receipt printers: on ly print rhe lasl four digilSof
a ca rd. Unfortunate ly, there are more mistakes and
holes which make instituling this single change inef­
fed:ive .II s1!l{lPingaccount hijacking.
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[vahd set 01 credentials. After severa l attempts with "Who would ever wanl to hack th isr' wh id l I~ to
Ivalid information I concluded the log in function 01 the complete lack 01 security I have seen. Artyone
This site was not working. 1 just wasted 15 minutes , designi ng any online system shou ld build in secu-
hut oil well, I got a dictioearv of common surnames rity from day one, especially if you collect even a
In the U.S. I am sure that might come in handy one single piece of information from your users. urrtoun t
,Lly. And in case anyone W.lS wondering. yes, Smith zdewscepbo x
was the most com mon. The Gory Details

I'm In! Please keep in mind, I am by no mean s an
www.giantpa .com was another sitewhichl00ked expe rt on httporprogramming. I taught myself what

promising. Unfortunately it asked for a useenarne I needed to know in order to gel the programs to
II-mail), password, and BCN to log in. I entered a 1M:rl:. When one visits the website, a JSESSIO N ID is
kr'lO'N n valid BCN and spoofed the rest of the infor- created in a cookie. Then the login credentials a long
manon . I ran Ethereal lpacket sniffer ) and Achilles with thP ISESSIO NID are sent 10 the server usi ng a
Iproxy) and logged the da ta because I was sure it POST method. Theserver then establishes a se5sion
wou ld be useful later on . My jaw dropped as I W.lS using the ISESSIO NID. This /SESSION ID is not
t,tken to a page which listed the firsl name and the checked against the IP address of the cl ient and can
\.owings so far this year of the BCN owner. I noticed be arbitrarily specified by the cl ient. To make Ih ings
,I link to check on the various promotion points and easier during deve lopment, I simply used the BCN
followed it.True tothe link's promise, Iwas present ed as the JSESSIONID. The set'Vff lhen send s back a
with the amount of po inls of the several promo tions ]02 Moved Temporar ily message , The location He ld
which the BCN owner was eligible for. Amoog them in this message is a full URl wh ich contains more
was the amount of GasR~ar<k points . Two~ tok ens and the previously mentioned ISrSSIONID.
huge mistakes on Giant's part was allowing defau lt This link can be followed by anyone, whic h opens up
Ingins and submitting data in plaln text. the possibility of sessio n hijacking.This 302 loc a tion

M«e Than lust Free Gas is retrieved using a G ET request and must be fol lowed
Aga.in, this article wou ld en d here fOf anyone in order to initialize the session . If an attemp t is m ade

wishing to hijack free gasoline. A person with to request the poiors page atter serxling the POST
.ttll"quate programming capabilities and dubious data, the server wilt respond with an error stalin g the
mterltions could write a program to simply step stoeen um variable has no! been defined. Req uests
through BeNs and log the amou nt of points each one for the pages containing the points information are
h.n at the time. Then it is just a matter of printing off ma.de using G ET /shareddf'vkubd uhl . AU the points
lhe barcode and head ing out to the gas station. As I the custOlTll't' has fOf the reward d ubs the Be N is
W,lS writing a program to Il?SI this theory, I noticed eligible for are displayed.
lhere were some differences between lhe informa- TheCoM
linn presented when I logged in. Some BCNs would The code is written in Ruby because I wanted to
h~t .lsk for me to select a preferred store but wou ld learn more aboet Ruby. It is easily portable to Perl,
.llways come back with a generic first name, like 0011 will leave that as an exercise to the reader". The
~thn, Betty, Pat, Mary, etc. and wou ld always have betw eeflStrings() function cou ld probably be sim pli-
SO.OO savings this yt'ar. I assumed these BCNs to fied using regex, ootthis funct ion has served me well
ht- invalid or not: ever registered. Another response in the pa st and I am still learn ing rege ll. No error
t was getting was a failed login attempl. t chose not checking was bu ilt in to th is code as it wa s des ig ned
In investi8.1-te this any further. The most interesting to be a proofof concept. The POST and GET st rings
" -;ponse I~eived was the rare ab ility 10 cl ick a link have been stripped 10 a minimum so no browse-
which read · Upda te Accou nt,· Following this link c joaking is done . If you put a for loop around this
lort-sented me with a wealth of information.The infor- code and giantpa.c om's thugs kid. in your door, do
f\\,Ilion 8.1-1~ from this new link included a pess - nol come crying to me. II on ly worb for an accccnt
....nrd (keep in mind, the password to get this far was which is eligible fOf Gas Reward po ints and will
, or igin/illy dummy information). The password was in re(um an error if the store locator or failed l og in
~ form which made it appea r as masked ch.lracleA, situations occur. Code is not needed for th is h ad.,
hut viewing the SOUI'U' or the ethereal logs showed but it does help explain the under lying system,
tho- password coming across the wire in plain text. exJX)5e ils vuloerahilities, and simplify tbe overall
Iluge Mistake Number... a lot." Never send users' demonstration .
Itw'ir passwords, ever. Instead, make them confinn The Risks
,I", old p.1ssword first if they wanl to change it, or I iden tified seveeal risks throughout working on
"" " lement a password reset policy which ematls this project. first , dumpster diving has a ll of ils risks
"'" user their password. AnalyZing the hrml of the of be ing caught associ ated with it. This may not be a
,I,n....enf responses also kicked up a hidden piece of risk, bot more of an ethical choice 10 make. FoIIO'Wing
,,,t, ormalion : the preferred store number of tbe owner lhrou gh on this mefhod essentially stea ls the porras
, ~ thl' BCN. Using the Store Locator page, one easily earned by someone else. During the initial COU~ of
,,~,l( he!; store numbers to store addresses. I bel ieve probing the webs ite, 1ca used errors to be genera ted.
r1~. r realors of the BonusCard program were thinking These errors reported my lP address . Tagging the
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server w ith severa l thousand reqoes ts to log in may
disturb the sleep ing 11 securrtv guard. Aftt'!" printing
off a bar code to try, the re Me risks associ ated w ith
actual procuremefll of the frt'egas.Jbese gas sta!ions
typica lly haw a booth where a pefYln sits to collect
cash. Most of the time I see this person rE'ading a
book a nd suspect exiting the booth is no t permitled .
Almost any gas statio n will employ the use of Sl'(;U ­

rity cameras, but again , th is risk is minimizedby the
response time 10 the incident. Retffil ion time of ee
video is likely to be sho rt wh ile the chain of events
leading 10req~t to view the vidtooswill take longf."f.
nrs. the shopper whose BCN was hii'Kko:od must
complain when they notice the problem. This may 1)(>
short ly aftPf p.1ying for ttwo gas at full price . It is very
d ifficult to motivate a co mpa ny which has already
been paid. So the shopper complains to the atten ­
darn. The attendant hollis a shift man ager. The shift
man ager is perplexed and hails a sto re ma nager. At
this point, the complaining custo me r will have proh­
ab ly been appeased. Assum ing an isolated incident,
it is likely the investigatio n will stop here , Otherwise,
it is prolMbly up to the store manilRPf to make tbe
connection that accou nts are be ing hijacked. I am
pretty sure th...t getting caught is legillly binding (all
sorts of puns intE'n-ded o n thollone),

l>oOi"s It Wor k'
Aft('f identifying a Iol of rbe risks, I decided to

feSl' themethod using my own BeN. I simply ran my
BCN through my program. determined tht> amou nt
of discou nt. printed the bar code, a nd beaded nul

GesJac k. r b
require ' s oc ke t'

to the gas station . I was rew arded with the discount
I was e ntit led 10 whi le retain ing the ab ility 10 sleep
peacefully at n ight.

f urther hWfttiptiom
I did no t go after the unde rlying database of the

Bonusf'ard system. I am sure with the lad of secu ­
rity <lbsefwd, the site is vl,.d(J('fab le to da tabase qut'fy
inj~'1ion and XSS attacks . The server is running Cold
Fusion a nd one error message I received was nonde­
sc ript. I gOl!Rled it a nd turned up informalion about
Co ld Fusiun running on US. Agilin, none of !his was
re'evam 10 lhe proj f!CI, so the <k>tails may be fuzzy.
1 did I'\()t loop through massive amou nts of BCNs to
determine differen t account types . 1 meff"ly sam pled
a fewp.1r1 id p.1ting fri('nds ' BCNs and may have acct­
dentally mistyped a few which lead to the identi fica­
tion of the different aCU)lJnt types. Failed logins were
nof investigated as to why they failed, j~t that they
were consistenll y coming up as failed. Store locatoe
IORins were a lso not further investiga ted. Upda te­
able accounts we re ex tremt.'ly rilre, a nd a ny found
W('fe the same. I suspect these were test accou nts.
The database contained the first name of the BCN
owner dod it is reasonable to assume it contains all
the informati on on the BonusCard applicat ion form. I
a m very much still interested in the Giant BonusC.Jrd
system and a ll the fun it can prov ide .

5hout5 /0 milkman /01 h;J ruby help and /0
lVl600_ com for putting up with me'.

def betweenetrinqsceeerchtext,etertstrin9, en detrinq,startindex I
pe a rc ht e Ktlenqt h _ ee e rcht e xt.le nqth
eta r tet r i nqle nqth - et a r te t r i nq.le nqth
e nds t rin91e nqt h _ endetrinq. lenqtb
if ee a r c ht e xt l e nqth _ 0 or s t a r t et r i nqlenqt h - 0 Or endstrin91enqth - 0

return • •
elee

if sesrcht e xtlenqt h _ ( st~tstrinqlenqth + endetrinqlenqthl <- 0
re t urn • •

..le..
e t ert str i nqi nd..x _ ee a r c ht ..xt .ind" . le t e r ts t r i nq ,et e r t i ndex l
i f et a r t et rinq i nd... _. nil th..n

ret urn • •
.. l ee

. ndat r i nql nde . _ a.archt...t.index( ..ndetrinq,etartstrinqinde x + e t ar t et r i nq lenqt h )
if endatrinqinde. __ ni l

!'eturn • •
.. lee

betveenatrinqa l enqth - e ndetr i nqinde x _ le t . rte t r i nqi nde x + s tsr t e t rinq l e nqt h l
r e t urn eeerchtext l startstrinqinde. + s t ..rtstrinqlenqth ,betweenstrinqsle nqthl..,..,..,..,..,

puts · Ent e r 11 dlqlt Bonusc.rd number·
ben - gets
s c k .. TCPSock..t.n_ ( •........ qi..ntpa .cOll · . •....... . ,
pos t _.tri nq _ · POST fa b"r ed d. vfCi ..nt_r..qisterfloqi n_aetion.htal HTTPfl .l\ nConlent_Type I
appl i c.tion /x - .......-form-url.ncoded \ nHost ......... qiantpa.cOll\
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nCo nt " n t - Lenqth , 63 \ nCoo~i", JS.zSSIOHIo- "+ben +"\ n\ n " +" r _
U. e r naae- . ,r peelword-.,r BonuICe rd-"+ ben+"' Loqin _Sign+ln\ n "
le~ . pr int pol t _"tri ng -
I n . ...r J>O l t Idr. .getI Cnil)
l e k . e l o . e

loc" t i o n30 2 - bet...e n.tring",en. ...r J'Oe t, " iocetion , btt p . l lwww' 'l i " n t pa . e ,.". " \ n", G)
l oc. t i o n30 2 . e bo p l
'le t3G2 . t r i n'l - "GET "+locetion3G2+ ' HTTP/ 1 . l \ nHo.t, www.
'lhnt pa.eOlll \ nCooU e, J SESSIONIO- '+ben+ " \ n \ n "

.et - TCPSocket.nevc ' www ' 'l i . n t pa . COIII· . ' ......... )

.et . p r i nt 'let3 02_.tri n'l
"n. wer qet302 _ let .get l(nil )
.ek. elOIl

.et .. TCPSoc~et. nevI · www ' 'l h nt pa .COII'. ' www')
'letpoint._.trin'l - "Gn' I . beredd<lv/ . ube i ubl HTTP/ J .J\ nRo.t , www.
'lie nt pa . eae\ nCootie , JSESSlONIo- ' +ben+" \ n\ n"
.et . print getpoint••t r in'l
en.wer_qetpoint. _ le~. g&tl(ni i)

let .e io. "

g••point. .. . n"... r _9" t po i nt . I / Yo u b.ve \ d · Ge . Extra R...... r d . po int. / )
'l • • point l .. bet_n. tr i n'l . cge . poi n t •• · Yo u beve Gil. Extra R.....a rd. poin t l" , O)
pu t. ge.point.

by kuhon 0;0 that it could p lay 01 sonJ!,. ~kifl to IhE" nE"ltl song.
AlxXJI 01 ) 't".'lr ago Mot. ...ola pul oul a prod uct and dn d wholE" uniV1;'f'!,(" o f fUl'K.1ion~f All wir(' l<>sslyf

, 011100 the IMfrt'e . It WolS01 w irek'Ss j n~l.1 nl n'll.'S<,('Il!:N IIw,.s w ilhin my gras p. Tht"follow ing art' losnucnons
that con nec ted 10 ,J base station o n ,J rl'guldr PC. .UE" on how 10 Slo"I up you r IMfrt'e 10 interact wire-
Ihe statio n conmcnfcared with IhE" device OVff lessly with Irunos. Nole tbatfhese commands c ould
radio freqoencies. which g.we 1101 rolnge of dlxlUt 50 dlso ht, sent Viol d ce ll phone or dny lIlh« nu b ile
va rds , Al the lime n loo ked lik(' 01 gnod buy anet I rlt>vicE'. Thepos sibilities are enormous. This tutorial is
PUn.:hol§(.od it for S100. I qu il-kly rea Iized Iholl I hold ll1t'ticul rMJs a nd is inlendM to mak e sure thaI a l l of it
liMle USE' (Of il , as I had access to a mach ine with AIM will work properly. If il seems llke fIO'I ice ma terial 011
o n it anyway. Momy people mus t ha l/(' felt the same limPS, I apologize. The result is well WOfthtbe effort .
way a nd lhE" price plummeted to arou nd SJO. II ...11 I. Crea te two AIM scree n names . If you aleeady
.1rllUnd for awh ile unli l I h..d a n epiph,l ny. Wouldn 'l have lwo Iholl is pt>r1ffily (int'. Designale one to be
this make a portect Hunes rem<l!ef tilt- rt"Ceiwr on the host PC and ont' to be 10AAffl in

Several people were a lready hoi,king il and I on III£' IM(rt't' .
iOllnd some ffit'Ssage boards lholl W('r,' dedicated 1o 2. Go 10 hllp:llma Kimizoo.l:omld!ownlnoldlfft't"
Ib dt;>vt>lopment O ne SIKh forum, htlp:l/l('knikill. -warelsc rirl~fori tunt'!ilst" up. E"Ke to downlo.u i the
- nel/bhsl, was especi.' l1y e nlightening. This Silt' had Hunes sc ripts th,lt will he e xecullodremotely Ihrough
appeared on Hackodaycom and r would occasion- AIM. Sinc(' the original Win,.mp pla n nt'('f h -d d
" lly check in 10SI'C wh ar was going on , There awaited cnm m..nd line int,'ffat'(', 1 figured ocr thar t h~

01(' Ihf:o thread "irnfree and winamp ' which had !x'('n scripts could he executed as well 10 control iTu nes.
Pfl~l<>d by a 1Ist'f na lTllod Jaso n. In Iht'r(' il descnbed The sc ripts were writte n in VB and a re ,1UIOffi,l lir:a lly
.m i ngeniOl.l~ woly of having IIlt- IMfrt'e r ornmumcate inslall,'Cl in the iTunt"S directory w ith a n exe file.
with Willdmf' . The " "le nt' featurl' in TriHian Pro t.l 3. Dow nload J nll insl,lll the Tri1\ ian software.
pop uldf 1M dienU ("n,.hll'S a program or act ion 10 Ill' Gt'! ,1 I _~ d,ly Iri,ll to tt'S1out the drlvanc t'd functions
executed fro m any sc reen name ft"ffi()It'ly with [ust J Ih,'l arc needed in this lest Go 10 Trilltan. Upgra~
p la inle xI message. This set off firewoeks in my mimi . to Trilli.m Pro. a nd Requ....1 ,10 Evalu..lio n Version.

The next da y I o pened up iTunes a nd il hit me . Login w ilh the p..ssword given through IhI' e m..i I ..nd
,....1illions of people USE' if unes and rely o n it tormusic. rehor l! Trillian.
Wou ld I be able to inlegr ,l.!e the IMfft.'(' with iTunes 4 . l au nc h Tnllia n Pro and go 10 Trillia n, Tr ill ia n
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Preferences, and click o n Ptcgtns. Click on AIM!
ICQ and go to Trillian Preferences again and on the
right hand side click o n Add a New 1MCo nnect io n.
Configure all 0#your login informalion fOf lhe AIM
screen name that will be receiving the data lrom
the IMfree. Login with Ihis screen name on Irilhan.
Forfurther explanation later on , my fictitious screen
name wi II be ca lled 'IU nesRemote .

S. Now for the fun sluff. I must give credil to Jason
~ at www.teknikill.netA:tbslforgivingmethe idea
and the foundalion for the rest 0# lhis articl e. His
instructions worked when I tried them, so I am only
adapting them a bit to matc h our rnoes elO;perimenl
criteria .

n. Go to Tril1ian -J Trillian Preferences and then
dick on Advanced Preferences.

7. Click on Automation in the lef' hand menu.
8. Click Add -J Word Matching.
9. In the Add Word Malch Entry box enter the

word '"Ia unc h" in the word ted box, c hec k Match
Wholl' word and chec k Generate Evl'nt. then enter
something for the even' tyP'-' Ijust use "laun(.11"
a gain).

10. Crick o n Add Evenl.
1 1. NelO;tto Action Type c hange Sound 10 Exec ute

Program . (You prohably se't" where this is leading to
by now. If not , keep read ing a nyway.)

12. 8 1'QWl;1' 10 the location of you r iTunes exe file
and select il .IS the program tha i you wish so execute.
II will most likely he in "C:\ Program Fikos\ rrcoes''.
Click 5Pl [WIlt.

13. This wi ll take you bad to 'hP Malch Word
Enlry me nu. .M.ake sure that everything is right an d
that tbe word is "la unch". Also ma ke sure tha i the

entry 1yP'-' is called "launc h". Click Save.
It's now time to cook thP shish kahob. Login with

your IMfree sc reen name and 1M your other screen
name (1IU nesRemote) with jusl the word "launc h".
Voila, iTunes launches! If your firewall is blocking
iTunes (rom launchi ng. just check Remember This
Selling an d Allow i( you run on Zooealarm. Do like­
wise if you have a different firewa ll. All tha i you need
to do to play a song. skip a so ng. etc. is to repeat
steps &-13 byreplacing the loc ation 01 the iTunes exe
file with one of the iTunes sc ripts that was installed
originally. For instance, if you wanted to playa song
you would have Tril1ianexecute the sc ript ca lled Play
in C:\ Program Files \ iTunes \ Scripts, if mar's where
you put it. Also, remember to type in the word thai
Trillian will match wilh the program as Play, so that
when you send the message of Play to ItunesRemote,
it will execute the script a nd play the song.

TriUia n Pro does not seem to have a limit on the
number of com mands that it can execute o n the host
Pc. I have about five comma nds running. including
the a bility to change the \fOlume, a ll on my lMII'€('.
The possibilities for Ihis applicat ion are limitles s.
Any application or program for Ih.lt matter can be
laun ched or exec uted half a wor ld away with a cell
phone. Theonly setback is tha t Trillian Pro has a price
tag of 525. Al least test it out with the trial version and
prepare to be amazed. TheIMfree can be booght o n
e8.ly (or aboul $ lO,lod on Amazon (or $.lo, making
this wireless rrores remote cost belwl't.'fl $35-$55.
Imag ine qUl."Ueing up the song "I'll Be Home For
Chri stmas' on you r PC in Arm-ric,l while sitlinf( in
the Tokyo airport wi lh nothi ng hut your cell p hone.
Please , let the imaginatio n run wild .

byToka chu worksan d 1'10\... In keep it frum ruining your lnlt>rn('\ .
tokachu " gma il.com How It Works

W1ll'n rTI()'if people think o f JnlNIlt'\ censonhip, Un like rnoo;t other countries Ihat simplr b tor: k.l ll
thE-y lend to think about Chmathe most. Whil", many Tc r Iraffic or utilize a filtt>l"ing HTIP proxy, China
othe r countries have some sort of state-controlled relies almost solely on special routers designed
Inlernet po licy, most people woul d I"t'ft-r to China to censor based on raw T(P da til instead of HTIP
because of tbe sheer size of the pcpulaticn dod requests. The gove rnment of China relies on two
govermnent. JroniCdUy enough, tbe country with one main rnctbods of censorship: llooding fa ke DNS
0111'1", largest lntemet population s seemed to go for requests and forging T(P connection resees.
the lowest bidder when it came 10 Int{'met censor-

DNS Poiso ning
ship devices, replacing quality control wilh franlic
developers pressed ln r time . V"'ry few dom ain na mes are actua lly "b loc ked'

No matter how sfrange that molY be, it still does using this met bod. For a DNS poison to take place,
not justify a government which wa nts to keep fu ll there must be a request for ,1 1ft-'1)', very, very naughty
control over a ll medi a. W hic h is why 1'1111'11 you , an d website (like mingh ui.org) placed. This keeps an yone
~lully a Chinese friend. how tbe "(;I"t'at" firewa ll from figuring ou t how to conned to , let a lone down-
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load content from, a fo rb idden host.
Here 's how a n uncensored DNS feoquesl would

1oסi< like in Chi na ;
0.000000 It2 . 168.1.2 _> 220.lt &.5t.l1
OMS St.a nd." d quary A Iuoidtl .c_
0.28'811 22o.lt4.5t. 11 -> I t 2 .1 68 . 1. 2
DNS St&tlda" d qu . ry "••pon.. A
202 . 108.22 .)) A 220. 111.11 .1 14

....Ild here's how it would look jf a domain were
cemored:
0.000000 I t 2 . 161 . 1. 2 - > 220 .1t4 .5t .l1 D*S
St.&tIda"d query A ~n9htli .o"9 0 .211" )
220 .194 .51 .11 -> 112 . 161 .1.2 OMS St. .....u."d
qu.ry "••pone. A 20) .105. 1.21 0 .2" 412
220 .194.5'.11 _> 192 .161 .1 .2 tiffS Stendanl
qu.ry ".epoQ&. A 20) .105 .1 .21 0.21" 3'
220 .1'4.5' . 11 -> 1'2 .16' . 1.2 DMS S~"d
query " • • pon•• A 201.105 .1.21 0 ." 0)1 4
220 . 194 .51 . 11 _> 192 .161 .1 .2 DIIS S t.an4a.~d

query "••pone. A 203.1 05 .1 .21 0. 2'073 2
220. 1t 4. 5' . 11 _> I t 2. 161 . 1. 2 tiffS St.&tIda~d

query "• • ponae A 203 .105 .1 .21 0 .2'0751
1'2 .16' .1. 2 _> 220 . 1'4 . 5' .11 ICKP
oe.tlna t.l oa llU.echabl. lPort. .......-.:bebl.j
0 . 2'1311 220.1'4.5' .11 _> It2 . 161. 1. 2 DNS
St andard qu.ry ....pon... A 169. B2 .B. I01
0.2'1 ) )1 1'2 . 1'1. 1. 2 -> 220 . 1'4.5'. 11 ICKP
oaetlnat.loa .......ech.ebl. lPort. I1IInoecba.bl. j

The real rq>Iy never get!; through because thl:>
tUUk.'l' forges nea rly a h.J1fdozen fake DNS repbes,
dlong w ith a few random ICMPrT1E'SsaW"S. 10whoE>vtor
~ a "forbidden' websil~. This fi,,"only worb
on UDP por1 5J IONS). vdlkh would rt-n1i<:ally
trwke uocl.'mOn'd DNS IftfUl"Sb~ if a sum.
c ient numher 01 DNS servtn running on poets oeher
th.Jn 5] r-xiswd.

You can tel l if YOU' p.tekets ere going th rough a
Chinese rouIo:'f by~ simple k'St. Try periorming
a ONS query 10 a~ mac;hi_ in Chind. If il
~'I go through. by performing a DNS~
for ·minghui.org" on the same machine. If you gt1
~ingly random respcoses. you'rE' muling through
China. Ii you want 10 dtotl'm1int" vdlkh routt"f i5
responsibko for thl:> Ct'nSOr5hip, run a 1r,t( t'f'OUle ,lnet
pesfrem ON S request5 on eolch hop, stolrti"R .I I l~

closest. When you gt1lht> lolke DNS replies. yu u'w
found the nf(londing mut.....

ForgingTe p Rewb
I( ,I Tep co nlll'(1 ion is m.lrMo fmm or 10 a

compu lt"f in Chinol, In.:- packet da ta isc tw."t kl:'dfor,lOY
' forb idden" words. If Ih€.o r!.lta contolins ,lilYof lhose
words, the rooter fnrl;l"S J rep RST (r('!,{'1connection)
pa cket . This also IriRJ\l'rs d It'm,,or,lry hlor-k u n r cp
(onnt'Clion~ bl't Wt"en IhoM' two specific 1;0mpu II"fS.
This makes it dppl'o1 r th," Ihl" Sl" fVl"f h,ls gu nl' down
lemporari ly.

ThI" Iisl of words nul p..r millr 'l:! 10 be uwd ,l 'e
encoded in GR2J 12 fomloll. whic h e nsurl."S th,ll bu~i ­

nt·SSl'S wit h wt"hsill"S in Chil'l.l w ill nUl II(' dhle to
.....nd .loy illeg.-a l conlen l lo compull'f'S in ehin,l (sil1(;E'
C B2l 12 is a chi!rat1er Sl"I fI'Iluirt'd to be !>Upportlod
by .Ill applicalion s in Chinol). Tht.> fihl"t" 'NOfks Ihusly:

If thE'wor d can he wrilll"O in pu rE' ASCII, luo k for
the wurd in .loy mixlur e of Iow!m:d.....and uppert"a st'
ASCII letters.
'-Winter 1006·1007

If the word must be written in aoy combi n,lUon
e lK ideographs, look for the byte sequence in toi tn....
raw or URl-encockod GB2J12. Hexadec im al str ings
all!' also case-il'lSeO'>iliw.............

Nearly a ll tbe problems of Chil'l.l's fire-ails SII'lTl
from coe probl em wit h thl:> routers : lhey al l periorm
stalelE'Ss packet inspedion. h doesn 't m.1tler what
peotocol tbe pac kets are using. nor whal computer .I
perkee comes from . ....ll the rotJIK is concerned wi th
is find ing p.1Ckets alld forging respoeses. not dr0p­
ping oontE'nt..

Unfortunately, tha t naw puts the mule , 1M'net'S

ilnd admins at an extreme dis.advolntage . Anybody
Coln do a Coogle st'drdl for prlet_forging softwarE'
Of I,brilnes lsudl .J;S IlbpcaP) and whip up ol SCript
10 flood Chinese roerees wi!h fake poKkets • dnd tbe
rouIef'j w ill rE'SpOOd. no trwlk'f whal. II wouldn 't be
d ifflCUh10 set up a botnet: with DNS request~
th.JtCdn send billions d fa ke DN S ""QUI"Sb 10 VdOOus
~. and in retum h.Jve the victim !hink China is
ilnading his Of her s.erwr! It's a lso possible 10 forge
iI TCP data padel with Iake source olnd ~iNlion
~ which rnt'ilRS tholl if you h.Jppened 10
know the IP addrE'sSt'§ of 1.-.0 important d iplom.ll$,
you could NSiIy CUI off their olbility 10 communicale.
Popu Lar Chinese websiles .Ire just .J;S vu lnerahle too;
emolil ~ems could be CUI off fof hours " I a lime.
The possibililieos aee endkoss. Ibe TCP RST limt't" may
he fairly short. but kE"t"p in mind thaI il only t.l k~ one
fdke poKket 10close a connection.

GettinS Around I'
'The Tel' S,d . One wJ'f 101e'I1 fake RST poKkets

from real RST padm is 10 look .II thl:> time-IO-IMo
mu perameter, Forged packets wi ll dlways h.Jve
higher TIts lholn the real ones. Getting olround
Ihis, howEover, would requirE' that boI h parti~ ~

.I Slolleful TIL compa rison filter al lhe Ir.ernel ~1.
ThaI's no good.

You could. however, rE"Wl"ile .I TCP-OOs...-d appli­
c,llion 10 send "forbidden"~ by us ing. the TCP
ufKl"Ot ndRlURGl. This only K'qUifl'S!holtbot h parties
h.we a mudifit'd .lppliCdlion - no kl"fTlE'l .........,llr. ing
nt'Cl."SSdry..... great e xa mple of .I prowam lholl St"rlds
d,lld like 1h.J1 is 01 prouf-of--("o flCl,JI C prugr,t m caned
"c IJIII'Tt<0e5sioo " tsearch lor il on Rld el Slor m sccu­
rity!. II can bypa ss. rTlCISl sta tetu l pa c ket insp.:<;tors,
so it e dsily ,I;I"k around the sIJtl;' ll~s i" Spt 'l lrm; in
Ch inJ. This is probably IhI' htosl w,ly 10 modify
i n~tolfll messaglng (suc h as 00) a nd IRC ,lppli,.l'
lion s. J ssuming o ne cou ldn' l iust uw e nc ryplion un
bo lh ends.

HTTI' TrdfFIC. Ther E" Snolhing rl',llly Sf>I'Ci ,ll ,1OOul
how lIlt' lirew alll rE'dts HTIP trdffic. Mind yu u th,l l il
only looks for (ertdin strings , no m.l" 1'f where ltlt'y
a rE'. BUl not ice how I Sol id il o nly USt'S Ih€.o C B2JI 2
chd rJcler set: lhere's nOlhing Slopping us from
simply using UTF-8 inslt>dd. You ( a n "sw it c h' your
websitE'S from GR2J 12 10 UTF-8 by simply ru nning
lhem thf'OlJgh iconv. II'S impossible for a lly UTF-8
sequence to ITldlch a GR2J 12 sequence, I'Vf"fI by
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acc ident, so you're partially assured good exposure
(lor a period of time).

,\t\osf China-based web hosts, such as Baidu and
Yahoo! China, rely on the firewalls to block some
con tent fOf tbem . Goog le China, however, is the
one huge exception. Coogle's Chinese servers are
loca ted in the Un ited States and the ir censorsh ip is
done entirely in-boose. wn,,1does tbat mean ? For
one, we don't reed to wony abou t text be ing sent
ill G8 2312 format (Goog le insists Oil using UTf­
8J. We can also exploit a "fealu re" in Coogle 's tex!
eogme that was overlooked during the Coogle Ch ina
development.

Googledoesn't co mpa re strings in the ir texteegine
like most of us do.fnstead o f simply compa nng bytes,
Coogle consider; some words a nd charac ter; equa l
to other words and characters that woul dll't match
with a byte CUlT1f'<lrisoo algorithm, The character
equa lity is whilt we want to 1001I at here: mainly, how
Coogle consjoers "fullwidth " ASCU cha racters (wide,
fixed-width characters moslly used in J.Ip.lnesechar­
acte- sets) eq ua l 10 lheir ASCIJ wunft'rparts . If you
were to search for 'computers" using fullwidth char­
actees , you'd get the same results ,IS you WQUld with
a simple ASCII search la!tno UKh some,Jds might 001
snow up ).

Now here's where the hack com es in: Cooglt"s
censors don 'l look for thost- fullwidth cha racters . So,
if we wert" 10 sea n b Go.lf~1e Ch i..... fOf "Iian,Jnme n
sqU,lft" using fullwidth cha rect ers. lhe result s
wou ldn 't be filtered (the (( )fllll'd ioll m"y be reset
from whdt G..:,.;le sends ). l uckily, this Irid:. worls

for Coogle Images - meani ng tha t it isn' l too hard to
get Coogle 's cache of images normally unfindable
in China!

Here's some sam ple code to generate fullwidth
cha racte rs in a she ll in Perl (assuming you 've got
Unicode support in your tenninal):
' l / ul r / bin / per l -v
, {v .pl - ~ke text W- I _D-
~ (conver t • •c i i to fu llv i dt h )
UI I e neoc!1n9 "11TP_9" ~

$input .. $ARGVIOI or d ie t "need
on " &r'jlUaftnt for t e xt" I ;
{ore l ch ( s p l i t I I , $i nputl { print
chr (O.rE~O + ordt$_l l l •
## en d Icript

Just type wha tever search term you w,Jnt, p lug
in the output to Coogle , and watch once-censored
search results just show up!

Conc lusion
Censorship isn'l a profitah le business. If China

were to re lease an hon est hud get (and if peopl e and
corporations found out a huge percentage of the ir
GDP was going tow" rds censorship and propaganda
instead of food a nd health care), China's economy
woul d collapse in a mane- of hou rs. Sad ly, il isn't
just Chinese c itizens who ht-I~ the lies: corpora­
lions likE' Cisco and Googl t' actually believe you ca n
make money by keeping infOfmation from people.
Thesooner tbe Chinese people and their gO\lt'rnme nr
realize this. tht' l)(>tft'l'.

( T1Je.rf" drf" ter too m,Jny p<'opk 10 Ihdnl< - you
know who you ,Jff'.)

Hactivism in the Land

Without a Server
by \ Iindk 81r whe re informatio n ;s so lightly controlled that it is a

A lillIe while b.1ck I slt/mblPd UPOll ,I linl< III the cap it,J1crime to own a radio thaI Is nOIhardwired ro
foru ms of the Korean Friendship Association fhnp:ll Il.'<(>ive on ly lhf> single govemroent-approvedstation.
...www. kofE.a .dpr.comkgi-hinlsimplt.forum .cg i). That the DPRKcannot perm it tht' ir ow n govt"fnmenl's
Natur,Jlly. ltnoughltlwy Ilt't'dM 10 hea r my opini on public webs ite, the ir equivalent to whitehouse.gov,
on the plighl of the people 04 NOI1h Kclr(>a . Unior - ro he loured on a server within il~ own Ilflfdt'rs lIows
Iun,ll('ly, Iht're is no obvious W,ly of r<>giMt"fing for n,lturally from this mindSf'l. Clt'.lrly, North Kuma isn't
a forum membership without jo in ing their d uh, nor a place that is t'dsily ta rgeted by those who would
could I discover any less ohvious mean s to g.l in seek to use onlin e activism to further the tree flow Of
access. knowledge. This is frustrating. hft:"uS(' hdt1ivism is

Not hI>ing con tent 10 w,llk away in lota l rk>fe,Jl, one of the f('w nonviolent mutes we haw 10 bring the
I rlecidffi to examine other pens of lilt' Sill'. A{tt' r a fight 10 those who would stifle learning and rreativitv
little research, J discovered th.l t this domain in fad both at berne and abroad.
hou sestht' oifid"lwebsiteoftheDemouaticl'cople 's Whil e WE' c" n'l pick l)fl Dear ll'aIM'r dir~-t1y,

Repu hlic of Korea. A whois * arc:"h fur the korea-dpr. someone coul d hypoth<'lica lly slid. it 10 his fan d uh.
_ com dom ain shows that the server is kx'ated in. of Using tec hniques simila r 10 the "Having Fun with
.111 places . Spain. Cookies" ,Jrticle in 13 :3, ,] malicious user can use

This seem s l·clUntl'("intuiti\t(' ,II first glance. inhn e javascnpt in a browser's address bar 10 gel Iree
Hnwe\t(!r, this makes perfect sense for a counlry stuff C(lUrtl.'SYof the KOINn Friemkhip Assocta tion .
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This will requill:' the attacker to set up a throwaway
PayPill accccm or a OI'lE'-lime use credit card. They
'N'OUld also need a linle knowledge ofSpdnish. Don 't
wony, a hypothetical attackeewocldn't have to spend
any real money for this 10 work.

The KFA on line store is located at http://www.
_ korea-dpr.comlcala logl1i nde x.php. Our hypothet­
ical angry activist first should choose wmething to
buy, prefera bly something expensive. Then hoe or she
would select the "Buy Now! ' option, Ihffi go on to
the checkout. Tht're, the .macker would fill out lhe
information foml. If they wan t 10actually receive the
sluff and not gel busted, they would proba bly want
to use a P.O. box tba t can't be traced bac k to them ,
since most developed coc nmes are still on reason­
<I hly good term s wi th Spain , if not the DPRK. Note
thaI even if one selects payment in U.S. do llars, they
wi ll still bebilled in eu ros. Hit continue twice to use
the same P.O . box you submitted earlier for your
~h i pp;ng and bi lling add resses .

The hack is executed on the Order Confirma-

t ion form, and it is a s imple one. The websit e uses a
POST to seed the pr ice info to PayPal in the form of a
[avascript variable. The price of the fist item is stored
in the variable documefl t.fo rms121.amounL 1 . If yotJ
purchased olher items, they 'll be stored in a rooont,
2, amou nL J , and so on.

Go 10 the address ba r and enter the fo llo w ing:
j av..cript, Yo i d l docWllent . fo...... r2 J.aaount
"'_ l . va l u~· · O . O O · I : · l.rt ( document . fo~

.. [21. &.lDOUnt_ l .y...lu~ ,

The alert bo... isn 't str;nly oecessaw, but it is nice
to know that the variable was successfully c-hanged .
If you bought moll" than one item , go th mugh an d
repeat fo r amount..2 , amounL J , and so forth as
needed,

All that remains is to confirm yOUl order in the
Spanish language form CWTF?l and presto , free Nort h
Korean stuff. Maybe such a kick in thl:· pc:>e- ket book
would help the membership of tht' KFA to see the
irooy of runn ing an e-commeece websi te on beha lfof
a regime that would Shool its own citize ns fo r us ing a
computer Of, up unti l rece ntly, buying thing... .

this:
http , l lvoic_U . kl . n~t /Un~n . • • p?P hon~
... . YOQRNUKJlERi nevS•••ion·true i .Ord.r_

Now go ahead and delete you r votcematl,
k7.1leI coo kie lor this session. We cert a inly don 't
wa nt the site to think YOU 'll" tf)'ing to cha nge your
account when you 're trying to change somebody
else's. That cou ld be disastrous. The next s tep is a
bit advanced, so hopfotully I do n 't lose any readers
with its complexity. Cha nge the pbooe numlx'f in the
URl to the numbe r for the eccocnt YOU 'll" in terested
in. Everyone still wilh mel If you click on Modify
~ttings you 'll be able to see the use-r information
lor~ has thai numbe r, If all tbe- f ie lds on
thaf page are blank it has either not been registered
or it's not a number prov ided by K7. The use of this
gaping sec urity ho le is clear. If you go! a new email
and want ed the vcicemails sent tbere but y ou can 't
remember your PIN, now you can go in, update
your em ail and change your PIN 10 somt."lhing you
won 't forger so ea sily next tilTlt' (you s illy goose).
O r per haps you don 't wan t "yourself" to kf1O'N that
you 're accessing thl> accou nt. Youcan just m ake SUIl"

the account is set to save messages to K7 's s ite and
just listen to them on the re. I'm sure you ca n figure
ou t the rest o f the possibilities a t this po int.

I think it's a lso important 10 note tha t K7 is
owned bya company who also provides o lher phone
services, including 800 serv ices for busi nesses. W hile
the security on the oeber sites may vaf)'. does the fruit
fa ll that far from the tree l

~:::7: Ft-·ee Ilor t ilt' t,lkill gl "." 0 i cer',·;:.. i 1

by noir
noir.nalfJgln.lil.com

K7.nef is a site prov iding tree, web-based voice­
mail and fax seevkes. I'll be specifically addressing
the voicemail seoace in Ihis article, but I have no
doubt that the follow ing w ill appl y 10 the fax services
as well . I figurt'd a free vckemail serv ice with no
hooksor hidden agendas, wha t's the ha rm in tf)'ingl
This art icle deta ils exactly the harm found. And fOf
the recoed, I did email the company express ing my
concerns and willingnes.s to hel p, but shoc kingly I
never hea rd back from them.

Thebasics of lhe service all" vt'1'Y simp l/.'. You sign
up for your free ac count, they assign you your own
phone numbE'!and you ca n now receive vokematls
from that number eithet' in your em ail or by logging
into the K7 site . You have the option to either let
K7 pick a number for you or search to find a vanity
number. Whf.'nyou register, the only informa tion yotJ
have to prov ide is your em ail address, a four digit
security cooe, how you found their s.ervice, and the
specificson how you want to receive you r messages.
This is whe n I first started question ing their sec urity
practices. Your pin mus t be four d igits exactly and
ca nnot start with a zero. With a ll 9000 possibilities
this provides, somebody woul d be crazy to thin k
they coul d hay(> a script brute force an account. No
matter, you'll see sho rtly that the strength of the pin
does n'tmatter; On to the good stuff.

lei 's bead on over to votceneu.kr.ret to log in
and sta rt playing. Aher logging in, if you cl ick on
CMd Your Mt-uagft, the URl loo ks something like
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Answer choi ce for Aut umn 2006 puzzle :

"Are Pac - uan . Appl e, Mi cr osof t , and Dual - Core gra i n
s i los as Ame r i can as Pi? No !"

-- Mi st er VIe, 20500
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NEW PRICES

So how does a ll this affect you? Simple. II won't affect you at all if you're a subscriber.
If you buy us at a newsstand in the United States, you' ll pay 75 cents more. If yo u buy
us at a newsstand in Canada. you' ll pay a dollar less. And if you're somew here else,
we honestly don't know.

As th is is ou r first price change on the newsstand in more than th ree years an d on ly the
sec ond since 1999, it's act ua lly a barga in consider ing how much the cos t of everything
has gone up in that period and the fad that we've added lots of pages over the yea rs.
But if you w ish to really cl ing to the past, consider that our subscription price h as not
gone up in over 15 years! How insane is that?

All in all, we believe it's still a pretty good deal, regardless of how you choose to buy
our zine. Rem em be r that we survive so le ly on subscriber support. Ifwe ha d adve rtising
we could probably give the thing away for free. But then we jus t wouldn't be the same
and would probabl y be unabl e to print the kinds of things we enjoy printing.

If you fou nd us in a bookstore or a t a newsstand, you 're probably awa re that most
of the magazines surround ing us are noth ing like 2600. By keeping our sales strong.
you're voici ng su pport for something different and hopefully that will e nable ot her
alternatives to be considered by distributors and bookstores as well. And th is is how
the genera l public is reached. Despite a ll of the TV cha nne ls, audio devices, a nd
Intern et blogs we 're constantly bombarded with, they are just no subst itute {or books
and magazines . We hear comments like this more tha n ever these days.

So here 's the deal. If you bu y the copy you're ho lding in your hand at a store, there 's
no need to read furthe r (unless you wa nt some back issues ). If you wa nt to subsc ribe,
it's $20 for the u.s. and Canada , $30 elsewhere . Back issues are $5 each ($6 .50
oversea s) except for the most recent o ne wh ich is $.550 ($7. 00 overseas). Plus the re
are a ll sorts of bulk discounts ava ilable at o ur online store located at
hltp ://sfore.2600.co m.
The address to send physica l subscription and ba ck issue requests is:

2600
PO Box 752

Middle Island, NY 11953 USA

(Don't worry, it comes in en envelope that doesn't have our name on it, just our return
address. We're awa re of ev il paren ts, spouses, bosses, an d pr ison gua rds wh o are
watching you.)
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