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The n.... . nd addr ...... of t ile
publhh"r , edi t o r , and ...n.91 n9 Nitor
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GOldetel", !lOx n , Il.i4dle Ialancl, _
lork 11953. Ha n.... in9 Bdl toro ld" Cor l e y,
2 "I.overll.sld, St • .1_, Nt 11180

here but all throughout the real and
virtual world. What we reatly can 't afford
at this point is silence.

l>~.~nt requ r y IJSC S
.bov1n9 t h. owner.hip, ..n. 9...nt , .nd
c1rc:.. l . U nn nr 260 0 1U9uille, publhhe<:l
quanerly ( 4 i ....n ) tor OC:tober I, 200 7 .
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... .l.1i n9 . <:Iduu of Il.f\ooIom o t 6ce ot pubU " . U n
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I " s rtify th.t til••U t_nte ...:Ie by
_ abOYe are cotr"""t aftd c:.-plete.
(S1.....ed l IIr1" Corl.y , 0W01... .

surveillance ca rried out illegally with
the support of phone companies like
AT&T, or CALEA which mandates built­
in monitoring capabilities on phone ",;:,;,;.::,;""''''',-,;",.:,''''',,:rr- - - ­
systems, or any of the other threa ts to
privacy that ou r readers and writers
understand bcner than most of society
would nQ nly be foolish. II wou ld be

W t'$fXJnsih le.
, we all wa nt to have fun and learn

about technology and how to manipu­
late it. But we have never been a purely
ech ntca l publ ication . There is so much
more to techno logy than the act ual tech­
no logy. It defines who we are and where
we're going. If we just go alo ng for the
1'1 d j u !:'Y desire In clually

going and
tl"l' than the mind less

umers wl10 just accept whateve r it
is Ihey're ha nded without quest ion.

We started out as a small publica-
lio n comprised of peopl e who basica lly I ~~~~~~~~~~~"--T , I
jU51 wa nted to play aro und with phones
lid C:~UIe3 because that was what
• Ilk I . And we recognize tha t

)'Iholt draws people
I \III Itl t:vNY issue. That has If---- - - - - + +=~___II

ill Ilut change. But as the I ~:..::::::.=::.:::..::::'--_I_...::::::_I_...::='_II
Id hOI" become a very differen t place

since 1984, we would be remiss not to I f.'''''"''~-----_j---+--___jl

int out the differences, the trends, the 1 >:~:!.:=:...::=:"'='---I_--+-----1 1
gers. Were we to stop noticing. we

uld ('a~ ily find the wo rld changed even 1>-'''''''''= - - - - + - - + - - -11
in the coming years to prevent this

mal from existing in the first 1>:= ::.::=:=::::..:= '--- 1_- - + - - ---11
farfetched co nspiracy

u r of people (many 11-'= "-'=..:=- +__+ 11
n II 5 of power)

Ig('lficant threat If.===-===-- - +- - +- -jl
, ely end support eve rything 1>-'::':'=';:::=':="::::'- + - - + - - '-11
Increased surveillance to lengthy If--'-':::= = "--- - - _I_- -"'+-- ....::'-II

n term s for anyone who violates
rule . To pretend irs not happeni ng If--'-'= = '-- - - - _I_- ---''+-- - '-II

rema ining silent on this wou ld be as 1>:= ::.:.::'-="-- - - - 1_- - + - - - 11
as just giving up. In fact it wo uld If--'-'::':=':='::::- - - -I-- ""'+-- -"''-II

worse because we 'd be wasting a 1 1~~~~~~~~=t=~~~=s~1ble opr.rtunity 10 be hea rd and to
ually mol e a difference.
But we do recognize tha t ou r opi n­

pressed here are just that: opin- 1>-':..::=-- - - - - - -1-....::.::::+ ---'= '-11
, We continue to encourage people I ~::..:=:.::::.... L _ ---':.L__;:JI

nd to them and to express them­
not only in the forum that exists

~""" 2007

an opinion piece exists to evoke reaction
and make people think. But if we we re
to encourage people not to talk about
certa in thin~ a~ all, there wo uld be a rea l
danger of blinding ourselves to rea lity.

Fi~l, lers clarify. Strictly spea king.
we 're not talking polnlcs here insofar as
we're nu l rnd0f5ing candicbtes or putting
fnrtl'i on •p:irli ular poilU IIdeology over
another. Wl' prl..(t· 10 lonk <It the bigger
picture regerdtess of who is actually in
power. Many readers accuse us of "Bush
bashing." Criticizing po licy is a vital part
of ou r soc iety and if we quell that kind
of discussion, we wind up with an even
worse problem than what we were criti­
ciz ing in the firSI place. whoever is in
powe r at th limt· I llat rolll)'i going to
be the t,Jrl:lS' , I lthough we
I nd tu (t itself rather
than th I

Now
be l rill I

thinl.. .liJOul
rommunn
Digit.ll M II
first UM'{! a
widely
,I (' I

ttl mu
on' i
from the
only und oliid " I society but
a lso whu heve I Y Mrgeled by
it would be ru rM Ihci rrst of the world
~f an important Vk'WPOlfll at l.'Xactly the
ume when such a viewpoint was needed.
To not spea k out against such draconian
Jaws as the Patrio t Act which allows for
wa rrant less sea rches, or NSA domestic

2600 M agazine

On page 26 of this issue you can
pe ruse some of the responses we rece ived
to the survey mailed out to subsc ribers
this spring. We've learned quite a bit from
the feedback we've gotten and are qui te
heartened by the sentiments expressed
and by the dedication so many of ou r
readers have. Tholl a lone is enough of a
reaso n to keep going .

However we did notice one rather
disturbing thing. A significant nu mbe r of
readers (we estimate somewhere in the
20·30 percent range) believe we should
leave the "politics" out of ou r maga­
zine. While more people see med to go
the other way, we be lieve this numbe r ls
large enough 10 be indica tive of a trend,
one that needs addressing.

Of all of the responses we rece ived
back , not a single one defined what was
meant by "polit ics" within our pages . WI!
don't edit out brief op inions on cu rrent
events from ou r au thors and letter writers
unless it rea lly gets away from the su bjec t
ma tte r - which mea ns any opinion could
be represented if expressed. Could it be
our overall tone of rebe llion, questioning.
and thinking outside the box? If SO, that
wo uld be kind of hard 10 suppress our
bei ng a hacker magazine and all. Th
ot her (and most likely) poss ibility is
that the "polilics" in question are Wh.l t
is expressed on these two pages - the
editorial.

How we could ever agree 10 not
ad dress particular issues and express
certain opinions in our own editori a l is
beyond us. But a good number of people
honestly see m to be disturbed by what
wp sal,' here. This is all fine and good as

..... Page 4



may do nothing. it may cause any call in
progress to disconnec t or il may cause the
whole s~lem 10 undergo a kernellevel fault
and either freeze up or reboot. TCPView is a
common general fueztng tool and it works
fioe (or fuzz;ngVoIP. PROTOS is another tool
that has a pretty decent SIP lest scenario to
nun (http. l l wwv....oulu.G/~...rch/ou.P91
_ proto./t.n1n'i /c0 1Idp/in4u.h~1l.

The hychc:MogiCilI Risk
Type: Business ,.Mr..
When you pick up yOUr POTS phone

at home. you expect 10 gel dial lone. Even
in the event of powt'f ocnage, the dial tone
and power are provKird at the CO. so as
long ,.IS the physical circuit isn't broken,
your phone will work. In the WOfId 01 VolP
~. you're sometimes surprised if you
gel dia l lone at aU. And ;1 a lmost certainly
woo', work during emergency situations
like a power outage. While traditional roM
teko services typically run wtth service
agreements for fM!--nines 199.999 perrenll
uptime. getting INI Ie~ 01 reliability on
a VolP service is next to impososible. This
poses a risk (Ot any business that doesn't
have expectations properly set. As a service
prov idfor if )QJ don1 clearly ex plai n what
you r serv;ce~ are. you run the serious
riu of d isa ppointing a nd pMing off your
customers. As a CtJst~ if you ex pect your
VoIP !tof.'fVice 10 run as dependently as you r
o ld POTS service. you run the risk o f bei ng
consisten lly frustl7lled with you r service and
if Jenny in accounting expects to p ick up a n
IP phone during a poweroutage a nd place a
Cdflto check on her kid.lt davcare, she's very
like ly going to be disappointed.

By the same roken youexpect you r POTS
dial tone ro be lo ll quality, bu t improper QoS
a nd unprediCt.1ble network usage cause all
so ns 01 havoc. The o ld school 8ellheads like
a nice onk'fly wor ld and unfortun':IIel y da ta
networks don'r operale Ihal way. W hat we
spent ov er a cenlury building up in custom e r
ex peclalion a nd having a stab le consi ste nt
ca ll gets blown o ul of the Woller whe n you
a pply da ta to the same IP network pipe as

VolP Fuzz ing vo ice. When cuslomers don't undersla nd
pt'; Technic.J1 Risk. this - an d Ihe vast majority don 'l - Ihey ge l

nr of you may already be famil iar upset. As a n a ttack er, if I have en?ugh access
, idea of packet funing: se ndin g to the nct work 10 manipul ate Qo5 se tting s
I'd packets to see how well syslems o n ck-vicf'S or jnjN.1 tr,lfftc onto the voice
':o;ceptiOM in contro l log ic. Fuzz ing ponio n III a network I ca n se rio usly degrade

low dev ice and sysle m designers 10 Ihe quo1 lity 01 ca lls an d this ca n be very diffi-
mun e rror.; and some uncommon c ult 10 tr,ll k down as ,m issue . Wilh attacks
wilh other (orms 01 anack, a poorly lha l M(' shcx1 in duralion for exa mple, Ihe

Il'(j' Con lro! sta ck will rea ct 10 prohlt'mS 1!lE>y c.ause a re just like, if not
packets in un predictable ways . mort" likf'ly 10 bt-accounled for as , network

IS Ihal you never quile know what gli ld~ or a bu rst of da la Irafftc . So if I, as an
m will do un til you actually Iry. It attacker, jump on to a network for 20 mi nutes

2007- ---'-- ---'---'---------- -Page 7

Iht" number of registrations in on e o r ano ther
1,Imion at different po ints in a network). Tool s
like Wires h.uk to caplure data aed AuthTuul
or R\'g istfdtion Hijac kN (htt-p. llwww .hac:k
_ 1n'l"Ol p . c<:aItoob/ ..otCiJhi j.ek. .. . tat' _91:1
or sipc lack thttp. II e_t.-.xpl o lt. o .., f-eoct-.__i pe... clt . htall to extract SIP
c..rodrntials ( .In he u~ to obtain lhis infOl'lTla­
I I" t,:nrlpoin rs like IP phones

Tr~t"hone AdaptE'fSl will
gJI'\ guration fde via HTIP

I Tnp on boot. So if you cause
(to 10 restart or reload its configura·

In Wm'\E' way. you can monit or for traffic
lhcWo ports and c.apcure thai conftguration

.I's sent to the phone . Some~
·whsoibe" 10 a con figul7ltion flle and

!GIUy dQw,,1o.Kl the latest confi.sll-
ul ( ID mV.t.' sure lhey

n Gl\ol"S un ly
~lIme are

tWI gUfllllullS. Once
r)11On file you'll want 10

me{ ¥ld passwords. registrars
y~ as well as other settings

forVoIP. h en amon g vendors who use
nw: protocols, these settings m.Jy be

fof ~:O;olmpk>. one vendor may call
vrlijlo~t- ca lls it a SIP

wMr: kinds of

!!'!~"'~I'::
no<....

nfiJrm.lllOn like
NMP IoOr'V("t may be availablt" '"
mation about tlOIN lhe devi ces

are locked down whkh may help
iflC tests or attacks tater o n. for

might be able to te ll by look ing
l~ file whet.her or 001 an IP phone

In web server for configul7l lion via
1 lid what !he userna mes a nd pass­

oICC{'S5 !hal web lntertace , Then
n "JX'Cifically larget that phone
(onfigura tion withoul affecting

nt'I'wOrk. Keep in mind this also
lhe posSibility for o ther man in

I ilIlldcks like intercep ting. lhat rt>gis­
,1\" mod ifying ii, a nd send tng il out 10

( .... ices.

•
...t /l

tool like
lbt tp , 11_._talllllt1t.d . c<:aI

,,,,:o:.~"",,,","J or INVlTE FJooder (bttp.1I
... .......lp.coaItooh/lr",itef!ood .
~I these. Tool s vary

~oichoice
a)'OOl :It I 1J1l"y an range
from toob tholl :I baSIC kidU.e scnpter can
ru n to frameworlc.s that you have to imple­
~t {Me1asploil .Inyonen 10 tool s thai you
wr lle yourself bawd on the ('lIisting open
<ode.

Toll mud
Type; Business Risle, serious impact co

servia! providers and requires cus t()(l')('f$
whose VoIP wrvice ol~C'CIUncs 'wve bt't-n
.bus...od to )~nd 1ol~ 01 time toq». im·ng
thol t tht..:y dKfnl .110.1' II chose 1-900 call~

.lOcI thdr 'frIll' (dmily"bu~fm.oss Teillly doesn't
know J O)',br)dy who you 'd lillie CO in Kua/il
Lum pu, lor BOOO mmuttos a month .

Using )'OOr packet sn iffer 01choice (I like
Wiresha rk aka Ethereal, but take )OUr pick .
Ca in an d Able is greal too ) you can collect
a great deal of informat ioo about lhe VoJP
accounlS lhat are running at a sile , let's Sely
lnr (>ll;Imple tha I Com pany XYZ Is working
oN th n Inll'l'TIl."I hol~ VoIP prllYider running

n Inll"ffll'l By rnoniloring
·.110....,.., lhem IP vo ice

'R'".uup ll·l ,lIld Ihe
\1ptUtl' pdc kels lhal

.",.,.ry'll~ ,md (very likely)
I r.q·nlia ls I Cilll

, l\f nw !'It·lil..... CI dod d~ far as thai
VolP I IrOVlda'l' " Cr" ";'l'fnrrf, I'm ComP.l ny
XYZ. very ltmt:, 1" loKe a 011, Company XV2
gets billed. The saf1le pt 1l1l;lpll" holds whel hr'f
it's a SIP Irunk going 10 a n IP PBX o r a SIPUSl'f
for an individu al phOne. ThaI same accoo nl
C.lIl hto effectively cloned as many !i1Tl('S as
lhe VolP prov ider permi ts {you ca n offen limit

2600 Magaz;ne

by Reid
Voice over IP deployments art" growing In

popularlly. Someof Ihis is cost based (cheaper
IOOR dista nc.~ and local di.l11one) and some
d lhis 1\ It''.ltUf'l!" b.tW'ft (unified comm.mlca­
tlOOS, oKMllll."d drosklup lnll'jl'ltioo, phones
with blinky lighls} '" '1'11~ grow
they~ome more DP"!I() .ng
on implem(ool.lhon lhtc'",,'.~~ ,
im.dved. End·to-t"Ild ,.
both physical ci rcuils and

may for example decide! 1111 '""'~~~~~i
pOvatt" network, maki~",,", ,
lion 10 ~ PSTN and in~ all Ii r
customer IP dr'vicf"S behi prIVa te wboets.
0Iher VoIP provideB do noI havoe access to or
c:ontrol Ovt'f physical cirt' uits. an d haw to run
services over public IP I'1I.'t\wrks ~1Id imple­
men l other seClJrily precautions. All of lhese
systems come wilh tl7ldeoffs from a bus iness
and sec urity sense. The purposeof th is ..rtide
is to help define and spKify S()mf> at the risks
'rr.ol\OeCl and t"llplain SOfIl(' of lhe' pu blicly

lIabl roc ls wnich ca n be used 10 t"xplore
~[1"",f!ry of thc:se oetworics. PleaSoP ktof'P

I d l"1CJl1orto~ nnl t'Xploil OtonHII vi
l lr.lbd will slIlIland )'l1U( h~\ III

yuu \ .1Il Googlf' dhoUl huw
liI.no'l make it 1~1. rh..l SOlid,
III of lhe risks involved, Mosl

II be f.U1.1,.'fed in this .Irtide will be
ImllJrton Protocol) re latt'd . This

yuu h.lvt" SOmE' basic under­
" nd , loll rll:fwor ks,

f

the POTS

I 11C' SIP r. A< n;
Coolro lle rl, SIP pruxy. (II" o lhl" ( I."

~nd a nood of SIP BYE mes stlRr>S 10 IhI- PI
(CU!ilom e r Premise Equipmenll. This cfk'\:­
liwoly signa ls to the endpoinl Ihat a ca ll has
ended. In a poorly imple mented SIP stac k
lhis COIn cause ca lls to bed isconnected, mdY
cause a Slac k overllow. o r may even ca use
a kernel level error in lhe OS . Al tht.- W'I)'
least il w ill use limited system re.ources
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10 run some attacks, hop off for a wh ile, then
jump bad on, tracking down an attAck as
the cause 01 the problem ca n be next 10
impossible f()(eftl'lera customer or a service
ProYidef.

has access to wh ich woul d require time and
effort on lhe pan of Alke Inc.'s IT staff 10
troubleshoot He could also take this oppor­
tuni ty 10capCUlrt trafrJc .0100 recced ccreersa­
tions. He mi$hl gE't a call between the CEO
.0100 a potential investor or he mighl Ret the
lead softwoOIre developer ordering lakfl'-OUl.
You never know. But he could then cross
those two streams and it could seem like
Sequoia Capita l wan ts to invest $20 million
in crispy noodles with duc k from the Chinese
resta urant down the street ,

Because Jim now has SIP credE'ntials for
Alice Inc. he can now download a softphonE'
clienl like Xl0 or Xlile and configure it to
use Alice Inc .'s SIP accocnr to place free
cens, Jim Indy .:1150 take thi~ opportunity to
sell those credentials or use them in other
fashio ns to commil or abel loll fraud .

Now let's s.:ly that Alice Inc. look a few
steps to improve both QoS and securiry and
uses different VLANs for voice and data . The
switch would recognize his laplop snifrJng
as part of the data VLAN and not allow it
to do som~hing like run a network scan of
the voice VlAN. To combat lhis. Jim would
use a 1001 like VlANPing (ht t p , II_ . IwoC:k
_ 1Ilqvoi p .e-/toola/ v h llp 1n9' tar . 9 1) to
play around with VlAN taRRingand see if he
can identify endpoin ts.

So, conclusion, there are a num ber of
bt'nefits to VolP which wasn'l lea lly the po int
ol lhis article. What I~ you understand
hell' is some of the risks InvolYed and some
01 the tools available to E'xplore these new
VotP syslems. For more information on the
tools mennoned in this article and others see
http. / l vvw.volpaa .OT9/a.aourc.a/tool a ,
. php. A great rlt>al of the ideas here are also
in the Hachng [ >.posfl'd VoIP book and I
would suggf"it IhJI you pick it up for a read.
It's a reai book.

etting More Out 0fJ

by Silenl Strider Manager ogl screen. rre was no option
first day I discovered my college to croose a different display ma nager . In fact,.

linux and UNIX systems for students no other d ispl.ty managfl'fS were insl.1 l1ed!
I set out to leam more about whal The machines lirrt slow so. like any hacker,

-ry pree.1Ulions had been taken and I would prefer oOIl ighlWeight desktop for GUI
I software was availabl e . Initially I was tasks.

·nIOO. Upon Wilking the macbroe, Let's skip lhe-grap hica l login entirE'ly and
greeted with lhe GNOME Display log in from a console. Ctrl+.\lt.+rl should

n 2007- - - - - - - --- - - - - - --- Page 9

Maxwell Smart-esque devices to pbo-es.
Tools like Vol Pong fhttp,II_ ••Dden",Ii• •
-or9/ _ 1ponq / i Ddex . plI p) can be used 10
record those calli. If )OJ have an IP phone,
all I have to do is mirror ~r port on the

OOS viol Oat.l AtLloo switch to my port and suddenly Ican see <1 11
Type: Technic.tI Risk. ~r Col lis. The second way to approach this
I'm nol going 10 outline all the different IS that an attacker molYinsert packets inln the

"normal" data attack vectors but kee p in RTP streams. Tools such as Rlp Insert Sound
mind tha i now you r voice is Irave rsin,R the o rRTPMixSound(httPl ll-v. h. ckinqvolp.
same network as )'OUr data . You no longer - cc-.lHC'_ LOOl •• btal) can be used m ad d
ha\le dedicated end to end circuits for vctce. any desirl.od audio inlo an active COIM."rScl-
Any a"ads that woeld cause an interrup- lion. Wondef whyyour tKM sound$ like he's
lion in you r data net'NOJk would also now call ing from a strip c1uhl He might be. Then
intemJpt you r voice service. 1\ remoce code again. he might not . The interes ting thing
exploit on you r I'Ietwofk hardware woo ld about an approach like this is that ...udio may
allow an attacker access to bot h networks. be injectt'd into the stream in one Of bor:h
Wh ile this isn't necessarily a wcurity risk if directiom, such that only one party on the
your data infras tructure is hardened agai nst ca ll may actually hear the added sound. Use
suc h attacks, VolP promotes a converged this excuse the next lime your boss calls and
network and thus a smgle point of failure for you're a t a bar.
multipl e services. Because VolP tech no lo- Case Study: BobCo is a VolP prov ider
gies are still in the early stages of dewlap- providing SIP trunk s to customers. Few secu.
men( and adopcion it also means tha i in rity and NAT lraversal reasons they use a
depth defense nx-asures a re less likely to system of Session Border Ccreones on lhe
be implemented by either service providers publ ic side oi their netwofk and term il'\olte
or end customers. Thus, if a VelP customer calls for thei r custceners at their COS. Alice
is ta rg~ed for a OOS attad. the attack will Inc . has bought some VolP services {rom
affect your data and your voice services, BobCo but the ir intern a l IT staff is a little

1lK'SNurity Overkill overworked and doesn't the time to sec ure
Type: BusirH:'SS Risk. the ir network properly. Someone leaves a
As I'\'@ oOIl ready men tioOE'd, there are a wire less access point turned on with WEP

number of differenl implementations for enabled. Jim wanders oOImund the lobby 01
VoIP systems. Exh has its own Iradeoffs . AlicE'lee's offICeone day and not ices he ca n
WhilE' il is possible 10secure oOIg... i~ most g<1 a WiFi signal. Damn, but it's encrypr:ed.
01 these threats, each added lol)'E'f of security lim pu lls out a copy of .01 IMe lioux CO like
adds compIE'xity into a system. for a VolP AOIOS or Whoppix and cracks theWfP key.
service, complexity means two things. First: He's now in the network. Jim sta rts up Ca in
delay. That's bor:h del ay to mark" for the ir and Abel and does some bas ic wander ing
product and dt' lay in c'a ll processing. Every around the network. He notices that a few
time a packet has to traverse an SPI firewall, of the IPs appear to be switches· nO' just
ther e's a processing delay involved. The swilch~, bu t PoE switches. Why wou ld
more de lay and jiner you add to a ca ll the someone need a PoE switch? Ah, he thinks,
wane the qu al ity gets . So you 're left to find they may have phones plugged into them.
the linebetweenacceplablesecurityrislr.and Jim fires up Wireshark and notices some
acceptable ca ll quality. Second, as you add telnet tla fflC from a IM)I"kstalion to some
more security measures you complicate the device~ing in with the username "elke­
troubJeshoo(ing~ when issues arise tech" aoo pass 'M:JJd "auceec h". Seems
and you have more pieces in the svsren that generic enough, he thinks and opens up a
ca n break. telnet session to the switch with the user-

Aud io Stream M.1nipuloOI tion name and password or ..anceiech", Sweet,
Type: Privacy Risk. Significant risk to indi· he 's in. Damn, but to do anything good Jim

vidual prwacy burnot necessdrilya lafV fisk needs an enable mode password. What the
for service p rovidefS. heck, give it a shot • "a licetech" one more

This actua lly represents two differenl time and he 's golden. Now Jim has control
!fIfeats to the customer. Fi~t off, bycapturing (M'f the sw itch that handles the voice traffIC.
the pacb.ots from your RTP stream, calls can From here he can man ipulate QoS sett ings
effectively be recorded. All one has to do is degrading call quali ty and data networic:
pu t the pac km bold together in order and performance, or he ca n just do something
pl.ty them back and there's your ca ll. No simple and span all the switchports anCI
mo re tapping physical lines or hooking up redirect traffIC to himself. Jim sees another
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Mitnick's The AI1 of Deception. I devoured
that book then read it again immediately. My
respect goes to Kevin forwhat is an excellent
book.

However, nothingchanged. Istillcouldn't
knock on doors. But the seeds had been
sown.

Social engineering is a very personal
skill. I believe anybody can do it. In fact I
know now that anyone can because we're
all doing it all the time. II'S done uncon­
sciously a lot of the lime and deliberately
some of the time. Every time we negotiate
a lift in a friend's car or lry 10 minimize the
damage from forgening a birthday we are
using social engineering.

Realizing this changed things fOf me .
I reasoned that 1 had to find methods that
fined my personality. There would be no
point in my pretending to be an extroverted
character if Iwasn't one deep down. Iwould
just be creating another opportunity to get
caught out .

Working as a private detective in England
is, I suspect, a lot different from doing the
same job in many stales of the US. Wehave
no license, no 10, no authority, no weapons,
and, most lmponantlj; no access (legally
anyway) to a lot of sources of information.
For example we have no reversephone direc­
tory. no access to criminal records, and what
information is public is often locally based
and so very difficult to find. So in order to
earn our dinner we have to be very creative.

One vital skill is being able 10 fi nd out
who is Slaying at an address or who has
stayed mere. I tried many approaches over
lhe years until I hit upon a method that
worked for me.

I analyzed my toteracnons with people
and realized thai with the right pretext,
people would tell you anything. I decided
to play upon two fundamental human motl­
vato rs: the desire 10 be helpful and Ihe fear
of something unpleasant happening. If one
wouldn't get them the other one would.

Page 11

IJ I mr when I
"K s a pnv,lh' fk\ll'<1ive.lo

~pcnd ing 18 hours at a stretch
01 COI r desperate to take a leak may

u fun. But it was the challenge, the
or hidden knowledge. Spending a
lOw ing someone's every movement

end of it they don't even know you
knew everything about them.

amiHar~ It's the "hacker high- ­
you get from acquiring knowl­
t"Y don't want you to have and

\"9ilhout them ever knowing.
, hack to the topic in hand. As a
I was good at the covert surveil­

uff, Sitti ng in cars and following
eventually became second nature.

~r ly on I started meeting guys who
heOOed 10 do that. They could knock

and ge l the lntormation in five
that I could spend a week of sitting
to ~1. In short I was jealous. This

hmg tha t I just couldn't do. I had
entire short career striving to stay
adows and the idea of actually
on the door and speaking to our

ked me out.
ring one long job in the North I

10 be browsing through a book­
came across a copy of Kevin
ilOO7

Social E.ngin

"I.pdate uUlp/\ttlIJp r ec orda when~nd is
launcbed. This helps limit the info showing
up in the logs about yoo.

When loggingout. exit f1uxbox normally,
and remember 10 always log out of the
console and (0 switch back to the COM by
pressing Ctrl_Alt+F1.

Remember to c"-od your home directory
700 to keep others out. If it's 750 all students
can view your files, and if it's 755 evetyone
can view your files.

Using /Imp is my first example of
bypassing quotas. But what if you like
watching videos or listening to music bUI
can't because of the lack of space r Take a
look at how much RAM your machine has
and the size of the swap file. Most machines
.11 my university have IGB of RAM, and, I
kid you not, one machine has a 20GB swa p
part itio n. Many programs allow the buffering
of data in c.lchelmemorylswap. MPlayer for
example. If you run
~l.y.r _c ache 10000 00 -c.cha-~n "
__http. //location,of .dla

it will download 1GB into RAM! You can
watch your movil ' and leave no trace of tt
on ihe hard drive. Let the cache fill while
you work; it'll start playing when it's done.
I'm curious if someone more knowledge­
able Ihan me could implement a file system
within the swap space? Some systems only
go as far as a quota and leave memory usage
unlimited.

Another trick 10 ~et around quotas is to
look for all world wnteable folders. The find
command can help you out:
lind / -tn-- d ~penl -0+" ~la 2> / dev /
__nu l l l >wor l dvri t ..able.u:t

All errors go to ldev/null and all world
writeable directories will be in wo rldwrlte­
ab le.txt. Depending on what you find, you
will have considerably more space at your
dtsposall

Another useful program is locate. You can
run:
upd ate d b __ out put leap/MyOe

to create a database you a n search with
locate. I suggest copying it 10 a disk or a
remote server. You can search your locate
database by passing the argument
l ocate -d MyD8

I strongly suggeslsearching your user 10 .
In doing so, I discovered my campus has an
unpublished backup server that stores every
deleted fil e. I was not infonned of its exis­
tence and if not for locate I never would
have known.

Ihope youenjoyedthisartide. Remember,
you are not an average user. limits do not
apply to you. look forwhat they missed, and
enJOY.

do nicely. Make a quick check forTrojans by
sending a few Ct r H D' a and logon. Iassume
you have access to compiler toots. but you
have one problem. The sysadmin imple­
mented quotas for the average user. l uckily,
you are not the average user. You have a
higher priority.

Before we start, we should "clear" the
machine. Run w, who , Ian and look fOf
either users currently connected other
than yourself or users who have logged in
remotely recently. Assuming ,his is a single
user machine, you should be the only user
logged in. You may want to run a script thai
monitors networkactivityof your machine in
real time. The following accomplishes that:
"hil" t r uel do net , t a t _t n > arat ;
sleep 1; MUUt -ee > ae<:olldl di tt
dra t se<:ondj don e

Run the above in any terminal (a ll one
line}, Changing the a rguments to netstat from
-tn to -rev wilr give you more verbose infor­
mation. Now thai we've cleared mesystem,
let's continue.

Jump inlo /Imp and make a directory to
work in. Name it something that won't draw
attention. For example. if a lot of users run
gnomelkde you may have folders of the
format orbtt-usemame. M.lke a directory of
a similar format to blend in. Quickly chft)d

this directory 700 to keep othersout.
Inside your Imp folder, use lynx or links

to download the FluxBox source code from
http lllfiuxbox.sour e eforqs .ns t/dovnload_
php . Now untar and gunzip the archive.
Next, run ./e()n~ra __p rBflx_S II(»l.!/fluxbox

to install the application in your home
directory._..
_ke i nsta ll

Assuming all goes well, you' ll need to
write your - z.xfnttrc file. Don't forget 10
remove your limp folder !

My .xtmtrc contains:
xtenl'
xelock'
gnOlll8-ter1llinaU
exec SHOKE /fiux box/bi n / flu llbox

Add whateverapplications you like to tm­
top. Now. maybe you're wondering. if Xll is
already running COM, how do I run starbtr
The answer is passing one argument.
au.rtx -- 11

Moments later you will be greeted by
your own personal desktop.

Now that X is running, you should make
a few more changes. Edit the following fil es
found in your SHOME directory.
. l ogln
. profile

. b...hre (your shell configuration file)
If you use gnome-terminal. I recom­

mend editing your profile and unchecking
Page 10 2600 M agazine



bridges. which were co mmon OIl the time.
't've go! eK"fYbody's number and I'm gonna
call youon my phone sexPBX." I'm not sure
what ever happt>ned to Phred; he disap­
peared one day and nobodyever heard from
him again. Rumor has it he went to prison,
but who knoes.

And now, if )001' 11 indlJlge, it's lime for
a trip down memory lane. Before lnlernet
access was widely available (believe it or
noe, n's only been about '5 years), hackers
and phreab largely communicaled ~nd
shared informalion vIa text files and hacking
programs (such as Tonelocl circulated on
diaf·up BBSs. You can Ihink of 011 dial-t4l
BBS as similar to 011 web message board,
e'Jtcept that each one had to be dialed up
separately using a modem. If someone else
was connected to the 885. you'd get a busy
signal.

One d the~ cre-01I1i~ i~lions of
1600 Masal ine was their YOice BBS, which
gJYe people without computen another
a~nue to communica te. Messages left there
WHe quill' often interrupted by red box
Iones. I spent m.tny long hours in the central
office performing "service monitoring" of
IS16) 473-2626.

Hackers and phrea ks also communicated
usin~ conference bridges, such as those
provided by Alliance Teleconferencing.
These wefe a f,)\'Ofi te with phreaks because
they both contained an Incredible array
of conrererce ITldnagemenl fealures, and
were highly susceptible 10, erm "creative"
billing arrangements. And, of course, there
were 2600 meetings, where local hackers
and phreaks could meet and share ideas
face-to-face.

O K, back 10 the present dar. Although a
poorly configured PB Xcan stil allow unau­
thorized people to make free phone calls,
finding an open DISA port is rare these
days. And wilh the low cost of long distance
(like 7.25 cents per minule to Singapore)
combined wilh the high risk of being caught.
it's hardly worth the bother anymore.

So, you may ask, whal good is a PBX if
you can't m.tke free f*.'one calls using it? Fair
question. But fi rst. II's good 10 understand_________ ___ ___ Pa8" .3

I n tl.'
t)'\lf'fM. Of (Unf'l('( l

mon tions nt'I''Mlfb (su<.h
0£"tW0rks operated by various

around lhe world).
lI"""l!""e reading this has prob­

one call through a PBX at
i n their lives. Ever had to dial

INIkl" a calli Your call most likely
a PBX. Ever called from

10 another by dialing on ly
1Your call probably never

. I say "pr"obably" and -most
many local phone corepa­

ice ca lled Centrex.This offers
res simil.l:f to PBXs, but every­

nclii'ding "service moflitoring" and
men! surveillance) is handlec3 right
mycentral office. We just charge you

per month, per line.
IIgo phreeks etten thoughl of arun way 10 make free phone calls.

to "diver!ers" or "extenders" in
s and often used such terml­

hangeably with ·PBX." A
named Phred, based out of

\peOt his days collecting OlheT
numbers and then calling

Xs he'd broken into. "I've got
.• he' d threaten on conference

In conjunc tion with that, the pretest I used
would have to be one that I was comfOf1dble
with and could be believable in.

The fi rst thine; I did was go 10 a bcsi­
ness card machine in a shOpping center
and make up a f("W cards w ith a false name,
procla iming I was a field tl'presenlative of
a finance company_Then I sloOIrk'd dressing
for work. Rat her than wt",aring wh.ll was
comfortable I would Wf'.U it jacket and lie .

Now if I had to goan address and find oul
if, for example. John Doe was living there
and if he wasn 't find 0I.d whHto IW' nowwas
and not alertanyone tha I iI PI w"s lookingfor
Mr. Doe, what I would do is arm myself with
my business carm (later I woold add a fake
10 ), a clipboard. or a document case with
ill few random prinlouts and knock on the
door. Then Iwould p+ck a name al random.

RRsicknt: "He/b .·
Me: °Hi, can J¥Walt. IoIIHredla~.·

Resident: ", Ihink you '\'t" got tbe wrong
house.•

Me: (frown ing and scratching my head)
"This is 11 lb 8afr~ Slff't'f .·

Resident: (now looIcing COflfust!'d) \t>s it
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why people install PBXs so you can think of and model as your PBX), and can connec t to
creative ways to have fun with them. PBXs the PSTN using eidlff digit al (ISDN and/or
provide numerous advantages to the people T1) or an alog lim'S. Note Ihal nol a ll PBXs
who install them , but probably the bisgest support all types of PSTN connect ivity. In
one isa lower phone bill. Instead of paying a general. despite a lot of noise abou t open
monthly fee to the phone company for each standards, you pretty much have to buy both
individual telephone line in a facility, you your PBX and your telephones (called station
only reed to hUy as many phone lines as you sets) from ihe same manufacturer. Manufae­
actuall y use for Incom ing and outgoing calls. ture rs sometimes have multiple rand often
This is calculated by the PBX installer based incompatib le} product lines. For example,
on aver<lges, with some buffer for unusu- Nortel has both the Norstar and Meridian
ally busy periods. Making a call within the product lines. These telephone systems ha ve
building ties up your phone, but it doesn 't tie differenl features and hardware, and are not
up an actua l phone line. If you make a call fully interoperable.
outside the building (generally by pressing To make things even more exciting. te le­
9), or ifyou receive a call from jhe PSTN, the phones, computers, voicemail, email, and
PBX takes care of routing your call. VolP technologies have converged I<Ipidly

The second biggest advantage is control. over the years. This leads to a confusing
With a PBX, you can control the ca lling hodgepodge of acronyms, many of which
features available 10 each telephone M>I lndi- mean different things to different rnanufac­
vidually. For example, you could configure turers. Forexample, a 'VolP PBX"could acto­
sometelepho neo SE'ts toonlyreceiveincoming ally be using any of over 3 dozen com rnu­
calls, others to only be able to make calls ntceuons protocols, some public and some
within the bu ilding. and still others to have proprietary, with transport over IP being
unrestricted capability. You ca n even control the only thing 'hey have in common. And
the hours when calls ring through to office even then, which part of the call takesplace
phones, for example, forwarding ca lls to an aver IP can vary. Some PBXs, for example,
answering service aner hours. label themselves as Volp, but in practice

Another form of control is lea!ot cos! ca ll they can o nly route long distance calls over
routing. Suppose that you have accounts the Internet (using services such as a SIP
with two different long distance carriers. provider). Conversely, there are now soh­
One carrier provides attractive pricing for ware-only PBXs, such as Asterisk, which can
domestic calls and the other provides aurae- be operated without connecting to iI single
tive pricing for international calls. Based on physical teleophone line.
the numbers dialed, the administrator can One feature that my central office
instruct the PBX to route the ca ll over one supports, which many PBXs don't, is CAl EA.
long distance carrier versus another (using If you've read my previous columns, I have
carrier access codes, a topic I have covered described in detail this FBI·mandated surveil­
in previous issues). lance infrastructure which is built into the

PBXs provide numerous features other PSTN. However, in·huilding calls may not
than just additiona l control over how and be safe for much longer. Many colleges and
when calls are placed. You're probably cmverstues around the country have report­
familiar with those 'press 1 for sales, press edly been contacted by the FBI requesting
2 for service, or press 3 for a record ing of provisions for PBX surveillance infrastruc­
our CEO farting" phone trees. With a PBX, ture. They claim it's to assist them in cracking
you can make your very own. PBXs gener· down on "drug activity." It's probably only a
ally also include voicemail systems, and matter of time before hospitals, businesses,
PBX administrators have as much flexibility and anywhere other than the Department of
around voicemail features as they do around Justice receives similar requests.
calling features. Forexample, you can decide And on that uplihing note, it's lime to
whether or not to let callers record their own bring another issue of The Telecom Informer
outgoing messages, control the number of to a close. Havea safe and happy Halloween,
messages they can store in the ir mailbox, and Thanksgiving, press 4 to pull my finger,
or grant lhe ability to return phone ca lls (to and I'll see you all again this winterl
name just a few options). Links

There are dozens of different manu-
" ttp , IIVtIV . telep.. ..eak .0"9 -A software­

Iacturers of PBXs, but they are largely self- onlyAsterisk PBX offering free vokernail and
conta ined and proprietary systems. PBXs f d
genera lly use digital inside wiring (often with con erence bri ges.

h ..ttp.II........ ..k"ale.. . oOla - rat-operated
proprietary encoding. meaning you ave to website descnbing the CAl EA nationwide
use only telephone sets of the same brand IIsurvei ance program.
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t.o Fund.::o.T"I,::::,nt..a l ::::
Say you learn Visual Basic or Gambas, two
very easy to read languages. You have a
command like this:
DiD i n tC .. e h .. e lnte\l""

Now you know that the command is
defining (Dim) the variable (intCashl as an
fr ueger. So now read the same line in C:
I nt. i ntCa .hl

It is basically the same. You recognize the
Int as be ing a data type of integer beca use
you remember the lnt from VB. The same
glx'S with any other command you have. It
b all a matter of reference. So this solves the
language issue, but now what about program­
ming ~t ruc ture? The most important thing is
to think modu lar. The smaller you can break
tasks down the easier it is to manage them;
it a lso makes one of the fundamenta l OOP
theories easier, re-use of code . By making
things small and nonspecific you can take
those pieces and plug them into just about
any application that uses that same process.
For instance, take a program that takes two
numbers, d ivides them togethe-, then does
calc ulations based on tha t output. Here is a
code example:
lilt. ", - 2 ;
l il t. S • u;
ln t CJ
lilt _ in l ){
C • A/SI
lF IC > 711
Frintf ( ~C 18 \In .. t e e than 7" ) 1
) .. lea{
Print f l ~C 18 len than 7") ,

I
}

This is a pretty straightforward little code
block. Now you rTldy be saying. why wou ld
I modu larize something so small to begin
with? Well, you don't have 10 try and slim it
down or anything like that. lust try and think
in pieces. So instead of the code above, you
could write something like this:
I nt. Al
Into 8 1
I nt C ,
l nt ..ain l ){
C • d i v ide (A ,Sll
U" IC>7l{
P..1ntf I ~C h g n at",.. than 7") I
.elle {
Peintfl ~C i. 1"... t han 7")1
I
}
lnt d i vlde( int a , l n t b){
lnt oJ
o • a lb:
..e t u .. n e r



at the beginning of the variable name and
you will never forget that your variable is an
integer. You ca n modifythe notation scheme
10 suit your persona l preference but most
p~rammers will still be able to understand
It With a little bit of coaching on your nota­
tion style. The most un port ant thing about
pro~ramming logic though is 10 be linear, or
as linear as possible. You don 't read a book
from back 10 front, bottom 10 top, you read
it front 10 back, top to bottom. Remember
thai when writing software and avoid going
backwards in your code, and never ever
use go or goto statements! They are evil and
unnecessary if you just think for a minute
and Iry 10 be linear.

Remember the fundamentals and you
will be able to write any type of app in any
environment with any language because
a compu ter program ends up being the
same thing after compiling. no matter what
language you are using. There are a million
ways syntac lica lly to do the same task but
by being a good programmer you can be
sure that you are dOi ng it correctly no matter
whal 5ynlax you may be using.

out, most areas use the same types of locks,
like a dorm room or a neighborhood. In the
area where I live. every house lhat r know
of uses a Scblege deadbol l as well as doo r­
knob. Therefore I would only need o ne key
to gel into all of these houses.

Making a bump key is as easy as filing
down a spare key or even using a blank
and starting from scratch. The problem with
this is thaI if you are making your firsl key,
you te nd to second guess yourself and take
off 100 much. I tr'Iolde my own Schlage key
and when it didn't work I jusl went online
and bought a set cr t t keys. looking back,
I now knooN that it takes some practice to
bump, and Scblege is harde r than some of
the others.

by Dariarchive5
, I would like to give props 10

Ulhor of "Hacking Your Own Fronl
4:1. If you somehow missed this
following will be somewhat more

:teksmilh will tell you that there
..I hundreds of types of locks, each
Ir own unique key size and shape .
, someone who wanted 10 be able

ry lock wou ld require every type
ich would cost a load of money

bl~ hassle to carryaround. The trick
IS thaI 90 percent of the locks in
are one of len garden varieties,
Schlage and Kwlkset. By having

main keys. you have a high chance
the lock. AsCliff correctly pointed
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el.e
prin t. ·. i n·
breakl

I

function e.1eetPre•• t l)
I
tunedTO - pr••etStetion(pre),

•
funct ion vol ....Up ll
I
if curr. nt Vol UD8 < "lIIVol~

cur r .nt.Vol ........ '
elee
print ' volt;me e1r_dy et ..,, ',
breakl

"nd if

•

funct i on tD9g1eModul ation l l
(
if SIOd'rype • t rue

IIOOdType .. fab e
aiD~requency - 5)0
" lIIiauaFrequency • 1700
.ini..uastep - 10
prin t . .... tuni ng' I

.1.e
8IOdType - true
ain~requ.ncy - 87.S
..,,~requency _ 108.0
aill.lawaStep • . 5
print . f. tuning',

.nd it
I

funct i on t uneUpI)
(
newFrAq _ t unedTo • .ini...mstep
if newFrAq <_ llaltilllUlllP"reqllenCy
t unedmo - n. wFreq

ele.
print · .alll ·
breek

f unc t i on yol~l )

(
it cllrcentVol.... " 0

cu crentvo lu.e_I
.he

pr i nt ' vo l llale al r e ady a t lero ' l
b Cfll ll 1

a Dd if

•e nd r adio ,
So as you can see from this small class,

pretty much every part of a basic AW FM
radio is included and each funct ion that the
rad io can perform is defined. NCMI in your
program, to ture up your radio all you have
fa do is invoke the IUneUpO funct ion instead
of defining whal lhe radio is tuned 100, what
it can be tuned too, and how many steps 10
tune before stopping. All of this is already
defined in the cla ss and every object that is
of the type radio will beable to do the same
things. this Is the essential piece of program­
ming that you need to understand 10 be a
good programmer beca use classes allow
you 10 be modu lar and still be able to have
complex data manipulation w ithout all the
headaches. No! only can you do things to

function t \l.l\eDown t I . I d· b! b{ a Sing e ra 10 0 [ect ul you can use two
newFreq _ t.unedTo _ IIini....st.p of the same type and dO calculations 00
it neYFreq ,._ IIini_requ. ncy thai. So you cou ld essentially lesl one radio

tun&dTo _ n. ..... req against a nother 10make sure lh~ are doing
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So yeah, there is more code than the
other program but now you are able to plug
in any two numbers and divide them in any
sequence that you want. Not o nly thai but
you can reuse the divide function in any
other app you wish. Now you are modular.
So the ned time you need to divide some­
thing you don 't have to figurt> oul wherher
you want to divide A by B or vtce versa
and then change it dow n the road. You can
instead change the input because the func­
tion will always be the same. This tiny little
function is a very basic example of making
your program modular. It is also probab ly
not very practical bUI for demonstration
purposes it is easy to understand.

The next thing that is important when
learning 10 program is to understand classes.
Mosl languages give you basic classes 10
work with. Every data type, whellwr they are
integers or slrings or Book-an, are al l classes.
Each class has specific properties to tt and
tasks that ca n be performed to them. You
cannot divide a Boolean object because that
is not a method in tha t class. So by taking
this idea of data types you Gin create new
types and you can do things spt"Cific to that
type. As an exercise, pick an object In your
house that has multiple parts and multiple
functions it performs. For this article J will
choose a radio. A radio has multiple parts;
buttons (o n/off, AMlFM, etc.) and multiple
functions: tune up or down, volume up or
down, etc. So your programming language
doesn't have a stock radio class and instead
of defining each part when you write your
code you decide to write a class instead.
Here is an example of a simple radio class:
c1e• • r edio ,

t1oet. t unedTo l
Ooet. miniaulllSt.p,
in t .iniaumFrequ.ncy,
i nt _lIIi llluml'requ.nCYl
int _ lIIvolu..,
i nt cur r.ntVol\lllle,
bool IlIOdTypel 1/ hl....... _ true" f.
int. pre•• tStetionll '
int pre,



come back out a tiny bit. The way this works
is that a normal key wou ld have the pins rest
in the flat area between the ridges, and by
fil ing off the tip and shou lder you can pul
the key in so that the pins rest instead on the
ridges. when filing. don 't worry about how
much you lake off of the shoulder. The lip is
where you need to be care ful. If you file 100
much. the pin will miss the ridge alt~elher

and the key will be useless for mmimal
moveme nt (you could still use it for the o ne
click method) . I suggest you take off just a
bit and lest il, then rake off a little more until
you gel it to the right place .
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Once you have made a bump key, don 't
be templed to go and try it on your front
door. Some of the risks you run include
getting the key stuck in there and having
to call someone, or damaging your lock.
Repeatedly hitting a bump Key can damage
the springs ihat set the pins of a lock and can
ultimately render the lock useless. I fX'IWn­
ally suggest buying a Kwlkset lock because
as any -rockpicker can auest to these locks
are the easiest to bump and pick. Also, it
is a good idea to hit up Google videos or
any other site to find some videos of people
bumping a door . Don', get too hung up o n
how they do il. Instead try and learn gene r­
a lly what mot ions they do SO that you
can experiment later. Also, videos of
people bumping make it look incredibly
easy (there IS one of a t z-jeer-cld girl
doing it on her first lfyl. bUI in reaTi ty
it win lake a little bit of practice. What
I did was sit down with my key, lock,
and the back end of the screwdriver and
watch the TV for about an hour. msteed
of trying to beexactly like the people on
the videos, I whacked at it and tried different
angles and pressure until I got a successful To use a key set for minimal movement
bump. After a while, I cou ld bump one out you simply insert it and let it pop out a bil,
of every ten, and then I started to actually then apply tension and bump. 'Thetension is
pay attention to what I was doing SO I cou ld the hardest part to master, and really the on ly
learn the best way for me. way to master it is to practice at different

I am going to take a brief mome nt to talk amounts of tension. If you have ever picked
about wha t you should hit your bump key locks, then you know how much tension you
with. My personal favorite, and it sounds need.
like Cliff agrees with me, is the handle of Cliff was right in that there is very little
a screwdriver. However, from what I have that you can do to prevent this type of attack
read on the Internet, almost anything works. on your house. The only othe r solution that
Specific bumping tools which you can buy I cou ld come up with besides his is to buy
are ncrmally a foot long with a rubhe r an extremely uncommon lock so that if the
striking area on one end. I have also heard burglar wants in, he has to make a spec ial
of peccle using wooden spoons, hammers, kt>y. Another fact with bump keys is that the
wallets, and even women 's heeled shoes. more expensive the lock is. the more vulner­
Ultimately you want something that is hard able it is. In most cases, locks cost more
enough to deliver a good sized shock to the because they are more precisely crafted, and
key whi le still being small enough to handle. since the parts are fit better, the transfer of
Don't be afraid to exper iment around with energy happens more smoothly and there-­
lots of stuff. You can't really mess anything fore-easier.
up too much . Now that you know all this, I encou rage

Cliff's article covered how to bump using you to try it yourself, but in the comfort of
the "one click method: As he explained, you your home with a deadbolt that you bought
insert the key and then pull it out one click for this purpose. Also, try a Kwiksetlock first
so thai the ridges can contact the pins and because they are notorious ly e.lsy to p ick
transfer ihe energy. The way I bump locks is and bump. I do not recommend trying th is
called the "minlrna l movement" method and 00 .lnyone else's locks, as tha t would be a
I persona lly think thai it is easier to learn on. really slupid idea because it is illegal. Also, n
To set your key fO( minimal movement, you is easier to bump locks that you are holding
have to file off a bit of the lip of the key and in your hand as compared to locks that are in
a bit off of the shoulder (see the figure and a doo r, so Idon 't suggestthat you try. Instead
partsmarked in gray). Thegoa l of filin/? these of using bump keys to break into houses,
parts off of your key is 10 beable to slick the use them to win bar bets and Impress YOUf
key all the way in, then let it go and have it friends . Happy bumping.
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gppof'1unity to point out
I ing shared fO( the

educational
leal secu-

! ilitics, just
Wolfe .1Od protocol

I ,l[fvaf1("~(..nt of
I security.

n a malicious attacker (aka
Ii tt"Chnique to walk away with a
I~ an undamaged lock that can
ny combination. In some cases

? may gain somethin$ more valu­
Int' laptop. Keepre.ldlOg.

of locks use a bar Ihat extends
four dials and through one end
housing into a laptop (0( other

e bar has four slots in ii, allow ing
lum around it, Each ring has one

lIow ing the bar 10 slide when all of
~rly aligned. As long as any

'dials IS not in the correct position
nno l sude • in theory. In practice ,
n be applied to the bar so that the
be Jammed into the "correct' pt?si­
allog the com bination . The trick is
nslon to lhe bar while turning the
his particular lock, I've found thaI

n aid in .lJlPlying the proper pres­
r.

oin between the lock and the
ase . Wiggle the lock so the co in
I ~ as close as possible to the

t 1W.1r in mind that the goal is to
lOdgeto fhe lock or the laptop.

With the coin in place. the lock will tend
to lean away from the coin. By pressing the
lock against the co in (squeezing the coin
between the lock and computer case) push
the lock perpendicular 10 the computer
case and .11 the same time app ly tension to
the locking bar. A firm pressure is best; too
much pressure may damage the lock and/or
computer.

With the proper pressure app lied to the
bar, the dials can be spun back and forth
until they each stick, at which point the lock
should open. With practice th is can be done
in well under 20 seconds by turning two to
three dials at a time to start.

In testing Ih l~ technique. the dials seem
to have a teildency to stick starting with the
last digit and moving towards the first digit.
This mayor may nol appl y universally. If all
but one of the digits is found, I recommend
removing the co in and tumtogthe d ial of the
unknown digit until the lock opens.

People are creatures of habit, and in
most cases the four digit combination used
on the lock will probably be the same
PIN as the owner's bank card, voice mail.
luggage locks, ClC. In many situations JuS!
learning the PIN may be more valuable than
the laplop. In any case, the co in can now
be used to turn the slol opposite the T-Bar,
which will expose a red dot adJaceflt to the
com bination. When the red dot is exposed, a
nt'W combi nation can be chosen and set by
turning the slot 10 its original posit ion. This
allows an atlackt'f to reset the combination
and replace the lock.

This type of attack can be f"asil y avoided if
the dia ls of the combination lock are manu­
factured with grooves in each position corre­
sponding to an incorrect digit. The bar wou ld
then jam in the grooves, making it impos­
sible to determine if each dial is jamming
in the ~ IOf (indicating a correct digit) or a
groo\lc (indicating nothinR).

Thanks 10 my d.ld, who !.lugh! me how
locks ilre supprned 10 work and how they
often don" . He d/SO l.lug hl me lh.al thieves
bleak into things; Iocksmilh) gain d C<."t'SS

to secure -dt e .lf afft.,'f receM ng proper
aUlhorizdtion .



lawsuits inlo a new business model instead.
In many ways, the kiosk would become a
public iTunes portal, with a few extra bucks
added on the backend because you want to
go hom e with a physica l CD and album art.
Furthermore, the record companies could
select po pula r albums for release in "limited
ed itions" - very short runs of we ll packaged
CDs or (for Ihe co llectors' market) l Ps (hat
sell to a discern ing few for prices more in
line with she 20th century business plan .

The sad fact is thai when things have
gotten to the point where you can settle your
out of court copyright infringement lawsuit
online for $1000 (........ p2ph".glt• •COll), but
can 't buy high quality tracks OIl a reason ­
able price on line, it's lime for the industry
to step back and rethink its options. If the
Internet can be used to settle lawsuits, surely
it doesn't take any level o f genius to realize
that it also can be used to make money off
music. Still, even if some record exec reads
this article and decides to adopt one of the
above plans, there will still be file shar ing.
Why? For the same reason rhere will always
be terrorism: Some people will always steal
things or blow things up. just for the thrill of
it, no matter the soc iopolitica l message they
try to use 10 justify their actions. Even if the
RIM managed to com pletely ban the elec­
Ironic transfer of any audio Of video file at.
say, the Isr level, (olks will just go back to
the way it was done in the 1980s : tape swap­
ping via bulletin boards.

A good business adapts to the current
market. It doesn 't try to force the market
to fit into its outdated model. The RIM
cou ld take the wind ou t of the sails of file
sha ring by upda ling ils model to a print
on de mand format, or else conce ntrate on
co ncert sales and merchandising, lns ead of
dumping truckloads of money into a never­
ending series of lega l batt les. And the current
adm inistration would be wise to try such
new thinking with its equa lly unwi nnable
war on terror: If even half the money spen t
o n Iraq and Afghan istan had instead been
spen t on energy independence, we wou ldn 't
need any kind of relations with the cou ntries
that give rise to global terrorism in the first
place, period .

If you make the reason for someth ing to
exist a nu ll op tion, people lose interest in it.
The trick is fOl those in power to have the
foresight to spend the ir money wisely to reap
future gains, instead of wasting it to fight
an o ld model bdttle that can't be won. The
motion pictu re industry wou ld be wise to
learn this lesson now, before they go too far
down the ~me road.

what about the Britney Spears fans
n't own a computer Of an mp3 player
n know what one is)? Simply staled :

00 dema nd. Instead of shipp ing copies
ums 10 record stores (many of which

renrmedor relegated to cu tout bins),
hem a computer ki osk Instead, where

n go in, use a touchscreen and the ir
ard to buy an album , and go home
nice CDR, burned while they wa it
livered in a cardboa rd sleeve with
printed album art. The technology
nly there for this, and the sky's die

t'Vf!l1 one of the major labe ls would
Ihe money they spend on RIAA
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' ;10 f' of the RIM 's ott trumpeted
*!lIe sharing hurts the artists." II

I hurts the rec ord companies and,
to ld, it on ly hurts them because

nwilling to adapt. They 've gotten
h on album sales, and they lack

In3tion and foresight to figure out
Iu.. money some other way. In this

tactual recorded tracks become
less, licensed to radio stations
for a pittance and used ch iefly

or word of mouth advert ising for
~I I uckets to concerts and sluff
merchandise tab le. Many bands

'ove red Ihis on thei r O'Nn - loo k at
~ instant fame, based on a series of

Irdded videos via You Tube, Of Ween's
t of browntr&ck..r . net - and this

truly terrifies the recording industry:
usic goes viral, they can't make any

Off u.
onl y olher option is to make file
a null option, and in order to do
record com pan ies need to cut costs

alically. There's no reason a single
on iTunes shoul d reta il for more than

Is, nor albums for more than five
.The onl y reason prices are this high is

the indu stry is dic tating them based
ou tdated business hook thai deems an
Is worth at least len do llars, all (he

f:ai ling to realize that mpJs are lossy
lty audio and come without album art or
notes, the faa of which wou ld demand
y sane perso n that dow nload ing should
considerably less than brick-n-mortar
ing.lf the record industry had the fore­
they wou ld recognize this dispa rity

gUI their overhea d, refusing to mass
uce any more albums , period. Without
pfront cost - and since bands tradition ­

have to use thei r advances to ray for
ing their albums themselves • legltl­

online prices cou ld be brought to a
fhat wou ldn 't drive pennness tee ns to

by Glider
l E1 me open with a caveat File sharing album and give it to a friend and file sharln

is cu rrently a viola tion of copyright law and still exists. Please understand, Ihis is not l
is therefore considered Itwft of intellectua l say the RIM shou ld just give up any mor
property. Anyone caught _ and prosecuted than the government should stop trying I
- can thus reasonably expect 10 be found find, thwart, and imprison terror ce lls. Stilt.
guilty. Having said Ihal. even the Supreme both sides might want 10 take a step bad
Court has set the precedent that ma king a and cons ider not so much the ir unartain ­
mix tape for your friends is not a violat ion able staled goa ls, but instead conce ntrate
of copyright law, since mix tapes withstand on the sources of the ir "terror.· Presidents
the k:lur factor test for "fair use" (see Camp- need 10 study America n foreign po licy an d
bell v. Acuff-Rose Music, for example). how it serves to fuel - not curtail • terror, an d
Withou t going into all the legal jargon , the the RIAA needs to consider the purpose 01
high co urt's reason ing can be summarized record companies in the 21st century.
as saying that mix tapes serve as ' fa ir use' The record industry, despite breaking and
because they fall unde r the 'format shifting" creating new sounds ove r the decades, is

.. ( 11 . CD hardl y the poster child for foresight In the
I prOV I ~ lon a ow ing you to move s to late 1990sthemaJ·or label~werestillsendin!
an mp3 player, for exa mple), are noncom-

. I ~ ... promo Cps ocr for review in l P boxes. Thin
merc tat, .arlO, most impo rtantly, because about (hat: II meant that someone in (he
one song from an album actually serves as h d
a form of viral adverttstng for the album, 19805 a bo ught so many LP boxes thaI a

II good decade after CDs had supplan ted l Ps,
potentia y creeung album sales ralher than they ~l iII had a ~urplus of l P mailers. Th;r.
diminishing ihem . These decisions do not holdn' t seen the ...hange co mtne __ as kl s
extend to full albums, however, and there in IM:: ........ 0' .............

lies the rub: Somew here between the two in 1985 saved up their paper route money
to buy a CD player. Even before that, the

extremes of "theft" and "viral advertising" lies record industry, having gotten fat and rich
the point the Record ing Industry Assoc iation on singles in the 19505 and 19605, turned
of America (RIM) is missing. up its nose at what would become "album

The problem is, the RIM has chosen oriented rock." JI wasn't until (he 19705
10 challenge file sharing in a way simila r thai she ma jors fully embraced a format like
to the curren t ad ministralion's offensive Elektra had pioneered in the late 19605. And
against ter rorism. Certainly, on the- surface, now they fall (0 realize that, iron ically, times
the desire to rid the world of terrorists is a have cha nged back, and we may well nov.
goa l no ooe wo uld criticize, but the sad fad be in a wor ld where thealbum is dead _and
is that the goa l is palentl y unatta inable. All this is eK.lctly the kind of world in which file
it takes is one nutjob 10 strap explosives on sharing wi ll flourish.
himself. waJk nuc a mall, and blow himse lf Record co mpanies need to recognize
up, and you have an act of terrorism. Sadly, this and morph into promoters of ba nds, not
there 's no accounting for rando m nutjobs. alb ums, depending on concert ticket sales
Similarly, the RIM see ms to think its co urt- and merchand ising 10 make thei r money, not
room front in the War on File Shar ing ca n onrecordsales.Aftcr all,evenasalbumsales
also lead to tota l victory. deftly missing lhe have declined due 10 file sharing, co ncert
~inl that all someone has to do is dub an sales have actually increased , a statistic thai
.... Pilge 20 - - - - - - - - - - - - - - - - -'---2600 Magazine



Fraudard

comes up!
OxfF. The fi na l Word

I hope that this tutoria l ha s he lped you all
learn a little about how Flash PtayeB and the
HTIP standard in general wor k. Ifyou like to
download music, please consider using this
method (and buy the CO lof copyright/royalty
r--'rp0se5 of courselJ as opposed 10 App les
rrcoes. After a ll, I'd ra ther pay my favorite
bands much more than a meas ly three cents
for eac h track of theirs that I buyl

5hours to BaJ.5agoth ( for being lh~

greatesl lund evt>r known to M~t.Jf1) and
Dragonforcp ((Of providing an plI.ce//('nt
eumpk lor this article)!

F·yous to Apple ,7u(I('s for ripping artists
off much wonI' INn bedroom pirafes and
"those Hackm- eVf"f did!

Anonymou> .
It'd whether or I'l(l( to wn te

Ir for ovt'l' a month since il has
Ial to ca use 50 much da mage . I

lh.Jt exposi ng Ta1d's utter lack of
W'Curity wou ld bnng about cha nge

the end. do more goodthan harm.
08 my brid employment at 'rerget, I

of my free urre expkYing thei r
netv.ork. It did not take me long
e thai there was an absence of
lily. All of the computers used by

are on the same subnet in the
co mp uters include registers,

I kiosks. mana gers' com puters ,
room computers.
ilion, Targe t Insta lled Cisco Aironet

h routers to support the ir hand held
usedfor print ing labe ls and storing

the bac k room.These routers do use
I that is not a major hurdle to keep

outsi de the store from hoping on
al network and taking advantage of
11\ flaws to beout lined.

responsihfe for rolling our the
If-arty gave no thought to sec u­
works are iden tica l from store to

lht> flaws were not isolated to my

"load knoc king about the Inte rnet.
is interested in hacking the FlV

lhlo: original file in this case was a
..0 Windows Med ia format video with
~j .11 lO(p" (I lhink) if tha t helps .

two]. Quk-t& Na~ on XSPF Files
~lnJf I :lhove. some <tudio EFP$

file instead fA an
lIy a bonus as XSPF
aud io playlislS and

es and URLs to man y
'the Inl{'fnel. Hack ing the
http. l lvvw .dr egonlor ee.

lhe above method will demon­
what I'm t.alking about. Check

• t-...pf. or q fof full info and
on the format. As a side-bar to

ITOU r f.voT it:. band l . apl
lola Coogle and see ....ml

- - ---- - - ---,

by Dieseldr.llgon
Hype-rsJM'ed6~il.com ~. Once a decent buffer amoun t of doll

h"p:Jlwww.di~ldragon.co.uk is dO'Hnloaded, t!'le EFP will sta rt pl<tylng. I
this tutorial. we'll be tracing the EfP's HTI

0,00. Introduction req uests 10 find out where the desired medi
Anyone who U5eS the toternet nowaddys file is located.

will have noticed the inaeasing trend of 0. 02. The! Theory App'ied
FI.a~ applications being used for playing In this art icle. we' ll be downloadi
embedded audio and viOeo on web pages. the video at http. /I_.yout>obe.
Notable websites fOf this include YouTube' ... t chJvwT8feb8U , S4 (case sem,itn.-e). Fi
(videol and the infamous MySpace (audio! up you r fa..uite packet sca nner (I USof' EI
video l. Often these Flash p1dY"'"' are used rear - bttp. II_.et her _ l . c-J and set: it t
in an attempt to play files wilhout ~dling trace ~ing to catch any EF~ that
the location 01 the hasi file to prevent use-rs unuwal protocols (ftp. telnet etc.I to
from downloading the actual files to lhelf load files. Then poinc you r browser to
computers • an example of which can be URL 01 the page tha t holds the mt'dia tha
found at htt. p.II_.du 9ODfore e. ee-. you are inte rested in. O nce the songImov'

However, one thing tholl many wt"hm.K- h.n ed I . _~...L
ters have O'.Iedooked is that the ~ 01 sstart p aymg. stop your~et scan

.llnd have a peek al the log. It'll kd.
Flash media players does not gua rantee thing like thi~
that the filetsl in question will stay "Solfe." (The following log is typed from
After all. it's a simple fact that anyt hing on as I discovered this on a f riends PC a whil
the Inlernet Ihat ca n be viewed by the tJsef I . , ... - I Ie 01 ,
can be downloa....•d. And ;1'. a fact that ha. ago, so apo ogleS 0( tile ac pac

u.out=U info.)
few ellceplions. In lhis article, I' ll show you 127.0 .0 .1:> 20'.'S.UJ .2U
how to download one 01 my videos from _ _ GBT ht t.p, II_.yov.t.u1Ie ._ 1
YouTube, but instead of teac hing you lhe _ . te:hl v-T8fe b$lI jS4
lechnique for the one specmc site, I' ll be 20' .'S . l Sl .2SJ :> 121. 0. 0. 1\
showing you the general principle behind 208. 'S . I!>J . 2S1:> 127. 0. 0. 1 - [The usua
the hack which should work for mosI sites GET requests and packets ol HTML, images.
thaI use embedded Flash players . Obviously sc ripts, and other gum pf....1
the standa rd disclaimers a~r.ly here , and 20• •6S.15) .25J :> 127.0 .0 .11

... ~ t 127.0 . 0.1 :> 20' . 6S. U J . U J • G
you 're t ilt." onl y one respcosr e ,or anyth ing _ h t t. p. I I ...... . y o lO tu b_ . e o_ /9_t.
thaI you use lhis technique for. Please don't _ v1deo?v1deo_1d-T8febh X, S4U _20l, t -ot:v
steal cop\ riRhted works. the aut hor of those - . ToPDt It.147 17h9831. G&S,A9MIIlb
works str I Fias to put food on the tab le as L and T paramelm are session speci fic
muc h as you or I do. Send ing just the video_id parameter gives a

Ox01 . How II All Worb blank page.I
When an embedded Flash player (hence- 208.6 5.1 51.251 > 127.0.0 .1 \

forth referred to as Efp) loads ona web page. 208.'5.15J .25J:> 127. 0. 0. 1 _ ISeveral
there are a few processes that take place: pdckets of audiolvicko data ....1

I. An <08JI:CT> tag cau ses an Hnp 20'.65 . 151.25J :> 121.0 , 0.11
request to the serve r for the EFP. A5you can see, there is an e<lsily spon

2. The EFP is down loaded to temporary URL to jhe video. The URL itself may var
stora~e and executed using the relevant from th,l t sbow n but the theory remains t
plug-In. same; Trace packets, find the URL, down

3. The EFP fires off an Hnp or other load the file. In this case, the video sen
request for the media file. {This request down from the YouTube server comes in
might return an XSPF file in the case of aud io -.FLV (Flash vidrol form..r. but somet im(>\
players. More on that la te r.) renam ing the file with a .WMV (or what

4. The media file is dow nloaded or ever) extension might work. Altt'matively.
streamed to the EFP via temp storage or there are probahaly se'Vt."l"<I1 FLV file pI
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and y is the register number. This conven tion
is used co mpa ny wide. and any workstation
can connect to any register at any store.

I do not have much experience writing
DOS batch files. but I managed to put
together a simple balch file thai con nects.
to a register, passed as an argument, gram
all of the credu'deblt logs. and strips out the
account number and customer name.
net uae . , \ \\ 'l\c~

copy I . \app\ ei_backup\- ." •
ne t u• • z . I~l.t.

tn- ' ._ I _ l u "VI'" CLUilOlI' ~:> t_
~ - 0""," I _ ,•.~ e--" u

~-t J'Pll '. _ I _ I • •__ e-AI!GI " n t_
t rPO' ' . _ I _ ,a'!>11JCQYD: t"LUI(lIl ' U __

Bow to Get
Your Sugar

bygLoBuS
Disc laimer: Anything ttYt you do with

this information is )Ulf res ponsibili ty, not
mine.

In the world of prepaid cell phones,
Virgin Mobile is one of the lop sellers of
prepaid minutes. Along with their empire,
they've started 10 send out some kkkbdcls
to thei r loyal customers-.Here I wil! show a
very simply way of getting your kickbacks
eve n quicker.

Virgin Mobile'scurrent kickback program
is celled Sugar Mama (ht t p . II. ..g• .--... .
v irg i ..-obU. .... . c a.) It's a fairly simple
system that gives you rewards for providing
feedback to Virgin abo ut some online adver­
usemenu. These ad s are short videos from
the likes of heavy.co m, Sub Pop Records,
and Microsoft 's Xbox 360. These only lake
about a minute to watch, some are more
unbearable than others, but ihere's a very
simple war. around all of this.

A simp e observa tion of the path youtake
to earn your minutes shows us how 10 skip
the video and just give feedback instead. l et 's
take an ad from hea vy.com for ou r example.
The sample URl is http./fc.ch• . v1tr...r
-.: h l .c-.JdJ liS4- 34 1J h• • vy_flu h •tlt_l .Our
URl will change 10 http' /fc.ch. ... l t r _ r
_ c l . 1 , co-Jd J OS4_) 47J h• ••y_."rv.y.ht _ l,
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type ' , poe I 6J>d I. 'JoceT , eM)" u t -.
tl'Pl' · .poa I ftJ>d I . 'CoUll ~~,' n t_
....t IH t_ >->- n . l.pPDd . l"'l..... t_
. .... ' . poe

Using this batch flle, one cou ld easi ly
grab the Iransaction \oi;ts from every registe
at every store overnight. Over a mon th, I
imagine somebodycou ld grab lens of thou­
sands of cred it card numbers.

I did not work at Target nearly long
enough 10 explore their entire netwcck, but
one ca n on ly imagine....hat ki~ of confide~­
ttalinforma tion could be obtained from tbeir
massive network.

PlfOaW' do not use this information for
malicious pu rposes. I on ly wrote this article
in the hopes thai Target will be forced to
cha nge ils lax security pcnces.

Notice the ooly difference is cha nging flash
10survey.

This lechnique could cut~I minutes
from you r lime spentwatching Xboll 360 ads
and in tum g~ you up to five minutes per
ddy of free airtime . For me this has cut my
prepaid minutes in half on tbe days Ihat I
-Walch" these videos. For a guy who is on ly
on his phone for len mioutes a day. this is a
pretty sweet deal.

Alon g with the Sugar Mama progrClm,
there are other kickback deals lhat giy{'
oul pretty decent rewards: !he Kickbacks
program gives )<KJ free antrme .~never
)<KJr frie na buys $15 or more of airt ime and
hsts you as lhe reterrer, This is nice when
you have two phones in lhe family.and your
hnle brother m.lkes sure you gel )'OUr kick­
backs. But the real kicker to this program is
the reminder system used 10 let your friend
know thaI they shou ld "top-up" with you In
mind.

In the Kickbacks menu (http.I II.........
_ v i . g i n. o b l.l . " ••• co_J.yvi ~9i naobi l. J

- r . f . r n l.do) there is 01 smilll set of text
holies at your dispowl. The lOp box is for
your friend 's phone number and lhe bottom 15
Virgin Mobile 's remindrr 10"top- up."Virgin's
mistake was letting this boll be ..nodifiable.
This liltle reminder has now become your
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outgoing text messages. All you
c mndjfy the ronrents of the text

II II , Tht· rerum address will
pllQfl " numlll'r but you won'l
nl ·1 ll llt;:'l"ol lly, their test s ere

by IHogO
tr~il.ne- I

om Fl OOO is a nice "cheep"
:.t_ . vo Spilupp l y .CQl) WiFi

pros are small candv bar
banecy life. and it you

a~MjniPCI WiFi

Of ready for a" your
noi: thai the built in antenna
hoMing your signal but you
i to lock onto a distant AP

!.lIking on your phone wh ile
you are a terrorisl . The

have with the device is the
'Iity to importfellport phone

if you haYe no friends then
10 ~ry about. seccod
a~ only allowed one SIP

""'phone.
h.ised my UTSlarcom

e back when the handset firsl
was twice the price as ....hal

It lot'today. I used lhe dev ice for
to drunk dial my dorma bunch

k in with folmily whi le in Japan .
home I canceled myservice and
I the phone.

month s later I started looking inlo
10 deploy on my ca mpus. That is

overed the locked sta te of my
h.ad never had the unpleasant­

ked phone. 1'-..:- never owned a
Ihankfully. (I gOl all my minutes

he dumpsters of RalShack!l I spent
feedin g queries imc Google but

t nowhere. A few months ago I
into a link off of the UTStarcom

nice place to get technical advice
lhe developers. The link pointed

p , / I-.. be tat s i l c h. n . d. J . This
rs whal saved me and should help
iding downloads as well as nIp

the la test UT firmware. Here is
tun brea k the lock on your phone;
todd the corea firmware and

s the zip 10 your desktop.
will now need 10 enter the hidden

Inconclusion, Virgin o\1obile does provide
a decent prepaid cell pho ne service while
neg lecting some b.1~ic protections for so~
of their web features. I do plan on stevrng
with Virgin Mobile, at leaS! until they Slop
giving me kickbacks.

ATE men u 10 proceed.
• Turn off tbe phone.
• Hold ing lhe 1 and 9 keys press and hold

power (end key) for a few seconds. Wait for
"'''''' .... to appear.

- Enter 37 and press send key. look for
success. press end key.

- Enter 38 and press send key, look for
success, press end key.

• Enter 41 and press send key, look for
success, press end key.

- Now hold endkey to power down the
phone.

Congratulationsl 'tnu have now wiped
the phone dear 01 all da ta including the tftp
set'Vef that tbe phone a ils home 10 prOVI­
sion il5oeif. Now run fvuP9TIOds . •JlS from the
desktop. The phone and computer must talk
to each other using the same AccessFbint.
let the upgrade applkalion I ~me ou l and Ask
you 10 make sure the phone IS on .

It is cruc ial thaI you~r up lhe phone
immedia l@ly, get 10 Mefl,,>-" h c >-ll_eTFTP.

and update as qu ickly as you ca n.
As soon as you con firm thai you want the

phone to upddlE' d id. "yes" on lhe upda te
1001 10 have anoc.hft go at finding your
phone. Wilh much luck the computer will
~t'fI il i ze the phone with new firmware. You're
not ou l of the .....-oods yet. II took me a tota l
of four times follow ing these steps 10 break
the phone of the lock . The first lime I found
the phone called out to aoredvclce and
reverted back to a locked state in a ma tter of
seconds. The other three times I guess were
just for good measure. It's been four mooihs
now running v4.50s1and all is good with lhe
added bo nus of a web Interlace 10 take care
of all co nfigurations .

It has been said that this will not work on
newer hardwdlt', but hope for the best and
give it a tryl

An extremely useful recourse is http. 1J
~b.q"ick. c. J l.k.J t l ll llll_t.q . ht.

Support Open Source! Shou rs co )OUr
mother !



In the §()ting issue, we seu oul a su"""y
shefl wi th a non-stamped l'flwlope 10 all 01 our
subscribers as well as anyone who sobscribed
between the spring and summer issue release
dates . o"er 1S percent of the people responded
and ilround 86 percent of them were in the United
Stales. We want to thank those of you who look
the lime Io ,sen,d in a response and even pay the
postage WIlKh IS furtker proof of your dediC<11ion.

We realize lhal the SUf\ley was on ly sent to a
fraction of our readers and if you pick us up at
a newsstand. you didn 't heve a voice this time
around. We ".ave Yel. 10 figure 001 a KOOd way
10 do thIS online while being confinl.'d 10 1005e
who .actu ally buy the magolzine. how_ we are
consrdel'lng severaloptions for the future. So these
numben shou ld not be considered sc ientifIC, But
- feel they do represent a good cross section
of ocr aoo iPllce. ....s always, your commenb and
le<edback are welcome. And now, leI'S look at
some of the results.

First off, the average age of our readers is
36. We were SUrprised by the number 04 people
who read us we ll into the ir 70s and beyond. 85
percent of the people are civilians with a round 2 .5
percent each being in the military Of in a prison.
The remam,ng 10 percent were either "other" or
didn't an swer.

NlL'ar ly (,() perrf.'nt o f our n.·a~ who a ll!' in
school ,lire at collegl.' Il.'\"cl wilh .l nolhl.'f 2 7 percent
at grad Khoolle'W'l an d 14 percent in grades 9 .12
Tha t's of the 2 9 percent whochose to answer Ih~
question In the first plate. 15 percent of respon.
d(' nlSare cOIlf'8l' d ropou ts and less than I percent
a re high school d ropouts.

Just undl't h alf of lhe people have hea rd 04
1600 th ro ugh lhe lnte rtlel. or friM ds . JUSt o ver a
q uarter have heard at 2600 through bookstores
or newsstands . Almost nobody has heard of us
Ihrou gh family.

The average subscriber has ~n with us for
jllSl under five years. And a shocking 92 .3 petU'flt
ha ve never been to one of our conferences wh ile
a staggeri ng 9 2.6 percent cIon't go to 2600 meet­
ings .in lhe ir area , mos l of whom Sla ted they didn't
~ SImply betause they d idn" ex ist where they
lived . Around 32 percent listen to Off The Hook
o ur Wffl<ly radio show. Nearly 96 percem of a u;
readers have Inlernet connectivity.
, On a scale of I 10 5, 1600 ove rall we ighed
In at 4.42 . Othe r ra tings . pr ice: 4.4 5; cove rs:
4.3 5; editorials: 4 .26; an ieles : 4.12; markt'l.place
3:4 1, genefal layou t and design : 4 .08; payphone
pic tures : 4 .21; p un le : 3 .6 1; col umns: 4 .34 ;
lette rs: 4 .13 ; and the ba tk cover: 4 .32 . Of the
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Ch.-tns.es people woul d like to see, many Uprl-ssed
a des"p kv less tf'Chnic.a1 content illustrations
and diagra ms. People were spUt right down t~
middle on whether or not we sho uld have adver­
tising or whether we !ohouJd continue to print code
in ~e maga zine . Howe-ver the people who we re
ag~,~st these Items we re ver y passi onate in their
op,nIonS. ~arly everyone who answered said
thei r subsctipt ion does not arr ive on time. (Tha nk
yoo , U.S. Postal Service.) Most people foond the
website and on line store to be good overall while
ou r customer service approached the excellent
ra ling. There W .1'$ strong interest In a book or othe-r
projects In the futu re.

Nea r1r~ had addition a l things 10 say,
all of wh Ich we read ,1Od will consider . We u n
only prinl .l (raClion of the cew eer ns herebut wt'

\Y,ml to thank a Uof you who took the lime to fill
th is out a nd provide ~ with much valued f€ed­
back. Here is wmeof it:

- NOlhing swnds out as a Mfavorite~ butl 'Yeread
every magazine UM:!f 10 c:ov-er since aboul 1986
Can't say that abo ul a ny othermaga zine. .

• Con linue to offera diven.e range 01 articles and
top ics. Foreveryone art icle lhdt doesn 'l inlerest me
there 's fi~ lholt do. '

• YouK"l" my .lgE' (611.Your type sino is too small.
SUrt', roo gl'I marl' info per page but It's a rea l p.ain
io see .

• You:re close to being an above fhp bo.lrd,
n!'lpeCted fOUrr\llI. But not quill'.

·- Igreally en joy tho> ed itori.:lli .-lI1d k"llet" C1Jlumns.
Art.lt lesa~ n'lt lonwide franchi!oe S)'1ol<'mS are also
q uite Inlf"fl'Stmg.

• You gu)'1o are great . All the prisoner ads are
kind of disturbin g. Iwish Iwas smart e nough to wri te
something 10 get pub lished . Maybe some day. For
~ I will k~ reading. You guys have the' l spa:
In my magazlI'le rack by mytoilet .

- Stop t~ rowing pol itiCS intQ the mag. You're a
lechnoJoSYzme (whPl~ Of not you likt' Ill.

- I I~ the rTl.lg. I kM.' the editorial ~anl. I f~
like there is no tech subjt'd malter missing. I frel
ve.y in5Plred and \<Pry motivated 10 boost my skill
set ....ncn I rt'ad 16Ol1.

• I would like to St't'mo re aboul h",rkinKaround
the world (Asia, Europe, l~tj n Americ.., t"!c .) Sun _
times It's 100 U.S. spPCiflC.

.• I laugh whc>n )'OIl guys compl.. in about lhe
pr,son senten ces 01 thit'ves who Sll'al over the net.
Thost> gUYiare common crimi nals . Tnt')' juu Uil".:In
uncom mon mt"Ihod to steal and deserw ttlt- " me
they get. Don 't 1I"'<l1 them differenlly (1N:flt'f) lh.in
ot her Ihieves .

• 1I:(';IlIy, c ut down on ,he le!tt'n (I > the I:'dltor.
Some mont hs tlwre loel'mS tQ IX' more Il'llers than
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I apprec iated . Many times ~paths at aaionM
or M"jcb~

I really like 2 600 and en joy the art icles . The described in co nten t is either too hacker·babble Of

Ie> Is a lillie weak. Icompletely undersland thaI not commun icated in a way thaI could make it fun
of)'QUrefforts go into !hegrea t pub lications but for me 100-

ite needs a lillIe more ~umph.~ • less polilics . There seems 10 be an obviou1.
~ magazine content is excellent. Sometimes pull ro the left al times . I' m part 01 the VII:WC, Keep

Letlr rsMsection is a bittedices but even there the po litics out.
do some clever edi ling. Techn ical ankles ar(' • I love lhe mag. The lifetime sub was sbe best
" deci sion I've made.
- I th ink you provide" grea t iefl'ke 10 all o f Ui - I like just about eve rything abou l COmpul~

I f<elds and 10~ by ~laki ng one for the (phon es less so l. 'rour magaz ine's awesome. Don 't
M when it comes to lighting to uphold o ur 8111 of eve. lose a mult i·bi llion do llar lawsuit and be wiped

ghU. Keep the fa ilh. I help you behind the scenes off the lace o f the earth or something.
every chance. - No advertisi ngl

• There has been a lot 01 concen tration on • Keep up the good world If you fee l you have
\pUters • specifically network secu rity issues . 10 change I hope you stay focused on ~ hacker

ut hackin g can encompass far more than this. 5Pjrit" type sluff - semi_licit e.p1oration - rather than
remember a geed art icle some time ago about beginner art icles or~n.:llilies.

-netic engineering. II would be good to see more • I enjoy artidwcolumns which exhibit clever-
rticles on these less archetypa l lorms 04 hacking. ness and balance. I also en joy lho!.ewhic h highl ight

• More telecom. I'm interested in how the e ntire abuses which could jeopard ize our con"'itution al
...... 'f,stem operates. rights and freedoms.

- A ew mote pagesmaybel • Usually tota lly agree with your editorials.
- Keep oct the advertising as long as you can. I Read art icles ma inly to see a fresh approach to the

sooner or later you aren 't gOIng 10 be able to world . Just like in med icine, the suits often have Hille
1st without it hu t hang In there. concept of what is importa nt.
• Thela'" 2&00 I received (24: 1) had some heft - Maybe it's mebecominj an agingcurrnudgeon,

to it. Makes it seemmore ' wo rth the moneyMespe- but the content seems to be 5 ipping intOolder news.
c1ally if you're buying al a newsstand. rehashed news. and kid c ulture news. Don 't get me

- Every once In a whi le, an article appears wrong. I love you guys and I rea lize ee Intemel has
lhal is ...-ery relevan t. The letters sectio n is Wildly changed the rag readership over the years . But the
l:'rItertaining. 5Pirit at iharing the nove l and arcane now seems

• Presume your readers are smart r nou gh tQ more oltert focused on gaining lhe allention 01 the
figur(' out whoare the good poli ticians and~ are trivia l MTVlMySpacel'1buTube generation .
til" evil conltof frea ks. Stop bash ing one party or tbe I like the payphone pboeos and q>inion
other. pieces.

• I love the magazint' "nd look forwa.d to - l es s reipO"l5es to len ers from clearl y ...upid
reading it in full when it arrives . It has an impor- people.
talll and much needed point of view that a nnof be • Please don't k!1 my subscriber information get
rNrgin.->lizedOf igl'lored . OUt to anyone.

• 101m not a tech nical person but lhe art icles on - It's practically impossible for me to say if you
I,ll t'fIgineeri ng a re the best to me. should changt' or stay the same. I'...-e been a reader
• Ill>garding article con tent, I have a problem foralmost 20 years and I wou ld say you've kept pace

short, obscure loplcs. A made-up e_ample: just line . So don.. Mcha nge for the sake of cha ngt'M
's how to hack the pricing gun fou nd only in and don't MSlay lhe same because everyone says so :
Stores in mainland Chin.->.~ If that )bur wrilers, rn.:my 01 whom are )<>unger in rears

- article isonly rour or live paragraphs long, who than me, are writing interesting articles and I en joy
"-'>Illy caresf Short art ick-s should be topical en ough lhem .:III .
lh.1t many people ca n relate, ~obscureM art icles • Please', l"s a l Ine-anti -Bush, anl i-government
~ould be long enough to make me ca re about the rhetori c. Not what I buy your mag for. I can lind lhal
delails and wha t a cool hack is being described. Sluff in all Olher med ia .

- 'lW gu)'1o are doi ng a supe rb job. 1 ""ioy - I support 2600 because I be lieve in freedom 01
n'ading articles aboul secu rity flaws in prog rams speech ~nd America n ingen uity. Hack the universe l

nr! oompanies. Peopl~ report these Oaws and Ihe • I favor the edi tor iaf co mmen la ry il'l lhe fro nl.
~nieslprople do n't th ink it's Important. If kills - /u'" k('('p I"JOlving with the limes and I' ll

to think people do not ca re about ~urity unlil " Iways be a 5ubscriberl
directly affects them. Iv.QUld en joy more beg inner • l ess coc\@and phone stuff.
icles (or us older beg innen. • More hacks for prod uet i , ~lecttOnics, and
• I'd like less ullra-technlcal gibberi sh that o nly con sum"r g",ar, tess pages and poiges of code.
i~ Ul'ldet'sland. • Mono "how 10~ artic les. 1l'SS ~l f-SE'TVing ra ntsl
- Woul d like to see more RFSlUff. • Marl" politica l Issues for hack ers · can" gl"!
- Less editorials. enough atlhemf
• Less beginner type articles . - Thi<l IWl'1 the besl place to request this, bu t
• Why il'l the world is 'his not an electr onic higher qual ity tkdln Dama~ episodes, and maybe
-eylYou dedicate a paragraph to stamp prices yet br ing back "lh" Tr;pods~ in podcast form (the

III d-ooose not onl y to make us pay postage but you TripocK:.nlO.
II ha...-e to pay someoroe 10 tr"nscribe this chick~n • The content is lV"at and I IoYe the ed itoria l
~tth ! ~~~~me~~a~ i~~

- Imp mv..ml!nlS in layout and bindillll much people from aU walks of lile. I ewn think that the
'Autumn 2007 - --'-- - - - =--- - --'-'-- - - - - - - - Pa~ 27
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_ eolletJe . edU. T Anderson • coold il really
be that easyf PhoneOell:.com showed me
several do zen T Andersons in Capital City,
but there Wf!re 100 man y to ca ll, I scratcbed
my head for a minute, then thought about
everything I'd seen. His had showed a fairly
deep exploration of our company syslems •
too inlim.lle for an ordinary member of the
public . W hat if it was written by a bored
employee who had allthe time in the wo rld
to explore the system~ A quick trip to the
employee database revealed tbat we had
an employee named Thomas Anderson
workiftg at our Capi ta l City location and
hts birth dale was March 11, 1962 , Game
0\'eI". TOlallime from id le curiosity to lola lly
bustedl l S minutes . Agenl )ones was suit ­
ably impressed.

I was seriously thinking aboul: ca lling Mr.
Anderson at home and offering him a job on
my team. Someone who cocld dig in and
find tha i info obviously has some tal ent and
maybe Icou ld use him as a penetration tester.
At least I could buy him a beer or some­
thing. But my fliend reminded me of a little
problem; this guy identified a securily ho le
at work , but he didn 't tell anyone .11 wo rk
about it Inslead , he wrote aboul it pu blicly
in 1600 Magazine, He had already proven
himse lf unt rustworthy. The more I lhought
about it,. the more pissed off I became. My
buddy finally said. "let me u ll my friend
in the security group." One phone ca ll later
and lhey were drooling. They'd been trying
to find this guy for two months with no
succ ess ! 'They had me forward the deta ils of
my search 10 them. Theyalso roM me noI !O
make cont..Kt with MI.A~ as they stIll
hadn't fully fixed the problem.

MI. Anderson had violated very basic
rules Ihal every animal imtioct i-..ely knows:
don't shi t where you sleep and don't bile the
hand that feeds )(>U. So if you 're Ihinking
abo ut posting a wea kness .11 your place 01
employnwnt, try turning it in 10 your secu­
rity leam first. If you 're afraid of ~epercu~·
sions. do It !o('mi.anonymou sly via Gm':111
or HOIlT\.l il. Wh ile I doo ' t like the thought
of busti ng someone for a bit 01 harmless
had ing, I $eriousfy hate d isloyalty,

Thus begdn a ne'N lillIe~ 01 ~ine .
How many 1600 authors could I Ident Ifyor,
nnre accurate ly. how many 2600 authors
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i! ~OO Magazine Authors

by Agent Smith
'\Ie been reading 2600 Mdg,nine for a

long time . One thing lh.lt's remained
nt over the years is that peoplefee l the

to identify themselves in the magazine.
's got to have a 733t nick name,

tz out to Iheir budz, scmethteg lhat
r frienm wil l recognize. Sure. it's human

ure to want to be known, 10 grab your 1S
utes of tame - bUI .11 what CO'>I l

I work for a company that is la rge eoougb
some of you 10 recognize. Call n Mt:'ta­
ex. And a v.-hileago, I happened 10 spot

in the pages of ZbOO tha t invol..-ed
weakness In my company's compulet'
£"I'nS.1thoughl tomyseli, "Well, il'~ alw ays

to see you r company in 16fJO" but as
ha d nothing to do with my area (and d id

dirt!Cl1y involve outright theft from the
nyll carried the thouWlt no funhef. A

h or so lates, my frima and caworker
ca me to me and said. "Did you see

r company is in 16001" 1al'l5wered yes, I
. He pointed to the tlle26000n.'ho~U .

address in the byline and ~aid, · 1'd
e to try 10 find Ihis guy. but how do you

someone who has a Holmall addressl"
r one 10 shy away from a direct cha l-

e (and wantmg 10 show off in fron l of
), I pulled up Firefoll: .

First stop;~Ie, of COUISe, But .the
il address prOVided turned up nolhlnlf

did a simpler 5e.lrch for "the26OOone •
search engines came up shott as wen .

m... whal about newsgroopsl Bingo!
lfo roups turned up two matches .lnd

contained tagtines that read very
like "I'm the26OOoneOhotma iLcom,

you can reach me .It neo2600 on AIM."
I was gening somewhere. I had an alias

was much more like ly 10 be · finda ble," A
'1'1 for noo2600 in Google Groups C.lme
ith several rambling pos ls. bul it was .l
~arch in Google Ihat turned up some
t Rood hils, including a blogspo t entry
reTerred to an AIM friend a~ neo2600.
was directly linked 10 .l blogspol entry

_the_one himself.
rnals are a greal place to dig. JWple

write about themselves. On his user
• 1 found he lived in Capital City. his

was March 11. 1962 , and he had
email address; U.ndotUOIl'f_.

m.arketpiaCE'. They have only had a re..... left for
yea", .

• I real ly like the ( e-islenl feel lo l'Cl itor
~ in the Ieuers seolons.

• More adv.ancE'd articles, politlColl I aftld~.

hlIdI ivivn a rli<: les. lns beginnerilrli<: les.
• l_ kids shororting 01/their~s soci.al eng;'

.-ring gimmic:ks under me impreuion th.at rhry'~

"""""• My informa tion ~jng petit ions 0" 0Ihrl'
rt'1SOflS 10 contact (lO,lr poI ilical oepresenl.alives
would be nice. This could be helpful in p<eWl'Ying
IOrM of ou r rights .lind keeping our voices hea rd.

• More firs! Amendment. Icoss krlt~.

• I like lM .- bindinv lind ee puzzles. And I
like lhe new layou t. The (oostanl h.ackliviSl rhetori c
geb a bil old .

• The magazine is deftnitely one of a kind here
in theU.I(.

• Conti nue fonh wilh your manifest des liny!
• I rea lly love getting 1600 . I gel very holippy

when il comes.
• I like lhe st~chy feet ing my mind geI5whM I

fry 10 re.ad tbe a.rtides tha t a~ very technical.' rNl1y
I, the~iClII sin d 1600. SI.ay h1nny.

• MorEo non--lechnology hKlt ing. urba n
E'llplofal iorl.

• Trli~ more about~ wcvrity flaws. Big
BI'OIf'wor.~. PIiNw 'PMe Inf' !he Pj h.ole my former
~.~, ...",. 10 Iud It'"'I~.•

• li kr the oudook. •~, but no! blirwfly
M). ~i'l up .

• I know that~ islimill!d In IImaguit'lt')'OY
sill' bul l sure would like 10 seoe a linle larger print.
My~ olIren', wh.l l !hey used 10 be.

• 9O-9S"4 oI lhe stuff I r..ad in 1600 Is()Yf"f' my
hrad. But I still enjoy il. btol~ if 01' 001:.

• I tw..Tn'1 """'" "gm ing" 11M> c.overs lalely. Bul l
ai M) h.1Vt'n'l put olIny though! Into lhem.

• Every issue I'IlIs at !east (lI'Je olIrlie'" 01 interest .
• J lile lhe fad lhatthe articles .lilt" complete and

I don'l h.lVE'1ogo10 the back 10 continue.
• Thank you all lor b"fing lo k~ "h.adt'l'" from

becoming il ·sc.ilM letter."
• If'Mo jus!ifoutions lor 1I1eg.a1activity .
· I don' gft mud! va.1ue &om craftedplldet SQl
~ injediofl exploit code and COfTllle'x)A';1 Sluff.

• More tech a rticles. aecura.te arli<:1es. poIitiClIl
analysis. leu~id ranIS. Iftten wirhoul SolIIUSlic
comments from E'dilOfs.

• I re.ad10 see..mr:'s 0I'l fellow16f»ers' minds,
flOC to much lO ~rn I«!l stuff. I genffil lly like !he
eurrm! mill - tM'fl !he dumb ill'Iicit's have a «!I'1ilin
plollCE' ~ humorpi«ft.

• Mor~ di~llSSion 01cUrren( is.wes reg.arding
cltiorens' priva cy .and righh. l_ high ly lft:hnicaJ
Sluff.

• B('(On read,ng sine... I Wol.~ 1J, 'mur mag holis
cl'lllnged my life .li nd rnDl i\lolllt"Cl me lor years and I
hope lot years to come.

More §OCiaVpolitica~al olIfli<:les andlo!'
comrnentary.

• Why is there 0I'IIya conferencein N_'brkl
• 'bI1"YS .lire olI brNlh 01fresh .lit 0I'l a planet

with no oxygen. Thank you .
• l )ow 'The Telecom 1nIormer." What II grNt

Iool< i....o il niche most don' Il""" 10 SE'@ .

gentr, lly eeecrable 1' )<lU1 has its charrm, but I do
think tholt ii's lime 10 tidy things up just .. bit. When
I bring a mag.l.l;~ ,"iel'!' or _.rdl IfPO'1lO the
CJO or CfO 01the~ny I worlt lor 10 dll,l$tr.ne
or~.nce I poinl. or to U~ IS support Ing PIrideoce
for . n~~ or pnxftlur..,cN~ I WIIll the
toITlpoIny lO make. in~ If~ icJun"1 in ...tlidl
I;he .rtic~ INn publ ished dooes noll ibelf IooIc like a
bombl~_

•~ political corMen(, InCft' techniUICOI'IIen l_
The IWW bindlns mookes i( twrd to ~.cI. Keql being
1600.

• Moo1! SCOlnnef" info md~icl. less b.Jck
C~ t.1'lt'phorws. Enough now.

.. Wily laO much poI ,tiu l Anti... Not~
in the gowrn..-.t is out Ind~my you.

•~ Imers from prison iff!' pretty intriguing.
but they all §(lUnd the WrTle.

• Aboutthe only thing I want 5Oml'limes is more
in depth information on how lOdo wtlal lhe a"ic~

is wrinen abou t.
• As .. (~i1 l1y old-schooll tKhnology grel. .

I appt«;ale )'OUr alrKtJll'fl l ly lOOd-~cellenl

publiUlion . 'lOu IYwo mwly the ~ ideA As 11
U.s.cil il'm m.t if, """y O)llCt'T. 1l"d~ the future
01our countr):. I un only hopr thai: !nOR' re.pon­
sible frtooethinken will tome~ to help k.toep
tyr.Jnl5 M Ny. I do ,e lllel' ibe' the orignJ 01H id... and
SUli". llc~~~

• More~ for the nD¥iu. r.mo relllted
artie; ,"- and~~~I. tess q ro
i8.inM the U.s.~ p.mlft, and poIllinl
SblemenlS.

· I lik. the w~ you NIle eYOl~ 2600 OWl'
lim.. l'w t-l reoJding sir'«' 1990 or so but sul1ed
the SUMcrlJll:ion .II HOPE Number Sill. Ilik~!he fact
tl'wt you f'Rhl lor wml you th ink it riRllL And you
~t~ fortitude to SE'@ it Ihroog,h. That aDove aU
eams my rt' lopf'CI.

A bl.'!lPr structured OI'ganilalion of your
~adenlli~ would noI reoJII in II"",.blr lou 01
Irt"t' lhought. bul ralh.:'! would~~blW. lIlTIOfe
powt'rlul poIitiul inOuence.

· C~ _ stllf~.

• l_ paratDoli .
• Mono Wdl, bip' pri<"c.koH~.

· I am help bul:~ how~~,

ClI~ you guys 10 fail fmn'I .....ii1hin like olIli othoer
orp"'utioM. 1han.\)OU for bei"l so "",,,*,Ie.

• l _ c.able olI r1icles.lodpicki"", ptwollking .
• I Illte !he m.aguine 10 Iolir. MlIybe~ pftoIm

10 .acc.ompa ny !he .article$. No pu u les • Ihoie life
stupid.

• less ......ining .abouI b/.ack heli<:open .and
~lal mgil'lft'l'ing.

• I lend 10 like the hardware h.acb .li nd polil iCll V
socia l insight. Not 10 intereslE'd In slNling people's
Filu obook aecoun.,.

• I lOYe th.il you are indepeodenl .liM opinioft.
.alt'd. I lovelha l you hollve no oids .lindonly members
ColIn put stuff in the man.e1p1.Ke.

• "" silly .as it sounds, 1600 is olIll lhe _
olIfIPNling beaU5E' it's in digr1l: form.at. I like 1600
more tha n olIny other m.agazine. _ 1~ it is.n,........

• lool,,"'8 Jorw.ard 10 rhII!' im.agethat isappearing
0I'l !he new ffil! spol'lft af thE' COW!f. 1Op wcrk l

• l_ 01 tho:Ke C~in Crunch ....-hKlIn in rhII!'



Designing a Ha
eballe

acking an E
electoral division. Thirty-three dlys .~e
lhe actu.al election, lhe current leglsl.atlW!
assembly issues a writ Then, for two weeks.
enumeration l.akes pldCe, with people ~ing
door-to-door cotteding I"IdmeS of ('Irgible
vOlefS and mdrking Ihem down. The names
.are f>nlered inlo the dalabase and hoJ ndled
wilh Compult:fS from Ihis poinl on: .E,ach
returningoffice servesone electOfal dIVISIOO,
and each division is funhef broken down
imo Vdri~ voting areas of about equa l
population. For ex.ample, .the "Fort Why1e'
division is broken down IOtO a 1OIa1 of 65
\'OI:ing arf'as. E.acn are.a consists of between
200 .and ) 50 \'OteB, edch area has its own
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filled with romp/efe/y fd/se infOfmduon. (I
poinO

• Use.a tTldgslripe redder to investl8dte all
the Cdrds in your wdllet. (1 poinu)
MO't'~

• Watch haeJcer-relared Ho'yvrood
movies. ( I poin! edCh, 3 poinu m,iIl )

_ Wdteh a h.Jdcf!'f-ffldde movie like
"freedom Downtime." (1 poinU f'dCh, 4
points !Tld1C)

• Videot.ape. score, dnd edit your own
hacleer story .and publish it on the web. (5
poinu)
HarrJwil~:

_ De--Micraso/t your computer. (' poin!J
_ SuccesJfully set up your primary

compUler to dUilI boot two different ope"
dting systems, ( ' point)

• Upgrade d diffICUlt componen! in )'OUr
primdry computer. For instdnce, ovetclocJc
your processor. (3 points) .

_ CanpkteJy dlussemble )'OUT fK'mdry
computer .and rNssemble it in workin8
condition. (4 poinU)

Phre.aklng:
_ Find five payphont!'s . ( 1 pO
· iN' )'Our beige bOIl from tN EIec·

tronics chAllenge to successfully listen in ?"!
a conversk>n, unbeknownst to the partJa­
panlS. (3 points)

Tie~.ab,

If two or more contestants are lied or
nearlv tied .11 the end of the conles~ have ~
tiebreaker challenge. Have them design their
dream hacker space, and the contestant with
the coolest design wins il all.

by Dagfari
http://dag(ari.net

king in ElectionsManiloba has given
10 Ihink • .after .all, it's Governmenl

,h'
nitoha's eleclion system is designed
ide loC'Cure paper \'Cting with easy

t('( enumeration and vote counting
thick paper trail. There .are, howevt'l',

poMihleWdYS foJ: a candiddte to .';g
ion • .alleeast for hIm. I'U be showing
oflnem.

you .aren't familidr with how
I f'lectiom MUk in CAnada. here's

party fiE'1ds .a candid.ue 10 eolCh
2007

'dd books on or by fdmouS hdd:ers,
r perbook , 4 poinu !TldIlJ
bmi' .an .article to .1 hdcket line. (1

'" points if it 's published)
Exploration:

mpsler dive. ( J point per insl.Mlce,
",..)

' nf//treate .a condemned building . (4

Wardrivelwalk .and fmd unprotected
points. ( ' poin! for every 4J

HdCk a PAssword-protected 8OZ. lib
tion . (4 points)
Cul ture-:

Wedr obvious hdcker t-shir ts in circum·
('S two rk, family gatherings, bdr mi tz­
i thdt would raise eyebrOW1. (' poin!

y, J poinu mdx)
Listl'n 10 fiVf> hacker podcsus , rdd io
, or ("()(lvention aud"IO trscks . (' point)
tecwe a civilian on what it medns to
h;J(leer. ( , poin! per person, 3 poinu

Artt!nd a hacker gatheringlilef> .1 -Z6()(r
ing. ( ' point)
Attend a hacker CM~tion. (1 pointsJ
amming:

Sign up dS .adt!V'('/op('f in dn open source
t dnd make .at fe.dSt three in telfigent

ts in the r;/{"ve/opert' forum . (I point)
• b p/off> a new programming language .

in tsl
• Crpa te a useful dnd USdbie pr08rdffl In
IdJlgudge of your choice. (4 points)

Create an dutobiogrdphicdl web page

enforc~menl group. they'll nf"\fef teU Vt"'
how thIngs turned out. or course, lhoIl dido '
Slop me from cheding Nee's blog lal(Of.
where he eventually posted an angry fan!
about the feds showing up at his door aNl
his gemogfired. Cry me a river, Nee. you bll
mymaster's hand ,

Shouts to Agt'1lf }ones and Agent Brown.
'rOO 000 '( need to know who they reatly are.
but I 'm pldnnmg to buy !hem NCh a copy01
this magdzine and circle /his .u tick.

All rJdmes, aliases, ddfPS, and plaCf!S have
been chanseeJ. Not because / care abou'
Noo, but because / really don't need you to
backtrack this artic le to me and MeLlcort.ex.

2600 Maguine

popuidrVOle amongst the oxuesuots.
• Document f!W'f}'fh ins you do.
• Spend as liak money.as you can.
- Don 't cheaL

Ob'ectives
No one can tefl you what tasks you

s~uld use for your challenge. Ifyour group
Is introverted, maybe hecktlvism would be a
worthy choice. Ifyou're all exira-class hams,
then ham radio chdllenges could bea waste
of time. The l1lOSt important consideration
is that everyone have fun .and is pushed to
go the extra mile. I would suggest avoiding
dumbass and steroocypical categooes like
defacemenlS .and intrusions, but it's up 10
you. Here is whal I ccarne up wilh:
Elect ronics:

- Build.a WDf'king piece of ekaroniO
from.a ht or schemdtic. (1 points)

• Research and build .a WOfking befge
boll. (3 points)

• Resedrch.and build .a WOfkin8 cell
phone jdmmer. (5 points)
Amdteur Radio:

• Use a scanflf'r (0 lislen fO radio frequen­
cies in your ared. ( I poin t)

Get )'Our rechnici,m's license. (1
poinU)

• Pons the Genera! el(,)m. (3 poinU)
- Pons the Extra el(,)m. (4 poinuJ

Literatu~:

Download dnd Tedd ~The Hdckt'f
Crdckdown." ( I point)

• ReAd the entire run of " PhrdC#r. - ( I
point)

ide ntify the mselves? If you play the home
version of the game, you 'll soon find out
what I did : most aut'-n aren't hiding lhem­
selves very well, especially the people who
profess to be posting backs about their own
WOfkpLlces.

Myadvice to all you budd ing had:;aut~
is this: First. if you find a weakoess 0.1 work.
don 't Iell 2600 about it until YOU'lle given
your security people the chance to fix il. You
can still bagcredit for the hack I.Her. bul at
least you acted r~ibly with it. Finally,
if you absolutely must sign your article with
a disposable email address. for god's sake
dispose of the emailaddress.

As for Near As with every securityor law

by glutton
In !he lovable if lechnically suspect

Hollywood fliOo H«:leers, two rival hdd:en
beme it ootlo see who is~ -Plile.- Need­
less 10 say, most holden I know found the
sceoe incrf"riibly enterteaini"8: but nOllerribly
applicable 10 day-to-day~ery.

Still, everyone likes a challenge. Not fOf
' teemess' ". because no one cares. Ralher, for
the challenge and stimulation of a comest,
The core idea is this: a group of hackers
undertill es a series of tasks, earning points
fOf l'\"Cry success. The hacker wlth the
most poinb at lhe end of t~ year is the
champion.

Like the guy says in The 8i8 LebowJki,
this isn't N.am, there eare rules. Without rules,
the whole shebang turns into .a huge griping
session full of backstabbing and whining.
And lhat ain't fun fOf arl)O'le but laW)'t'f5.
Ground ruk$:

AgR>e on time/ines, objectNes, .and
ffleeasuff"S before the canlt'St begins.

• Bt> safe.
- Any Idws you bredk should not be

for persona! fxorwfit. Stedlin8 is tdCley. 50 is
hutling athl'r people.

• lf)'Ou have anyant' relying on you for
Iheir livelihood (li ke a spouSf.." Of child), do
not bredk dny IdWS dl dlf.

- The COOIPSt is .abouf whdt you .accom­
plish dl.Hing the chdl1enge, noi' what you
have dccomplished in the PAst. )bu set no
poinu for hdVin8 "fulfilled" Vdrjous objec­
tives pt'f"'Viously. For instdnre, uy the task is
to~ " r.adio for t:JM poin!. ff you did
thd' wt~r, you don 't get d point for i•.

l'a8!30



How to cheat

voting place where the actual 'to()ling OCCUni,
A week before elections take place

advance polls begin, and the next week.
Election Day. But a certa in candidate, Mr.
Theoretically Corrcpt, has alreadv guaran­
teed himse lf a sea t in the nelll legislat ive
assemblyl (00 noes)

T«hnology
The eo cmeatlon softwa re here for Elec­

tions Mani toba is called VES. the voter
Enumeration System. It's a Microsoft Access
program, secured fO( mulliple users with
passwords. If you have access 10 the Master
computer for the returningofficeserving thaI
division. youhave di rect access 10 Ihal data ­
base which, if you un edit dire<.1ty, you can
add voters 10 with no security check.

I'm sure we all know the o ld adage about
-when an unauthorized user has physical
access. you lose all security.- ThE' bones
K this: at least in my RO, rhe ~er was
routinefy used as an extra d.lI..~ry lermiOdI.
1-ioweIier. this sort of direct access is entirel.,.
unneces.s.ary fora candid.11e to saeal the t'k>c.
lion, as we'll see....

The SNitch
When the writ is signed. the COl'Np'

Candidate's goons get jobs as t'OUmeralors
for his division. As enulTlefaton. they are
given everything the y need• a badge, a pen,
and a carbon copy pad of forms 10 fill oul
with each person's address. name, phone
nu~, and Ofhe.r informalion.

There are no checks on whether !he
informalion filled out by each enumerator
is necessarily true, and so it brromes a
numlxon game • 6S goons (one for each
\'Oling areal fill out an exira 20 names each.
For some bonus, one could add na~ to
vacant houses or add people in weh a way
that w ill not bedcIectedwith a casual obser­
vat ion of the li~ - like match ing last names
w ith people ~ill at the address, or look ing up

C; o o g 4 1 1
by PtlrE'aS!:erD7

names of de ad relatives.
That's an extra 1300 VOles for the unlh

da le, and that is likely enough 10 tum \I
e lection toward s whoever is will ins 10 I~)
It, O n voting day, ibose goons step Into II
lines at three separate voting places 0'1,"1
work thei r way through each voting area.

Of course, this on ly gains the party ttw
candidate is a part of one seal in the assembly
- hardly enough 10 form a g~nlTlE"nt 01
wrest power away from a majority. However,
if the corrupt candidate was running agaifl!>1
someone importanl. the premier of the prov_
ince, for instance - or if all candidates from
one party were this corrupt. then it could
cause a lot of hassleipaniddi'>ol\ler.

Conclusion
Thankfully, Canadian Elecl ions' decen-­

tralized snuctcre makes this sort of election­
riggin¥: hard and COSIly to do by itself, and
there 's always the riskthat the voters' count
wou ld be noticed. It's possible for the uncli­
date's goons to fill in names for those houses
that don't have any people living in them.
or houses that are under construction - but
thai may take away from the lOl'al nun-ber of
bonlA voles .

As it is though. once a name is enumer­
ated, the voter is considered 10 be "m the
system- and identified. All each goon needs
to idenlify himself is SCJme(hing that has both
his fake name and the fake"Of-not~ress on
it. Drivers ' licenses are good, but for elec­
lion--slealing purposes mail is better and
easier 10forge .

BUIof ecorse, this i~ all for infOl'l'national
and ana lytical pu rposes o nly. Any use of this
infotmdlion Of any ocher informa lion avail­
able in an illega l or dishonest manner is no
fault of mine and noc something I condone
as the writer. Please, do not stear Manitoba'~
Elections, money, software, or anything else.
Thanks.

:vne thing they did wrong. It uses the
!S from Coogle Maps . And anyone

· Google Accounl- (wh ich is the same
ail account) can register a new best-

nd all you have 10 do to validate a
is be ab le to aoswer the phone

youpro vided and give them lhe PIN
they assign ~u. That's it. No other

lion .
... ~ we were to have a Coogle
nl (or regislet' one, as they're free) and

ere 10 accidentally put a new business
directory. With a 1o'E'f)' unique name

with lhe phone number corresponding
our friend's cell phone. Wen. we go

h all Ihe steps, put the business in a
ngc categOry tha i most people wouldn't

at wh iTe using Goog411 or one that
aren't a lot of businesses near you in.

, if archery isn't very common around
you live. click that as the calegory to

Ip ruorrowyour results.)
However. There is a down side . Coogleis
damn slow at updating. It' ll tell you tha t
r listing will appear in one month. Wow.
don't expect to be calling pretty soon.

Bummer. I know.
But The little devils over al Coogle h.we

miswd somethi~. When you flf\{ enler dw
.ness, youolMously have to usea number

youcan answer. But aner it's been answered,
simply go back to you r local bu!.ineu lisling
or whatever on you r account. clid edit on
be business youjusl etdded. and just cha~

1hC" phone number. It doesn 't even ask you
to verify by calli~ you agai n. II assumes
thai it's legit That 5 wha l Coogle gets for
SSlJmingl

After that. just make sure 10 answer what ­
number you put in when Coogle ca lls

or use yourown number and change it la ter),
ler the PIN lhey give you , and wail for a
t. Soon Coogle 's slow ass will even tua lly

arou nd to adding your bus iness to thei r
taoose of businesses. After that, simply
II Goog4 11 from any pho ne, look up the
loes s you put in there, have Coogle ca ll
nd bingo blamo, you can use Goog411

dial a friend.
NOlf."'" Goog 411 only lists the eight most

la r resu lts. So be sure to search (or the
of you r business, not the category
lse. it probably wo n't be o ne of the

~I t busloesses,
what does thls mea nl Co to your
p.:ayphone . .'-.iost will offer the ability

I to ll-free numbers for free. Call up
11. look up the number you put in.
-t fOf free, and yep. It' ll co nnect you .
cha!1loe.

Ink this Coog411 can be put 10 some

2007

really good use before Coogle pu lls the free
connecting pa rt. Ju~1 add all your friends
as businesses. any cooVuse rul num bers,
anything you'd ever want to ca ll from a
payphone. Add as many as you can so 11'10'11
when Coogle doesget around to addi ng one,
they should all be up at the same time . And
everyone, if you put some good numbers up
as a business, let everyone know the cityl
state it's in and the name of it. So if you put
in an ANAC you know of as a bu~iness, try
and lei people kl'K)lOl sowe do n't end up with
forty bcuresses of the same numbet'.

It's really 100 f'asy. Put some payphones
in tbere. PUI long distance" payphooes. Hell.
Pvt in a payphooe number. call it from a
payphone: nexl to it allSwer it and leave
them both off hook. In fKl, why not do
something mzyl

Set up an Asterisk box at home and put
that number in the Goog41 1 Business Data­
base . Set it up to three-way a payphone
nexl to another payphone. Call Coog41'
and connect 10 your Asterisk box from a
payphone. It should connect to thepayphone
neld to you. Pick it up. talk into the original
payphonf'. and leten in the other. There
should be some delay depending on where
you live. Note: It Y.OI1'I bea lot of dela y.

But who says you have to stop therel
Ca ther up some 01 )OUronline ph reak friends
from around thecountrytworld. SetupAsl:eri~k
boxes to three--wayother Aslerisk boxes and
then to finally three-way a payphone. Set the
fino! ()O(' up In the Goo8 411 Business Data­
base, call u from a payphone. and hopefully
you can cause quite a bit of deoIoJY.The further
apart the Aslefisk boxes are, the mo re de lay
wilt be created. )
eub Conc:l"don .(

That could be quite a fun project for
all your phreak frK-ods . Heck , for any of
your friends . That's a lillie bit of old school
phreaking fun, made easier with the help
of two fsee services. So I hope you've all
lear ned something from th i ~ article . That
no mette r how powerful a company is, no
matter what service will be put out, we can
beat il. Good luck and take full advantage of
this service! let Coogle know we love their
little service and their big hearts.
I
p rocedure Shout&1

1'\1(> got to give props 10 Halla. Murder_
MouSf', IH4z3/. d racQ5II.... lames-"enguin,
Sock. and big props to pmNYB(i)y. That
guy was ptf."try much my inspirarion (or
bc.>coming a phfP,lIr. . Thanks a lot. man.
EW'r)'OI'H' .It Informarion Leak, and everyone
I missed, cause Ilr.now there 's a bunch. And
also tnose phfNb out tbere srill doing thf-ir
thingand spreading the word.
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~.lf 1600:

Today I withdrew $O<'l1e moneyfrom the ATM ,I t
Bank of ArnIt'ric.1. I inserted my ard .lnd soon w.s
. sked for my PIN. I'W' dorlIt' th is hundreds d times
before but neY'I'l" Ihouxht oIhout this. 1NhIt'n I input
my PIN I lea li.led howloud lhe.- tone was when I hit
each numbl'f. I 'llso (\'a lized tha t tNo four numbers
that I input Nd d ifkoren l tor-, not unllklt' a phone
..",...

I 'MJOdtor If it YOVllId ~ ~sjbllt' to bug thr
ar~ of the ArM ..lind~ lhe tOMS.. A httllt' trial
and error shou ld yilt'ld lhP com'Cl nomben. If lhlt'
n umber O'VCl"heard was , i.JY, 4-4-3-4 it IS Nsy to
ftgu,e out !hit'nurrber in mis mallllt'l. Then .linyou
need is t~ a rd 10 do .. lIansacliol'l. Supposedly
one saflt'guard .g.li05t urd lhIt'ft is t~ Slt'Cl"t.'CY 01
the PIN but it isn't~ seem if I C.ln easily trallS­
lale il inlO nu~ Simply by hearing the machine
and thPn steal the card.

01 UlUlSIt', I could bNt IhIt' number out 01 him
whrn I rob h'm but it's far rnurt' fun to h.xk it .

""""'Fool
And~ II rP tJw. kfft"f'S thdt wind up !"'f''''S

quoted on rhf> oeM. But ~,ioosly. leN those
pE'Op1e whowo moduJ~.ndi includes stt"!.ling
things our 01 _h and pur1'M. obl..lininS ,1,

US . st~ crPdif r:Md rhM nolie's ot1Iy on. uswHy
urtvrttified s;,nal.- wOUld be 'M monI> uwful to
their lik 01a ime. (Other coun trWos hiJVf' s~rkd
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to thlt' rKeptiol'list who I h.Jd just called. ShIt' g.lYlt'
me a pozrled i0oi: .lind asked if I ..... nter:l.l mai n­
renance key or a lelecom key. I told her lelecom
followed by which building lhlt' closet was located
in. Shit'opened a wa ll Iockt'f .tld pulled out . key
with ,1, I..:Ig .tt.1ched 10 it . ShIt' asked for my lIafl"llt'.

company. atld cdl phonIt'nurri:Jer. Ipul~ out my
wallet ;IS I MI9M!ft'd lhe questiOns .lind befono I
could pull our my 10 she dropped the key on the
cot.Jnler. I guessedbeg~ of my business ettlre
mal shit' just assumed I was oka y. As 1 walked
bad: 10 the praetic.:lt' I looked at rbe lag on the key
..nd noticed In.t it had two building n..-nblt'rs on
it.~ enough. it opened . 11 cbets I~ in
both buildlngs l Aftef the ca ll was finished I broughl
the key back. She did n 't check my "..lilTlIt' off in her
book. Sne just tool< the key b.lck 10 lhe locker. I pu t
it bll!h ind me th inking In.t , he may havebeen in.l
~dmoodor 50lTIelhing (common .ll lh is hc&piUI).

In Mardt I had a similar an .lI1 al1Othlt't' peac­
see. The same It'lI.lCIthinghapplt'l"led! No 10 check.
No check off in the '08 book: And absol utely no
signa tures! It WilS ,1, d ifferenl girt tha t was work ing
the coenter, I don't know about .nyone etse, but
il sures me 10 think tha I the proper safegUolirds
..ren 't being t.lken with the nefW(lr\;ing ckMts at
this hcIIipilill. Both of my coworiters reported mat
they haW' neY'I'l" been prompted for any formoi 10
or proof oi work. I an ju~ imagine l~ ~.hh of
~. penon could obtain by rnonilOling;l
network lrom IhIt' cfosfot:~ D08s. addreses.
.00 nwdica l informa lion! I have sent an ..lInony.
m<JoI.D t,p 10 the mana~t company to hopefu lly
resolve this. I guess I will find OUI thlt' nex l l ime 1
hIIvene(WOrk work to dol

inOkT1 D
Don'l' hold )'OUl" bre.rh. Sfup;dify MId bold

s«:utity~.K.tI«'S Mot' ilfI ~""zinJff'Si1iency.

De ;ll' 2600:
Iwork for a small Campullt'!" support company ill

lhe 5OUI~st United Slates . The jobconsists mostly
'tJt' fiIt'kt ails thaI ~i(@' .Imost no knowledge
~ - brokIt'n CD- ROM trays , unplugged

ab&es, etc.. On occ:.asion I rKieNe ....n
to l'It'po1 i' issues at a local hospit.1. The

·lal is one of lhe la rgest in the reg ion with
100 i~ practices partnered with

SOO+ bed fOKility. I rK~ ,1, work order in
IWy 10 ' lIt'Vamp" the~ for .. pract ice. The

i"ll closets for thesei~ prKIices
st ill con trai lit'd by lhe hospita l's management

"'"y.
I ul~ the phont' number located on a sign
_ ..lI !taChIt'd to the locked clos.et door. A

t.dya~ the phonIt'.lnd ~pl.ained \h;It
Id hoJ'o'It' to comII! to the ir office . nd get lhlt'

· 1 ran ilCrosSthe street 10 their office ;tnd talked
tumn 2007

to .ltld 10 know how10 look for It.
rhis I.:ast yNr things "-i~.

with lhe news led to llllt'bei ng _ely
on • regula r ba sis and my wifll! living wim
mily in another state for two months . l'w

beoII!n ne.rly impossible 10 liw with, but it's
".. that shIt" s truly conm ined in ITIiIk ing ou r

work Things with us .lI(\'bener now but
ee $1111 In tbe proct'SS r:A ~.lling .

A Brokll!t'l Husbind
M1tiko it's uncktsundabko to bit' com pletf"ly

ugh, ewer wh.1t tt.ppefled. )'OU .1so dIt'moa­
why peop/It' shouldbit' genuinely ..f'lIid with
tins inbm. tiotl ..lIboot them so reMlily ....,1-

· !kalkers, lun a tics, and people with aver.n
inten tions hllW' all SOf[5 01 power to inject
~ into your lives lind it'S "'-''Y diffICult

rJ£.lIpe their intruding ~ unless you h;Jvp
phn 10 prol«f ~ priv;JC'f. 1M v.asl

;amy 01peopit do not.

. f 2 600:
I was lNding the latest issue and ran K ross

ee snippets section~ how S()mIt' folks .re
ing for an~ It'l'lVii sue . We rn..ade

· h l.lunched in July 2006 at hnp/ lwww.
venompen.coml. Now keep in mind , i' ain'l quite

hardened yd. and we ain't too w(\' _ want a 101
'01 .lltPntion. BUI we'(@' free atld we're anonymous

relat~ term ;lS you know).
ForfIO¥O', I thougt'l tNtlh is rn.ay tlf' 01~d 10

yourre~ in 00 ' bi g old comrnunny. Wt'.~ (Nlly
hl!f@ to do no harm. I Just read !hit' a rtide and f..lt
It olppropria le to provide this link 10 wh.it _ ff:'lt'liii .l"eCIt'Ssary outll;'! for those who 1'W'f'd 10~
l:oncern (puII!rile or not)~ 10vent anonynmusly.

I hopIt'you u n giNn thegenuil'llt' infII!'f\'5( I~
In prov iding "I' 0U11e( 10 those who . rt' fNrlul oi
be1ng idmfilied !with the understand ing they don't
~ to us from work or som eth ing Slupid like.....

Muddy
II shooId ~ noted !Nt the m,ail Wt sea

pmed through this site is posted for .11to _
(minus addrt'Sst'J} and thilt IhosIt' runn!ns lhis
'y51't'm ~ve the ability to Jt"t' eworyrhinS.

Safeguards

Priv<Jg. 1lw wilT~I ~lUJUnl ,;.l1o¥r1. to forWard
" MId o.Itgo!"t\ em.lih .-:Klier

Deu 2 • -=cuunt '-~ l"" On ..JeW thftn in your~
I "Itt'{ 'fee 1"8 Itw;o n-f'$l ' of '2600 I C'mdl l P'O"\dl'" I Nd 110 tmubfo: Il.'tf~ ltlIs so I

st.1I1~~lft,8 through my 5ld<..k.s of bali< issues. This could ITlOflllor to« unlule COJfVl"IUnlGlhM. I twd
w..un't~ I~ Iool<Ing kIF bull QlII'Il!'~s an tI("[{'J,5 10 her c1~t ~u"'.1inn 11Uf!\ber\ imt'\.
.a li~ I 0Il1Ide ;n~~01 ",nii · · .. ~ and Ihqr "~" ~II
dJr'o..(rI ~. II ~ Wd'lTj Our t-ne~.~ I~~i1~
~ and"..,."CWi but last Mrf my.... iff. h ;:;..a ~a, lilble on !he ' [ i1ft I'ldI boUy tn.ll
heartbrea king lll'W$ 10 me. I'U leave out the juicy ~lhry ~yments on ,~ iiJ"f can vieW the cart
details but she to ld me dll' broke off the affair and h!slOt)'go tng back 5e'o'efal months. Iwas able to see
wanted lO . fi~ our marriage. Having )'OUr~ ~emywilelalled toonOtJr~~.and
tell~ thIS 1$ the worst kind of~. I u n say her «41phooe. If she ~ed $Omt'thlt'l£ from ee
there IS noth,ngI'nOre pa inful or l~ cNnging INot hIStOry on ~.~ phone. II ~Id no! be~
I've eYt'I'~ienced. Within Ihe fIel<t Mow ""ft"I<s from the onlme-ra:ord$. Using Firrio>l.. I found an
I changed from being .n all-tf\lSting husband who eldt'rnoion rh.al helped me find stra'f addreMe5.
never questioned h is wife', fa ithfulness 10 an An I had 1<) gel was a na me a nd ciTy. _ •• kip
obsessiw,~ jealous nYn who h.ad 10 know - ..... . eo- ga'<'l" me aCCf'5S 10 !he extension
wheres~ was oU'Id...na1she~ doing . 1.U limes. .f>eoop5e Seard-o .?d Publ ic Record TooIb.ar.- This
~'s ..mele was aboul thr inlotmiliofl ~~ gave me sever. 1 links to wdJsites inc lud ,ng _ .
..b le 10 pull up off his girlfriend 's c OI"IlplJIl'f from - raN ... rch .eo- 10 do my 5ean:hes.nd made
d!,>leted .:md hidden files. He was nOI o nly able to tl WI')' easy 10 not ooly give me th is guy 's home
find this Informa lion but he was able 10 put e'Yffy_ addrt'SS an d phone number but a lso his wife 's
thing tog«heJ .nd create a~ det.i~ ti~int' na~. Alief. lew se.lIlChe$ I not only had thr infor.
d. ~iog~ did inc ludins phone call s, ~nk mal~ I ~n~1IId butl.~~na~ atld~
Wlthdrawak.,.tld~ she wenI til). of hll'l\. h,s w,fe• • nd hISmother.. n-law. F.ifl1ily lree

I am not SO ludy. My wife is _a~ oi my ~ pages~ even mott' dl1.ails: ch ildll'fl 's "I'd
computer skills and if she wants 10 do something parents' n..mes, birth and malTiage da les and Ioca .
on the Inlt'foe! that she doestl 'l wan t me to know lions . Driving by the hou st' g~ me the chance
about. she'll uS(' ~ of lhe Internet.ccessible 10 see thei r ars ..nd lic_ plites. I foutld _ .
compul:ft'S at her college-. When I w;JSn'1 pacing .... . 0 1"9 ~ th is 'M!'bsillt'g.wIt' me links 10 my Ioul
or going nul5 in SOrTlt' way, I was on !hit' wd) SUl tlt" S onhl'llt' pages 10 _ ...nat I cooId find with
trying to find OUt It'VIt'ryIhing I could: Where was t~ Ikt'flSlt'l.'l.ates.
she nowf What was s~ doingl How long had she Many CIties and counties o ffer WEbsites tha i
been lherlt'l Wh;Jl was this guy 's namel Whefe did .lllow you 10d lt'd< realrds to see il SOlT"iOOOIt' is an
~ liwl~ did hit' ""JrU What W ;JS h is email offendt.,- or hoisa a imina l rt"COrd. Some SUI tes It'\Ien

~ ..nd phone number l o;d he hIvIt' a crim- hoJ'o'It' prisonlt'r inmallt' lists on rhIt' Internet. T'he.It'
ina l rt"COrd r Was hit' .. st'lt oHlt'nderr Wa s thlt're • gover nrl'1It'f1l li tes a(\' freeand iIVo1 il.:able for use by
warrant for his arrest, hopefullyl lhe publ ic .

vww ,bl . " kbookonl!ne . info has links to O n my wife's n.15h driwo I found a good-¥
_at sites Iool< ing up crimillal or government !I;'!tet lh.1.twas mor~oI . love lcttl'l". It gave l'IIIt' rnr:no
recotds. W im this si1It' ..tld cehlt'rs I was .lbllt' tt:l information .lkMing me tt:l~ Goode Earth 10
.05_ ,1,11 thew questions. AlOma said hit' was my tool brJ,,; oU'Id g.tW' lnl'.~ 01~ they'd
s~ ':hat he> was ..b llt' to get .11!hit' inform.:ltion blom. .lInd~ llwy talW cit- dn-amed mout
that he dId. I c an easily say the same lhing ..bout ":,~nl"8 - .ar to. I WM ,lIso .:able 10 visit Wt'bsiles
~hat I found of! lhe .Inlemt'! , My wife's college- glVlnll d t'!a lls of ~a. h of. l~ loc ..r~~ inclllClinll
ISsued S1udent ident lflCalion ca rds tha i worked some of rhe ...a ll..ble Intlma le iIC1lVlfies for the-
simila r 10 credit an:k. \tJu deposit money a nd guesb. . .
that .lI mount is cflt'di~ on lO thlt' card . This .lI11ows TherIt' IS • IOn d ,"formatIOn on the IlIIIt'ml1
you to use lkew u rds 10 pay for a nyth ing while atld once it's there you un bft thai info will ne-.t..
on campus. This inforlTlillion is then put on the be erased. If you dnutJ( tNt, go 10 _ ,are hi v. ,
coUit'8e'S websj!t' so the students can view thei r - o r 9 · I crt'.:Itro a .....ehsilt> and rer'l"lOlo'f'd it 0\In

MC'Ounl balanclt' and history. Through th is -mite SIt"o't'f'I years ago and they still h.lVlt' evety ddall
I was abllt' to _ whenshe afl"n.m by thlt'Wfee shit' ~ it.: Qnce.~ gaill5 .lICces.s 10 lhIt' lnllt'mrf
puteN5ot'd beforlt' her first d aS5.lnd when she left ~ s like IlISI.1 lhng ..~ h.ird c\riveo with ,1,11 of mot
by paying the pa rking ffOr for the parf< ing garage . Infomulton . It's a ll ngM there. You just need 100 ui
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to use Ihp ·chip drtd pm · system Ihdl requires d
PIN bu t no signdfure artdsupposoo/y has reduced
credi t urd frdud and idMti ty theft.)

Submissions

game.... There is something different today." This
is absolute ga rbage. On a regular basis, I down­
Io.'ld gigJbytes o f in(o nnalion, some of it not ou l
of place from anything from the BBS era. most of
it not . Wha l makes _ to put on one 01 the text­
files webslt€'S, I do. VVhaI doesn" ends up in my
archives. Eithe r way, I find lhe processma ny times
easier and painless than the height of the BBSera,
when the opportunity to download a 'SIT1all h.:lndful
of text files came at the price of an entire evening
of rediahng with a modem. In one (>\I{>ning in the
current era I un download more files than I d0wn­
loaded in a dec.lde of using BBSes.

The article cla ims lhat new USf'f'S .Ire on ly
recently the \lictims of lack of respect. This is (raty:
Ihaw! file aftt.'F file of bulletin board~R" bMlos
showi ng disrC!>peCl to new users, just as I h.:tve
man y showing respect alld ch,lIily by offering
information ,lnd guid.1IlCe.

While I ~tdnd thEo need to fill pages,
please Cutls!do-r ilrtides that provide rote instruc ­
tions utl baste aspects of ccmputee information, o r
which don 'l attempt to stray into walpf'd histor ica l
teachings in the space of DOe a nd il ha lf pages.

lason Soon
Whik we undentdrtd your obvious pdssion

for whal you do, i' is posSible to convey know/­
edge of the infrxmdlioo dnd servkes you provide
withoul iflSlllt ins us Of our writers. ~p/t' submit
dtlicles wi th tM knowlPd~ that thPy a re dWdtf'
of. otMn WIth additooal knowledge . dd 10 Ihls
Of correct fM misldlces. If's noI "boer' uying to fill
~ges or spedking 00' of ignorance. II's .lI pmcr!u
thaI resul/$ in a didlog amidstlhf' ck.-rringhouse of
informdtion that pdsses through here. 70 us that
didlog is dS importdnt dS Iht- com:/usiom since i t
gets people in/O a Ihinking mocko. \-Vhen )'OU put
propJp down fry tlOl hiJ\linS tht> Sdme knowledge
as you, then tholld id!og is poisoned and overshdcJ.
o~ by flE'gdlivily.~~ already enough of Ihat
to go around, pdst artd pr1'Sf!nl

.. ' I kflOW if aadiOSmore pages for the story
be reasonable, but it was just a thought.
, keep up the goodwork . 1600 has me as

merwder.
Ma$lerChen

'j a rdre com bif/4 l ion to bf! abk fO write a
I story andgeI.lllhe fermitlO!oRyright. We~
SI!t" il hdppen more oflen. As ror Ihf.releese

d tM issues, this is d problem Cd USed by the
and distribu tors. We ask them wMn lhey

it in order 10 met' l a pdfl icu/ar on Sol ie ddte.
thoogh they gel the issue on the rhy they
til in order to meellhdl ch le, for wfldtellef
they do n't gPl dround to puWng it on the
. BlIt we\oed/SO had the opposite proble m.

dlJ/ribu tors push the issue onto SfdndS well
Ihe o n Jille ddl e fhlnking Ihey 're sOmE'how

Ing an advdntag(' by being firs/. This only
es off our other distributors who tMn do the

me Ihing ne:cl l ime. And while all allhis is going
. WE're also frying to get it fO oor subscribers
thin the Sdme ti~ (rd/Tl('. If it conlinves to be a

m we Cdn fry artd gel i t on stdnds d week or
(>dr/ier. BUf even then there will be proh/Pms.

bdl much is gUdfdnleed.

,..,.
If Otlly we knew""""'~ IIIe thought woi$ pnS'

We don 1 know how Wl'!/ oRany of oor 4tf~

;aN' but ds lt '! np vt'f" been oIbou1 money, this /snl
Jmf'Ihing th.at's likely to mdlfe r.

De""2600;
r apologize for this le tter comi ng so la te but

I was on ly recently mad€' aware of an article in
1):J call1!d "Where have a ll the Phil€,z Gone?" by
Glutton . This article is horrible. Dear 2600:

The article, for everyone who hasn 't redd it I read the article °Ha.cklng 'bur Own Front
~ince last fa1l, covers lhe topic 01 "text files," files on Door" by Cliff in 14:1. Cliff WolS right to point oul
bullrtin bo'lld systems and their place in history, thai many loeb on homes J nd businesses in the
.lind a disc ussion of the current state of them. 1I is United States are inadr.qu.'JIPa nd t'asy 10 pick using
wrong on both counts. the · bumpMmerhod.~, ~ states tholt- MAn

An implication Is made thai these files are hard of the locks can be opened by an a l1l<\lel,lr in les.s
10 find. They are not . texttlle• . eoOl hOls been than two seconds.MThis is tota lly false. first you
milking BB~a text files availOlblesince 199B, and need 10 gel a blank key that 15 uncul. It is illega l

s itself been mirrored and downloaded counlless for a locksmith to prO\lide this. Even if you got the
rimes in the last nine years, It hdS been thoroughly correct b lank and filed il down, it would on ly fit

JllPed by sea rch engines and the lens 01 thou- into a lock with the Silme keyway. There a re thou-
nds of BBS text files are being d iscovered and saods of differen t keyw ays. Just go 10 a locksmith

nloaded constamly, 10 Ihe rune of hund reds dnd IooIr; at a ll the keys hanging on the wa ll. Many
thousands of U5ers a month. phrac:k .orq is keyways are propriet;lry too and you could never
tioned ,)§ a 5QUrce for Phtdck, wh ile t e x t get your hands on lhe blanb anyway. But let's Sily

lee,ea-hdsPhrKkandhundredsofotherelec- you hold possession of a Med«o, Abloy. SchIJge
ic magazines that hiJ\le flourished in the laSl10 Primus, ASSA. Mul·T-lock, Kaba, or OOM key.
rs. A second site, veb. t exUIl.. .ea-, tracks Theblank wouldn't help you pic k the lock since all

S-slyle text files """';tIen after 1995 , providing these brands go~nd the s imple five-pin ted1-
Ipc:.ation for users 10 bot h read and uplQ;ld lhe ir noIogy ..nd picking them is~ close 10 impos-

dy writte n works . sible. Cliff suuests using a Chubb-sty~ lock.These
Then, work ing off this ba5t' misass umplion, have berm around lor over 150 ye<lrs and they are
on speculates as to why these 1el<1 files are equa lly as secure as any 01 the me ntioned high-

10 find or not a\la ilable . His conclusion is security brands. However, leve-r Iodo:s (Chubb-
"The sharing of information is a dangerous styl€') art' genera lly morti~ into a door and are

•• •• .__ ..nn.,. "- C-_ _ "-__C- P.o.... ?,-

you won't sha re myemail addrpss with a rl)'OO('.
W

7here Cfflainly ere a lot of submission que
tions in this issue, art"nl thprp? We.- dlways dd~i....
propk to send in whdt rhey 'w written. In ordt!t trl
be cons idered, your artk k must contain ('Je.rnenl~

of lhe hacker sp irit wh ich baskdl/y mNns inquiY'
liveness, imagin<Jtion, rebPlliousne5S, and 0111
abili l y 10 think oU/$ide the box. It shouldn't brr
the sort of thing Ihat could appear in a Mnormalo
compuler pub!kdfiofl. And unless you indicatl'
your emdil dddress in the IPxt of your aflkk, il i1
nOI printed nor relNsed 10 a nyonE".

Meetings

Dear 2600:
I know in yoUf meeti llg guidPlines it is stared

that anyonp can atte nd regardless of eepertrse
leve l. I am going to school fOf compute!" secu rity
and forens ic investigation al this time , but I real ize
after listening to my professor s that the best way
to ledfll the indu5lTy is to network w ith Iho5e who
~r e o1dua lly doin g the hack ing. My ultimate goal
IS 10 goaflf'!" c hrld pornographers, which I am sure
wou ld be a fdvorilbko goo! in the eyesof a ny hacke r
thol t hols children. I also want to Ie..,n how best to
pfOle( l childrPll while they 're utll if1eSO the preda­
l()fS~ 4 holrdeor lime pM"orming their ungod ly
de.od:s. Wha t I don't w4ntto do is make a n)Qfle at a
2600 lTlf'el ing uncomfortable knowi ng I'm not there
for malic ious hacking. So before eve n attempting 10
allend I wanted il to be known up front why I wan t
to attend .~ anyclle at 2600 know of a ny free
o nline lutor ia ls forhack ing basiol Or a re thereOlny
members williOSto share the experti5e for free to
help me in my gDdlr

Vinet'
The fdCl thaI you think mee/lng dlfe~

would be uncom fortdbJe. if you wt'o'e not mJl;.
ciou~ ,(>II~ us you havp d gredl ckJ ' 10 k dfn aboul
Ih i! communily. As fOf wanlinglO protect the chil­
df('fl. t""1 3 dll fine dnd IJOOd bUI far 100 often WE'

5f:'r !he tools developed wit h thdt in mind furned
dgdim l 1ho5t' who merPly wish 10 exist in d free­
think ing and open enVIronment. The besl wdy to
keep kids Sd fe is lOeducdle lhem dnd nol to credte
d · ndnny net · which will resull in the regu/dl ion
ofcOn/Nft fdr beyond the original lJOdls.

Dear 2600:
let me say thai I've beerl read ing your maga­

zine for almost s ix ye<lrs now and I have loved
every single issue. I'd like to cuntribute two id!>ils
that might milke it even betler . One, I know you
guys a rp reiN sing the lTIol8'1zine on the first Friday
of every seilSOO. Even lhough ii' s relea~ al thilt
lime il usually does n' t hil the stands For aoother
few days, so il miues that 2600 mreting. If there
would ~ a way 10 retea5e it a few- days prior to
the meetlOgs, we wou ld haW! the copy with us and
more things to discuss . It IMJuld be excellent. My
second ldeil is to have shortstories writteo into the
pages sorndlow. May~ like one Slory per issue.

itlK writing OI n article introduc ing I figure if 0111 of us dgree that Hollywood doesn 't
"'1 ot :1n ~ fTicle explaining the intlel" depicl us .acrurilIPly, whydon 't we show lhem how

". ~M. Are either of these SOfTIE'lhing iI'S rea lly done with p rope r terminology and alit

~~~M'_'_""'_~_"'_i_"Cpo_b_H_.h_;_":"_'_,",_"_'_h·C'__'_~_:'"::"::...::'-.:.:::'..:'y:...:""""'==-:t~~~r~~tr.a_E~

Dear 2600:
I am writing in regards to article subm issions lor

1600. I havE' an idea lor somelhing aboul which I
would like 10 write . What is the procedure ' Shou ld
I simp ly write the a rticle, then send ill O r do I give
a synopsi s firstf Also, what kind of word eounu are
you inlf'resred inr

Michat'l
Thewhole process /s t!?latNely informal. Simply

send your submission 10 .rticl...2600 .eOlll
and, il iI's selected, you'Jl get d nolifica lioll some­
iimE' beicre the flE':ct issUf' comes OU/. (Depending
on bdcklog. il cOllld lak€' d couple of issues fO(
your drtkle to dppear.) .... synopsis isn1 necessary,
not is d word count. Go frx .15long .u neceSSdry 10
mdke your Jrticle inkxmative dnd in ft"ff'5ting. lu~t

remember to keep If in tM h.u:kerpe~IiVf".

Dear 2600:
I have ,10 a rticle I wro te on using ssh as a.

SOCKS proxy10 keep people on insec ure networb
Imm s,pying on you. I have J rough dr.1ft on my
webs ite. There Wl'ft"~ COOWOPnIS m.lde on lhe
article and Iwould like 10 incorpordte ttlme into II
if ~u guys are interested. I will rewr ite if if there is
a ny interes t in this top ic. It certa inly helps me with
a 10101 pri\lacy and firew-alt coocerns .

Tyler
Sounds interesting bUI we hdve to paine Ollt

our polley dboul pre\liomly released mJterid/.
If iO: tx>r..." published a/reddy. even on d small
websife that 'S open /0 the world, we likely won1
be abk 10 consider it asoor redders If>nd tlOf 10
like reprints in new editions.

Our 2600:
I WdS rece ntly wr iting a SYN port SColnner

Ib.n ed on raw soc kets a nd the pcap library) and
wa.s won der ing If an article abou l the process 01
butldlllg such a sca nner would be interesting to the
leaders 0( l600. Do ~u thin k you 'd like to publish
something H e thisl

ilh ilg<lre
II can't hurl '0 M'nd it in. Even if WE' don't use

it joUu've gotten your thooBh~ dawn in writing
which is d/most dlwar~ a good thing.

Dear 2600 :
Are there any minimum requirements for article

\ubmissionsl

J"'"
"'btrl~ Ihdl makp sensp when Willig together.

IIl,.t hdve something to do wilh hacking.
~ ,h.t, haven't appNfr-d ~5('where.



Of'ar 1600:
Fir!;t off, I love the mag. I'm a long time reader

ha lfway though my fi~ subsc ription . Now tha t
formalities a~ OUI of the way, in 24:2 a person
named Barron wrote and. frum what I can tell, he
was mad abou t a public library having a coeectled
access progra m on il$computers and he also cou ld
not find a becker or group of hackers who hacked
in the name of the USA. As unintelligible as that
lener was, my lent'!" is about tbe response from
2600.

Aboul halfw~ though the response, the topic
turns and starts comparing peopl e who look
for hack ing groups to the mililary. App.arl'f1~'r,
accor ding 10 the responde" members 01 itK> mIlt-­
I.1ry are wril ing IettL'fS 10 1f:.>{JO in order to lind
hackers 10 "do lm r bidding... for lhe il version
of justice" evt'n thouKh thE- first letter never w id
anyth ing ahout the mllitolry. I pen.onalty was in
the Marine Corps fu' five years. I joined out of my
ow n free wilt and f\l.' itlM't" I nor anyoroe I krwow ever
lried 10 trkk wmeooe else (or d group ) to "do co r
bidding." We already do our ow n dirty wo rk and
have our own "hacker!;" so we realty don't need
you to "become another branch 01 anyone's mnr­
I.1ry.' Many of the people in the military (not JUS(
the tech savvy co mputer guys, I filled optics on
M-198 howitzers) reold this molgaz ine and would
not appreciate be ing comparedto hUSllers, merce ­
na ries, and other such lowlifes.

I'm not SolYlng thfo U.S. gove rnml'nl (DoD
Included) does not have its f1a~ but please do n'l
assume everyone in (he military sh,jlrt'!o those
views . We are commissioned and I'<I li!,foo men
and women who ere s.t iU just as If""" olS olnyone 10
have our op inions, views, and ways of life. Many
people did noI do anythin g for the freedoms they
take for granlE'ft, but many h.rV('willingly died (Of

this cOtrntry so you cou ld h_ your opi nion and
views .

No one in any branch of the mililioty deserves
'N'Ords like lhat from anyone. Righ t or wron g. on­
topic or not. The«!'s no need 10 tarnish what _
sland for, whic h is malnla ining your "free and open
access to lhoughts, i<\P.1S, and If'C hnology." Please
don 't assulll(' lh.lt you' re the on ly ones who care
aboot freeOOm. If your edi tors/respo nde rs don't
app~ of this cou ntry's cur,,," , military actions ,
lhal's just fine, bul please don 'l disrespect us 10
show your opin ions .

Dear 2600:
I have been reading your magazine fm a year

now and I absolule ly love it. H()'N'I'V'('r I do find
that your radio show seems 10 be rathe' lagging in
hacker related con tent- choosin g irl!>tedd 10 rant
olbout pas t shows and the FCC.

micah Sempet' Fi
The radio show is not meant 10 be a rehash Cruype te

of thema8azine and il basically co vers fhe world ePl, USMC
of lechno logy, pn vacy, con sumer issues , and life ACWol lly, Ihere a~ plenty of people In lhe
,rx-If from a hacker pe rspective of elfperimenla' military who deserve words like /ha l ilnd il
lion, observation. and queslioning. We try 10 who/e /ot more. IOu ilff! no l a monolithiC group
make it as imeres ling olnd Infectious ilSpossible so of people who all Ihink as one, )bu hilve some
th.1tpeople with no techniCill know/edgf! ill all ilre grea t people and some rE'il fly horrible ones.
dr;Jwn In. Focusing on the histo ry (pds t shows) We never condem~ t'Wryone in the mlli/ilry
unrk' rlines the significance 01 what we 'rt' doing olnd our words wert" by flO mea ns fJleil nt to be
.md keeping an ere on the FCC ...nd their overly ilimed J04.ly oil till' mililary of any one country.
rrslrictive actions Isabsolu /t'ly t'Ssen tial to anyant' II ~ ol d'sservin:' to }fltIr organi7aUon oInd to !he
/nt t'TE'51ed in Ihe survival 01 rad io and free speech. resl of us 10 SHUply lurn oil blind eye when somt'-
those interes!ed should go to http;//www. 1600.thing hafJPt"fs involving the military Ihilt would be
romlo fllheh oo k to listen live or through the wrong in any other }f.'tting. And when ml!mbers
archive. I( you wanl the high fidelity t'd,r iotts, you of ilny milil<lry Iry to~ ha ckf." s to lolUnch den ial
CdI'! order them .1.1 hllp:ll store.26OO.com ol nd have of servicr allackJ "'Bdin~ t othe, countries, _ will
hu ndreds of hours of history at your fil'!gertips, spedk out olgoiirl>f it That goes ilgalnst the "free
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in/ormation bec ause people are olfraid 10
/ormation 01'1 the same thing twice.

is of COU~ brings me to my second pcinn
Is always 50melhing d ifferen t in each an k le
,f the topic h AS been covered befOfe because,
, lech nology changes every di!Y. I read the
e in the Spring 2005 issue, and I did it. I made

JlWn magnet ic stripe reader. There is a casino
t wilt remain nameless · lhat uses a gift card

to manage the information of customers'
nres . I wenl to thts casino and rested my stripe

on their ca rd. When I outpulled the data, I
"ble 10 see where the bala nce was stored and I
oiIble to change thai amount. Iwen t from hdving
on rbe ca rd 10 $45. I took lhe ca rd back to the
no 10 cash out. I wan ted to see if lhey would

able to notice thaI J _ nt frum having $40 on
card 10 $4S withou t even gambl ing. They did n 't
I made a fast fIVe bucks. A year rater ' d id the

me thing and almost got my ass arrested whell
cou ldn'l match up lhe data on the card with

game logs on lheir servers. So if I we re 10write
article on this top ic, should it be rejected on the
is that it w.u discussed a lread)<, even though the

8i""l article is no longer accurale for th is silua·
nr I think not .
Info rmation should never be kept frum anyone,

t there should not onl y be one way of obtaining
either. This magazine has beenpublished for the

laS! 23 yean. They must be do ing a lot of things
right to survive thf' troubl('S that they have proh­
.ably had to goIhrough. RE'member, hackif'lg Is FHll
'ust an action Ih'" is done on a computer · il is
a way of thinking. O nce again, editors of 16OO,
thank you for pulling OUl such a fif'\(' publication
and ~L'qI do ing ....hat you are doing. I look forward
10 readi ng all the Iuture Jrlides on WiFi inlrusion
olnd socia l engineering . Hack on !

P3nguln
Thank5 for the kind words . BUI please don 't

mt'nt ion us !he ned lime you mess ...round with
money in oil casino. In fact, don't let there be a
nellt lrme.

poo r 14·year-old Billy does n't have an Inter
connect ion, how is he supposed to gef h is queto
lion answered if the ed ilors refuse to a rl!>Wff it ill
the magazi ne? He~n'l. and a quesl ion not be inll
answered is never a good thing.

The other thing olbout having all the infcrma­
lion provided 011 the website goesback to myslate­
me nt that hacking ;s not an act ion, but a wdy 01
lhinking. If all the information on how10do things,
proper formallin g. electrical schematics are spoon
fed to us, how are we supposed 10 hackr Holcking
is the search fOf information to try and find a better
way of accomplishing a goa l, whether that is to get
an iPod to snag all the passwords off a computer,
or finding a d ifferent mad home when the norma l
one you travel on is closed down for co nstruction .
As far asarticles go, I realty don 'l think lOe editors
mind if you send In a banner or not . I(you do, and
It can be formalled 10 their meganne, I am sere
lhey will use il. If not, then maybe they will find
one of the ir ow n. Who knows un less you either
ask, o r tryr

I have been using Unux for the laS!fou r years.
Not until just recently though have I been really
Irying 10 lea rn how to manage a UnUll boe . You
u n 't Ipam how to properly adminiSler d Linux box
Or n'ading ... book or by always being giwn the
anS"NeOo. 1h,w., used fedor.J, Uhunlu, Red Hat, and
SUSE. None of thtose really I('IS you IN m how the
OS works because a lot o f functions are donE' for
you. A week ago as of writing this, I SWilched to
Slackware 12.0. The reason for this is because il
will give methe opportunity 10 actu ally learn linUll
because hard ly anyth ing is done for you. Actua lly,
appl icalions work better and faster if you rompiko
the source code younelf rather than f\lnning an
initatler. Some people don' t need to know bow to
fully administer a linux d istro and that is fine. But
~or the peopl e who wanlto learn how 10 do Ihings
In l lnUll .11 the command line, you don 'l learn
unless you do.

I have only been read ing Ihis magazine regu­
larly for the lasl three years, which is onl y 12
issues. If I remember correctly, out of those 12
issues, lhere have been four articles about some
sort o f WiFi hacking. Whether it was breakin g the
WPA code or wardriving. lhe top ic of WiFi inlru­
sion has bee<1 talked about a 101. The reason is,
as lech nology changes and gets better, lhe ways
of accomplishing things you wanlto do with thai
lechnology changes. Do you think Ihat for the laSI
23 yeol rs lhis magazine has bee n pub lished lhere
hasn 't been a multitude of dupl icale lop icsr l ook
at ~ It the ~rtkl('S lhere have bee n on socia l eng i.
n('('(ing. The 1l!00SOO for this is twofold.

FiN,let 's thinl of poo r I"·yeolr-oldBltIyaga in.
In I I \I~ Spring 2005 iuup, magnet iC stripe rNding
W,U discusS£'d. Rut Bilty doesn' l pick up his fint
260Q unlil a latN i~sUl'. /'.Wanwhile. someone
submils an an ic le on magnetic stripe read ing and,
while being ir>rlO\'ol tive and differenl Irom the
articko in the Spring 2005 issue, the edilors ,eject
the a rticle because they are following a new ' 00

duplicate ltlpic ' policy. O r maybe the aUlhor of
this article goes to 1600's webs ite and sees that
magnetic stripe read ing was already pub lished, so
he decick-s not 10 suhmil it in fear lhal the editors
will reject the auide. Ei lher way, Bmy is now
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not compatib le with doors des igned for use with a
ryllndricallock.

Anonymous

Dear 1600:
This is in W!iponse 10 MS3FGX's le ller in 24:2 ,

The edi ton at 16OO are doing a fine job with the
INgazine and theil webs ite. You should realize tha t
lhL'!"e is a lot of wo,k th.at h.as 10 be do ne betweoeon
ea ch iS$Ue. r know that three mon ths seems like
a lot o f lime for onl y 01 70 page magazine, bul ,
would not be Wfl>l"ised to find out thai it is actua lly
very difficuh fOf lnem to do what they do.

You need to remember thaI hacking is not
mere ly an action that a persondoes on a compulef.
It is 01 stOl le of mind; a way of thinking. 'mu say that

I they waste space in their m.agaline olnswering
repeal qlJt'5lions and th"Y probably Be! a lot of
dupl icale articles . Yes, lhey do repeal a lot of the
same questions and yes, I am sure they get tons of
duplicale an icles. H~voer, r do not see lhis as a
bad thing.

Fint I will d iscuss the questions. People of all
ages and li (f.'5lyl~ read this magal ine. There are
pl'l'Pl e who do nol holVe an Internet connection (as
farietched as that may soun d. it is tlVE'l. Or Ih"Y
m~ not know of the 16QOwrosile, or don 'l know
how to sea rt:h for it. So if lhe ed iton posl answen

, 10frequenll\· olSked quest ions on their website and
' Pas< 38 '

Ou r 1 6 00:
Please let me use you as a medium 10 thank

NYC locksmilh for his fun, d€tailed and excellent
response 10 my article "'Hacking Your Own Front
Door." NYCl , sir, I defe r to your greater knowledge
and expene rcel

You're correct abou l the Brilish coooecuoe,
and indeed correct abou l my lack of insider knowl­
edge on the subject. I'm not a trade pro fessional,

I'ust a guy who found something that worr ied him.
earned why it wo rried him. and wanted 10 alest

others as best Icou ld . The topic didn 't seem10have
been covered in the past five yean at least, and
so seemed fa ir game. The heart of my article was
pitched as an awareoess-ratse-as opposed 10 an in­
depth e:>cploration , assuming 1600ers were smart
enough 10 go and find outlTlOfe (and then try it for
tnemselVE'Sl if they were keen!

I had enough iOCCe!o~ with heed-carved bump
k"Ys to wa rrant thinking this wo rthy of submission.
I'm mosl pll.'a\t'd that we S8'fT1 10 he uniquely
UMe" pmll'Ct,odht.>re in l~ U.K.cemp.m odwilh all
the sUlteYm.l nubC"l1Jwn you seern to ft..n.. .wail .
ab lp in lhe U.S. We neoed a widef spread he re, bll1
Yale (o r compatible/clone lock } have something
like 7.~ percent of the front doors I know, a ll witli
the same gating (or whatever your lrade term Is, if
not "'galing· l. Although I didn't dist inguish clearl y
rnough between a univefSill master key and one
for a perticulae w ile of locks, in the U,K. a Yale
bump k"Y is approaching funct ional equivalence
10 a master key.

Thanks again for the considered and fult
re<opOfIse. Perhaps you would like 10 write ether
art icl('S on physica l sec u, ity Wilh more detail ? I
know I'd be kt>oPn 10 read any you wrote . I'm sure
many othL'fti would be 100.

O if(



luslin

Trollallor
Whatf'Vf'r we can do {O add a lillie joy / 0 li fe.

Dear 1 600:
I wanted to let you know thaI, with $.lIles tax,

one issue of your magazine now comes to S6.66
where I live.

Thank you,

loh"
We haVf' si~ Irorflf.'d tlhrouS h another

reader ) th,)! _ \\'<'11" mi~t.lk('n in our beliefwt
rhe price was embt>ddl>d in 1M UPC. Our only
concern cotneJ from IhIDe instances where the
UPC is no/ entered (E'ithPr m<lnwl/y or by scan'
ning ! and the resulling IlOn<oumed issues <Ire
billed back 10 liS. So 1.1' only & rneJ and Noble
has /hispolicyofcharging pubfisJ",",s lor -mi5~lng­

;SS lies and wt' hope to see an end put to il as it\
horriblyunfair to /hose olm who h<lVE' no con/fol
ovrr how m<lnr IHueS gE'l los/,. JitOpMlf>Cl, or
pilfered by employt'Cs.

wrong peouon, I would suggest prepa id service. All
you have to do is hand someone some (ash. get a
PIN, enter it on your phone, and you're good to ~o,

no queslions asked. h .s. however, more e>:peflSI\t('
thefl a postpaid acccent (depending on how much
you lalk), but privacy comes with a price. As for the
graph you mentioned that shows whether youare a
profitable customer 01 not. I have not seen thiSon
our systems, but each letailer may ha\f('their own
sonwa.e to access AT&T's information.

I hope this has answered YOU' questions and
those of anyone else who is concerned ahout thf>i r
privacy.

()(>ar 2600 :
In 24:2. Raven wriles thaI he purchased

]6()(J at flordfon In West lebanon, New Hamp­
shire. and the m.lguine didn't scan correctly. t
have pun:h.1r.ed Ihr IdS! MO issues at Barnes and
Noble in M.mchc.oslE't' and t'dCh lime the magazine
scanned COfT{!C{ ly. And with mymember card. I not
only gel 10 pt'fct'flt off, I have the satisfaction of
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Dea r 1600:
While t was fl!ddlnll the taesr edition. I noticed

people explaining thaI Barnes and Noble had to
manu,lUy enter the price of Ihe magazine. I also
I't'ddyour E'1(planalion rhoilt the price is rmbl'dr/fod
In thf> Uf'C Itself. Huwf'\e', Ih.:tt pan d the <I rgu­
mef'lI Is I"e!t-v"nt. Whyl 8f'C"use BarN'S and
Noo k> uses NCR lor their POS s~em, much like
myown place oi employment They lise a database
system for all UPCprocessing. Ours is called Unity.
The process is a simple grab and run type system.
Employee scans thE- barcode, the system c~ks
the Uf'C in the database and d,splays lhr price.
16ecause NCR allows you to change the poce on
('\t('l)' single UPC in ('llislt'OCe, price embeddi ng is
u<of'less.1

In SOOll' c~ as it is wirh 6.lmes and Noble
and the fiuelualinll price of mag.ll i.-.. NCR gl\te$
a nice linle option to prompt fur pnce ue.. manu­
ally entering the prke~. And such is the way of the
NCR system, 6arnes and Noble, and many other
places.

,If 1600:
I just picked up the Spring issue from Borders

d lead a letter about the magazine not being
anno'<l. Every time I go 10 the Borders in Sunrise.
orida they type in the UPC from the magazine.
<1 lhe receipt n says periodical 725274631566 ,
II the name of the magazine. I brought it to tbe
~hier's attention and even showed them the lener
the magazine talking about this issue. They Just
id that's how they are supposed to ring up all
g.Jzines. Does usound likeyougol proper cred,t
the salell willsave the receipt ill case you want

show it to Borders to prove your case .
Michat'l

In aI/ likel ihood we did get /he credit since
y enll!'rr;od in lhe proper numbers , The prob­

lmns occur when the numbNs aren~ rung up
.Jnd the cash /s just put into a Sf'rtf'ral c,)rl'gOfy.
Then we have 10 rely on Ihe l'Ilf"rch.mt'J word
/har /hey JOId a certain number. In /he p.15t we
would gel /he unsold IS5/,Il:'S bdck, rJren """ \'wOuld
lUll get lhe torn off fronl covers, Now we simply
gel a number that iJ only ;;mumed 10 be sccv­
r;llf' because we're told it is. I{'s not that we don'!
want to be Irustins bul there is absolutely nothing
invoJvlns money /hat giVf's us this same abilily 10
be believed wi/hout <lny fllrther f'vidence. /I 's just
anolher example of how the publi~r Isn't~
erly proIected in /he publlshins Industry.

Dear 1600:
This is in response to Dave's letter and his

rorKeros ahout s«urity with Cingular lnow AT&n
in the Spring issue. You askrd ttJ(> '1U~riOfi -Why
do in·store sales rep!>need access to ~counlS Ihat
have already bee n createdl" The ,eason for this
is simpte. Upgrades, AflyonE' who has an e:o:isling
account wilh AT&T either qualifIeS or does not
qualifylor a discounl on a new phone In e:o:change
fOfextending lneir contract (like all prO\tiders), It is
necessary for the sales rep 10 check Ihe web appli.
cation you mentioned 10 seeifthe indi\tidllal quali·
fies, otherwise every retailer would have 10 call
( IISIDmeI seNice 10get that information al'ld thaI
would be a nightmare (15-20 minute hold times!),

I am i rep for Radio Shack and use this system
on a daily basis. II also allows us to do olher Ihings
such as enter a new SIM card number if yours
was damaged, or enter a new IMEI number (like a
phone's roer ial numberl if your phone is damaged. II
does however li ve lhe information you mentioned
in your letter ( .list four of SSN, password, etc.). II
is l:'\tery rep's responsibility kI \/f'Ii fy a customer's
lden{ity before ever discllssing an au:ount wi{h
rhl,'I'l1 . I can't speak fOI evt'f)1.lnt' but I myselfalways
look .111an 10,ask for the last four or the password,
and never let a customer look at tne screen unless
I'm absolutely sure they a,e who they say they are.
You must remember there are going 10 be secunty
koles everywhere and, while thaI's not very reas·
suring. it sadly is the truth.

I hope SOmf'One from AT&T leads your letter
nd takes action 10 stop these pradi cf'S bul they
n~ stop everyone. If you're really concerned

bout privacy and information being gi\f('n to the
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Dear 1600:
This is juS! a frieodty reminder to please pri",

thl!ful/ ponion of peop le's Ieeers to you.An educe's
job is to ed;1, no! 10 slice peop le's k:1t"," in half.

I cou ld be selfish and just ask {tl.ll you exteod
me this favor for my own lettl'n, however I must
Sf":'.lk up lor everyone else who I know has written
you letters which you decided are unworthy 10
print

Censorship socks, and ~, 1600 has e\tefl

censored. Please stop, or at least separllte your mall
into "moderated" and ·unmoderated."

Ano",~

Perhaps youfE'IInfamiliar with how magazlfH'S
opera /e. Let 115 eJllish /en you. Edi lors edit/hings.
ThaI means trimming exllaneous bi lJ, cli lling
repetitive or ;rrelevanl sections, fixinS srammar
and spellins- and otherwise making the subrms­
slon fit for printing - assuming it's even selecled
for printing at all. "' nd all 01 this is al /he hands
01 an editor.

The "moderated- and ""unmoderaled"
d Msions you wish for Cdn be foun d on som e­
thing cafled Usenet, .IS well as countless
b logs dnd fo rums throughoul the Inte rnet.
Thdt's not what we are and it ne ver w ill be.

"'nd as for the Cf'(IS(}(ship allegdtion, please. If
you were for bidden from expressing cMain opin­
ions by a government. w / .-ould be censorship.
If a magu ine doesn 't print )oOlIr 1eI/er, thd/'f their
decision and /heir nght. 'Ibuare sUI! freeloexpress
yourself on your own,

NelSM

one of five companies au/horized by /he FCC 10
perform SID admin;Slra/ion. My atl;d e did nol
state. and was not intended to imply, rJrat rJris
control is exclusive. For what iI 's worth , we've

SeE'n numerous new SIOs appear over the ye,)rs
In csroe: PRu; see ht t p ,"......... u i nyd.y .
. c e / · d i el t o ne for ch !ails,""

Dear 2600:
Re- "Spend Quality Time Online - (Market·

place, 24:2), we all know the Internet was only
invented for commercial exploitation of girls with
self-esteem issues lafler all, se.JIing 'I('X services has
been the driving factor behind every major tech­
nology leap). but do we really have to adverlise It
in 260m

I can imagine this was a tough editorialull for
you. alIef all freedom of speech .1100 expression,
etc.. but the callous U5e rJ the term -slUlS- to refer
10 wo men is the worst kind of free speech. 11 is
incitemenl to hatred, aod frankly unlikely to be100
percent uve. I'd rather imagine pretty much all of
the four lhousand girls rete-red10 are wot1o: ing for
the money, not {he funof being called sluts.

I would appeal to the alfverti!ol:'f to take his
adwniseow.nts to Ill<- Inll'1net on adu ll-orienled
sites. 2600 ~Mlers are probably the least likely
people to hand credit card numbers over to
watch naked girls, so please do nol resubmil your
advertisemen t.

era open access- idffilogy you 'rt' w pposedly
stdndins fa dnd you should be equallyoutraged
<1t !hose Uying 10 employ thf.se /defies.

0'''''''In response to your first poinl, The Prophet.
responds: MThe wrilf.'f Is C(}((f>Ct that NeuStar is

Orar 2600:
The Prop het was a bit mislead ing in his

"Telecom Informer'" article (24:2) when he said
that NeuSlar coerroh system to assignments. As
a cellu lar en gineer, I wish thai Ihis was true. But
when the FCC privalil ed SID assignmefllS (pr0b­
ably for purely ideological I"1!aSOOSas the cost of
SID management by them was probably negligible
•mel there's no reason they cou ldn't hd~ dlargl:!d
fees) they made it competitive and WVt'O compa­
nies applied for the job, including NeuStar.

The guidelines lor Ihe companies involved are
on the U.s . FCC website at: http. II"'!'''l . .. .
.fec ·9Qv / ••r v i c •• /cel1ul.r/dat.!Admi n
... le t ra t orGuide1 1nee09 G50l .pdt

U's 1'101clear tha i any U.S.SIDcodes have been
allocated sin~ privatilalion in 200) so it seems
that the seven com panies are running this opera ­
lion as a charity righl now (I""" are supposed to be
funded by fPMfrom SID allocationsJ.

The wor;t article I've read in a 10llg time Is
'VolP Cellphooes: The Call of II'Il- FUM e" by tcer­
Sama (24:2). II's hard to know wh('f(' 1(1 Ix>gin
with Ihis antcle, it's so hill 01 misinforlThl lioo.
Comparing UMAwith SIP il biz.!" e, because one 's
a radio access protocol (UMA) and lhe other is all
application protocol. There's no reason Ihat bolh
couldn', be used at the same time. In lact, lor aoy
VolP access an applicalion protocol has 10 be used,
allhough Olnersare possible lUch as H.323 or the
maoy proprietary protocols.

P.u1 01 the confusion is Ihal VolP means many
difierffil rhings. There is pure VolP like Skype.
where~ entire call is VOW There are VoIP PBXs
which. fOf s«urity reasons, access the public
netwofk likl!' any OIher systt'l'l'l. There are long
dislance camt'fl th,ll can be accessed by aoy kind
of phone and uroe IhI! lnlM'1lf't 10bypass e~pensive

intemational phonE> 1i1l(.'S. f"ipecially 10 countries
where ewrbitant long di~nce ch.3rges IIle used
kI gamer foreign I!'(change. There are companies
like Vonage thaI pmvicleVolP 10lhe home but will
eventually. fOi most calls. convert to PSTN proto­
cols to allow access. Ironically, to ensure~
systt'lTl§ can interconnect. Ihey all have 10 conven
to standard PSTN protocols. I'm not aware of any
VolP protoco ls Ihat are interoperable (e.g., Skype
10 Vonagel,

The big que<;tion for wireless is whal 'S wrong
with their {"l(lst ing prOlocols thai use compressed
digital wile (S-n kbps) over the radio Interface,
COnvt'l1 rd to standard TOM voi~ (32· &4 kbps)
within the network. Wireless VolP dlamalically
incre,ues the bandwidlh requiremeots. II does not
decrearoe Ihem. Are lhe benefils 01 having a radio
inlerface and network Ihal IrealS everything as
data really thaI gre<ll, especially whefl much of Ihe
equ ipment to handle voice has to be specialized
eilher to provide protocols like SIP and SOP or to
emure reliable delivery of the lime sensitive \'Oice
packetsl



him a few Irick5 in Windows with TweakUI but he
told me never 10 use his computer again. He even
made lun of me lor not knowing Linuxand owning
a Mat .

Thanks for any informalion you can give me
aboul social engineering this guy!

Haroan the Hack"
II you can 'l becOf'fle d hacker by pestering

a bit lar. bedrded slob of d bolr owner into
leach/ns you lhe tools of lhe Irddt', there really
isn1 anYlhing lel l mat we can think 01. We can't
imdsine wha l you 're do ing wrong; /full approach
usually works.

Dear 2600 :
I'm from Serbia. Eurt:lJK' (almn<;tl and I was

wondering if you'fJ! maytw i nl~f"d In dislrib­
uling 1600 MilSillinl' IIlong wilh I~i rts, sWt'al·
shi rt~ ec. on lhe §(orblan mark!'!. which by the
way k not big but I think your materi,,1 will be
man' llYn welcome bere. Of cwno... tbere ii al!iO
a neighboring /TMrket (BosniJ, Croatia, Slovenia,
Macedonia). We can cover all of lhese fOf you.

loran
Novi Sad

We Can offer bulk discounts on Sluff we ship
lrom here and i( there WdSenough intereSI in actu­
ally origina ling Ihe mdler/dl over /here (p rintinS
shirts. NC.) , we could work wilh you Oftlhal. 5t>nd
us erndl/Of poslalmail with as many parricula" as
possible and wp '/1k"e wh.Jt ~ possible.

Elana

~ar 2600:
Ilil'l<l llygot <lround In wal(:hing Frt"edom n,wo­

time. II i~ an eye-opener lor ~ure las well as quite
comiu l). In f<let. I like it so much lMt I would like
to make il viewabld downlOildahle on my server
along wilh a buf"ICh of othp! info about Kevin.

So being 01 5U~I ibPr and knowing that you
guys wll il onlif"ll' while al!lO having the greatesl
respect IOf Iht> 2600 institulion that you g¥ have
buill up from K ratch over the pa51 25 or so yeolfS, I
would like to know whetht.-r Of noll have permi~­

~ion to place It00 my5f'1'vt.'r ff)fviewing/downloads,
II it affec:h yuur dt'Ci5ion. thl- copy thai I have is a
reduced quality \-emon th.ll I got off of a torrenl,
and, obviously, I don't lnk'nd to make llf t harge
any money whaMeWl"011 04the downlo.l<k,

This may S('('fTI like it ridiculou5 requ.>st to
outsiders, b!Jt over Itll! yt'af1. I have~ mal 1600
does allow free di~tr ihution. un ocuslon, ot items
such as the l.lelio programs and audio few conlef·
ences a510ngas it isdistributed fcx free. So I would
jU51 like a Iitile fliendly cloirirK:<ltion,

While Iam at it, wh.ltk your policyon §Canned
(PDF, etc.) versions of your molgitzint'51 I move

Dear 26fJO: around a lor and hol\1! 1051 quile a ff.'W 01my 1600's
.... Iocal b.lr owner I know uses UNIX and has a over the years so I have begun to digitize them in

long beard and wealS lhick glasses. He is also very order 10 oivold .IllY flllurP loss ....m Iallowed to h.lYe
lat. When hegets drunk he talksabout the Rood old lhem on displ~ on my _r Of t'VE"fl download·
days of Commodore bulletin boards and nat data- ablel I~'t seen a Irt!er In any 'If my i15Ues
b.,ws. Additionally his bar is quile nltlly. Therefore rqJ3fdinKyour opinion or, l<I tl1tor, dr!l:fl'(' on how
I believe he is a hader. light you gUY5 hold onto copyrighl and lntellet -

I really need to become a hacker and lhts man IU.lI pr.-..pt'rty right1J1aW'l on your wart'z, Perha~ il
Is myon ly hope, Myqua tion is howdo Iappruach you guys~pnod lQ mt' you un doirifythis for the
him about menloring mer I keep showing up al hi1 communily.
bar but he gets drunk and yells al me for loitering. By tho:- w,ly. 10\'t' 1he' new magazine lormat,
Som« imeshe fallsasleep. One time I!lied to show aped ally sincto your publlsht'r hit5 I,-arned how
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100 perceet positive it was S!ern's show but
tan sale/lileand radio signals somehow crossl
lmlher believes I simply 1l1ooght I was heol ring

hing else, bul I'm positive. If anyone knows
ht'r this could be possible in any way, let me

dluvaisha
~~ be surpri~ how mdny limes Ihis eXdCl
Mia hdS played ou/. Whal's happening (and
I Increa5f!d dramatiCally since HOWd,a Slern
rod to lhe Sirius 5,Jtellite system) is Ihdt people
using converters to d/lOW the satellile slgndl

be he.lrd on their regular car radios. So Ihey
ee dudio from Ihe satellite dnd IhNl

ansmil il (I(l whitl is supposed 10 be a vaCdfll
Irequenc y. Somt' of /hese devices overdo it d

though. Not only do they Iransmit well beyond
• immediate vicinity (which should Oftly cover

., Car) bu l they t'Vf.'n ifllM~ with existing
l/klnS, particularly /hose on 88.1 FM (the

CM>/dUIt selling 00 most oI 1hese devices). Olher
r~ios tend 10get overpowered when Ihey 're righl
fleXIIOan offender, tJsually atlra!(/<: Iighl5.

ar 2600:
I ft"Cenlly pulled off a CPSIracking device lfOm

the ft?al bumper 01my car. Due 10 past experiences
with lhe f BI, I figured they inSlalled it and I had
my ,1t1Ofney call the local field office, The FM~

werr not only responsible but lhey wanted their
:-'""Y e_pensive piKe of equipment b.Jtk. Needless
to say. I'm kreping iI, we all know il would end
up on SO/YleOflt' el~'s bumper and, like me, their
fNt!ty fl"lOVe will be lracked for who knows how
long. Aside from some scribbled numbers, thele
oare no mitnul"actu ring idef1tiflel'S on the device.
1he banery pack uses Salt b.ltteries I"""",nftbat
_ t eriee , c-.!. ....n !;«liOfl!i are backed withSlrong
magnets.

Thank you fOf focu5ing attenlion on lhe stale
of "'P ression in lhis country; ii's important lhat
people know. The victims 01Ihis sort of thing have
lew. if any, options for Slopping il. For those who
!ot'fld In letlers a'Buing that the problem i~ being
owrblown, I'd challengt' them 10 trade places wilh
me for a day. I'm sure they'd love the unmarked
.......icles. break-ins, and raids. These are reali­
ties I deal with despite no cha'Bt'S ew convictions.
If people walk lhe line in Ihis country and never
qlH'Slion anything. then yes, they will probably live
• totally predictable lile. BUI I think most In this
community tend the other way. which means it
won't be long until they're pulling one oI1hese off
ul their bumper too.

Dear 1600:
The notion that aypto u n stop all investiga­

tion pending oIgainst you is absurd. tn called a
subpoena, If your di5k is encrypted and they u n't
crack il lht'y Can gel a ~ubpoena from Ihe Judge
requiring you 10lell them how 10 decrypt it II you
don't comply with the subpoena, you go to jail for
contempl of court and st~y lhere until either a) you
teUthem what lhey w~nl lO know, or b) the judge
decidt's you'V(" If.'iJfned YOUI I~o;on. So, unless the
tri mPS you're being investigated for oIr!' eJtl't'mrdy
-.erious (t!!. , you'd be f.ICing tt'fl )'('ars Oftomadi·
lion 10a country with a l!"Ss thom sterling hum.ln i·
lolrian record). il probably isn'l worth your while 10
try10buck Ihe system,

SodaPhish
II's dlwdYS worth your while 10 try and hold

on 10 as mu ch privacy as roo Cdn. Thenotion lhal
only importanl SlUff should be protecled de(edl5
lhe enlire pur~ o( pro recling your privacy.
Evef)'Qnt' has their own limil5 but thdl dot'sn't
mean you have 10 make il edSY lor them. For
example, just how mlJCh Cdn youbt> prosecUled if
you 've aClUa l1y Forgotten your password?

Questions

to rt'mdin off the rdddr. It dcJe$n 'f mail er il you
know whiCh version we happt'fl to be usingdt lht>
moment. This will still happt'fl. Ande~ il Ihffl'
are no issues dt dl/. il you go and send us a nia>
juicy ar/iele thaI happens to be M Crypled from
your whi tehouse.gov accounl, there will slilt bl,'
a record of the (act /hdl you sent us the emdil
In Ihe lirst plaa> which is more thdn enough 10
miJke your super iors susp/d ous. PGP so1ve5s~
problems when used properly bu l nol all . BUI the
real issue is that until our srandmolhers can use il
easily. it's noJ enough. Alter all, how many people
who dnn1 read this m.Jsazine would even know
the purpos e 01 ee Sf'Cond line 01your Sisnalurel
Unlil we build d Sy5llm1 thai evef)'Oflf" can use, we
will con tinue 10 see mosl people use it improp­
erly. And thaI, unlortunately, /5 juslsome/hing we
don 'f have the lime to resolve. The priority in this
cese is 10 receive lhe drlicles dS qu/<:kly and elli­
cienlly as possible. Our key ispublished at http :/ /
www.2600.coml magazineI2600pubkey.txl and
we do ckcrypt artic les Ihdt are properly encrypted
10 il. But, as fflenlioned, when it doesn1 work
we havp to simply move on 10 the next one due
10 liffl(> constrain ts. 50 il you know what you 're
doing. greal. If not. your submissions wi ll be 1051.
And, ,JSmffitioned, mostpeople will lall inlO Ihe
lalter cdlegory.

Michael

incrvptkm

knowing that the government knows I'm intelligenl
and dangerous,

I would also like 10 note th<lt while this Bames
and Noble was several days late in getting the issue
10 lhe stands, they alw¥ have had il di~l a~

prominently.

Dea r 1600:
From the auto-responder for article submissions

at articl" lf 2601J, c cn:
' we don' t fPCommend sending pcp

encrypted articles as we frequently haVl' prob·
/ems with people using flIP wrong keys and/oran
incompatible version. If II doesn't ~rk righl aWdy.
wt> discdrd il and mow on to f~ flE'xt submis·
sioll. Si(lCf!' your article moly I:w iJP/X'ilring in the
mdg.lline anywil y, encryp tion isn' t II necessity. If
you wan! to bf:'anonymous, _ su88f.'SI. using an
dnonymous remai!e, ins f~d. ·

It's bad enough thaI fi"" ncial institutions,
gowrnm.m l ,J8t'llCH-s. docton. Idwyerl. a nd ne arly
~t'1~ who ~ld be 1,1" "8 pcp~'l.

But for a hat:k~ mag.JJ:ine, ':lOd not jw any old
hat;ker magiJzine but Thf. HJcker Quilrfr>rly to
discourage ib use Is just plolin ~ilrTl('(U t.

Rather than diKOUfilging its uw wholt"Sale and
offering it bunch of lame l!'XCuloeS. help ensure thai
it's used correctly:

' I'"-' fff"qumtly haw probh>ms wi th people
u~in8 the wrong Ieeys . ' Publish !he key fingerprintfS)
in thE! magazine.

"we freql.JMrly hdve problems wil h PMPk
uJing... an incompa lible version.- What version
Mle you usingr .Mention thaI along with thle k~

finRPJPl"inl.
-Since your drticle may be dppNring in /h~

magazine anyway. f"fICryption isn'l a flf'Ct'ssily.­
Let's assume tholt YOUI email aoo mine ale both
being monilO<M. It's entirely possible that one
wouldn't want the articlf.' 10 be kroown to any third
pitrties until iI'Spublished.

"Ifyou warn 10 be anonym0tJ5. wt' StJ88f'SIusing
all aOOllymovs refTldiler instead.- That doesn't solve
the problem 01submi"i ng an anicle pseudonony.
mously, and still claiming the swag. Eocryption
~ solve that problem (to a degree).

....s hackers we should be using land eflCQUr­
aging the use of) PCP.This is a It'C:hniul issue. a
social iS5ue, a human rlghlS iu ue, an ideologica l
issue, anda very real political issue.

AlomSfmsMr
761A JB9BAJC3 96C9 C6B7
5B2A B88D52E4 D9F5 7BOB

We honesuy don 'f disasfW with any of your Dear 2600:
points, But Ihe loKI remains /hat the system just Thoughll'd write to~ il anyone could weigh
isn'! simple dnd inluitive enough lot a lot of in on whether or not Ihis is t>\"'-"" possible. I was
people out there, Wto don '! have Ihf.' lime (Of al/ driving to wurIc onE' day listening 10 the Soulh
of the hand holdins thaI wo uld be~ 10 Florida public radio stalion (WXEl) when Iu me to
resolve the frob/ems. PeopIt' COIllinUE' to SNld a traffic light complete with overhead power lines,
us pcp mai (rom keys thai we haven'! usf.'d in etc. The radio signal started to get weak (heard a 101
Yf'ars, despile I~ exislence of d current one Oft of stalic). then I heard lalking again over the statiC,
our website. The mt're lact thal lhere dre version ....s I listened, I realized it was Howard Slem's show.
incotr1pdlibililies necessildtes dll kinds 01 N ck II toolc me a second before it hil me lhat Howard'S
and lonh Uflf'ocryplf.'d COfrespondence which is now on satellite radio. It h<l ppened one more lime
usudlly lhe laSllhing people want il they 're trying at allOtner traffic light before I arrived al wmk. I
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Ot';tr 1600:
I have been a lifet ime subsaiber to 1600 sincE'

1998 . Since that lime I have moved locatioll5more
than t£'l1 times (ames WI th the life).~llimes I
w..nl without my subscription for a ye" r. N~he­
Ie55 the staff.Jt 16l)() alwaysSt"flt memyhack issues
and has vigilantly foUowl.'d my molil forwarding
rt'qut'Jts t'vt'I)' Slep of Iht- Woly. Thanks. 1600. best
S260 I £over spent, S('fiously.

(This I£'tt£'r not endorsed or prompted by 2600
in any way.)

where money came from and whether tbere was an
analogy in history.

l et's say I'm a Cavem.:ln and I live in a commu­
nity of ca...-erTl£'n. I have spenttbe whole day garb­
£'ring berries. Ukewise with my two frl£'nds, one
al lhem spen t all day killing an animal. and tbe
other spent 0'111 day starting 0'1 fire. Now I would like
some rreat and a fire 10coo k that meal on in order
10 have a w£'U balanced diet. I trade some of my
bernes with thefriend who hu rre at and the f.iend
who has fife. Now lf lhe friend who has fir£' said I
am only allowed to cookone piece of meat using
the fire he b"aded me because Irnl's 01 11 the Ilre
IicenSf'allows, I would be pretty upset. Hopefully
the fire will last me th£'entire night until aIruf my
meat is cooked .

fast fOtWard 10 present day. For most peopk-,
having a home PC equipped with an OS is not
t1E'Ct'5Solry for sulVival • unless you happen 10make
your livelihood 011 of your compuler, In any use.
.Jsingl£'use. license few a piece of sot!w.lr£, doesn't
mak£'sert\oOc' 10""". I paid for this CD and I intend
to use lhis CD any way I see fit. I usOO money to
acqu ir£' physical properly. Now someone might
say. why not just use softwar£' und£'r the GPl lib
Debla nf Back whenI first WolSpurcha~ng software,
inslol lling and using Ihat Iype of software was the
equivalent of laying my meat on some rocks and
I£'ttillg the sun cook Ihem (as in il would take a
rea lly long tilTlf'l. I wan/ed something that worked
right olway and fast. NI;JW my0llinions holVt"changed
and I would like IU 8l'l tn know my OS be"ef. so
I ~ Debian whNe I don 't ha\l(' to worry about
brt'.1 kll1g lhe law fOf using a piece 01 physical prop­
erty I boughl. I'm no! trying to a~rtise fOf~ian

if Ihal's wholl it looks like. I olm simply saying tho'll I
hat£'~ll"ictivt' soltwdrt' l icenso.~ and the reslrictive
softwarelicCI1'1eS themselves should be oullawed.

carbide

Gratitude

Observations

I think Ihis whol£' thing was don£' wrong.. and
al! Ihal has happened to me I must say tho'll

m now completely temfled 10 enter the U.S.
UN routes ~ of its assignments through

U.S.• and if I keepgetting delayed by Cu5lorm
Ill' just en route 10another overseas assignment."nonsense cou ld E"VE'flfUa llr COSl me my job.
The laptop is my persona prop£>r1y. However.

use it mostly for my work as 0'1 bmadcolSt engl­
lor the UN. The agents repeated ly asked me

i~ and I repeated ly told them that il was used
work, bul this didn' t seem 10 sink in. This has

used me 10 I~ most of my proj£'C1 work for the
ountry where I am stationed as well a~ my ema il
h~ and bas set me back considerab ly.
Hdving told youaU this, I am wondering if there

anythinll you think can be done and what my
lJOI'l5 are . t do not want togi...-e up my passwords.
re is nolhing in the encrypted Illes except empty

Idt·r5. I purposely created the £'OCtYPled stuff just
) give them fits if lhey ever con fiscated my laptop
nd It seems to be doing the trick. This is a matter

bf principle and h.I' ,155ffll'nL I am tired of being
rassed by the governmenl and Iwould lik£'to ~£'l

1hing done about this.

Den 1 600:
ONr 1600: Oh my God.

To Stilrt otf this story. let's mak£' a few defini. Okay. I WilS just posting.J holkc1in on MySpace
s. Berries will mean money. Mt'.1t will lTle.11l about some political stuffand I added a link at lhe

PC. And fire wilt mean the operating system. bottom, Well,l was revit:win~ itlUSI before Iposled
problem I ha...-e with some software licenses IIand I ntXiced thal ltte link hold changed lib Ihis:

Ihat If)QU IlO out olndbuy a bo~ with softwolre _ ••""baite .c_/upecJ.ticlocet1onl ill
it using your ha.d-earned cash and you have -de . , btal

compulers at home. in most caSt'S you .Jre to
ly allowed to install it on one compot£'r. This __ . lUpUnh.~• .It.b 321 bkhdfl)h

rnaking Sf'm,E' 10 ITll' at all COfTlpt'lled ITll' to ask _ 877e hdkl f he 09)' u' u021U 8J h. dJr. f j
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The Invisible Man
Wha/t'v£'r crime il wai Ihdt you _r("convicted

Of(fol lsely or nol - lhat simply dresn~meuer OIIce
're cOIIvierf!'CiJ, }'OUw 5t'I"Vf!t:1 yo:wr sen rence

nd you've been rek ol5ffi. Wh.Jt you 're f'xperi­
nc ing here is pure hardwnml al lhe hands of

IdW £'nforcem('n! ,md they Cdn ~ dway wiM if
because of the currenl h)'$teria in our country
tr!8drdinB .Jnyfhing £'ven remotely linked to child
(tomograp hy. So don ~ expect much in th(" way of
public symp.tlhy. 1hol1 doesnl me.m )OU sJrooldnl
fighl Ihis al eve')' i tep. If you are indeffJ lislN;/

I a sex offender then you must acquaint your·
with whal taw enforC£'fflenl COIn legol/lydo 10

)'OU '/oc.J/fy and federdlly. Unless Ih£'re is specifIC
,uspkion of 0'1 crime, you cannol be comPf!11ed

holnd 0Vt'I" encrypted fi1eJ. In fact. your en/ire
l'ompur£'r should be passWCJl"dl!d .Jnd off limi15
ro thf!m. A decent /.J wyer woold obViously know
morE' aboul Mis and il c("(f<linly50IJndsolS ifhaving

e would benefil you. While fiBhtinB Mis b.Jrlle,
m.1k£'sure you have 0'1 mednJ ofgelting olCCl?5S 10
)'OUr work evM if rhey hold onlO your laptop. You
an store cn'lic al files remotely and golin olccess ro

'm from a differenl nuchin£' if necessary. This
j1,QOd oldvice for olnyone Iraveling in case of a

hil rdware failure or theft. The Ming ro remember
'. /hol l our leBal s)'$l£'ffl ii currenlly sel up 50 Mat
(fenders Mre-df£'nd.MTh("y wan/ you to folil.Jnd 10

b.Jck inlo the syst£'m. Ask .In}'Ont' on probalion
supervisf!d relea~.

and told me to write 10 th£'people In Washington,
sending them copies 01 my re!£'.JSt" It'\t£'f and judi·
cial order and thai should clear Ihings up. This I
promptly did via FedEx, which lhey received on
April 2nd. The response I £'Vefllually recelved from
Ihem at theend 01 M.1y was thal lhey had nolhing
in lheir files on me and were doing this to me
because It1£' Florida Department of l aw Enforce­
ment had an issue with me. thatls, they placed me
on the sex offender registry.

Over a long weekend here in the country
where I work. I went back to Pennsylvania 10 belp
my mother rT1OVe' into a senior citizens' community.
When • landed in Miami. the Immigration P£'OP I£'
did Ihe same thing 10 me. except this time they
had "lCE agents" confiscate my laptop and USB
memory Slick. I protested and asked why this was
happen inll' An ag£'nt asked me what I had gone to
prison for. Ijold him and was informed 'that's why."
Th£'y used a customs form to list wholt they look but
nt'Ver completely filled il out, such .JS the reason
for confiscalion. etc. I was told by Ih£' .Jgent tholt
their forertslc people would look at it the n..xl day
and il wou ld be finished by then and I could get it
back when I reiu rred through Miami. The nellt day
I ealjed him to find out Ihe status al lhe lap topand
two Inld me jhe fem.nsia; guys had picked II up late
and II wou ld not be reoldy thaI day. He also toldme
lholl he had to 1£'.J\o'£' for four days and lhat Ineeded
to Slay in touc h Wilh his partner, I spo ke with his
pa rtner OVef the n£'xt few days asking about the
status of the lolplOp. He kept t..lling ITll' that every­
thing was fine, but there were some enc rypted
files on Ihere and h£' asked if they could have the
passwords. I told him no, they could nOl have It1£'
p.lsswords.. since one WolS the UN's mail fil£' and
Ih£' other I didn' l £oven remember anymore. On
Monday the 21st al May. I spok£' with him again
and he Solid he would meet me as I deplaned 10
return the laptop. WhPn I a.rivtod in Miami on
Tuesday, he did indeed meet fT1(' al the plane, but
wilh anothel agenl and no laptop. He <Ipologlzed
that he did not get back 10me but said they cou ld
not r..lease the laplop wilhout getting into those
encrypted files. I ,nked him which files he was
talking about and he again apologized Ihal h£'was
not very familial with compul~

Thefemaleagenl asked me some qU£'Slions lik£'
wh~ I booghl Ih£' laptop. when I bought it, etc.•
ol nd then lhey took my l!ITIcl il addr~, promising to
lei. me know which files Ihey need£'d info for. To
dat£' I have not h£'ard from them and I stili don't
know which llIt'J they want passwords for. In trulh,
I may not know Ihe pauwords anymor£', and I defi.
nil..ly cannot know unlil they can teU me £'~aclly

wtlat Ihey are lalking about. On£' of th.. agentJ
took weat care to state that one of th£' files they
wef£'interesled in was ' accessed" lwo day~ before I
arrived in the U.S. I asked him if il was successfully
accessed but h£'did not reply.

I complet("ly Solnitized the comput t'f before I
tolme to Ihe U.S. in case any lrolCes of any kind of
questionable rnat....ial might still be on lhere. The
olgentJ repeatl.'dly Slated Ihal everything was OK
but for Ihe encrypted files. I do no! ft'E'l I should
holve to givt' th£' governmenl my p;!§swords and I
feel they should return tt1£' laplop to me sinc£' it
did not t'Vefl £'nt£'r lhe country, bul was taken in
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to do their job olnd cure the cover ink propefly.
Although it~ show wear and tear much loOOner

thol n the old veBion.1 find that I have in;ldveftendy
slumbled upon a new 1600 rradulon of de ter­
mining the worth of an issue by how worn out it
has becomet

Phail_Slph
The radio shows, conference millerial. and

Mf teedom Downlime M are all permitled 10 be
redistribtJIed as IonB as lhey~enot resold 0( ediled
in any way. We hope thaI peoplewill continue to
buy Ihe oriBinal malerial from us as well so we
can do future projects. Since the maBal ine is
whal k~ps us in existence, _ don't want it redis­
,,;bu,~ in the printed fO(mal as that is a direc t
copy of what we sell. We don~ have a problem
with the article lexl beinB redistributed bul lhe
enUre contents of the maBazine, laYOUI and all,
is a different nultf'l". ThaI'S our badbo~ and if
_ lose iI, _ lose tbe whole IhinB. II's t'Jpt'Cially
impo f/ant in our case Jincf! _ are 100 percent
wpporred by our readers and no/. by .wvef/iseTS.

De..r 1600:
Given that there art' no guarantees in life

anyways, what would you Soly loa curious one who
wonders appro~;male ly when the deildline is fo r
ieners to the I.'dilor lor the next i~Thanbl

Om id
We would say I~I you made Me deadline.

ConBralulations.

Injustice

D.-ar 1600:
I am a Uniled States c itizen and currently work

fur thl.> United Nations in Haiti. I would like your
opinion on what is happening 10 me.

In 1<)97 I was accused (fa l~ly. I assert) and
Conv iLle<:! rfr.II,Jrlulf'ntly, I assert) of rt'('.t'ipl and
~~sion of child pornography. My tife has turned
lnlo rn:-It. I rl1(;eived 0'1 4 6 month sentence and
SI.'fVI.:od " 2 ",on lm tone Ihird in sotiLlI'ylockdown)..
II ....0'15 impossible 10 K6 0'1 job and as a grown rnan
I had to Ii...-e wilh my mother. Things finol Uy begoln
to cholnge in early 2()(}4. two and a hollf yean after
being rel£'oksed. Aft£'!' 18 rrxmlhs of worlc ing for a
company In Lils VegolS and tht'fl lor a contraClOr
in the M..riana Islands, I lin.1 l1y started with my
prest"nt employer, Ih£' United Nalions D£'partrrw!fll
of Peac£'k£'£'Ping Operalioos.

My problem is Ihal ~ry lime I en ter Ih£'
Unilffl Stal£>S, I am harassed by the Immigration
and Cusloms propl£'. I am pulIM off into .J St'p<l_
rol t£'room wilh immigrants. etc., and forced to wait
anywhere from ]0 minutes to four houn (they
have colused I11£'10 miss two flights). and then my
baggage Is rol nsacked.This has occu rred every time
I en ter Ill£' U.S.• £'Vefl when en rOUle 10another UN
assignm£'l'll. I lravel wilh 0'1 United Nations l aissez·
!'.asser, wtlich is a type of passpoo1 for official buSi­
ness as wen as my regular U.S. pdS5pOl1.

At lhe end of M.1rd1 of this yeo'll the e~ad sam("
problem happened 10 rTle'. I got a littl£' upset al
lhe officer al Immil l'3lion. who finally ..xplained
10 rTM!' thaI my prob t'ITI5 w...... happening becaU'St'
lh£'ir compuler system showed Ihal Iwas still under
federal su~ised rel£'ase! He gaw rTM!' a fold sh£'E't
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ViSiOn

o thers have a desire to know things that they do
no t want them to know. They are the gatekeepers
and we are the mindless sheep, I sUpPOSl". I rea lly
do not know wha t the reasoning is except to say
that the obvious answer is power of some type .

Well, my pu blic ed ucation taught me tha t
people shou ld cooperate a nd share information
free ly so tha t we can all benefit, team. dod build
upon il for a benee world for .aU of us. This co uld
not be more 01 a lie if they tried . Everything I WdS
taught was rubbish . W hat lhPy really mea nt to say,
as bes t as I can figure ou t. W;\S that the informa­
lio n they want you to know should be spread a nd
sha red whi lst other information you should not
even botherasking ;tbout and never sho uld you go
lool<ing for it on your own accord. Because that is
the ll'Swn we all learn ed ba ck the n and it seems
thdt is st ill the lesson we are lea rning.

I supposed I gravitated tow ard the hacking
subcu lture (COIn we ca ll it that l) bec ause in thOSE'
days the whole e nvironme nt was to hetpnewbies .
If you wanted to kl'lOYo' sometblng a ll you had to
do was ask someone dnd tht>y would di l'l'Ct you
to the propt"l" text phlle, lTl5sage board (BBS). or
personally te ach you themselves. lnfo rmatio n
floa ted around freely (provided you were part of
the grou p, wh ich Is ironic I real ize, b ut tha t was
for safety reasons from them busting everyone)
and it was wo nderfu l because you could know
how things worked arid .....t.v lhey worked the
way they did. You were no lon ger in Ihis mindle-ss
world where things just magically WOfked ; you had
understan ding o f thei r wo rking.

Now we have fa r better technology .and 01 way
smart er ge ne ration 01" hackers. The young backers
of to day are dbso lute ly brillian t and they keep
that spi rit alive and goi ng. helping 10 circu mvent
oppressive tec h nolog ies , he lp ing to spread infor_
mation to liberate people and feed thei r wan ting
to unders tand . And I hopethis tr.adilion ( Ofltirtues
on for a very loog lirne un til people realize tha t the
on ly way forward is to help, share. an d educate. But
taday's wo rld is scary, I must a dmit. Civil rights are
be ing eroded, consumer right s are be ing attacked,
governments all over lhe wor ld a re mort' restric ­
tive and suspic ious than ever. looking the wrong
way might be enough to get you detained a nd
questioned. Wearing 01 2600 shi rt mighl mean you
are a terrorist. And ij you a re smart a nd know a 101
about how abplanes work , the software inwlved
and stuff likl" that. tha t might place you on lIw Do
Not Fly list forever .

The po int , am trying to make h{'fe is th,]t
· they" are definitely trying to hold us back. Even In
Un iV('fsity I felt the tl"nsion of gett ing too clo5E' to
ce rtain information, and I thought Un iversity was
meant to be a free thi nki~ a rena . Hackers will
forever be persecuted since they re fu5E' to be mind.
less sheep who are a mazed by the "magica l" toch·
nofogy; and I 'IlJppose that makes us the suspect
by c!cl<f,u lt. It 15 an old bor ing saying but true more
th.m ever: Koowkodgf' is Powe r. And there is a lot
of power out ttK-retrying to stop you from gaining
that know ledge. BU! don't quit. Society will never
know or .appr«iatl!' the contribution hackl"l'S make
unt il tha i contribution stops. Then we are all in
deep troub l....

..cidie

in this ca5l".
It is possible to cas! multiple vmes as ore person

;t grou p o f people without the need 10 assume a
I person 's ide nlity thou gh. I had a frien d whose
tyle was exlremely nomadic, mostl y because

wanted to be harder to find. when he enrolled
vote, instead of submitting a "c ha nge of address"

, he wou ld submit a ' /ll"W enrollme nt" form .
ts led to him being counted as a new person
ry time and he ended uf with 22 "ver~ ions" of

mse lf on the electoral rol , al! val id and all with
ability to VOle.
Using this method to "rig" an election would be

ill' difficult. especially a federa l on e. But il de li­
It~ly could be used to help a candidate win a seat.
e Australian Hectceal System can be exploited
t fortuna tely (or unfortunately) not enough

people ca re about pcljtics to exploit it.

t a r 2600:
Phillip TorroOf' had a good prece in "Hacke r

rspee tive" back in the Winl<-... 2006-2007 i~
ich made me th ink aboct a lot of things. Things

future , present, a nd past and how much the hacker
worldo r community has changed over the rears­
I rea lly enjoyed Mr. Tor rone's article and tha t is
wha t prompted me to finally wlile inlo 2600 after
20 something yedrs of reading it (yeah , I'm an old
skoal 26(}() lI"ader).

I count mys<?lllucky to have been inlo hoKking.
phreaking. crackiog,. e1C. back in the heyday
of the early to mid 1980s. I kl'lOYo' it was not the
bl"ginning • some anc ient Greek philosopher and
Capta in Crunch beat us aU to the punc h in terms
of c rea ting hac kinglphll"aklng - bu t that ma gical
period smac k in the midd le of the 80s was defi­
nilely a hecker's paradise. The long sho t o f it is tha t
a 101 of kids learned a 101of things tha t they other­
wise would have never been exposed to. And sure,
lOO"ll"of the stuff we did was wrong. It happees. We
were young, dumb, and full of curios ity. But the
b ig lesson of ou r hacking you th was not so much
how a Nix mach ine work s, o r how to patch home.
grown code into a BBS program, or how the phone
nl"lwork worked so we co uld wake some poor
Japanese woman up in the midd le of the n ight. The
big lesson was that information is rea lly powerful.

Info rmatioo is so powerful that one kid I grew
up w ith went to jail fOf it. Yeah, we wt'ft. mucking
abo ut on a se nsitive government sys tem. We
ad mitted lhat and we real ized we wet(' wrong.
!liter all, c uriosi ty killed the cal. But the focus was
not o n their security lapse, or our abHitl to get into
a system that a one .fingered blind , dea , and d umb
man could type his way into . Our lesson was that
we had pr intoulS wa llpapering l:'Yt"l)'OOl!'S bedroom
tha t con ta ined information, and lhat this infor ma ·
tio n was power, and those in power d id not wan t
us to have that information. After all, there were
virtua lly no hac king IdWS at the time and as fa r
a s phreaking we were loo king at some c harges of
theft. OK, fair enough, everyone accepted tha I. So
why thl" strang... focus on the informatio n and not
so m!Kh on the loss of phone company revenuel

Well, computer~ .and technology have changed
a 101s ince thosedays and so hOIif(' ihe laws . But I'm
no t so sure if the lesson has . I still believe, more
than ever, tha i the real threat to · thl"m" is that
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Flowers. How nice.

Dear 2600:
I recent ly jo ined the Libertarian Party and

not iced the address for the Libertarian he adqca r­
ters is: 2600VirginiaAvenue NW; Su ite 200, wash­
inglon DC 2003 7. Is 2600 fina lly influencing the
po litica l pa rties!

other day and was having trouble getting sam<'
flowers to ring up . The associate had to come over
and manually eo ter the price. Whi le he was doinll
that I not iced that the fkaal code for manually
enter ing a price is ·2600: Just thou l:lht you guys
wou ld like to know. Keep up the good wo rkl

J'~

"'«hew
It might also be interesting 10 nore that th is

is the address of the Watl"rgate H(Rel, the on ly
building ever to take down a president_ But we're
going to conlinUl" to say that we naml"(/ ourselves
after the freqUl"nc:ysince Illa t 's far less susp icious.

Dear 2600:
I w,lnted to share an experience that I just had

in a loc a l Borders Books. I we nt inlo the store
looking for the N'W Summer 2007 issue. Mind you,
this is the fourth consecutive week I've gooe Into
the store St'arching for what I consider to be the
Holy Gra il of computing, and I '~ ve to get it. I
guess when I fina lly do get my hands on the new
issue. it will be that much better. I digress. So, as I
was stand ing there at the maga z ine rack hopeless
loo king for 24:2, I saw a boy of no more tha n ten
thumbing through a Macworld magaz ine . I thought
back 10 whe n I was that age (I'm now 2 1), and how
I would have killed to even have heard oI16(}(). I
found an o ld issue on the sht' lf (24:1), handed it to
him , a nd sa id , "If you reall y want to expand your
mind abo ut computing. rNd thi~ . It will cha nge
you r Ilfe. I 'VII" been reading it fOf tbree years now
and it's the grea test magazi ne ever." He smiled at
IT\l" a nd said. "Nice shin ." I look ed down and real­
ized that I was wearing an Apple t-sh irt. Vou know,
the one w ith the renologo. He the n loo ked to his
grand f.ather who was beh ind him. The grandfather
smi led at me and as ked his grandson i(he wanted
the magaztoe. The grandson nodded his hea d yes
and off Iwent. I can't help but think that I[ust wok e
someone up from a sleep and offered them the red
pill . Hopefully thai will not be the last issue tha i
he reads. Thanks again for giving me a forum to
expand my mind and consciousness .

Fiat jus titia ruat caE'lum.
Cyphef1rex

lel~ hope he wasn't /l)O traum.wzed. Or
freaked ou t if he Set'S this1f.tter.

Dea r 2600:
10 respon5E' to S. Pidgor ny's commertts about

the Australian Elector.1I Systt'fll (24:2), people who
don 't VOle a re finl"d, but if the peMn enrolls 10 vote
aga in that fine will be vo id . So one could refu5E' to
vote dnd ,]ft{'f being fined just ~nrol l.

In the case o f vote thE'ft. it is impossible to
d iscard the fraud ulent volt' sin«' thl" Electora l
Commi~sion doesn't know who cas t which vote
since it's anonymous. 101m un aware wha t action is

Arcade O ne

DNr2600:
Iw~ using thl" 5E'1! chl"Cko ut at Albl"rtson's tht'
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!lnyway, it turns out that msplinks is served on
MySpact"s nameservers and, the company that 's
in charge of msp links is a company ca lled Marl<.
Monitor (slo gan: "Making the lnternet Sate for Busi­
ness "). Id id a whois lookup on mspl inks and here's
what I got :

MySpace, toc.,
Domain Name: msplinks.com
Administrative Contict: Fox GrOtJp l egallntel­

leclual Propt>rly Depl.
Yeah, tha t's right. Fox Group l eg al lntellectaal

p",,,,rty Dept.
Weft, this most likely mea ns one thing: MySpaa:'

is in affiliat ion with Fox and its lawyersto track its
users to see if they're post ing any inte llectua l prop­
erty of Fox (Family Gu y, et c.). This is probably due
to p ressure on MySpace by Fox to come up with a
~sol uti on~ that works for everyone.

The msplinks is added alter you take you r
bulll'lin from the editing stage to the previewing
stage and the long SIring alter the .UJmI is romt
like ly associated wi th the up loading user in a data ­
bese that Fox has its ha nds all over.

1. I was nev er told 01 this by myspace.com
an d likely would never h.N@ fou nd out if I had n't
hooppeoed tu renee it.

2. Does Fnx have any othe r information about
me besides bei ng able to identify me as a uniqu e
US{'f on MySpace?

3. WTH
Anyway, I hope this helps. Ifyou are concerned,

please feel free to email MySpace.I'm sure tha t they
would love to hear everyone bitching about it.

Rev. Troy (S4Jbgenius)
This is definitely somelhing to be conCl"rned

aboul bUI i t :S hardly earth-shattering. My5pace
WdS bought by RUpl"rl Murdcx;h:SNews Corpora­
tion (paren! of fox) way back in July of Z00 5.

De al 2600:
My 1ll"iJ1,hhor's b urglar alarm went o ft this

mor ning ani! after it kept gni ng for a whi le I walked
around thei r house to see if a nybody w.as goi ng to
do somt'thing a bout II. Appa ren tly my neighbors
weren't home because there was no sign of life,
but they hold severa l "Protected by Brinks" signs
on the lawn . So I called Brinks to see wh at the y
had to f>dy. Ake r naviga ting the ir au toma ted phone
system to get to an operator I was as ked to enter
the phone number of the loca tion where the a larm
is installed. Since I didn' t know my neighbor 's
IJhone numher I had to en ter ", " several times to
get th rough to a person. I l"xplained to the Brinks
rep ll.'sentdtive that my neighbor'S dlarm was going
off. When they asked me for my ne ighbor's phone
number I expla ined thdt I didn' t know it but I
gave the m my neighbor's address. After chec::king
thl"ir rec::ords they happily informed me, "Oh, that
add ress isn 't monitored ." Nice! Wh at il l had been
a burgla r casing the ne ighborhood to find unmoni­
lared alarm systems l It wouldn 't takt' a genius to
socia l en gineer these id iots who a re all too eag{'f to
tell you wh ich dddresses are mon itored and which
a rl"n't.
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ustom

ability 0( an IP Address, and Packet Rou ting
in the IP networking world.

Required:
A telephone circuit with cU5romizable

CalJer ID information .
A ref phone /hat cen forw,Jrd to a tele­

phonr circuit
Girt> youfSf>lf .It lto.u l onr hour 10 test if

oJ/fproperly.
In essence this is a simple set of tasks to

ohta in a fairly dn:ent method of toll avoid­
aece and potentially call qual ity. In rea lity
it can be a chore to remember if something
is forwarded or no! and then verifying it.
This application keeps it to a single poin t for
con trOl ling call forward ing.

You might want to look into the auto­
mation 01 ca ll forwarding with features like
roIl-to-home Of even a simple schedu ler that
your cell phone might have . Call forwarding
generall y occurs on the switch side and as
such you have to make sure that the switch
adually received and executed your call
forwardingrequest .

If you send out a ca ll forwarding request
in a bad coverage spot verify that your ca lls
are forwarded COfrectly. You might want to
set forwarding in a good coverage spot. such
as at work just before you leave for home.
Set your te lephone circuit's defaultlvoice
mail forward to your cell phone 's voice
mailbox so th.It you do n't miss any impor.
tant messages.

When you're .II home: Forward you r
cel lular phone to your telephone circuil. All
inbound ca lls will be rece ived on YOUf te le­
phone circuit.

When you're on the rood: Disab le the
call forwa rding using your cell phone. All
inbou nd ca lls will be rece ived on your cell
phone .

In a forwarded or non forwarded srare:
When you dial out from e ither your tele­
phone c ircuit or cell phone you ma intain
a single number presence. Keep your te le­
phone c1rt"ui t '~ number hidden so that you
enco urage the u5dge of a single number.

Instant Voice-ma il Access
Quickie: Hold 1 on any ce ll phone to

access that ce ll phone's voice mailbox.
Hopefully you 're presented with a passwo rd
if it's your phone.

Page49

by '"Custom Caller 10 information r,"",,"B
lieations not otherwise possib e in a

mu lti-line wor ld. You will find that your tele­
phone presence becomes highly available

nd under your control.
Do you already have the ab ility to

customize your Ca ller 10 informationl li you
don 't you will find tha t it is trivial and lnex­
pPOSive 10 do . Differen t te lephone circui ts
require different methods. Information tha t
applies 10 customizing Caller 10 on Voice
OW'r IP telephone circui~ does noI 0l'Cl'S­

sarily apply to the same task on an analog
te lt..,mone circu il

This article does nol: apply to spoofing the
ANI informa tion utilized by loll-free services
such as 91 1, 411, and 800 numbers and
does no! imply or suggest that you go about
mucking in those sysrerrs,

lIIeg.'11 uses exist for all technolog ies. Be
carefuf if you lry any of the ecnvmes in this
article . l ook up your local laws and, most
import.1nlly. be awa re of wha t you're doing.
You might find tha t what you thought was
legal has become a lifetime jail sen tence
as of the new year. Do your part to prevent
overcrowded jails by staying OUI of them.

Singlr Number Preseece
Using Two Circuits

This is ca ll routing to seve on tolls and
provide telep hone subscriber access in Jow
to no ce llular coverage areas . Two )'1"ar
co ntracts don 't sound so good when you
rea lize that the cancellation cost is more than
the cost de lta on tha t fancy Raisin phone at
the mall. Math is hard, let's go shoppi ng!

This ap plication ca n be used to handle
call routing for economical purposes. This
w uld include taking calls on your no extra
CQ<,t telephone circuit during the day and
on your no exira cost night time cell pho ne
minutes.

If you use this call forwarding trick the
other way around you ca n disguise your
cell pho ne number. You ca n assure your
telep hone network presence and main ­
tain discretion with regards to your actual
location .

This applica tion uses some of the same
concepts involved with Network Address
Translation , Load Balanc ingll-ligh Avail·
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dialog box asking for my user name and
password. Not knowing what router it was,
I tried using admin as ~he user n~me or the
password, which 0 link and l lOksys use
respectively. None of that worked . At tn...t
po int I don 't reme mber if Ielided cancel or
if I was automatica lly redirected to another
page that said "Theuser login name is 'root. ,"
O h reallyl It isl Thank you very much for
that information. You are too kind. It was
root and without a password. Wha t could
be better? The interface page opened and I
immed iately went to OHCP where I saw a
list oi connected conpcters by IP address
along with the name oi lhe user. One byone,
Iopened a run box and ran \ \192. 161 . 1 .:11..1.
Most of the C: drives were shared although
not everythi ng on ea ch drive was acces­
sible. I went Ihough all I could looking for
Data Gone Wild tha t was worrying Mr. O.
There was nothing that didn't be long there.
I assumed it was moved to Syria along with
the Weapons of Mass Destruction to avoid
detec tion . Rna lly, I elided on Intrusion
Detector. h took me to thE- next page which
said "No detections found yet.• Wha t?l No
detectionsn Wha t about the failed login
anempts that I made with admin as a user
name and/or p3$Swordl Don't they co unt as
an intrusion or do I have to break down the
en trance door with an ax firstl l cl icked the
"c lear 101( just in case but it probably wasn't
r eeded.

Now we all know that security is usua lly
an afterthought but at least the admin had
WEP enab led. Of course, he should have
had the router password protected and the
workstations shou ldn't have had all those
sha red files. The prob lem is that ad ministra­
tors sometim es cIoo't loo k at security from
the inside , where I was. The fad that the
Buffo1lo Air Station actua lly ga~ me the user
name is not the adm in's fault. The fact that
it didn't count my failed login attempts as
an intrusion is not the admi n's fault either.
Those are things that came with the router.

How does all that help youl lf you are an
adm in, now you know what do. If you just
like to look for unsecured wireless ccnnec­
tionson ht tp. I I .........vi~pa. cc./ . then you
know what to do too .

by Donoli
Mr. 0 from Company A decided to create

a new company with a guy named Harry.
Since Mr. 0 already owned a small bu ilding.
there was no problem with office space . It
W~ easy to set up a second office separated
by a single wall. I manage the nel'.VOrk fOf
Mr. 0 in Company A. 1I's a small netWOrk
with a Windows 2000 Server and. at the
most 15 workstOllions running Windows
2000 Professional Of XP Profession.1l. The
entire network is wired and uses static lP
addresses onl y. There is no wireless router
and no DHCP runn ing at all . So. if an asso­
d ue of the company shou ld arrive with a
laptop and wants to connect to the Internet.
his computer must begi\6l an IP~ress on
the existing Class C subnet. There IS no other
way to connect. When the secon d company
was fonne<!. Harry deci ded thaI he wanted to
use a wireless networ k and also deci ded IN I
he didn' t want me to install it. He brought in
his own people 10 make it happen at double
the- price.

Both Mr. 0 and Harry decided tha t a
connection was needed between the two
networks for payroll purposes. so they had
Harry's guy install two wire less network
cards in two of the PCs in Compa ny A's
system. All was fine with the systems and
still fairly secure since WEP was enabled.
What wasn't fine was that Mr. 0 never rea lly
trusted Harry and the distrust grew as time
wen t on, so much so that Mr. 0 thought
that Harry had a trojan horse running on
Co mpan y A's system and maybe even had
bugged the telep hone system. That's when
he decided to ca ll me. So I wen t there and
checked the logs for Trend Micro 's Clil'flV
Server Suite which is great for small busi­
nesses. I d idn 't see anything there . Nelli,
I ran neu u t - an to see if there were any
unwanted connec tions in the foreign address
column of the output. The onl i tfling I s.1W
was the IP addresses of each 0 the network
cards, one wired and one wireless . Neither
o f them had any suspicious connec tions to
the outside world.

I then opened the browser and connec ted
to the web interlace of the wireless router
in Harry 's office. I was gree ted with a login



Required:
A telephone circuit that can di splay your

cell phone's Caller to information.
A VOice mailbox thdt authent icates viii

CAfler 10 .md has no pas5VIIOfd.
. eM:> YOU~ about thirty minute-s to set
It up dnd test It.

This application is easy 10 do . Dia l your
cell number from a te lephone circui t !hal
displays you r cell phone's informat ion via
Ca lle r 10 . The voicem ail system will recog­
nize you and grant access.

Thisgoeshand in handwith the first appli ­
ca tion (single nu mber presence). II prov ides
access to a vo ice mailbox that bo th lines
can snare. Set your ck>fault call forwarding
on your telephone ci rcuit as mentioned.
You shoo ld find that your .lCCeM method is
relatively the same and 9uick from your te le­
phone d n:uit and cel l phOne.

You might find Ihal your pho ne doesn 't
support hordingdown the 1 butt on for voice­
mail dCCess. ~l.1l1y if lt's a regular cord.
It"Ss unit. You can set a speed dial button
on your pho ne 10 get aroond Ihal. I sugg~l

nOI mapping the speed dial button 10 the
1 bu tton . You will end up w ith two distinct
assoc iative brain pathways foe these very
repetnbe tasks.

You can also use this with a password
but that's just 001 oOIS fun now is it folks?
1Nho wants to be that secure? Cons ider these
questions carefully please. Ifsomeone could
keep th is to the ri~t side of the e lec tions
when it's uncovered, that'd be swell.
Single OoOlla Preseece Using Two Circuits

Requirro:
A data servict> that authenticates via

Calkr 10 in(lJrmdlion.
Methods:
A le/l'phone line that can display the

corea Caller 10 in formarJon that is asso­
ciated with your billing and subscriber

Securing Your

bybtueck
This topic came outof necessity a t a recent

job I had. I needed to securely punch pa rts
of my network traffIC through the corporate
firewall to remote ly mallclge things outside
the compa ny. Also, Instanl /'Aessenger !tafflc
ha~ always been a concern for me .

Fim,. we'll talk about 1M traffIC. I d id noc
want my username and password floating
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information.
A program that can annoonce your crll

phone number as its own that WOf"S with
your service carrier's gateways.

A compatible service gateway thaI
authenticates via Caller ID and bills to thf.
subscriber ident;fJed by Caller 10.

This is similar to the firsl applicalion. You
migh t use this to insure that you hol'ie bett er
access to your data services. If your da ta
service does not feature forwarding then you
will be limited to a single po int lor recep­
lion of data services . You w ill still be able to
send from both ci rcuits. This co uld help you
if your ce ll pho ne is difficult to type on and
yousend data messages frequen tly.

Common Servkes: 5hort Messaging
Service ,",ka SMS, rexling. text messaging;
Multimedia Mes saging Servia, aka MMS,
picture mai', media ma il

'tbu can usua lly find SMSand MMSclients
for you r computer. The cl ient software ca n
be found fa irly easil y in open source, share­
ware, and commeteial form s. Configure the
softwa re such that your sendi ng information
matches your telephone presence pho ne
numbe r. Since this technology changes
rapid ly, 1 leave it up to you to dISCOver the
myriad of!OOls available.

Othe-rW¥
For most da ta services you mighl find tha t

the provider has an SMTP 10 data service
ga teway, such as an SMTP to Stv\S relay. This
is lhe manual «xne. Usually you can send
to your recipient's phone number a t a clever
ema il add ress, such as : 2061234S67 'cdlu
.. h ..pcovld. .....i1.n.t. .

You will have to know the rec ipient's
provide r and the part icular gateway's
protoco l and access method. You should be
able to del iver a message with your sending
informa tiofl customized to point back 10
your public presence telephone number.

" I
~ne1work protocol aflillyzl"f~ (aka !>fliffer) up
on a network and start capturing packets, I
would be ab le to view all Instant N\essenger
!taffic. This traffic wou ld include usemames
and pa ssWOfds, a long with every message
you sent to you r chat paftOf'l". The same
goes for using 1M on your home broad.
band. Every time you sign on to AOL Instant

2600 Magazine

senger, Of MSN, or Yahoo Mesw nger, SOCKS proxy of 127.0 .0.1 instea d of local-
timert popular chatJ'rogram here), your hos,O, and the port should be whatever you
name and passwor is sent in plain text specffed in Step 5. I woo 't go into program
theInternet to the companylservice you details as each p~ram is a linle different.

connecting 10. Anyone could veryeasil y Thereshould beopttOrlS in theprogram to do
row a sniffe r up and capture packets for a mis. AlIlM programs I've usedsupport proxy

hours, then spend some time d~lyzing usage, some bett er lhan Ol:her s bowever,
t they captured to 'A'lXk OUI how 10 iCh.'II, for example, doesn 't like SCXKS

personate you via chat.... proxies for some reason. I use Adium on the
I wo n't go on about v..-hy prolecting your · ,o\I\,)c:and Ga im on !he PC.

If is important, so on wilh it. Srt'p 9: l ogin to your chat prog ram. If it
SSH stands (or Secure Shell. Read all work s, grea t! Congrats, you are now more

bou t it at bt t p , lI.n . ,,1Ir.ipedl' ,O"9/"1ki l sec ure than you were before .
secu"'_Shell . Wikipedia does a good job To test OUI wtw>lht-'l" o r not your chat

xplain ing whal SSH i ~does . I won 't attempt program is actually connected via the secure.0 pa raph rase . tunnel. you can disconnect your SSH coneeo
Step 1: You need to be laterested in this tion and see if your chat program logs you

topic. We'll assume you are, otherwise you out (loses connectivity). If il does, then it'S
wouldn'! be reading this. safe to say you areset up property. If you stay

Step 2: Set up'configurean SSH serveron connected to)<lUf chat program and theSS,",
a remole'home cOlT1pu1t'1'".1 use the integra ted connection is not running. then you ha\'t! an
SSH server on my Mote. No addi lional soft· issue somewhere • probably misconftgured
ware needed. On a PCyou'll need OpenSSH chat proxy sett ings.
Of something similar. Whal Else Can You Dol

Step 3: InstaU SSH client software thai Now that you have an SSH tun nel, yOtJ
will con nect to the SSH server you just set can rou te any !taffic you'd like through it.
up . On a Mac SSH Tunnel Mana ger wo rks Use redi rectionslforwa rding in the SSH
well. O n a PC Junnelier is the best in my cl i~t software to route the traffic where you
opinion. want il 10 go. In Tunne lief it's ca lled as

Sfep 4: If you have a router in place, Fwding. In SSH Tunnel Motnaget', it 's ca lled
fOl"'toWrd port 22 10the IPaddress of your SSH l OC.l1 Redirections and Remole Redirec.

0fW'r II you don't. then skip th i ~ step. tions . Set up a pro xy servE"t on your remote
St~ 5: Create a new connectionltunnel setverlcomputer and browse ItIt- web using

on you r c nerecomputer to the Internel. IP your home broadband coorecttoe. You can
address of your SSH server. I won'l go into set a remote redirection for your PO P/SMTP
dl"lails on this step since each program is a traffic and check your email via Outlook Of
lillie different. I had to get creative on the whatever mail progra m you 'd like. Set alocal
actua l ports being used to tunnel out of the redirection on port S900 and you can VNC
co rporate firewall. Find an open port and Into any computer on your home networ k.
use it. Just make sure 10 forward all traffic on Again, to test out whether or not your traffic
that port to port 22 on the server you set up is traveling throt./Wlthe SSH tunnel. simply
in Step 2. Hint: If you ca n use your 1M client dj~onnPCt the SS"H connectiofl and try the
without a prall)', you can tunnel your traffic coooecttoo . If it con nects, something isn 't
over port 5190. ronfigurt'd properly. If it does not connect,

Step 6: Thenat pa rt is an important part it's safe to say e\'t!rything is worki ng as
After you set tnt- detai h of lhE> connectionl intended.
tunnel. find the section of the software mat Oh - th" If do thi• " . '" more Ing.... you IS on
allows you 10 create a SCXKS proxy. It can }'OUr work computer and your ITdepartment
be SOCKS4 or SOCKS5. On rbe Mac: I jusl finds out what you 're doing. they will likely
put a cbeckmark in the box to enable the be less than pleased. My adv ice is to make
SOC KS4 r.roll)' and give it a port to run on friencb with you r IT support people ldeskside
lyou ca n eave it se t 10 defa ult too) . technicians, networ k admlnsj. I can almost

Step 7: Connect to your SSH server, gua rantee each oI tllem is doing this already.
authenticate, done. Be happy that you Be thei r friend and they may even set mis
now have a fa irly secure tunnel from you r up for yoo . or tell you what po rt to use. If
computer to you r server across tile Internet. you are rudt> '0 them , prepare 10 be reported

5tep 8: This Is another important step. You to m.1n.1gt"R"1t'f11 for brea king company'
reed to c:onfigure )(XJr chat program to use gu ideoli rw-s.
the SOCKS proxy you just set up . TheSOCKS Oh. one final note.... Usua l discla i
prox y server should be 127.0.0.1. or loca l- apply. Don't break the law, etc.
bos r Ion a ,o\I\,)c: I'-..e found you must use the Happy Irails lOf lack thereof).
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Is finding an open wi reless networ k in the invitation of a network to jo in. Not on ly
your ne ighborhood and setting up a NAT is it declar ing "He re I am , con nect 10 me,"
connection 10 direct all your traffic through it's givi ng out IP addresses when you do so.
it instead of orderi ng cable modem service Depending on the clie nt-side con figuration,
steali ng a conoecnco t 15 using the co nrec- no active participation is even required ;
tion <I I a coffee shop without buying a cup Most systems will automatica lly connec t
of coffee ill egal? Ischecking your email from to any network in the preferred network
a random open network iIIegaU 15 using a list, and many open access points share
network explicitly designed as publi c after co mmo n factory defau lt names like ' Iinksys'
business hours likely to get you arrested ? and "default.· Systems with automatic O S

If you've been reading the news lalC' ly, upd ates w ill typically download upda tes
the answers wou ld "Yes: "Yes," ·Yes," and (as to be expected whe n connected to a
perhaps surpris ingly, "Yes" - dependin g on network ), mean ing it's possible to not on ly
where you live l After warn ings about open con nect 10, but begin using the resou rces of
networks in tech news for years, it seems the an open network unintentionally.
mai nstream med ia (and law enforcement) Accessin~ a wireless network without
is beginning to take an inte res t in wireless the permission of the ow ner, even whe n
networks. Half a dozen cases ranging from the network is 'open," typically fa lls under
local news to high-profile data theft have co mputer trespassing laws. From the extsung
made hea dlines in recent months with penal- cases, the charges are filed under loca l (state
lies ran ging from fines to felonies . or co cotyllews rather than federal . The exact

Open wireless networks are a curious charge depends on the region. However, the
intersection of morality and legality. Living Federal Compute r Fraud and r\bu~ Acl (18
in a co un try where broadba nd ac cess is U.s.c. 10301 makes unauthorized access
not mete red by usage (unlike other regions or exceeding authorized access with the
where it may be charged pe r kilobyte inten t 10 defraud on a computer or network
mon thly, prese nting a very real cost to the a crime . While the Feels are generally unin ­
owner of a netwo rk) and, paying for a broad- terested in "smaW cases {less tha n $100,000
band co nnection already, I persona lly think in da mages), many states have copied the
it's difficult to find a mora l argument against CFM fO( Ihe ir own laws .
utilizing open wireless network s, at least in In 2006 a man in lIIinois was charged
moderat ion . Wh ile satu rating someone else's with, and pled guilty to, "unauthorized
netw ork or using it 10 anonymize illega l computer access" and paid a $250 fine for
acti vity obviously crosses the line, use of an using an open access poi nt from his car.The
ope n network would seem 10 be in line with prosecuting attorney cited possible punish­
the owner's decision 10 leave il open. Unfor- rooms of up to a year in jan for the use of
tunately, it ca n be difficult 10 tell if the user an opened access poi nt. A similar arres t was
intentiona lly left the network open or simply made in 2005 in Florida, whe n a man was
didn 't bo ther to read the ma nual that came arrested and charged with a third-deg ree
with the access point - and the law typically felony, carrying a potentia l $10,000 fine and
comes down on lhe side of pro lect ing the five years of jail lime . In both of these arrests,
owner. no mention was made of what activity was

When an access point is "open," il edcer- laking place on the network.
uses the E5$lO (networ k name) seve ral limes Further co nfusing mailers,
a second (ten by default), requires no WEP Slate wo uld consider such use illegal. For
or WPA key, and provides DHCP. Regardless exa mple, New Hampshire's R$A: 638:17
of the owner's intentions, this significantly allows an unauthorized user three affh ma­
blur s the lines between allack ing a network tive de fenses: they reasona bly be lieved ther.
to gain unau thorized access, and accepting had authoriza tion, wou ld get fret' access If
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, or had no way of know ing that the
t"SS was unauthorized . If any of these are

, the user will be found not guilty of
crime.
In 2006 two men were arrested in a high
file case in Michigan involving hacking
the l owes wireless netoNork 10 obt ain
it card numbers. Unlike the previous

lmples, this arrest was unequivocably
sriftable (if, of co urse, they are guilty of

charges). This case involved the oeub­
ate pe netration of the l ow es corpo rate
. work an d the installa tion of spyware to

nitor Point of Sale terminals. However, in
May 2007 , a Michigan man was arrested for

sing a public hotspot in a coffee shop from
his truck and charged with fe lony fraudu­
lcm access to a computer network with a

slble five year sentence and $10,000 in
mcs. In this case the man was not using a

network which the own ers did not intend
10 be public. He was using a network the

ners didn't Intend to he public for him at
hat time, a disti nction muc h harder to make

land as a user of networks, 10 cerenmre if it
applies to you).

The Michigan laws he is charged under
refer to someone who would "access or cause
access to be made to a compute r PMRram,
computer. computer ~y!>lr.."fJl, vr l mpu
flt-ofwork 10 'h;.quln"• clt , H.l~ (ilI1 br
~roy l'lI'opt."ny nr lllherwiSf· uow ' rill, ow.' n '
of a computer program, computer, co mpute r
system, or comp uter network .·

Despite being advertised as an op€'O
hotsprn network and despite the ow ner being
unaware of his use of the network, an office r
determ ined that using the netwo rk from a car
instead of inside the coffee shop co nstituted
unauthorized access. In an interv iew with
newspapers, the man stated he was checking
his emai ls ince he knt'YI the cafe had a publi c
network. Ultimate ly the felony charge was
drop ped and the man paid a $400 fine and
served 40 hou rs of community serv ice .

In similar cases, a Washington ma n was
arrested in 2006 for use of a coffee shop's
wireless network from his car without making
a pu rchase afte r coffee shop owners called
the po lice and an Alaska man was arrested
for using the wireless ne twork installed
in rhe pub lic library after hours from the
parking 10 1.

Think me laws against using public
networks affl'Clon ly the!' United Slates? Think
again. In 2005 a l ondon man was arrested
and fined £500 for using an open netw ork
and in August 2007 a man in Chiswick was
arres ted wnile using an open access po int
wh ile outdoors. Both men were charged with
ffenses under the Communica lions Act and

the Compu ter Misuse Act. For those more
fami liarwith America n style legaldocuments,
the Compute r Misuse Act, written in 1990, is
surp risingly direct and, while predating wire­
less networks, it includes prov isions against
both the use of a com pu ter 10 gain unau­
thorized access and the use of unauthorized
access 10 commit furthe r crimes . Violalion s
of the Compuler Misuse Act ca n carry a six
month jail sentence plus fines.The Compu ter
Misuse Act explici tly stales tha t It may ilpply
to non -ctttzens as well . The Ccmmo olceuons
Act, an immense document dealing wuh the
regulat ions of OFCOM and telecom munica­
tions in general , co nta ins s imila r laws, and
recent amendments raise the poten tia l fines
10 £50,000.

( I) A person isguilty of an offence if
(a) he Cd USt'S a computer to fJf:rfOfm any

funct ion with infent to secure access to any
p ,osram or dat a held in any computer;

(bJ the access he intends to secure is
unauthorised; and

(c) he knows a t the time when he causes
the computer to perform the func tion that
that is tbe case.

(1) The intenf a person has to have to
commit sn offence under this section need
nm be dift'Cted at

(a' .m y pdrticular program or data;
thJ , I Pf08,am or aeu of any peniculsr

AJnd, Of

{('loJ pogram or data held in any partic­
ular computer.

Anyone whodishonesdy obtains an etec­
uonic communications sevsce and intends
to avoid paying for that service is Buiky of an
offence under sec/ion 115. A person found
guilty of the offf!(lce will be liable /0 a fine
or imprisf)flfflf'!nr, or both . Under subsection
(2), it is nof an offence under this section to
ob l.Jin a service mentioned in section 297( 1)
of the Ct'P)'rlghr, Designs and Patents Act
1988. Th"- 5('Ction replaces section 42 of
the Tt>kommunicalions Act 1984 which is
fept'3led by Schedull" 19.

Of additional slgn iflcan t interes t.
302. It is an offence under subsection

( 1) for a person 10 have in his possession or
under his control anyth ing. including data,
which may be used for or in connection WIth
obtaining an e/t'Ctronic communir,l linm
service with the inrenf to use tiw thin¥ 'It f(l
allow il lObe u.~ /0 obtain, Ot flit .,
COll tJ(>("lf'{/ wi fh the obr.ainlflS nl.
uonk: communications wrv k"l'! m

The recent arrt'!>1s rt:rt ,lI!\
open wireless O('lwnrk h
ment ion of St'll i,,,," a
recently passed 1.1
the use Of pt.)S~...~rno or



·KG54-AI drivers to work with the WiFj get it work ing as a soft AP.
nector, and then hex edit the conflgu- Softwa re Modifi ca tion

Inn softw are from a different USB WiFi Since Windows on ly includes very ba sic
.Ipter (but one with the sa me chipset) WiFiconfiguration utilities. we need to go out
ich will give us more control over the and find ou rOYin to co nfigure a soft AP.To do
ice than Windows alone allow s. this we will hex ed it the softwa re for another
Before beginning. I should no te that this dev ice (the MUS Wl -167gl wh ich uses the
only tested and confirmed 10 wo rk on same chipset as the Wi Fi Connector.
mdcfNs XP, and will proba bly wor k on The softwa re we need can be located at:
lndows 200Cl as well. Unfortunately, I IIt t p. lldhvr 01. ..u.eo_/pub/ ASUS I
ve no idea if this w ill work on Visla, and _ iu l_ . IWL- I61q/ Ut i U t l'_29J3. a1p

haec no way to test it myself. Jwou ld be very Download the archive, exnact it, and run
nterested in hearing from anyone who tries ..t up.• •• to sta rt the instdller. But don't try

this on Vista, ~ing or not to start il once it is insta lled . You will only
OriYrt' Modi fteatte)O get errors dboul no WJltable dt>vices being

10 Ret started , download the drivers from found .
the BUffa lo site: To modify the software, )'1U are going
Ilttp . llvwv.bu ftaloteell .coaI• ..pportl to need to use a hex edi tor 10 once again
- .,.tJIJ.. n U2KGsc_l - 01-02- 0002. d p change lhe dev ice 10 from the intended

Extract the V1tl2000 d irectory from the hardware to that of the WiFi Con nector.
a rchive onto )'OU'"computer a nd open it up . 'tt)u w ill need a hex ed itor that has a good
InsidP you will see the file METU2G5C.llll', reptace funct ion. or else this is going 10be a
wh ich is what we need to modify for the vt"l)' tediolft mod iflC.ltion. SpKiflCol lly. you
d rivers to apply to the \\'i FiCcorecrcc want one that is ab le 10 retai n the strings you

Make soreto rE'lTlOYe the read-only pro tec- want to replace after you have saved and
lion on this file, then open it in Notepad. opened anothef file.
Fairly d ose 10 the top of the file you will see Iwouldwl/#Sl XVl32 ifyou don't a lready
a section with thE- heading. IAdApt-eul · This have a hex edWor you are comfortable with .
"' thE- list of dt>vice IDs that Wi~ uses It's small, free. and its robust replace tunc­
10 determine what hardware the dr iver will tion makes the following modifcatioos a
work with. breeze.

We need to change the device 10 that Using your hex ed itor, navigate 10 where
is hsred here to match that of the WiFi the MUS Utilities are inmlled, wh ich by
Connector. 10 do this, simply delete the default will be:
e.i~ing device 10 from the top line {USB\ C,\Pr09"_ rU••\ASUS\ tfU,JI Card Utili.
VID_OCllUID_OOslI:l and rep lac e it with ti••\
USBWID_OCll . PID_OOBB. tnside of this directory there are seven

After you bave changed the device 10, files you need to modify to get the softwa re
save the file and dose it to recogn ize the WiFi Connector. They are:

You can now proceed with the insl.1J1a- AaAutl>en.dll
tion ofthe modified driver. tf you already had C. nt.r . • ••
the offICial Nintendo software and drivers MobU. . ...

• tJIonltor ••••
in~a lled on you r machine, fIld ke sure these TSIIoot. •• ••
a re comple te ly removed before co ntinuing. lIi ... l •••.•••

Plug the WiFi Connector into the wi ..rd .• ••
computer. When the round M_ lIardw. r. The modi fication is exactly the same fo­
Wi u rd starts , select In. t all Ire. • lht each Iite, so once you get into the rhylhm of
or ••peei&: loc ation (Adv. need) . Then it, you sho uld be able to blow through the m
tell it to search for the driver in the direc- pret ty qu ick.
lory whe re the rrodffied IiETU2GS4. INr file is Open the first file [it doesn't mailer wh ich
located and cl ick Nu t . order you do them in) in you r hex ed itor

After the installation, you sho uld see an and replace all occ urrences of USB\VID_
icon in your system tray indicati ng that a OBosuID_1706 with US8\ VID_OCllU I D_OOBB.
rK'W wireless device has been instal k-d but AnN replacing all of the instances in that
not co nfigured (it will look like a com puter file,!><lve il and open the next one. Each file
with waves coming out and a red Xl. shou ld have at least one occurrence in it, so

If you d idn't get any errors. you r WiFi if you r f'ditor is saving that nothing has bee n
Connector is now recognized as a Buffalo replaced, double check that you beve the
Wll·U 2·KG54-AI hv Windows. You can now pl'OJX'r rk-vice lDs typed in.
use it as you wou ld any other WiFi adapter. Aft('f all of the files have been he x edited,
But what fun is that? let 's move along and there is still one more step you must Pf'l"l"nrm
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"'d~lul.h l r twl (crujSS I I /~leq , ••pxJ~q.
"·9·tOb ject~ObjeetNa.e..c1_752_7' 5

New Hampshire Title LXII Criminal Com',
New Hampsh ire, USA:
httP l l l vwv.g encourt •• tete .
" Dh . u. / r •• /ht~/LXII/6 38/6l8_17 .ht.

Communicalions Act of 2003, United
Kingdom:
http l l lvwv.op.i .qov.uk/.i/.i200"200'1
- Ol 2. ht _
http.l lvwv.op.i .qov .u k/ .et. '.n200l /
- 200)enZl . ht.-.

Computer Misuse Act of 1990, United
Kingdom:
http . //vwv.~i . gov.uk /aet.'act.I"O/

- UkPlJ. _I"00011_en_I. bta

ave ne anous purposes, t IS sectio n may
present a significant problem.

Obviously every situation mentioned
here is different- SOm!" occurred tate a t night,
castinga suspicious air regardless of possible
intentions. Other cases would appea r to be
perfectly legitimate uses of open networks.
All that can be said is to beware usingopen
wireless networks and be sure the owners
don't mind you doing so. And buy a cup of
coffee if you're going to use the network at
the shop down the road. They' re do ing you
the favor of getting online.

Referencn
Fraudulent .....CCe15 '0 Computet 5ysrems

Act. Michigan. USA;

by MSlFGX ware currently suppom.) iOlo a WiFi AP
MSlfGX~mail.com for your OS and Wii sr;tt"fTli. The prob lem

The Nintendo vJlFi USB Connector is. those are the only dPvic.es lhe WiFi
(wh ich from now on I will simply refef 10 as Connec tor will 'NOrk with. Nintendo's soft·
the WiFi Connector) is a product re leased ware makes it so that an y de vice connecting
by Nintendo in 2005 'Of use w ith tneir totheAPneedstogothroughi~propriet.ary

OS handhe ld. and more recen tly their Wii auth entication sr;tl'Ol .
console. The WiFi Conoecroe is designed Wou ldn 't it be nice to have a soft AP like
as an alterO.J tive to standard WiH ne!'M)rks that wh ich wor ks with all your otnef WiFi
(which both the OS and Wii use 10 access devicesl O r perhaps you want a decent USB
the Interne! fOf various functions), with the WiFi ada pter that you can use under linux
intended adva ntages be ing automated setu p with nat ive driverslluckily for us, we ca n do
and secu rity. II is available in most elec- al l of that and more with theWiFiCon nector.
ec nlcs and game stores , and currently costs Jt just takes a bit of hacking.
$35 to $40 . Window s

Hardware wise, the WiFi Connector is By following ibese steps you will be able
simply a rebranded BuffilloWU·U2-KG54 ·AI to do two very import ant things with your
ada pter. This de vice was most likely chosen WiFi Connector, two Ihings Which should
due to the fact that it uses the USB version never have been limited in the fi r~ place.
of the RT2 500 chipset (also know n as the First. you will be able to use the WiFi
RT2 570l, one of the few chtpse u that can be Connect or as a standard WiFi adapter,
used as a software AP under Wi ndows. The allowing you to connec t to existing wire less
software itself on the other hand is tota lly networks, run NetStumble r, and so on . More
propr ieta ry to Nintendo, includ ing the importa ntly, you ca n unlock the son AP func­
autill'nticat ion method used . lion of the Wifj Con nect or to work with any

So that 's very inte res ting and all, but W iFi de vice. not just Ninten do 's.
whdt does it rea lly mea n? Basically, the WiFi Accomplishing this will requ ire two sepa ·
Connector allows you to turn your Windows rate hacks. one building on lop of the other,
XP computer (the only as Nintendo's soft- We will first mod ify the origina l BuffaloWlI -
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and can be downloaded from: Ilttp, lI
~88cat , afrald . or9/nind8/rt2 510 . php

Keep in mind this project is complete ly
separate from the rt2xOO Pro ject, so don't
send them any questions or bug reportswhen
running this driver. There is also a possibility
tha t the driver will break normal WiFi ope ra­
tion, but in my personal experience it has
never bee n a problem.

Unfortunately it does have a rather nasty
tendency to disable my keyboa rd when
I unplug the WiFi Connec tor, so I wo uld
suggest you fully shut dow n the computer
before removing the device.

To install the modified driver you will
need to have the kernel source installed on
your machine, as well as a sane build erwt­
ronment. There is no configuration requ ired.
You simply need to extract (he source, build
the kernel module, and then insta ll it.

The following co mmands shou ld be all
youneed 10 gel thE' modu le built:
ba sh' bun alp2 ni n_rt2570- 1. 1 . 0- b2­
"'20060Bl l . t ar.bz2
ba .h# tar xvi ~ln_rt2S70-1 . 1.0-b2­

"'20060811 . t a r
ba.h# ~d . / nl n_r t 2570_1. 1. 0_b2/ Kodul e l
bu h' aalte

Assuming you didn 't get any errors during
the bu ild process, you can now copy the
modu le to the proper directory and then
update your modu le dependencies so the
kernel will recogn ize it. To do so, run the
following commands as roo t:
buh# cp , /nln_rt2510. ko I lib/-.odul••1
... · uname - r -/ml sc
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branch of the project . The rt2xOO drivers are
pretty popu lar, so there is a good chance

r.Jur distribution already includes them, or at
east has them availab le in its repository. But
if nOI, me installation is very simple; if you
have ever compiled a li nux application from
source before, you shou ld have no prob lems
at all gening the drivers insta lled.

The rt2xOO drivers are qui te capa ble,
and the WiFi Connector proves to be a
decent piece of hardware. Monitor mode
is suppo rted, and it works very well with
Kismet using a source definition like:
source_rt2S00,rausbO, NlwlPi

Ironically though, the current rt2xOO
drivers do not support Master mode , so
you can't use the WiFi Connector 10 actu­
ally share a con nection out from your Linu x
machine. This feature should be included in
the final version of the drivers however.

While it is d isappointing you can't use
the WiFi Connec tor in Master mode, there
is slill more to the story. Much like under
Windows, using the WiFi Connector as a
standard WiFi device is the least interesting
thing you can do with it.

OS Wire less Multi Boot
OS Wireless Multi Boot (WMB) is the

method the Nintendo OS uses to download
and execute official software from demo
kiosks, other OS systems, etc. With modi­
fied rt2xOO drivers, you can use the WiFi
Connector to host these down loads from
your linux computer.

The mod ified driver is written by rnesscat

\li _Ie.-I.~I- d
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down a box that saY5 Available Net wor k
Connection. . Click on the device that is
currently con necting you to the Internet {it
does n't mailer what this device actua lly is
so long as it can get online) and drag it Into
the box next to the Internet icon. Make sure
that the box next 10 Enable lCS is chec ked.
Then click Apply.

After a moment you shou ld get a warning
about changing the modes of the adapter.
Click h •. Afew seconds later and you shou ld
get another window popping up to tell you
tnat enabling ICS may take a v..tlile. Click
Oil again. Then wait. li ke the message said,
this can take a while. You will know that it is
finished when the gree n Appl y icon beco mes
grayed out again. O nce lhis happens, cl ick
on the Badc tab.

Here you are going to set the $SID and
channel for the soft AP. I wo n't go into detail
here since 1am sure we are all familiar with
basic WiFi configuration options like these .
I also will assume I don' t need to explain
that running an open AP is probably not a
good idea. Take a leek at the Encryption and
Access Control tabs to conf igure basic secu­
rity settings.

After you have configured your soft AP
options, click Apply, then OR. Your WiFi
Connector is now running as a standard soft
AP. You can connect any WiFi device you
want to it including the 0 5 and Wil systems
that it was originally limited to.

Linull
Officially, Nintendc offers no support at

all for Unux (shocking,. [k now). But as previ­
ously cove red, the WiFi Connector itself is
not a specia lized piece of hardware in the
first place, so luckily we don' t need any
spec ialized drivers either.

The WiFi Connec tor works perfect ly
using the drivers from the rt2xOO O pen
Source Project (ht t p .llr t2d O. se r iel
- lI'lOnb y . (:OIIIl. specifically the RT2570
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before you can ru n the software.
Open up My Computer and navi gate to the

following directory:
( , \Program Fll• • \ ASUS\WLAN Cord

Uti litis.\O r !ver\ WinXP\ AP\
Inside this directory you should see a file

named rt2S00usb. RI'8 . You need to copy
thi s file to :
C, \WINDOWS\ 8I' s t .a32\ dr i ve r 8'

Windows will ask you if you want to
overwrite the eosting me. click y....

Now make sure the W iFi Connector
is plugged in and click on the ssns WlNI
Control Center icon . You are probably going
to see a bunch of error and status messages
when you first start it up. bu t there is only
one you need 10 look at right now.

There should be a window named Wi r e­
l eu Option open. In th is window you need
10 make sure that option which says Only
use our wu.N utilities . . . is selecte d, and
then cl ick OP;. A w izard will now start. d ick
on ceee ..1 to close n, and then all: on the
message thai will result.

The MUS WLAN Card Settlnq_ window
shou ld now show lhe Buffalo WLJ-U2­
KG54-AI along with some information abou t
it. If you see this screen then the software
was modified correct ly.

SoftAP Configuration
Now that the WiFi Connector is being

detec ted by the ASUS WlAN Utilities, we
can make the appropriate adjustments for it
to run in AP mode.The ASUS software makes
this very simple, and it only takes a minute
or two to configure everything.

Open the "SUS WUo!I Control Can t a r and
click o n the co~ ico n located on the left
side . On this new page you should see a tab
on the top that says Soft .\P. Click on it.

Click the radio burton next to Soft AI'

lIOde to change the opera ting mode of the
WiFiConnector. Under that you should seea
diagram of a basic network, and a bit farther



numero us shares displayed (most empty),
and even a space fo- the good folks working
in the kitchen. Funn y... I never noticed
digital room service. After getting bored
of attempting to read broken English, my
interest turned towards their logg ing capa­
billties, A quick browse 10 the .exe's home
di rectory on sha red 0 :\ was all it took to
find log.txt. A fairly massive unencrypted
stra ight text file that listed dates, times, and
codes used to access all three PCS. To make
things even easier, it logged how long each
session lasted . So afte r loedrog the text file
into a qu ick VBA app r wrote, I now had
a list of all codes whose sessions still had
valid lime rernetnrng. Great, I thought, as
I copied these down in a small notepa d,
IUITlf"d the Internet ca fe app back on, and
rebooted the PC. After retu rning the PC
back to the state it was in when I found it,
I went to the ba r, had a whiskey and lime,
and reflected on my afternoon's act ivities.

The next day I retumed from do ing the
"touristy" thing and headed 10 the Internet
cafe for another loo k around . I logged in
with one of the valid codes I had scribbled
dow n, and up popped MSN Messe nger.
The tho ughtful person befo re me had obv i­
ously run out of usage time (when the time
runs out, the login screen opens aga in •
pity if you 're doing you r online banking at
the time). A lessor person woul d have read
their ema il and had some fun, but I was n't
interested . I wanted to know what down­
load restrict ions were in place . So I opened
IE and visited 2600, the, pecketstorrn,
etc. bUI not once was I restricted from
accessing these pages. I then proceeded
to download and set up a keylogger . O nce
tbe keylcgger was in place and work ing, I
removed any trace I was there, and wa lked
up to recepuon .

After a good 20 minutes, no one had
an y idea what I was trying to tellthem and
I don't think they ac tually ca red. Blank
smiles were ali i rece ived .

I'd like to also add that upon returning
horne all efforts to loca te the vendor of this
software were use less. It appeared they
we re no longer In bu siness and with code
like that it's not hard to see why.

lNhile what I have just described isn't
the IT1O!<t techn ical hack, it does demon­
strate just how poorsome sec urity is. Never
underest imate anyone the way they under­
estimate you.

ht.
nyway, back to the Internet cafe

ice . The setup offered MSN access,
S Office, Internet Explorer 5.0, Notepad,

iid a few other epps. The PCs themselves
re beside the desks and fully accessible ,
comfortable cha ir and decent periph­

OI ls were provided and, best of all, I had
cha nce to get o ut of the heat and cool o ff
ith some good 01 ' fashioned gcektng.
When you first turn the 17" LCDs on,

you are co nfronted with a login screen
eoosumrng the en tire desktop. Your o nly
pption is to en ter a login code and click

K. All shortcuts fa iled to close this screen
o r even rrompt for more options. I was
curious i there WdS in fact a way aro und
this software and I'ust how up to da te the ir
security was . Ear rcr thai day, I had read
a local article exp la ining how far beh ind
thei r Internet access was, average speeds,
coverage, etc.

So I disappointed ly ente red my alpha ­
numer ic login code and was taken to the
typical WinXP desktop, where the only ou t
of place item was the la rge co unter in the
top right hand co rne r that counted down
my remaining usage time. Task Manager
was disabled and so was right click ing. I
cou ldn't termina te this counter. But, unfor­
tunately for this resort, that is where the
security stop ped.

I thought most likely when these PCs
were booted up in the morning the staff
logged them into Windows and through
startup, msconfrg, or the registry, this
Inte rnet cafe software loaded, d isabling
all specia l keys and co nsuming the en tire
screen. I was riijht I opened msconfig
and fou nd tnercate.exe under the startup
tab. It co uldn' t be that ea sy, I thought So
I unchecked this option and rebooted the
PC. I wasn't terribly wo rried about bei ng
caught "tampt'ring with the ir computers" as
I had given a fake name and room number
when receivi ng my bO minute code.

Up came the BIOS and 50 too did a
BIOS password prompt. Noticing it was
running AWARD bios, I remembe red
an old backdocr AWARD used around
seven years ago. I entered AWARD_PW
and in I logged. He re 's where it just gets
lazy. windows logged me straight in with
no further authent ication, and I wa s now
co nnected to the net No code to track me
from a nd no time restrictio ns.

To be honest I was a little d isappointed it
took four minut es to circum ve nt their secu­
rity so I started looking aro und . They had
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DS Downl oad Play, and follow the on-set
p<omrts to down load and run the SOftwll ll

o course, you will need some .nds hi
to actually do anything. As these downlo.ul
are freely available over the air from dlon l~1

kiosks running in most major reteuers ar u!
have never been sold, they are considered
legal to d istribute. As far as anyone currently
knows, at least.

You can down load some demo s at the
fo llowing sites:
http . l ldavr . orq/ da2 / daboa /
ht tp .flviti . akU t .orq/Downloadabl . _DS_
" De mos

Conclusion
The WiFI Conn ector is a useful device,

even if you don 't own a OS or wu. At $40 it
certainly is ret the cheapest adapter joe can
buy. but there is no quest ion that it is also
more capable than most devices you will
find on the shelf as well.

Whether you are running Windows
or Llnux, you will be able to use the WiFi
Co nnector in some unique ways that are not
possible with most othe r devices. In addil ion,
due to its specialized natc re and scnware,
theWi Fi Connector likely won't switch chip­
sets in later production runs; which is often
a concem When buying WiFi hardware for
use with Linux.

In the end, the Nintendo Wif i USB
Co nnector offers some tantalizin8; pcsst­
billttes conside ring its price and availability,
even if Nintendo doesn't know it.

I would like to Ihank Waffle for Idying lhe
groundwork for Ihe soft AP conversion sod
maSscdt for his invaluable help and excel/em
sonws re. Special ' hanks to my wife. as well
as everyone 1cion', hate.

withun

by route Intern et cafe where, for a very reaso nabl e
Recently when traveling to Pbucket I price <eercasm > of approximately 300

stayed at a resort along the Kamala Beach baht (around ten Australian doll ars at the
strip . After a week in Bangkok and now timel,l would he given a preprinted code to
into my second week at Phucket I began access one of three PCs co nnected (a lbe it
suffering tech nology dep ravatio n and slowly) 10 the Internet for 60 minutes . Ten
sought the nearest Internet cafe. Fortu- bucks may not sound overpriced for a four
natety for me (and others) the resort offered sta r reso rt on the beach, but the ave rage
its gues ts an air conditioned sma ll scaled dail y income for a local was around SOD
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t>"eh# de~ - a
O nce you have installed the modified

driver, plug in the WiFi Connector. You ca n
verify the module has properly loaded like
so
toaa h# blllOd 1 O;J ce p nin_rUS70
ni n rt2 510 151504 1

IT you just gel a blank line after running
that command, something has gone wrong.
Double check that you cop ied the module
10 the proper directory and then run d eJ""OCl

again.
O nce the dr iver is installed and loaded

up, you will need to con figure the device.
Running the foll owing comma nds as root
will get the W iFi Co nnector setup 10 start
sending out WMB demos:
t.uh" ifconJIq n lnll tlbO up
beah' lYpriv ninU BbO rf~ntx 1
bUh' t\IC ontlq ninusbll -.de Ifonitor
_ c ha nne l U .... t . 2M

You will now need to download the
Ni nWMB package from:

http : //~a • • c. t .4fr.ld . or9/nl nd. /vl~_

- lI ppa . php
To build these applica tions, simply run

the following commands:
be .h, buna ip2 NlnWKB_, 0060609b .tar .bz
baeh' tar xv! NlnWKB_200606 09b .tar
baah' cd . / N1nWMB_20060609b
baah' _11..

O nce installed, you will run the wmbbost
program by giving it the interface you want
to use, the channe l, and the .nds file itself.
Make sure to run wmbhost as root, otherwise
it will not run and yoo will just get errors.
baeh" cd WIIlbhoa t l
baab' . f wmbhoa t _1 n1n ui bO -c 13 ftl e
" n.-e . nde

Then start up your Nintendo OS, select

Internet



that they had caltedabout.
When I became a TIE'f Two and was being

Irained bt,o oIher lil.'f Twos, one rJ the rrainers
remarked 10 me lhat the reason lhey liked me
is lhall never asked the same question twice.
Basically I retained knowledge and never
needed help on ee same issue rwke. Alter
my first monlh I was known as a buR Hnder,
meaning I wou ld find bugs in code andsubmit
il lo the dt>vek:Jpmerl1group.

Now Id's shoot up 10 today. After WOfking
on thisdesk for years now, all the fX'OPle that
Irained me have moved on to ()(her jobs and
mosI 01 the~Ie undt'r me I uained. IBM
was forced to hll'e me because some sort ol
COf1lraetdispulE' ..... ithSvkesforced ay
OUI. IBM Wil$ cheap thouSh I
me al full cost ...nd \I

hired ml'l .l1.

~

Th e Life and De

American H elp
by c.o.p.rt

This story is eboet me and people like me.
I won: on a help desk and have been doing so
fOt many years. I am a technical war veteran
so to speak and ttere are many like me. I have
seen IhreE' desks tha i I have worked on go to
India and I haveseen good friends get laid off.
I am tappi ng out some0( my observations and
crilicisms c;llhe help desk industry and how
great peopleget kicked around in it.

lilerillly~ people that work on help
cIe\h for some lime find that lhey have
become whal I would all a technical guru.
Especidlly if you reach lhat next pinn.a<:"ko cJ
Tlef Two. B.1sically, help desks haVe differenl
Iewls. Tter Zero is a non-technical initial u ll­
taling~. They will lake !he inform.tlion
and haVe a TI('f One wori: on the lssoe and
cootect the customer back. Tier Zeros are
only used as overfJow in case there is an issue
with the phone system at if all Tier~
busy. lier Ones are more~
muSl keep their all~ wi In
rangE', me.aning i1
len minutP.l, I
too long. n... fi
developmenl stili.tod
norm.tl re.alms oi technol
mean is that they are people who ha\
that lhey can think outside the box. They test Ih S to
issues and find possible sorcuoos. and to soee other d . I
f'X1t:n1 even write code. If lhe problem is deter- pul thi~ into .
mined 10 be a code issueafter massive lesting provide for Ihrf'e compemes, 1i pt"f1p1i: ....C,h.
then the issue is seot ro TIE'f 3 (the developer) fota 101011 ol 3tl people. In reality they provide
for a possible code patch or addiliondl fbes onl y t2 people and seve Ions oi money. and I
lor' new code release of the product. am SU~ increase the bonuses ol people above

I personally have worked a mainframe all of us. They also keep a few ell;tra ccotrec-
TIer Two des k for the past sill; years . I moved tors around In answer some overflow, and of
from New York10 Char lotte, NC in 200t and I course if a cuslomer vlslts they ca n ded ica te
started working for IBM as a corwacior. I was 12 people 10 the customer cause .....hile they
hired by a company called Sykes via a phone are on site.
inlerview. I had 'NOI"ked on two other help They mainly do this with lie r One desks
desks previously and I had supported many bet recen tly they have been doi ng tbls with
different pro ducts . I was hired for my massive lier Twos. Tler Twos now seem to have 10
experience and I started on a lier One des k answer Tier O ne and rte r Zero calls from
here in Charlotte. Within three monlhs I was lime to ume. Anything for one of the 'oVOrld's
approachedand asked if I would consider lier richest companies 10 squeeze more money
Two ~olUse manag<>men l had not iced tha l l out of its employees . Sorry, I know I sho uld
h.ld the skills of wha l Ihtoy ca lled a Irouble· not takE' cOfTJOfJ 'E'policy pt'fsonally. bu t now
~hooter. Basica lly I could Ihink outside of I am 1m. $UY doubfing ca lls cmd t am Ihe guy
simply looking in documents to fill; issu~, plus gettinR, laid off 10 increase someone's borius.
I held a pretty good phone personality and the rn a little unfk.r Two Wl"E!ks I will be hitting the
dien ts liked me. I could c.alm the harshesl unemploylTll'nl lines . I will if needed provide
cus tomer dow n ..... ith a few d ean jokes and follow-ups and Upddtes alon& wilh further
by plOjecting the conHdence thaI they wou ld detail( 'Cf information ahoullhe cXopleling army
condude my call wilh lhem minus the issue of help dt-'Sk dgenlJ in the United Stilles.
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by B.urett Brown and password. The first several limes I did
Ah. the library: Repos itory of wisdom. this I didn' t th ink much of it But I began 10

friend of the homeless and anonymous wonder... could I telnet from a shell account
computer users. libraries ewrywhere offer outside the library interna l domain and log
a wide variety of services. One of the latent in using an employee usemame (thus giving
services they provide are the keeping of me access to some adminiWillive functionsll
patron and employee records. with every- Yep, sere enough, no problem Iclrteling right
thing from contact information. check-OUl in there and getting access from across the
histOf)'. fine rnandgement. and, in the worst cou ntry. I wondered if any ocher syslerM
cases, socia l security numbers and other were still us ing ind iscriminate lelnet.
goodies. _ So I went 10 Google and searched for

I recently began working 011 a UniversIty ill..rloi~<:' and found a virtuc11 ~hora
library which uses the world's most popular of innopac libra ry servers, All the seoess
software fOf managing database informllw Ihal were listed §oOl'nething irmopK."q•.cfu
lion. The front end ot this program is a web- were lhe most obvious choice. I lel~ed into
powered and java-based plalform called some from all (M>f' lhe counlry. Some- had
Millennium which accesses the INNOP!\C lelM1 disabled, some had juS! reguldr publiC
backend. c ircu la tion functions enabled, but tbe others,

INNOPAC was created in 1985 by Inno- oh yes. there were many others. They had
vative Interlaces as. UNIX-based sySlem fOf the same famil iar lelnellogin tbat l get from
public access 10 cata log ues and modules my own library.
to su ppon calaloging. c ircula lion, serial s The implications a re that any interloper
And acquisitions. In 1993 lhe first annual on a library network can s.er up a packet
INNOPAC Users Group (lUG ) conference sn iffer and get Adm in pauwords 10 the
was held representing over 150 libra ries INNO PAC database, then telnet in from
and300~. In 1998 Millennium was wherever lhey please.n's like patron records
launched and has continued to t>llpandfune- are easy candy. and remember Ihat thls is
tionality to include database managemen t. the most widely used library sySlem in the
acquisitions, serials. interl ibrary loa n And worl d . Being tbe good white ha l that I am
managt>merlt reponing functionality. Today I reponed my concerns to the IT depan-
there a re (M>f 1200 Innovative Interfaces men! and got some lackluster response. They
installation!> around the wor ld in nearly 20 just didn 't seem to ca re. Next I posted my

lan~~~does th is mean to us and why do concern to lhe lUG ma il list and got many
h FB responses . The rna jonty of responses were

we cart"l Well. lor starters te l seems to frust rated libra..... em ployees who have been
care and mat always makes my ears perk ., 1 -~. f
up . As you've surely heard by now the FBI pushing this issue for years. It is a matter 0
has been trying to use the Palriot Act to get uner simplicity 10 disabl e tcl net access and
access 10 lib rary patron r('Cords w ith mixed lotertace wuh INNOPA( mroogb SSH, but
success. Besides the FBI, there are ter ror. fm some reason n's just not happening.
lsts, lawyers. private detl.'t:livt!s, and a ll sorts And so. as my final attempt to he lp the
of o the r people who may want access to Sl'Curity of libra ry palron information every-
so meone's pal ron record , with Or without where I am writing this ankle fo r 2600. It
permission. is my sinceresl hope that Ihis will ~ave a

The default interface for employee marl" posi live effoo than my talks With the
connection to INNOPAC al my libra ry is IT people.
10 te lnel to the INNO PA( server (the same bttp.II Bnt..encWentcent.r .or9'
serve r which is connected to the Inte rnet .n_ pdid·1S702

b c _ f c _ "b I ht t p . " !nllOpllcu••r • •o r9
fOf public we searc'ft:":> 0 " '"" I rary ca a- http , II_.!H."""
!ague) and login wilh a stan dard username http , II_.l1i . e:a-/.J.1lI1nde 7 , f'bu,1
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