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As we move towards our 2Sth year learn as mu ch 115 w e can from.
of publishing, we find 111<11 so muc h h.15 So w hat has ma naged to SlilY the same
changed in the wo rld we write about Yet over the years? A number of thin gs actual ly,
som eh ow, a surpris ing amount of things a re some gooo and so me bad .
almost exac tly the sa me. For one, the spirit of inquisitiveness

l.ct'v look at where techno logy has taken tha t d rives much of wha t the hacke r wo rld
us. Obviou sly, nothing has stood still ill the con..isls of is ve ry much a live and in H,I<t ­
hardware and softwa re universe. In 1984 , l ively the same state it's been in for so lon g.
ten megab ytes of st or.l ge W,15 still mor e than If an ything were to sum up wh at every single
wha t most peoph- h,HI ,H TCSS to. Those few on e of our art ic les has had in commo n over
who even h.u l their own co mpute rs would , a ll these yea rs, it's tha t desire to find out
more ofte n th.in not, wi nd up sh uffling five just a little hit more, to mod ify the para rn-
and a qua rter inc h floppies before they c tcrs in a unique way, to he the first to figure
would invest in an expen sive piece of ha rd- out how to achieve a comp lete ly diffe ren t
ware like a ha rd d isk. And speed was a mere result. VVhet he r we're ta lking abou t getting
traction of a Ir.u tion of wha t it is today. If around a ba rrie r put in p lace to preve nt yo u
yo u co uld r-omrnuniratc a t :JOO ba ud, it was from accessing a distant phone num be r or
conside red lighln ing fast to most peo ple . Of <l restri cted co mp uter system, or cracking
course , there were those who were always the security of so me hit of so ftware so that
pu shing to go fas te r and ge t more. It wa s th is you can modify it to pe rform functio ns never
incessant need for uxpa nvion and imp rove- d reamed of by its inve ntors, or revea ling
ment that got us whore we a rc today. som e cor porate secrets about how things

Pe rhap s not ,1S dram.ulc in scale but rea lly wor k in tho wor ld of networ ks an d
certainly as w renching in h'l'ling has been secu rity - it's a ll abo ut find ing out so meth ing
the cha nge to o ur soci t'ty an d the worl d and sha ring it with anyo ne inte rested enough
aro und us . In the curre nt dely, we are secu- to listen and lea rn. These a re the ve ry fo un-
ntv-obsessed wit ho ut ha ving gotten any datio ns upon w hic h 2600 was fou nded and
be tter at being secure. VVe seem to have those va lues are .1S strong toda y as the y were
lost any semblance o f the trust that once hack in our early da ys. In many ways they
guided us as human beings. Instead , we live have actua lly strengthened. The Inte rnet
in a sta te of pe rpe tua l alertness, susp icio n, is an interesting ex ample of this. W hile its
and fea r. Som e would say tha t this is rea lity pred ecessor, the ARPANET of the 60s and
and tha t this state of mind is the o nly way 70s, was l!evplflp('d tinder the author ity o f
to survive in a hostile world. \Ne wou ld S.lY the milita ry, wh.u h.15evolved since the n is a
that it's a sac! rea lity and one tha t rwp ds to vc rit..h lp bast ion of free speec h and empow-
be analyzed a nd ho pefully altered . \ V('f(' t-nuen t of ind ividua ls. Of co urse, it's not all
we to have sta rted publi shing in 200B rath er so id(·.tlistic. Not eve ryo ne cares and there 's
than in 1984, we likely wo uld have lx -en a constant strugg le with those who want
qui ckly bran ded as potent ial te rror ists ht·fore the net to be no thing more tha n a shopping
eve r be ing ab le to establish a foot hold in mall and those who seek to co ntro l every
o ur cu lture tha i enabled us to be seen as ,1 aspect of it. But who can deny that literal ly
revea ling and even necessa ry vo ice. any po int of view can be fou nd somew he re

Tor/ay we co ntinue to exist in no smal l on tor/ay's net? And a su rprising am ount
part bec ause we have ex isted for nea rly of people w ill defen d tha t co ncept rega rd-
a q ua rter centu ry. It is that history w hich less of thei r own persona l opinions . Almost
stre ngthen s us and o ne we should all try and w itho ut fail, if someone is to ld that they may
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T orth a certain viewpo int or spread
MX1 on a particular subject, then
rmmitv of the net w ill respond and

e sure the information is spread more
' han it ever would have been had there not
been an attempt made to squash it in the
. K P ace. Nobody has yet been ab le to put

op bac k on the bott le and prevent this
nd of <1 reaction since never before in the

history of huma nity has such a tool been 50

widely accessib le. There obviously is still a
long w,ly 10 go and a good man y batt les to
fight in order to keep free speech alive on
the net. But this is at least encouraging and
indicative of how hacke r values have easily
meshed w ith more mainst ream ones.

But something e lse wh ich hasn't
changed over the years is the malignm ent of
hackers and what we stand for. The irony is
that most people understand perfectly well
what we' re all about when presented wi th
the facts. The mainstream media, however,
never has and prob ably never w ill. It's
simply not in their interests to portray us as
anything but the kind of threat that w ill help
them sell newspapers and get high ratings.
Fear sells - that is the unfortunate truth .
And fear of the unknown sell s even better
because 50 little evide nce is needed to start
the ball rolling.

In the media, as in politics, enemies
are needed in order to set forth an agenda.
From the beginning, hackers have fit the
quali fications to be that enemy. They know
too much, insist on question ing the rules,
and wo n't stop talk ing and communicati ng
w ith themselves and others. These types
of people have always been a prob lem in
contro lled environments li ke dictatorships
ami public schools. It's not too di fficult to
see why they're viewed w ith such hostil ity
by people who want to hold onto whatever
power they happen to have. A true indi­
vidual is no friend to autocrats.

If you read a newspaper or watch virtu­
all y any newscast, you won't have to wait
too long for a story to appear with details
on how the pr ivate records of thousands (or
sometim es millions) of peop le have been
compromised while in the care of some
huge entity. \Ve cou ld be talk ing about a
phone company, credit card provider, bank,
university, or government. And the informa­
t ion that was lost might incl ude anything
from people 's names, addresses, unlis ted
phone numbers, Social Security and/or
credit card numbers, a list of purchases,
health records, you name it: data that
was entrusted to the company, agency, or
bureaucracy for safekeeping whi ch has

been compromised because someone did
something foolish , li ke somehow post confi­
dent ial hospital files to a publ ic web page, or
copy customer information to a laptop which
was subsequentl y lost or slolen. Yet in virtu­
al ly every instance of such a profound gap in
common sense, vou will fi nd that hackers are
the ones getting blamed. It makes no differ­
ence that hackers had nothing to do with
lett ing the information out in the first place .
The media and the authorities see them as
the people who wi ll do virtually anything to
get pri vate data of indi vidua ls and make their
lives miserable.

This misdirection of blame serves two
purposes - as it always has. The first is to
absol ve those really responsible of any
true blame or prosecution. The second is to
create an enemy who can be blamed when­
eve r anyth ing goes wrong. Of course, the
irony is that it hackers were the ones running
and designing these systems, the sensit ive
data would actuall y be protected far better
than it is now, There simply is no excuse
for allowing people's private information
to be copied onto insecure machi nes w ith
no encryption or other safeguards. The fact
that it keeps hap pening tells us that dealing
with th is isn't very high on the priori ty list.
Perhaps if those organizations that don 't
have suffic ient security practices were held
accountable rather than being allowed to
blame invisible demons, we might actually
move forward in this arena. But one must ask
what wou ld he in it for them?The answer is
not a whole lot.

These battles and conf licts w ill no doubt
cont inue regardless of what directi on ou r
society takes us. Whi le we have indeed been
frustrated w ith the seeming lack of prog­
ress on so many levels, we can't help but
be fascinated with where we w ill win d up
next - both in the technological and poli tical
spectrum. The combination of the two may
very well seal our future for quite a long ti me
to come.

The one th ing that w ill keep us going
(and that has made it so wort hwh il e for all
of these years) is the spirit of curiosity that
our readers and writers cont inue to proudly
exhib it. It's a very simple trait, and perhaps
one that's an unerasable Ingredient of our
humanity. It w ill survive no matter how our
technology advances, regardless of any law
or decree put forth to stifle it and in spite
of misperceptions and ove rall clu elessness.
lf we keep asking questions and thinking
outside the box, there w il l always be some­
thing good to look forward to.
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TRIP

by OSIN

POWE R

!>('nd tln- .•h-rt to. and so on. You should also
think ,.hotl t " I ll h things ,15 the placement of the

It is com mo n in 2600 for wri ters to preface canu-r.r. S", it I.u "Ilough aw ay from the a rea
\v'ha tever to pic they may be d iscu ssing with a YIIU' rt ' 1Illini lilr il ig -uth.utln- ca mera has en ough
disclai mer such .15 "I by no means condone or time 10 Wi nu l .r f.·w !'ol ,( IIw l... .m d sen d a n email
encourage i l l(~g.ll act ivity.... That ends wit h this bcfnn- il gd, llllplugg,·d . You m ight eve n wa nt
art icle. Since it is now impossible in Ame rica to ("oll, id.., h idin g il or d isgu ising it as ano ther
to te ll who is a c rimi na l a nd who is no t, o r to ohjt'( l. IIu· point i -, 111.11 ),o u can't have a sec ret
te ll w hat is a cri me an d what is no l, I w hol e- wa rr.mth ...... ""',HI II ift here's video of someone in
hca rtedly condone the practice of the ac tio ns yo ur n~idl'n( P. And know ing about it is ha lf the
I'm abou t to lay o ul hy any an d all cri minals batt h-. !-: t 'IIlI'lIIhpJ th.rt they don' t have to kick
n·ad ing this article. Rut not 10 worry: sho uld down yo ur Ihl! 01 p il k the loc k. Ma ny of these
ilny of ylnl cr iminals o ut the re run afou l of the gangs have IUlgt· ,11111111111<; clf tec hni ca l resou rces ,
grean-st cr hn.. syndican- since the C a mbinos , so they Colli Ill.lkl' tlu-ir own kt,ys to get into yo ur
yo u can always U"f.' the "Sco oter" libby lame- place.
a ss d l'fc'IN ', a ssum ing you 're a rich, white, non- Hut 1('I's nu l sto p Ihl'H'; evil doers always
violent . first tim e offender. collude with ot her r riminal vleme nts of society

O m' of the most used weapons of today's to ge l wha t lhey want . Anyone desperate
org.lll in 'd cri me syn d icate is the secret wa rra nt- en o ugh to do .1 secret wa rrantless sea rch is
le ss sea rch . Tha i mea ns they ca n e nte r yo ur pro bab ly w ise enough 10 case o ut till' vict im
reside nce while yo u' re ,Iway a mi t-ithe r sp in' befo re suc h a sea rch is act ually conducted.
computer t' ljuip llll' ni or bug the pl.wt' . Surely And, d uring the co urse of suc h a n invcs tiga -
suc h evil doesn 't exist in the I ,HId of the Fn-e tion , they might di scove r th.rt you have wire less
a nd Home of the Hravo! And, how iron ic: I ca meras thro ughout yo ur re side nce , How m igh t
!Jl'gan w riting this art icle o n 11 ](' 4 th of July. But, they rea c t? Well , ba rring a full-scal e sea rch a nd
)'1'5, th ings <He 1.1k ing pl,K( ~ th,ll I'm pre tty sure sei zu re, w hic h wo uld make SI'CH'{y moot, the y
the ford,lllH'rs of the USA didn't inte nd . So, let 's might co llude w ith ,1 we-ll-known criminal enter-
t.ikea bite o ut of cr ime ! pr ise that sha kos down I itivcus on a mo nth ly

O ur firs t WP<lPOll against evil-doe rs is wire- ba sis: tlu- flow" 1 I o lllll.lny, " I'I'J! in mind that the
le ss technol ogy, spc-ciflc allv tin Inte rnet-ca pa ble pOWN ("lImp,lIly will ,dW,ly<; do what it ta kes to
wirelcs ... ca mera an d a wire less access point pll',ISI' its n 'gulol llll y Ill,1 Sh'1, So , w ith no power,
(W A!' ). I won 't go into the sec urity co ns ide r- our win-lt -v , (, lIll('I .I .1 1111 "1'IUp is usele ss, right?
ations of wireless ca meras a nd acc ess points; I'll Not so fast. (-oll "idl 'l 1 01 11 " " ( on d wea pon agai nst
o nly S,ly tha t it is in yo ur best inter est to c hange sec'n-t w.u r.mth-,-, SI', Il ' 11('<; : tlu - UPS.
the defa ult I{lg in pa ssword . The re a re ma ny more Whe-n IIH ' l II'S tll',t 1 ,11111 ' IIUI, it was noth ing
sec urity issues pe rta in ing to th is tec hno logy, mon- th.m ,I g lcIn lwd '.lIlgP pro tecto r. The first
but the y a re beyo nd the scope of this a rticle. I 01lt'S ( o uld !,oWI'I .t dl'"klo p co mpute r a nd
st rongly sugges t tha t yo u educate yo urself about mon ito r 101 ,lbOlil l 'i minutes, rea lly on ly
these issues lest yo u g ive cr imina ls access to useful 10 g iVl' till' 11 <" '1 tum- to gracefully sh ut
spy on yo u. No , w ha t we ' re more inte res ted in down Ill(" 0111111111 '1 ,\ h Oli l d Y" ,u ago, thou gh,
at this stage are the ca pa bilit ies o f the wireless I 1,11111' .111m " 1111 ' 11I '\\ 1'1 vc-rvions. Th('y had a
cameras on the mar ket now. D iffe re nt ca rner.ts USB pOll wh« h ,lIloWI,1I them to be monito red
have" differe nt ca pa bilitie s, bu t if yo u were to wi th !' rop" d .IlY so!lw,lH' on J. lap top. They also
select one, I would say it should have at lea st ho ,lsh·d 1, l f gf(',IIt'r IKlwe r ca pacity than older
two capabilities: the a bilit y to he monitored ()vpr 1111,.- 1"1,, Ilili. llu- one I hought co uld power a
the Internet wit h a b rowser a nd the a bility to d, 'Sklop en d flat screen mo nitor fo r nea rly 90
sen d e mail a lerts or a ttac hme nts. mimm-s. But. bec a use I ha ven 't used my desktop

Yo u sho uld co ns ult yo ur pa rticu lar camera's in yt 'ol rs and I didn't wa nt a good UPS go to
documen ta tion for informa tion on how 10 set it was te I wo ndered how long th i... UPS would
up. I ca n ' t reall y g ive speci fics since different IXlwe r my w ireless camera , broa dban d mod em,
manufac turers' ca meras vary wide ly, b UI in most J.nd \VAP. TIle power requirements for all three
cases yo u ca n sett he email not ifica tio n, whether added up to t 10 Wall s while the UPS boasted
to send an mpcg attachment, the numbe r of an abilily of 450 Watts. O n top of being a surge
seconds to record . w hic h e ma il ad dresses to pro tec to r. the UPS also contained a vo ltage
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As I sa id, the http ca ll IM S been sever lv
truncated . The actua l ca ll is mu ch longer. Each
ca me ra is differen t, tho ugh, so yo u may actually
have to sniff you r tra ffic to learn the ac tua l cal l
10 your camera's wcbscrver to turn o n mo tion
det ection. Note tha t the va riable tha t ac tua lly
turns on mo nitori ng is " mot" for my ca mera. To
lurn off mo nitor ing. you wou ld just cha nge you r
cal l line and set motto "disabled" , bu t I ad vise
you to leave mon itorin g turned o n after a power
outage eve nt.

seco nd line had changed. Before we proceed,
though, I want to return to the w ireless came ra.

Anyone who has on e of these cameras and
has used Ihe mot ion det ec tion emai l attach­
men t op tion w ill te ll you that it's sometimes
100 se nsitive to light changes and not sens itive
enou gh to motion un less yo u have the sens i­
tivity se t to high. The false po sitives lhe camera
sen ds out ca n be annoying. Wo uldn't it he nice
if the ca mera 's mol ion detection op tion coul d
he tur ned on onl y if the power goes oul ! 1fou nd
that it is po ssible. assum ing yo ur camera allows
it. Most of these cameras a re runn ing a simple
web se rve r to whi ch yo u can log in an d make
changes to the settings an d options. My camera ,
for instan ce , uses the GET method when you
dick the Apply button 10 turn motion detection
and entailing o n. The entire ca ll I need to use
shows up in the brow se r URI, loca tion IM T. So
now tha t I know what the full URL is 10 do th is
man ually, I can inco rpo rate tha t knowledge in
Illy non script so that when .1 IKlwer ollt,lge is
detected it w ill automatically turn o n the mot ion!
t-mai l option using wgct . Here is a Perl scriptth.r t
would perform this fl'.ll (the wgl'l lim- has ln-r-n
truncated since the rea l c-al l is Vt'fy. wry long):
ij !/uBr/b i n /pe r l
. a pm.'/ us r/ h i n / a pm ·v';
f ore a ch S Hne ( ltapm) (

if t Li n d rex sl ine , -uot,
- c o n n e c t e d " ) > 1 ) {
iji f t h e apm. l ock fi l e does n o t e x ist

if trr -e ' d pnl.l ock ' ) )
d We only want t h i s comma n d t o run
- o n c e Io'hich i s wh y we have a lock lil e

- wget -0 powe rt rip. h t ml
- - h t t p - u s e r _a dmi n - h t t p -
-pa s swd~ yourpaS Bword ht t p: / / c~mera_ip/

- a d m/ fil e .cgi ? a ud io_e n a b l e _e n a b l e d &mo
- t _e na b l e d &e mdi l _youeyo u r i s p . c om· ' ;

Sl ock . ' /
- b i n / t o u c h dprn . l o ck ';

I
} e lse (

ijThe power i s back o n. Hemov p t he l ock
- li l e but d o not t ur-n off monitori ng

if I t i ndex
- S l i n e , · c o n n e c t e d " ) > 1) {

sexec s ' / b i n /rm - f apm . Toc k " ,
)

1I'):III.llof ..O I h.rd some confidence that using it
1I1l'..idl' ih inh ·l ll/..d dpsign pa rameters wouldn 't
Ity Illy win-h-..... ....-tup. I gave it a go. Using my
I.•p lllp 10 IllClll il n r Ill(' l Jl'S I found that after an
IHIl I I ( I I rtlnn ing .•Il llm'i ' devices off the UPS, the
1.,111l " y', I h.lIgl · h.nl f.rlk -n to around 92 percent.
N I II 1),11 1 NI l\\', Ilu'()H'lical ly, if the p(lWer usage
1\ 1111" .11, tlu -u th.umight run the sctull for more
111.111 in IH lllI S, hut in a real-work scena rio,
I IlH II 'I'''\\'1'1 i.. go ing to be ut ilized <:IS my wire­
I.·..... I I IlI1l)1ul('n l.. become more act ive or have to
w-ml otll d.ll.l over my broadband con nectio n. I
IH'vl'r 11 ....11 ·11 how long it could pow er the W illi>
" 111' " yo u e,lI1 decreas e the life of the recharge­
.•l ll ., 12 voltbattery if y(lL! go 1)(,llIWnO% charge,
..01 1'1 '5 assume for argument's sake that my UPS
w ill power the full requi rements of my wire­
less set up for 7 ho urs. That 's still a lon g time for
miscreants to have 10 wa it 10 startthei r search .

But power oll lagl's a re com mo n in the
United Stales. It 's not unusual for one to occur,
.rnd the re are usually no sinister forces beh ind
tlu-m, so how do you know if the powe r ou tage
.11 yo ur residence is a norma l one ! For that
m.ttter, how would you know that on e occurn'd !
It 's true tha t my UPS starts h('ep ing when the
power goes ou t, and since my wireless came ra
also has a microphone, I'd lx- ahl e 10 IU',If it if
I logge d in to see wha t's go ing on. BUI I'd have­
10 know tha t an outage has oc'c urred 10 COI1Ilt'd

in the first place . The po int is tha t yOll may nul
know if the outage is just a nor mal blackou t. but
11"'11 ' .m- \\',lyS tlf knowin g that an outage has
l U I w lt ,1I l ln- problem is one of notifica tio n.
Anti inthi.. Ill'xl p.ut , 1'111 go ing 10 use ,1 program
I h . I I ' .. ln-r-u uv -d U ll l omjl lllt'rs fo r sl 'v('r,l l years
10 II... k h.llh 'ry l' llt'rgy consump tio n (o ur third
\ \l ', II Il Ul l ; ,\ dv.lIl«(,(! Power Managem en t (APM).

AI'.\ \ is normally used on laptops to mo nitor
thl' bat tery an d do so me noti ficat ion s when the
ba ttery leve l approa ches cr iticallevels. The good
thing about APM is that it w ill tell yOll whe n
the power goes out or the Iu)wer adapter is
unplugged from the wall socket It goes withou t
",lying th.t t APM w ill treat a power outage the
...um - \v.IY it wo uld trea t unp lugging the power
,lll,rptt' r from the wa ll and runn ing o n batter y
power. For this exa mple , I' ll be using OpenBSD.
On OpenBSD 3.9, my versio n of APM will give
human readab le statistics on the sta tus oj the
power. On .l laptop, the comm.uu l to e xecute is
apm · Y . You may need to sta rt the ap rn daemo n
first, which is merely a mpd . Whe n you run the
apm - v co mmand it w ill output three lines
<irnilar to these:
Batt~ry state : h i g h , 1 0 0 \ r e main ing,
l~ l mi n utes li fe est ima te
A/C .rd apt e t- s tate : connected
Pe r f o rm anc e state : uninitiali~ed (20 0MH~l

But when the AC ada pier is unplugged or
there is a power ou tage the second line in the
output from ar m changes to this: There is an o ld saying lhat crimina ls alw.lYs
A.!C adapte r s t a t e : n o t connected re tu rn 10 the scene of the c rime. I d0 1l '1 know

So, it's that part icula r line tha t we are mosl if tha t's a lways true, but OUf cri min,l l.. ,lit · w lY
interested in. After plugging the lap lop inlo a a na l-rele ntive and won 't gi\l(' up l' .I,il y. SU tlll 'y
wa ll s(x:ke t. we could write a scr ipt that wou ld may ca ll in so me favors frorn .llIolhl·r "ylld il .tll'
run in cron every minute and test whether tha t which has a long hi..to ry of (·o llu..io n: ) O lll 1"'1'
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I 'm not sure if it is feasib le for the ISP to discon­
nect just one DSl or cable modem. but I can
imagine they wou ld have some way to block any
traff ic coming fro m your modem temp orar ily.
That means that ev e n with ba ckup powe r, you r
('Il1<J iJ a ler t and a ttac hme nt wi ll not get through .
Wh at 10 do the n?

Although my camera has a proprieta ry
program 10 save ima ges 10 a flash d rive or hard
di sk. it's not easily scriptable in a Uni x-like envi­
ronment . To comba t this possible attack, then, we
mu st resort toan <'nli rely diffr-n-nt Sd ll j). Instead
of using <1 Vv'AP, w ireless camera, anr modem ,
we will use , I d igital camera , an old lhB W inTV
card, .md a program ca lled Mot ion. The 05
used is some variation of Linux; in the particu lar
c.rse wh en I first built th is set up. J used RedHat.
Mot ion U~t ·S the videoali nux inte rface, so a ny TV
r.r rd or dig ital camera set up that suppo rts video­
4 1inux m ight work . It 's h.ml to tell w ith so me
h.rrdware, bu t that's w hy I never th row an y ha rd­
w.tn- aw ay if it still works. Anyway, the setup
gops like th is: yOlI hoo k the video-out of the
r .uncm into the video-in of the TV ca rd w hic h
is silling in a pC! slot o f yo ur des ktop computer.
You've downlo.uh -d Mot ion from SourceForge .
net a nd h.we it iust.tllcd. Here 's an e xcer pt from
my motion.r-on f file :
1rame r a t e 1 0
input 1
no r m 1
a ut o b r i g ht ne s s ye~

l hTesh o l d 100 0
nob;.. l e v .. l 16
ni qht;- c ornpe n aa t e y e n
l ightRwi t.c h veo
d ae mon o n
quiet yes
execute / usr/sha re/ale r t.sh
ta rqet di r / home/p ics
f f mpeg- c a p . new n o
f f mpeq- t i me l ap s on
l hre ad- t h r eadl.con f

Some th ings may have changed in the late r
u-k -ases of Motioll, so yo u shou ld read the
dorurm-ntation . I wo n't go into great de ta il
ot he r to say tha t th reshold controls how sc ns t­
tivt' ly Mot io n wi ll rea ct to move me nt, execute
mea ns th.H an ah- rt scri pt is run o nce mot io n is
dl'lpc!t'd, a nd I,Hgl'U lir is w he re the jpe g images
of the <!l'f('1"l ed motio n <I re sto red . Righ t hcfore 1
log ou t of my m.u-hinc a nd lea ve my restdonre,
I have a shell scri p t wh ich dp lays the sta rtup of

Motion an d runs as a bac kgro und process:
e cho · Sl e e p i ng f o r 60 seconds. ~

s l eep 60
echo · St a rt i ng mo t ion det e cto r ...
motion

Tha t gives me time to get o ut the door befo re
Motion sta rts det ecting. There a re ton s of other
optio ns th.u Mot ion has, such as st rea ming
mppgs, but Ihpy MP beyond the scope of th is
artk -h-. Retu rning to our problem of c rimina ls
spe w tly go ing th rough o ur residence, we have
to ,1"'''llllll ' lilolt if yo ur ISP is b locking o utgo ing
tr,d fic from yo ur modern , then the miscrean ts
w ill still h.rvo physica l access to yo ur sys te m
runllin g Mot ion . I h.u'v a problem. If they ca n
u ·hool yo ur ...y..n-m tl"ing so me sort of re sc ue
CD. then Ihl' y mighl hi' ,11111' 10 mo unt yo ur hard
d riVt ,s, Sl ', m h lo r .IIlY ilH'g'" .md del ete them.
\\Ib,l! 10 do~

A \vhih- h ,l l k, I w rou ,111 .uticle for 2600 o n
loo ph ,1( k 1 '111 Iyplioll on flash dr ives. You can
nnw n ',1l1 it .rt h t t p: / / uk .geoc ities .co m/
- 0 8 i n I 9-41. But l th ink you get the idea . Using
Iheh H Ipll'lI k III'vi, c. yo u ca n crea tea n pncrypted
fHl'S)"SIl'1l1 to \vrill· the images. W ithout knowing
w her e to hxrk, .llly ..tate-su pported cr irnin.l ls
w ill not ,,[WIllI th,ll much lim e looking for yo ur
images. And l'l'hooting Ih, ' ma chine with a Linux
re-scue- CD \....on't help them un less the y know
thepassword to mo unt the encrypted file syste m.
Also , the re a re ot her open so urce programs, suc h
as TrueCrypl , o ut there that let you do the same
thing as the loopbac k e nc rypted fih-sysn-m hUI
on -the-fl y. I high ly sugges t yo u ta ke the tinu- to
ac-quaint you rse lf w ith the vario us option s yo u
haw .Iva i!.lh l" to yo u .

lt is un likel y that the c urre nt state of a ffairs
will ever lead to the re peal of secret warran tless
searches. Once cr im ina ls g('l ,1 certai n amou nt
of power, they never ever wa nt to re linqu ish
contro l an d, sho rt o f 0111 insurgpnc.y iI'S very hard
to brea k their gr,l"p o n ou r lives . But, armed with
the right tool s, we C,IIl make it harder for them
to pa int us as te rro rists wh ile they the mse lves
excuse the ir own fo r simi lar conduct. And, since
equal protectio n and trea tment under the law
is no w a lie in the Uni ted Slates, it is up to us
to sta rt figh ting hack . I hope this arti cle spa w ns
mor e articl es on leve ling the playing fiel d for
those of us wh o don 't have powerful frie nds.

SA\VIE HOTEL PlENN
The home of the HOPE conferences is in danger of being torn down

and replaced with a huge office complex. Help us fight to preserve the
historic Hotel Pennsylvania. a vital part of New York City since 1919.

Join the discussion at talkhope .net ,

Keel' updated at www.savethehotel .org .
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h} Casandro

8uildingYour
Own Networks

, :::::: :::::: ~Z~:rlii· "~m:rii· ~· ·~· · ~· · !· ·_ : _:_
are a number of tec hno log ies for this, but we 'll
focus on OpenVPN because it is available for

, d" \dopments like da ta retention and most platform s and easy 10 S('l~), at least in
, I ' ll ',' .,,,llIp lx-ro me prevalent, it might he wise sha red key mode. First you nee to create a
I " luuhl new networks, networ ks that hdon g key:
111 tI ll ' users. Back in the BBS day s, peop le openvpn -- g en k ey --secre t some
•'1" -' ,ll I'd their own networks like HdoNet .. file. key
II V' " tIll' l' ,l -,il y availa ble but unfree toloph on c This stores the shared key in the file some-
m-t wruk. lod.ly, Ill! ' Internet is the new unfree file.k ey, Obv iously. you could use any fi le
Iwlwllrk, 1'1. lgl11'd by com pa n ies who wa nt 10 na me for this. This key has 10 be co pied 10
I I, '" I ll ' 'I I ' ,111l1 more mo ney o ut of the users. both end s o f the tunnel. Op('nVI>N then needs

" I I IIl1 g h l 11t' .1 g ood idea to bu ild yo ur own a co nfiguration file which tells it w hat to do .
1111" I, ·1. III·ly."i/,' 1I networks. Even if th is wo n't Here's an annotated exa mple . First, the serve r's
"" h'I ' .IIlY important p rob lems in the wor ld, it co nfiguratio n file:
W ill ,,111 1 he fun . por t. 1117 a a e s ure to have th is UOP

~ po r t open t o be acc es s e d
In tluv .micle, I would like to co mp ress all ~ from the c lien t

til" iukum.rtion needed to do so. This article is dev t u n
,11111 1 iIllIX·I 1'IlIIi(', hUI tlu- ie/pas shou ld hp f'asy II i n t e r n al s e rver Actr. cl i e nt a ddress
" I I ' 1I1V' '11h J ill ,,1 ,llllHi t .my oppr.llillg "ySll'lll. i f co nf ig 1 72 . 24 . 13 .11 172.24.13 . 1 2

W" II wh.u'v rill ' o hviolh th ing yllil nl'l 'd 1/ n a me o f your ke yfil e

I ' e c c rct. somelile . key
I II It I " lin", "1 11 1" IJ Ut.IY " I' " lV' · .1 11,1 III II 1"' 1 i oslica Lly send some pack et s to keep
I'" ItHhlll "'''0 11' '''''' ''1 .11 '10'111 '.:' '' '" 1,,1. ' ''1 - t tl .. connect Lon a Li ve though r ou t e r s
11I"" '1'110 ''''1111,11,," 11l" "ul",!,t , I" .. . . I,,1 k'·Ij,J.d 1v.olO 12 0
1111 , '" 1""llllll v W I N .IIHI VI N hnuu -l-, C'I!l' j,J l zo II comp r e s s the data.
II" "II", 111111 111 , 01, s] I 10111111I': '-,11 \\1' I",. ·d And tlu- dil'nt 's:
1 H'" llllH I' H,r' H" I " I " , II I' " lI lI p l, ' I" lI 'c ' .uul i eeot.e nameorip. ofyour.server.or g II Th i s
,1 ,111. ,1,1, '1" .l1l)IHll lr,' is the IP or -domain name of your server

1"1 '" "1.,, 1 \\' 1111 I u - r oum-ctions. Obvious ly port. 1117 # The eeme a s on you r serve r

I h dev t un
1 10 ' ', llI lp ll',, 1 C. uuu-rt iun is just an Et ernet # i n te rna l c lient a dr . serve r add r e s s
l . lhl , '. ( cJldi glHI' tho node s ju st as usual. an d i f c o nfig 1 7 2.24.13.12 172 .24.13 .11
Ih"H ' you go. l or I.Hgl'r dista nces, it might be 1/ name o f your keyf ile
W I'" I" I I" " \V l AN devic-es in ad-hoc mode. secret som efile.key
1111 I" p,uh.,hly lx -ct r-xpl.rim-d by a n example. jj periodi cally Ben d s ome pa ckets t o ke ep
I, l ' .1" W ... • 01111 win-h...... devi ce is nam ed .. the connection a live though routers

d k e e p a live 1 0 12 0
\\11.11 ,11 \'Oll 1 .'" luul 1111 1 it... n.une a n settings comp-Izo #I c omp ress the d ata.

\\l lli Ih, ' i .....con tlq ronun.md. Setting Up the As you can see, the re are two differences
d " VIII' 1 .111 1)(, . 1 h il trk-ky. You wi ll need the betwee n the server's a nd the cl ie nt 's con figu-
Illliowin g commands: ration files: the cl ien t's file has a n addi tional
I WCOllfi g ....la nD eas Ld "Ne t.wc r-kbla rne " remo t e line, and the i f c onfig lines have the
... cnanne j 6 mode a ct- ho c commi t
II coutiq vreno 1 0 .1 11 . 4. 5 netmas k IP add resses in reve rse ord er. Aga in, please
... 2' , '• . 255 .2 5 5 . 0 choose the interna l addresses rando mly, to

11 11 ' t'ir"l line sets the w ire less device 's avoid co llisio ns. He sure to always use private
111 .1 11I 11·1 .uu l netwo rk. The sec o nd com mand addresses .
, I\ 'l. l ~ :"' II... II' .uldn 'Ss 10 .1 11.4.5 an d netrnask To start Opl'llVpn . Just type openvpn
"; ', .' r-,'l. 2",r;,II III tlu-rk-vice. The oth er wireless - - - c o ntig you r _ c onfig _fll e .conf . Start

01,,\1 11 ," lin th"lu'l\\'or k would ha ve to he in the 0llelw pn first o n your server, then o n yo ur
1(1. 1 I 1.·L x r,llI gl', with x between 1 an d 254. c ieru . Most distribution s a lready ha ve init files
( III " W ill' c.ud~ yo u w ill have to first execu te to start o pe nvpn auto mat ica lly o n boot -up.
•Ill ifconfig wl a n O up co mm and 10 turn on These often onl y suppo rt o ne tunne l. If tha i is
Iltl' rk-vice. Please choose the IP addr esses <IS eno ugh for you, you ca n try to use that .
1, lrll!c lln ly as po ssible to avo id co llisions. If yo u Now, you nee d to se t up the ro utin g. Ior
11lllill' that a ll IP ad dre ss or range is already th is we will use O lSR as p rovided by o l s r d.
I.lkc·ll, lise a no ther address. This is now probabl y the mosl popul.rr d.u -nn III

VI'N runnels are a b it harder to set up. There fo r wir e less meshed network s. I Iln ·il·r Ill" 11,'l
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The scripts me ntioned in this
article can be downloaded from

the 2600 Code Repository at
http:/ /www.2600.com/code/

References:
()fwd: h rrfJ :llw~vlv.( )fw.() rg

Birthday /~ l ril ( I( )x : h lf / ):/kn .\vikip f::'d ia.()f1-!
- / wikil Hirl/)(1,ly--/).Jr.Jdox

• I.lfgP o!.~J( 1 ~Vl.AN-mesh in Berlin (in
l,/'rman): http:/ /wlvw.o/wexperiment.df:'/

This works fairly we ll if you o nly wan t to do
web- browsing, as yo u must manuall y select
your gateway in your web browser.

A good co mpromise might he 10 create
another VPN tu nnel to the in ternet. This wou ld
potentia lly allow you to have unl imited internet
access.

To further obscur e the network topo logy and
therefore I lll' position of servers of the network,
it might he desirablo to instal l those servers on
vi rtual machines. You co uld then just migrate
the server from one location to another.

I already 0p~ ' r,lh' a small network cons isting
of 3 perm.uu-nt nodi 'S pl us some extra llod~
fadin g in .m d out . II you want to co nnect to It,
I am w il lin g to gi\'(' .1 tunnel 10 anyone who is
w il ling to givl' v uuctunm-ls to others.

Automatio »
In orde-r 111 "',IV!' you from having to do a

lot o f monotonous work, I have w ritten a few
script s.

TI1I' su ipt sear c h~i p . sh fi rst gets a
random ,u ldr{'ss from the private address range.
If we did not ~ hec k, there wo uld be a rather
high charm- o j I (JlI !sion~ . Th ~s is a tra.di t ion.~ 1
birthda y paradox. Keep III mind that, 111 addi­
l ion In thi s h igh chance. there is also proh­
abil ity of not H't"ognizing th.it an lP address is
already taken.

W hen an appa ren tly free II' address is found,
the script wr i t e_configurat ion_files. s h
is exec uted. Thi s script creates a server and a
clie nt conf iguration file as we ll as the shared
key file and ne-atly packs them into two. zip
fili 'S one for the server and one for the client.
Ple.;se edit the settings at the top of thi s file to
suit them to your needs.

getkeys . c g i is a "key dispenser". It gives
out a different key fil e for (·vt.'ry reguest. II you
have a very f.lst c-omputer with a tast . con n~c.

t ion to the inter net. you could use the first scnpt
10 create a few hundre d configuration files and
use the cgi- scrip t to get them to your peers.

Be sure to not leave your key files wor ld
readable. Not onl y could they be read by
just abou t anybody on your system, but also
O penV PN w i ll refuse to start.

So, let the fun begin .

series as it is considerably more stable than the
OA one.

To make it work, you might need to change
a few settings in the configuration fi le,
olsrd. con f:
UseHysteresis no
Li nkQual i t yLe ve l 2

In the interface section of the file you need
10 unc omrncn t the l ine
I p4 Br oadcast 255 . 25 5 . 255 . 255

and adapt tIl(' Interface line to incl ude all
your net wor k interfaces. In my case that is:
Interface ~tunO " ~tunl ~ -tun2 "
. - t un ) " "tun4 " " tun S" "tun6 "
· "t un? " ~ tun8 " ~ethO~

Now you call simply start ol srd by typing
olsrd -c 2 on the console. After a short whi le,
the l inks' status Illessages should appear. O nce
you see-m to Ill' connected to your peers, you
can type rou t e - n to get a list of all the
routes. Typicall y, you should get a l ine for every
node ill the network.

W hal if you have computers w hich canno t
run olsrd, for exam ple because they are routers
or prinll'rs?

For those computers, you can usc the hosl
netvvork annoum-ement (I lNAl feature. This
featu re tell s the ot her nodes in the network tha t
your node can n-ach computers that are not
nodes.

In the I In,14 section of o l s r d . conf, you
w i ll find all ex.uuple of this. You w il l also
have to tellthe devices th.u thcy can reach the
Ol.Sk-ma naged ne-t wo rk via your no de . On e
easy way to do this is to set till' d{'vin's' defaul t
galp\"'.IY to your computer. . . .

So, what could hp accomplished WIth thIS?
Of course, you cou ld start by connec ti ng your
com puter to your friends' computers and oven
to strangers'. Additionally, you cou ld set up a
win-less interface. with this, you w i ll be able
10 offer network access to al l members of
tlu- network. wi thout having to offer Internet
occcss. If 1H';Hl>y nodes also have wireless
devin 'S, they can also for m il connection and
build il network. W in,less ne-tworks were the
or igi nal application for olsrd. ~n .Berl in, there
is such a win-l ess netwo rk co nsrsn ng of several
hundred node-s.

In the dormitory I live in, we have so me
wi reless nodes. Roaming wor ks rather wel l.
You G ill walk throughout the bu ild ing and keep
your If> address despite being in a d ifferent
point of the network to pol ogy. .

As descr ibed. this network does not Inc lude
internet access. If you wa nt 10 provide it, you
have several possib il it ies. The simplest and
most elegant is to set up NAT on you.r node
and use a I INA entry to 0.0.0.0 0.0.0.0 In vour
0 1srd . c onf . Nodes to which your node is
the closest internet gateway wi ll automaticall y
use your connection. There can be s('v('r~ l.

internet g<l tPWilYS; howe ver, be aware that II
network topology changes Gl LJ Se you to change
your gateway, then stateful protoco ls l ike TCP
might break.

An other way is to use proxies. For example,
I run an anonymity proxy on one of my nod es.
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Pirates of the
Internet

by black death
blackdealh x@gmail.com

Yo ho ho and a !llluip of caf(l' in,l lpd Iwwf,lges!
\Vt· hear about them on the news: evil nerds
thai ma ke those poor multi-h illio n dolla r fl'Corf!

companies and movie studios lose mom ·y. But
who are pirat es ft·.l lly? I'm sur e th.u m.m y people
who read this maga zine an- pi r,lI(><; 100, wh ether
yOll dis tribute intclhxr ua l propl'rty or you simp ly
dow nloa d MP3s. w lu-tlu -r you do or not, this
,lf l it It· wi ll be insightful.

I w rote this arti rh- h t'C,lU St' of .m arti r-h- on
pi l. lt y from the Summer 20 ()4 iSSlW of l fl O()
th.u I remember, not hl ·call '>/.' it inspired lil t ' hu t
because it was so h,HI. [ was .11"tJ lnspin-d hy how
uninformed or just plain ignorant the guys w ho
w rite for news shows .rre. I io p('full y, my .ut id e wi ll
ched light o n something that few people, not even
ot lU'( hac kers, know mu ch about. In this artir-le. t
will go into detai l abo ut how piracy works. I know
Ih .l! .1 11Il o f yo u guys w ill know most of tht' terms
111111Will tbfim- tlu-m .1IlyW,lyS for till' r u-wbics.

Mu"il '
l lu.. ,\ l' r t>h"hl ~' Ih l ' "llIlp l..vl .r-, w .. 11 ,.... Ih t'

111'1,,1 w ,,1" ",lI o,.1l1!nlll l III ",r.J( y; it i, .llso Hn-o ne
Vill i , It O' 1'1" ll.IlIly flIO..1 1,II11 ili,u with. The p irate
n l l. to " "n tlh' h o rn ,I CD, wh ich is ca lled rip/l ing
tl u-tu. !hi .. t .ut he done e ither fro m the offlcia (JJ
on the da y of its re lea se o r in advance if the pirate
works for the reco rd COrnpill1y, The n, tlu- SO Il~S

.in- co nver ted to the MP3 au dio form.it, mo st
I ommonly at a bitrate of 11 8 kilobits pe r second.
\\ hil h m.•kes files of re lati ve ly lo w qua lity. FilMlly.
II,,·..., 1l1' \V files are pUI in the "Shared Folder" of
II". 1I... 'r' , peer-to-peer (P1P ) progra m. That's it; the
1'21' progr,lm aut omat ica lly sha res the files w ith
,myo nc wh o requ ests thorn , so the u...er rlor -sn't
have to wo rry abou t ,lOyth ing . LH:h pl'f SOn who
do wn loads a file a lso Il{ 'gins <;h.Hing it. so ew n
lllore peo p le can dow nlo,ld the file ami ,11 faster
"pl'l'(ls.

You may have heard o n the news aho ul ppop le
~I'tt ing sued by the RIM , wh ich is an orga nizat ion
11 '1 " l'v 'nting Ihe four largest AmNica n ret 'ord
I IImp.mil'''. ,lI1d so me of yo u m ighl be worr ied
.11.0 11 1 IM' illg slllod, b ut here 's m)' ad vice : do n't
wOlfy; th,' y do n't h,lVe sh it on yo u. Tha t'!'> right:
lhl ' W ilY Ihl'sl' guys "cafch" you is by ...{'arching
IIJr ,I sele<.:led Mf-'J filt, of one o f the artists Ihey
ll'pH' sen l and then sen d ing oul letters to the
househo lds using a ll of the IP ad dresses that
...ho w up . The sa me IP is usu a lly shared by severa l
differt' nt househo lds even )'OU don 't factor in WiFi
.mil the fact that the y ca n 't pro ve w ho was us ing
lhl' comp ute r. (A rohber cou ld 've broken in to
I I .... yo ur high speed connect ion because he has

d ia l up, downloaded mu sic, an d saved it to the ir
iPon. ) If yo u' re still worried , however, download
,1 p rogr,Hll called Pel'( Cu ardtan . It's free and it
IlIII(:ks anti -lll P cornp.inics' .ut d govcnmu-nt
organizations ' 11's from connecting 10 you. Without
going o n ,1 rani , I'd just like to po int out th at the
record companies h.wo act ua lly mad e mort'
mone y since P1P became big: nx'ord sales I1My
be down, hul internet sa IL'S .H(> w,ly up . AI<;(I, they
h,m'ly pay the music ians a nyt hing; if it wa...n 't fo r
As rA P an d BMI giving the artists perforrna nre fees
fo r radio p l,ly, rovers, .md tho like, most rnus ic i.ms
sl'rio usly wo uld hp dying of hungr -r.

Movies
If yo u IiV(' in Asi,l or a IMgt' ci ty wi th .l

pn-dornin.m tlv Asian .1rt',1 (.1 "Chin.dow n" ) in it,
tlwl1 yuu 'V(' proh'lh!y v -cn pooph- !'>l'lIing l)ir.1h"(l
movies. w lu-re do the y gel thorn from ? Mo..t
p irated DVIJ salesmen down lo.u l thr- movies
from Torren t sill'S like Torrl'nl<;py and Mininova .
Th is is very easy to do , h ut the sak-snu-n m.ike
money off the chum ps wh o do n't know how 10
do it by selli ng the movies fo r a nywhe re from $ 1
In $-') each . The mo vies are usu all y in VCI) forru.n.
whic h is like OVO butlower q ua lity, wh ich ( "111 fil
on a CO- R, and wh ich ca n he pl.lyl'Cl on all)' (WI)
p layer. But where thow tor re nts come from is .1

more interesting "'lory.
Usua lly Ihl' movie is raptu n-d hy SO!llI'OIll'

silt ing in Ihl' mov ie Ihp,lle r wi th a l'illn ('(,l. Ihis
W, I<; 01 1("P d UIH' vl'r y po orly, h U I now it's u...u,llly
done with .tt ripod a nd .tn empt y theat er. Thl' <;{' , I({ '

c,lllt'{j "Cam" n-k-ases .md usually com e oul tIll'
tI,ly of the mov ie 's (( -II',lSl ' , hut lhey ,m' also are
usually o tbadquahtv, Ihere is also anot her method
calk-d ' Tclesvnc" which is hasic.llly the S,lmt' .ts
Ca m, eXCI'pl the au d io cumes thro ugh so me direct
inpu t such .IS a hea dphone jac k, rather than the
c ame ra' s m inophone. TIH'Yarl' a lso usu,lIly ht'llN
qu, d ity th,Ul llll'ir CHll ("o lin terptHIS, If a Illovip is
wry po pu l,u, espe cia lly am ong the Ihe whill ' mall'
14-30 demographiC Ih,ll most often dow nloads
Ihe se fill'S, lhl' ll so m(,tilllt,<; ,1 DVl) $u('('ner will
he released one o r 1\....0 w('eks I.lter. These filL'S,
<;( lm(' t imps jU!'>1 ca llt"(l "Scrppne rs", are OVO rips
m,l de fro m ,1 OVOs of the mov ie that ar t' giVPll
out o nly to Lcrtain pl"( )ple in the film ind uslry
bu t whi<.:h IIll'n get leaked . Reg.m lless of how
the movie was captured, Ihe rel pasl' group then
conw rts thl' mo vie to an XviO fill', which is a high
(lua lity v ideo forma t, ht ~ ttl'r than DVD, b ut whic h
ca n mostl y u nly be watc hed o n computers a nd
some DVO player s, o r al terna tely to vco format
as BIN/CUEd isc image files wh ich can be b urnt to
CD, The files a re the n dist ributed as a tor re nt.

A torrent is a file co ntaini ng infor matio n about
whi ch files to dow nload from wh ich RitTorfl'nt
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tracker, It ba sically wor ks the sa me way as P2P
program s, hut instead o f using Ares or Lirn ewire to
search . you usea website. Ihetorrcnt files a re fo und
on torrent website.. which either have their own
tracker, like . Ior rcntspy does , or search mu ltiple
trackers, like tso huru does. These a re public tor rent
sites; the re are also private torre nt sites whic h yo u
can joi n hy invitation on ly. On pr ivate trackers, the
l]u,l lity o f the me yo u downlo,u l is usu a lly better
and the download usuall y g O( 'S faster, you also
h,lV!' to maintai n a cer tain r,ltio of how much data
you do w nload 10 how much you upload , and you
also have a lower selection of files . unless it's an
en ormous site such as O ink.

Software, Games, and Other
This is the form of piracy most o f yo u a re unfa­

miliar with lxx-ause it is the most complica ted.
Don't I-;t'l me wro ng: it's not co mplicated; it just
SI' I'Jll" that w,ly to the ,lVl'r,lgl' pe rson . Softwa re
is uSlI,l lly d islribult'd ,1S a trial version of the soft­
\\I.HI ' .md <l n ,l( k. A r r.uk is ofll' n ,I modified mai n
cxcc'ut.ible o f the pro gr,ml wh it h bypasses the
Iin'll"ing ..y..n-m. tho ugh som etimes a ll you need a
Sl'ria l numlx-r o r lin 'll<,e key. Ga mes usually come
.1 <' 11ll' fu ll g.lml' rippe-d from the officia l COs with
th.. (Opy pro n-ctlon UMk{'(I , plus ... se ria l number
ora prog r.rm that gt 'IlPr.lll'S serial nu mbers. 5ome­
times you 'll also gt' l a Noel> program , which
is the ...1111(' ,lS .1 crack b UI instea d o f bypassi ng
lilt' li( t'l1sing svsn-m, it bypasses the syste m that
dwck!'> wh eth er 111/' g.un c CD is inse rted or no t.
However, if thl' g ,lIl lt' carne .1S CD-RO M disc
lmd1-\(' fill'S, then you ran usca vinu.i l CD pro gram
like D,ll'1l10 1l Tool!'> to emul.uean a( tual CD drive
instead.

Cracks, key generators, Noe Ds, an d 1111' like
an- made hy / )(" lp le know n as crackers. l ht'
crackers use de luggers like Oll yDbg and ID A Pro
to disassemble the o rigina l program's assembly
mdt~ . They then modify th is code w ith a hex editor
such as Hiew o r Fle xHex . Co mme rc ia l softw are
p rogr,lms o flen try to prevent this hy using software
prolt 'clio n syslelll!'> such as Armad illo, ASPr01ect,
or \Vinl.in 'llSp, h UI mo st crackers can get aro und
1 1lt'~e proll'cl io n !'>ysh'ms ilnyways. The re are sites
ou l Ihere Ihat have d<lt.1ba~'S of uacks a nd ser ials ,
hut I" d,ly thl-'!>l' sill'!> ,He <;( ) fill(,t! w ilh adware and
m,l lware they're nol even wor lh visiting unless
yo u f(·.lll y know what yo u'n ' doing.

B.n k in tht, d,ly, W.lrl'Z USf-lf l 10 actu,llly he
uplo.Hkod 10 OIl(" S own FTI' o r HTIP server o r 10

.\ h,lt:kl'd ,;erver. Now, however, alm ost everyone
ufllo'Hls 10 a site c.l lled Rap idshare or to one of
its ma ny clo nes like Mpg;HJpload. The se sites
W N e coo l at first but the y have wa it times o f up
to a m inu te hefo re you dow nlo<ld r a n the fill' you
W,lIl!. This ca n he hypassed , hut a 101 of Ih" limp
it's unsuccessful. Also, because the sites usua lly
limit uplo aded files to 100 MB ".Ich , warl'Z down ­
loads are usuall y in 100 M B R,\ R parts. ~t\R filt'S
are comp ressed arch ives simila r to ZIP lilt.'!>. The
downloa d sites, howeve r, have nealro <;(nTwlhing
called p rem ium accounls, where you p.1y mo nlhly
ior a n acco unt th.l t c an down lu,ld an unlimiled
amount of files w itho ut wait lime s a nd w ith p rior i­
tiu'd speeds. Thesc prem ium accou nts iHC ofte n
used a lmost like a curre ncy on wa rez fo rum s.

Vvare z forums are inte rnet fo rums w here warez
duw nloads a re r osted . Most o f these dow nloads,

how ever, are ta ken fro m DOL sites , wh ich I' ll ta lk
abo ut late r. warcz forums have sections lor c hat­
ting just like other forums; the y a lso have ~VI P"

sections, which you ga in access to hy having a
certain a mo unt of posts o r, more commonly, by
do nating to the site. These V IP sections suppos·
edl y contain ra re, h igh-q ua lity files , but most of
the time these se ct ions are d isapp o int ing an d not
worth yo ur money or posting time .

VV,HI' I forum s used to have very good pot en ­
tiel. hil t now everyone uses D D L sites o r to rren t
silt's. 'lh!s is because a ll the b ig Wa re z for um s
ar t' cum-nt ly owned by mo ro ns. O ne exa mp le
i!'> , I forum !".l lIl" l \VT,llk: it started as a very good
forum , uut IM'c .UN· of the ad min bu t because of
the IMIWl'llu l .uul ..m.ut people he knew. Aftl'r .1

com pli( ,llpd "l'r il's o i ('\"('nt .-., the adm inistrator
b.mm-d IIU' p' "i'pll' who Wt'H' the mo st integ ra l
10 h i-, tonun, .HIII sll Jwly ('vI'ryont ' else who was
impon.nu to rhl' ( IH llIlItlllity !'>I,Hti'd ttl lea ve or gel
b.umc.L AlIl'r . 1 whik- tlu- on ly pe op le left were
so ( h ildi..11 .uul ..Itll'll l ("noo hs") that they cou ld
r(-' I.ltl' 10 tl u- .ulmiu. Since eve ryone with double­
d igil I( )s h,ls It'l t. the on ly people left to give the
adrnilli"lr,llol .u lvi( e are the o nes as stupid ,I .. o r
..tupidr-r Ih.1II hun . I1l1'y suck up to him, so all h is
hair-bmim-d illl',l" h,I\'I-' result ed in even IO Voi N ­

quality rm-mlx-rv .1Il" r-ve-n in mor e noobs : th is is
a pro<(·s.. 1 c. llI ~ 1<: .'v I 'r st' Natura l Selection". On
lo p of .111, he h,IS ,11"0 ..t'nl'l ly kep t a log o f h is
members' password .., whir h <itt' supposed to b('
<;> nnypted, a nd he 's used h is nu -mbers ' donat ions
to r the site to bu y new MacRoo ks. il'od s. an d
so on . This stupidi ty and co rruptio n is co mmon
am on g many warez forum admfns. though no l
usually to thi.. de gn-e.

Sorry for my link, ran t. Anyw.lys, back 0 11

topi c D O L sites on - websues where the links to
downloads are submitted and then di splayed as
tho usa nd-page lists o f so ftware tit les. They also. of
co urse, have a search ba r. The biggest DO l. sites
are Katz a nd Ph,11d l 0 L.TIll' silt'Stha t submit their
links are e ithe r .Hlu.11wPhsi!{'s or warez fo rums,
h u!, l'i the r W(1)', Ihl'y ho th use I<:apidshare most of
the tillle . Also , if yo u <;poln h for .1 file o n a DOL
sill', mos t resu lts yo u gel w ill he redu ndant : the
same Rapidshare link over a nd ove r, JUS! w ith
d ifferent people gell ing ad reve nue o r me mIK'fs.

Conclusion
\Varez has co me a lo ng wa y from the "Do n' t

W I)y that floppy" e ra. to the rise a nd f.l ll of Na psler
an d Kazaa, to Tom·nts, and 10 peo ple sell ing some­
thin g Ihal is s urpns~d to be free . Whu knows w hal
the fu1ure ho lds? M.lyh(' O fl( ' d,ly you ' ll be ab lp to
down!o.HI physic,l l oh i('ds, h ilI what I know for
("j'rI,lin i!'> Ihal, right 110 \ \/ , Wart'l is at a high po int
for q u.mtity .mll low po int lo r qu .l lity. It w ill lake
so tlw thing h ig 10 fix it. I hope you e njoyed Ill} '
,lrtid l' .lIld le.nnt'll somet hing from it. I ho pe to
\vrih' for 2600 aga in.

"hout me: I have been an dcri \'e member in
tIll' W.lrez community for several years now and
so me times I con tri lJute to the \'<1/ikipedia article
Ofl warez. I have my own warez forum. Ir's small
hut with it, I 'm trying to battle the flaws of other
ware7 forum s' mentioned earlier in the artide.
~bu CJ n visit it al ht tp :/ /www. kron i kfilez.
- com!.
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11..110, and greetings from the upon the 9 11 ini rastruc ture in your
( "lIlr,,1 Office : It's hard to bel ieve area. In most cases, this w ill be
Ih"1 it 's al ready w inter, bu t the some fo rm of Enhanced 91 1 (E9 11l,
( ,,,cades are covered in snow and the current standard (most recently
<ki racks are on almost every car. upd ated in 2004) . A t the network
Ihi s is a time o f year w hen a lot of level, E911 consists of a vo ice circuit
" lI w lgl'nc ies happ en, and the tele- (ove r w hich you comm unicate w ith
I ,ho ll " system plays - now more the ca ll answerer) and a data ci rcuit.
Ih,II' , 'wr - a vital part in orner- The data c ircuit (w hich is private,
1:" 11 ' y response. runs a proprietary protocol, and

I hese days, 911 is the virtuall y isn' t connected to the Internet) is a
I III iversaI way thro ughout the U.S. redu ndant dedicated co nnect ion 10
,11,,1 Canada to summon the poli ce, an Automatic Location k lcnt if ication
Ii" , department, or an ambulance (ALI) database.
(o.o ll " ,ti ll " 'S all thrr-o at once). There Basic 9 1 1 prov ides on ly a vo ice
0', , Il l " \I" 'lIw ly <I<'I " i l, '<I ,11111 rigoro us co nnection to the PSAP, w ith no
'" 01 ' 1. 11 ,, 1. ,,<1, " " ,," ,,1 how '1 \ 1 o ther identiiying data. Wh ile call
~·. I I· " I' .11 11 1 1.11 11 1111 '" .uc- (h'sigrwd takor s have the ability to trace ca lls,

,11 11 1 I 1111.. 111 It II 'd , ,11111 IIIl' ... t.uu l.ml- it requires a call to the local phone
d ill I): II' }:,lIl1 /. ll llill i... l ilt· N .llioll,l l company which can take UI) to

I ll ll'l ~ '.I · r ll }' NlII lI lH'r Association ten minutes. The l imitations 0 this
IN I NAJ. system are evident w hen 9 11 calls

W I" 'II you d ial9 11, the telephone are receiver] from people w ho are
"v iI< h invokes an SS? route that has disoriented or experienc ing medica l
1""'11 SI,,'c i,l l ly co niigured ior Ihis emergencies and may be unabl e

1
11 111H,..,t'. In mo st cases, your call wi ll to answe r ll1il n y questions or even
'" '0111,'<1 over a dedi cated Irunk to provide the locat ion from which

. 1 <I,'<lic"tl'd 9 11 switch (although in they are call ing.
" " I1l' areas this is a shared tand em In an effort to so lve this prob lem,
switch - not the recommended the E911 standard wa s developed.
, I ",figuration but it's better than E<Jl1 -capab le PSAPs use Automat ic
nothing), The 911 switch look s ,11 Nu mber Identi fication (AN I) data to
your inboun d AN I and, based on iden tiiy ca llers. Based on th is data,
Ih.'I , routes you to the appropriate your phone number wi ll di splay
I'ublic Safety An swer ing Point on the call answe rer's console. The
(I'SAP) via a ded icated trunk. At th is E911 system w ill also query the A LI
point - only a coup le of seconds database based on your AN I data. In
" fter you p laced the call - the call most cases, this database is main­
.mswerer w ill inqu ire "9 11, w hat's tained by Intrado, Incorporated (a
your emergency ?" private co mp any) and contains CNA

The infor mation availab le to the (Customer Name/Address) data fo r
'1 11 call answerer is dependent nearly everyo ne in the United States
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Links
http ://www.nena .org

National Emergency Number Asso­
ciati on, the standard-setter for 911
systems.

h t t p: / /ww w.qwest . com/
- who l e s a l e / p c a t / 91 1. h tml
- Qwest 911 interconnection and
product offerings for filthy CLECs.
This site contains Jinks to many
excellent diagrams of Basic 911 and
E911 call routing topo logies, which
incompetent CLEC techn ic ianscould
never understand.

by the 911 call taker, who has no
idea that the apparent calle r is actu­
ally the victim of a cruel (and very
dangerous) hoax.

Back in the good o ld days of
Ma Bell , nobody could touch the
SS7 network except for loyal card
carry ing CWA uni on technici ans.
These days, any idiot w ith an Asterisk
box and a sleazy VolP provider
based in Romania effectively has
full SS7 control and the ability to
impersonate any ANI they damn
well plp.l se. This is hecause w ith
certain VolI' providers, any TNI data
that you configure in your Vo lP PB X
is acrr-ptcd as gospel by the VolP
carrier, and is sent to the PSTN as
both CUD and AN I data. Congress
is worried about spoofing Calle r ID,
but that's small potatoes in my mind
- most of the shenanigans around
spoo fed CU D data are harmless
pranks. ANI spoofing, on the other
hand - especially when mixed w ith
911- isthe real proh lem. If anything
damn well ought to be more il legal
than it already is, it's thi s!

And that's the end of my curmud­
geoning here from the Central Offi ce,
at least for this ski season. Stay in
hound s, stop in place if you experi­
ence a whiteout, and always keel)
your mob ile phone charged to ca I
the ski patrol!

with a phone - even inclu din g
unlisted numbers (I het telemarketers
wo uld love to get their handson this).
Newer revisions of E911 incl ude the
ability to provid e CPS location data
for w ireless phones, and th is data is
also obtained via the AU database.
However, these capabili ties are fairl y
new and not yet w idely deployed.

W hi le the 911 system is incred­
ihly useful and has saved many l ives
since it was or iginall y deployed in
1968 (in Haleyville, Alabama and
Nome, Alaska of all the random
places), it wasn't originally designed
to work w ith newer telecom munica­
tions services such as Vol l; w ireless
phon es, and CLECs (Competitive
Local Exchange Carriers). These have
exploded since the Telecommunica­
tionsAct of l9% largely deregu lated
telellbone service, creating both
cha lenges and security vu lnerabil i­
ties in the 911 system.

VolI' servi ces in particu lar have
illustrated practi cal vulnerabil ity in
the PJII system. Recently, a group
of highly unethi cal phreaks (one
of whom was known J ears ago as
"Magnate") was arreste for engaging
in an activity called "SWATting." Thi s
exploited a l ittle known and mul ti­
tiered loophole in the E911 system.

In case you haven't heard what
"SWATting" is, it invol ves spoofing
someone else's ANI when calli ng a
911 "backdoor" number. Every PSAI'
in the 911 system has a "b ackdoor"
number by design. These are used by
operators to connect you to emer­
gency services if you dial "0" instead
of "911" for help. They can also he
announced as the emergency contact
number via the Emergency Alert
System (of "This IsA Test" fame) in the
event of a fai lure in the 911 switch or
trunks (this actually happened a few
years ago in Seatt le). The unethical
caller can then descr ibe a vio lent
kidnapping or other situation li kely
to provoke a SWAT team dispatch
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fa rming tech niques use d hy the RIAA an d simila r
o rga nizations .HI' useless. Darknet s .HI' hea vily
en cr yp ted, so thev are immune 10 ISP monitor ing
tool s. Da rknets ca n be "bridg ed " by use rs who
belong 10 multiple da rkm-ts (SfO(' Sm.ill Wo rld
TI1I'ory). Ht·ClI.1SI' da rknct s an- small ne tworks se t
up by groups wh o know ea ch other, k('y distr ibu­
t io n 1 )(' (' (J Illl~S <I no n-issue .

Dnrknots fix the vulnerabilities su({prt'd by
thei r prl'd( '(( 'ssors, h UI not without vq n-nse .
D,lrb H'ts h.we one weakne ss: pl'o p lt' . The S( 'CU­

rity of a d.rrknct is based o n trust o f those using
it. Hefo n- yo u invitf~ SO n 1l'0I11' into yo ur woup,
ask yo urse lf if yo u H'a lly lrusl th.u pl'Nlll. Also,
SI't strirt rules rl'gard ing rm-mlx-rs inviling ru'w
peopk- imo yo ur darkm-t. O ne 1.lpsl' of judg mf'nt
could co mp romi se the security of yo ur da rkru-t.
Wi th a tigh t-kn it group of pf'ople yo u trust, a nd
weapons-grade encryptio n, dar kncts .ue the
safest. most robust file sharing availihle.

Peace .

Building a Da rkn et
TIH'H' are a number of ways to bu ild a darknet.

Unior tunate ly. there isn't muc h softwa re ava il•
ab le to do it. Free net (f r e e ne t p roject.org)
a nd WASTE (wa s te. sou r ce f o rge . n e t ) ca n
both be usod to ("fl'atl' da rknet s. Hnw r-vr-r, both
of thps t ~ ('fl' ,ltl' de{( 'nlr,l lil'l' d d.uknot s. lh!s indY

S(' I' 111 likl'.1 good thing, a nd in Jll.1I1y situ.uions it
is. Bd llH' d('cid ing on a d l'('("ll r,lli/'{'d ne-twork,
rake into ,1Ccou nt the sil't' o f yo ur network. a nd
how o fl( 'n 1)( '0 1'1(' k('('fl the ir COllljlu ll' rs run ning.
Ma kp sure there is a roo t nod e w hic h wil l a lwa )'s
he on, prd l'fah ly wit h a sta tic I I ~

TIl(' second op tion is a c'r-ntralizcd net wo rk.
Unl ike I'Hge rcn traliz ed networks, d.nknr-ts a re
not o nly snMII a nd priva te h UI a lso disposah le.
A la rger darknct c.1I1 he composed 0 1 sma lle r
networks. with connect ions made through
shared rncrnbcrs. p refe rably co nnec ting through
so me sort o f pro xy in orde r to pro tec t the ide n­
tit ies of the user s. A ce ntra lized darkm-t co uld
he construc ted in a number of wa ys. such as a n
encrypted Nrs {lrivl' a nd a secure conm~ct ion like
a n ssh tunn t'l; a n en cr}'Pted FTP se rvice where
each user is g ive n a n account wh ich ca n w rite
10 the se rvice ; specia lize d softwa re w hich uses a
hu b 10 cache d.lla (I am w riting suc h softw<l re); o r
a d irecl ory, suc h ilS a torrent tracker, where ,1 11 the
files a rc en c rypted,

by WillPC
willpceehushmail .com

The Beginning of the End
In the beginning, th..n- wa s the Interne t.

I Vl'r>'onc happil y con nected to iI, <I nc! swap ped
11111 111TliHion freely, withou t concern for pr ivacy or
>" tld y. But SOOIl, thi s began 10 ch,II1g<' . The fnsrist
" 'I: j tll t ~ began to pass leg islat ion. shackling on ce­
tr"l' information, and spy ing on the on rc-In-c
I" ·" pll' . The Jightne ts were shut down hy law
" ll l o tl ement or legal actio n. eVP Il 1111' c!('«('ll i ral­
I/I 'd networ ks, suc h as Bifforn-n tt r.ukcrs. ('aring
.ut.n k. bega n to become sec lusive a nd private.

The Tecb nology
Ihis new wave of tota litarianism call s for the

Ill '" gt' ll pr.l l io n of file sha ring tec hno logies, da rk­
"" 1'. . lhu-, f.u, tlu-n- h,1\'(' lx-en , roughly spe aking.
I I,. , ·, · W' l lI'I ,I I II II '" I II I ii, · ..h.Hillg It ·, hno log ips.
' ,II h w uh .1 IIlIul .IIIII'1I1.11 I I. I\\! 1" ,llling 10 its
01" 1111 ' IIl1' 111.1 ~:,' r lO' r. I I I" 1l \\1. 1<, 1111 ' C1·111r.llil'l'd
.1Ilr! 0." 111 1 I "1111 .1111"'11 h~:hll1d ... "II' h .1" N .t l"'h'r

.1Ilt! 1' \1l'1l rl l<' \Vudd \V IC II' \V,·" . l k rw ' ·\ ' ·r. "ut'
r" rl ll'lI I " IIII. II.I"·l l n .t lu rt·. tlu-y WI' rt ' shut down
h~' I 11111111. 11 I h.lIges o r I q.~.l1 act io n of some kind.
JJll' ... ·1 1 fl ll i ge nera tion con sisted of dccentral­
in,1I net works, suc h <:I S gnutcl!a and BitIor rcnt .
Allho ug h the decentra lize d ne twork s .1(( ' tl greal
unprovomen t ove r the cen traliz ed net wo rks of
)' 1'-,h ·ryl'.H, the y. like their an ces tors , an ~ 1I,IWI,II .

I I", en tr.ilizntion was c reat e-d 10 cOlllhal the lega l
.Itl.ll l.. .. which destroyed net works like N,lpSlN.
I I, ,\\'t'Vl'r. many th ings were overlooked in their
dl'sign, na mel y a nonymit y a nd vn crvption . In
the wake of lsr monitoring an d RIAA lawsuit s.
decen tra liza tion is not enough. Individua ls die
IH'ing ta rgeted . in order to sprea d fea r,

The Resistan ce
The thi rd generation of file sha ring so ftware

i.. the most importa nt: da rkne ts. A dark net is a
private en cr yph'd virtua l ne twork for a sma ll
group of people . The go al of a dar kn et is a sma ll.
n )mp lete l)' en , .rypled net work, co mp lelely invis­
ible 10 a nyone w ho docsn 't know a hout it. Not
t'wn yo ur ISP ca n le ll w hat files a rc be ing moven
lhrough the he,w ily e nc rypted dcHknet,

Motivations for a Darknci
The re a rc severa l adv antage s to da rknets.

III .1 sm a ll netwo rk. w ith only trusted use rs, IP
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Vidl'U Sta nda rds
Mu( II 0 1 fln- ,lv.lil,lllh ' video up there is now

dig il.ll. ()V(' I 11ll' p ,l"t ton ym rs, mos t an alog
video h,ls ,l lis.IPIH,.ln ·d 011 the Ku-band, bu t yo u
(",111 .., 1111 ll1H I ,I lilt ,Ivaila hle on Ccban d. In thr­
Ci\"' l' ()fvil li'(rdi strihution, dig ita l do es not alw ays
1111' ,111 hl'l tl' f. A good standard defin ition feed
O il C-holl lll wi ll almost always be bette r than ,1
di gi!.ll (t'('d l lf tln- sa me c ha nne l be G1USe it is tlu '
maste-r f(·l 'd . By the time it rea ch es yo ur cable
or di fl'tl -to ·l llHllP s.m-llite system, it has ht ·t·n
en coded d ig il.llly, co mpressed, and bit -sta rved
to the poi nt o f loo king like a pixe la ted 111(·ss.
Ana log, however; is " hugl' bandwidth hog, a nd
prone to int erference. so a lo ng the way, th ings
progressed more to pro viding dig ita l feeds . An
a na log channel takes the sa me space as up to 20
d igital c ha nne ls, and w hen sate llite p roviders r-a n
provide more bandwidth for ch.umol di st ribution .
tlw y gt't mor e money [nn n ch.m nc l produc -ers.
An,llng progralll s a re just regular NT5C feeds in
No rth Am('r ica, an d C<1I1 be pic ked up by chea p
a nalog rece ivers.

In the dig ita l rea lm, the possibilitie s o f \",11,11
you can find ex pa nd greatly. 50 do the difficul ­
ties in initia lly find ing the Signa l a nd the (' XP (' llSl '

in gett ing pro pe r eq uipme nt. The ma in digita !
standard used for sate llite TV in Nort h America is
ca lled DVB~S. Mos t of the wo rld uses DVB vari­
a nts for their dig ita l te levision d istr ibution, such
as DVB-S for satellite, DVB-T for terrestrial. a nd
DVB-C for cable. In Nor th Ar m-rica WI' use ATSC
for d igita l terrestr ial. a nd QA M for d igital ruble.

C,HI 1)(' IIlJlI l·d in with much sma lle r d ishes,
.lpp lo \ ill1' lh'l y lO inches ac ross, whic h a re I'<l si ly
mounte-d l lll .1 roof o r wall.

by GutBomb

Equipmen t
The ba re mi nimum se tup yo u VI/au ld need to

get sta rted is a satel lite dish, a TV, an d a sat cl­
lite recei ve r. The d ish is usua lly a pa rabo lic d ish
tha t sits on a mast. w ith an a rm shoo ting ou t from
the bo ttom which holds the eye po inting bac k
at the dis h. This eye is call ed a LNB (Low Noise
Block) . There are a few typ es of LNl3s available.
A D irecTV/D ish Network d ish contain s a ci rcula r
LNB. Circu lar refers to the shape of the micro­
'Naves being be a med towards it. Circu lar LNHs
pick up spira l shaped beams. These are beamed
o ut at vc ry high power, so the d ish itse lf does n 't
ne ed to be very b ig to pull in the sig nal. Unfort u­
nate ly, these LNl3s a ren 't su ited to p ic king up the
reall y coo l stuff o ut there, a nd the dishes the y ar

J
atta che d to a re a bit too sma ll, usua lly between
18 a nd 20 inc hes.

For the coo l stuff, yo u will need a linear LNB.
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Broad cas t Bands
There ar e three co mmo nly used broadcast

bands used for sat ellite television d istribu tio n.
The Ku-h,1I1d is 1111' most commo n method of
sa tellit e b ro ,ukasting in the co un try. It is used
hy both maj o r dir ect-to-h o me sate llite se rvices
(liircc.Tv a nd Dis h Network) as we ll as by inde ­
pendent satel lite bandwidth provide rs. Ka-ba nd
is a newer te chnology that has bee n used for
yea rs to d is tr ibute sat e llite inte rne t ac cess and
satellite rad io hut wh ich has recen tly star ted
making inroa ds 10 vide o distri bu tio n. Finally,
the re is cl assic Ccband, which the ma jor netwo rks
use for dis tributing the ir cha nnel feeds to othe r
satel lite p ro vide rs a nd cable co mpa nies. C-ba nd
req uire s ve ry la rge dis hes , the sma llest of w hich
are nearly () feet across. Ku- a nd Ka -ba nd Signa ls

Tbe Cla rke Belt
Television sa tellit es are a ll lined up a long the

eqll'l lor of the Earth . When seen from the Earth 's
SUrf,K ( ', II1I'Y for m an a rc across the sou thern sky
known as the Clarke Belt, afte r sc ience fiction
piomx-r Arthur C. C I<Hke. The arc contains over
H() s.uellit os Ih,lt usually have a na me ide nt ifying
tlu-m ,mil <l J1l Hl1!1l'r th.u co rrespo nds w ith the
lon gitude mer idian they ,HI' OIl. for example, the
main D ish Network sntelliu- is known as Echo­
sl,lr !J1Ba nd il sits in a gt'osync hro no us orb it over
the 110 d l'gn 'I's WI'st longitudp line. It is often
refom-d to as 1 l Ow (read o ne-ten -w es t).

TIl{' pursuit of knowledge and unde rstand ing
of the way th ings works doesn 't ne ed to he
limited to co mputers and telepho nes. Vile an:
bei ng bomb.r rdod 011 u co nsta nt basis by micro­
W ,IV{'S from mobile phone towe rs, radi o transmit­
INS, tch -vislon bro.uk.ast lower s, and even front
sa tellit es tho usa nds of miles above the ea rth 's
equator. TIH'5e s.in-llites art' the focus of th is
anicle.

Using a SYS\l' 1ll Ih.1I only costs abo ut $300,
yOll C,1I1 ('xplo rt· llu: e xciting worl d of sa te llite
TV hroadca sts from the co mfort o f you r own
couch (and Ih (' roof of your house from time to
l imp ). Sl1m t:; h.u kh.tuls, news feeds, syndica­
tion up inks, forei gn prog ramming. unbi ased
news. WIV( ' rI1 lT1( ' Il [ propaganda, wea ther reports,
in!l' rlwl accl'SS, totally fnu- (trco as in bee r and as
in Spl'I'ch) programming, a nd most import a ntly
,1 gn ',lln unde rstanding of how the broadcast
worl d works .HI ' ,llfl',Hly hl' il1 g hl.isu-d towards
yOll (,vl'ry minute of l'vNy 1I,1y, so w hy no t have
sonu ' lun?



Shout outs: sxtxixtxcxh, trol/sb, my lovely wift ,
Hypher, and jemsTV who helpf'd me oul with
this article.

Conc lusion
The re <He Ion s o f th ings w ,l itillg fo r yo u fo

iind Ilwlll up there . f indi ng so nll' th ing stran ge
a nd inter esting giVl~ me a n awe so llle feel ing,
a nd I feel he ltN knowing tlMI I'w l' xplored the
sys te m enough 10 g,lin a grl'.lll'r u nd e rsla nd ing
of the s,l tel lite world ,15 a whole. for more info r­
Illcl liOIl on Ihe to p ic. c heck oUl lhe se great links:
lyngs.lt Sate llite Ind ex: h ttp : / /www .
- l yng s a t . c om
Sate lliteg uys FTNMPEG Forum :
http://www.satell iteguys .us/free­
-a~ r - f ta - d i s cuss ion/

yo u wa nt 10 look ell a different s,llt, lIitt'. t\ motor
can he found on line for about SI 00. Youput yo ur
di sh on the motor, put the motor on the ma st, ,md
point the enti re assemb ly to the satellite C!I)St"'t to
true so uth from your c ur rent position . Once yo u
pea k yo ur signaf there , yo u ca n use a feature of
the Pansat cal led U$ALS that will automatically
track the other satellites across the Clarke Bel!
based on that initial true sou th positio n ing. II's
a m,lli n~ to see it in action . My mot or of ch oice
is the Stab HHlJO.

l et 's Scan the Skies
tt cre is where the m agic happens. You've

go t yo u r system all set up, you r di sh is pointed
10 tnn- so uth, you 've go l yo u r USAl S all set
up , an d you've go l your remote in hand. The
fun in th is is figuri n~ if out, so ih is won 't be a
how-to. ·111 point yOll in the right d irect io n of
s , l l l' lI i t ( ~ positio ns, I n-ronmu-nd http://www.
- l yng s a t __ com,alisting of ..,llt' lliit's .mumd the
world .md the ch.mm-ls lh,ll 111('y contain. Using
yo u r receiver, yuu wi ll tell your d ish to poi nt at
,1 spt 'ci fic Sc1te llitp b.I"I't1 O il its positio n (suc h as
117 dl 'gH't 'S WI"'!) <lnd blind-scan it. " Blind -sca n"
w ill find all ch.uuu -ls on tlu- san-Hin-, including
full-tu m - rh.uuu-l s. " ,11.1 feeds. radio channels,
.md wi ld f(,(,lb. W ihUt'l'ds ,H I' on-the-spot news
" '/IOIIS Ih,11 aft' Ilt'ing sent b.u k 10 tlu- net work.
w tk h iucludo thm -s when tln- n-poru-r is "o ff the
air" while- llu-ir hair is hL' ing fixed, lhe)' pr.u'fit'e
tlu-ir lim's, or h.wr-r.uulid r onvers.uions w ith the
Can ll' r,l rn-w, You 1Il,Iy also find tr.lin ing videos
Ih,ll .m- b ro.uk -ast to gO\'PrllIllt '111 ,Igt 'n l"il's .md
schools around tho ruun trv. If yo u ' r(' ,1 spo rts
fan , yo u' ll low the spo rts wildfr -eds , whirh .tre
di rect from the stad iu m broaek-asts hl'forf' they go
bac-k 10 the network. You'll someti mes find Ihl's ('
w itho ut gr,lphit"s. ronum-rrl.rls, ,IIUI, mnn - r,Hl'ly,
('vt' ll w ilho ut tht , a nno ying 1·IUIIIlll'll t.lto rs l

N('ws fe t'(!.. "how up a lo t on SBSfl (74w ),
NASA IV is Olv,lil.lh ll' onl l CJw wi lh <l ci rculJ r
I N B, ,md PBS l1,1 s "I Hl H' 11I'IwlII"k ft'l'd s on AMC I
(11 7w) . A..id l' frolll w ildfel'ds, ,llllo ng lht· ot her
p rogr, Hnrning ,lVail.lhll' 0 11 Ihl' sl' s<l lplliles (("'p e­
Cicl ily ' I?w) is .1 ton of fo re ign progr,ullming. You
C,IIl gl't cUl inh'H l,ltion,lI per..\lt't li\'(' on m' ws, h it
Bollyv.'"ood mo vll's, sports 11.11 an'n'l nornlclll y
,Iin ·d in Ih is Hogio n, ,lnd jusl ,1 h ugl' dose o f inte r·
n,ltiOIl.l1 culturl'. The rea l fun i.. l'x ploring, ~ ) I'll
11'<lvl' YOll 10 it!

1111'1"111I11111'.11,11\"" t in ul.rr, n-fers 10 the typl' of
I" .1111 II 1.1\...·.. in. I irlt',lr !Je,JnlS are less powerful
11101 1111.t, ' 1" t /IIt ' to weather interferen ce. so they
"''1 11111' 1,IIW'f dishes . A certai n type of li near
1Nil Ih.11 ( .Ill attain frequenc ies sligh tly lower
th,1Il , I lI'gul,n l inear LN B is called a universal
I Nil rh, - d isadvantage 10 universal LNHs is
Ih, 11 11.,1 ,I II switch es a re compat ib le w ith them.
11 " -,,, .1 1(' plenty of newer swi tches, however,

11i .11 work pe rfectly, and if you have a single d ish
..y..n-ru, then yonmost like ly won 't 11('('<1 switches
,1I1\, W . I)'.

II ~'flll h.IVt·more than one I NH tha i you wanl
h I ' " 11111'( I to your receiver, then yo u w ill rm-d
h. , ,1,1.11 11 .1 switch. The bes t switches to U'>l' a rc
I • • III't1 I )ISEqC swit ches. (I have no idea how 10
prOllo unce th is o ut lou d . I S,l )' 'di z-e-q-c,' h ut I
. 1111 probably wrong .} Yo u c. 1ll hook four LNBs
111 111 the swi tch, and th ou just rim .1 s i ll~ l t ~ Lill Ie
I I, 'W II 10 the receiv er.

lh e l NB I prefe r is c,l l1('d the luvacom
l }I'I I-OJl an d yo u ca n pk k it up for about $110 .11
,IllY o f a number o f shops o n till' intl'rrll'l. It can

1
111 k up bo th ci rcul ar and univcrs.tl bc.rms <I nc!
1.1\ two outputs for each. An lNB this f.lIl!"y is not

1I1'i l"''>ary, however ; a ("hl'.lp $ l S u niver sal LNB
wo uld be fine for a lx-ginm-r just ~elling ,,1.Hll'd .

The d ish is an irnport.uu r on skk-r.uion . A
<' 1Il.11I 18 -inc h dish W( IIl'tll '.llly IIIIfllr us, 111·(".IlI"I'
Illl'ft' a re o n ly iI few rh.nuu -ls .lv.lil,lh lp 10 li S

I t '~ i t i mate ly without "u l l"l r i l ) i ll~ III o r Ilt'nY llling
.tu en crypted sisna l. (This is pm <, ih ll' , h UI nottho
1001IS o f th is artlclc .) Ideally, the bt 'st d ich 10 ~I' l

,.Lu!l 'd wu h wou ld be 30 inches or I ,H~t ' r. l opt ed
II 11 .1 I lllh 'c I:ClJOP 90cm (36") dish. The d i..h w ill
I 1111I1' with ,I mast that yo u c~n mo.unl onJour
10111 lIf 011 a wa ll, the rctlccnng dish, a n the
I Nil . HIn, hUI yo u will have to supp ly the l NR
\ 1ItIt "l 'It. Ihis dish will sl' l yo ub.n-k abo ut $100,
il l l hIding shippin~.

lilt' receiver is w lwre ..tu ff ~I'h re,llly flll1 , ,ll
11·,....1 for me. I pprsOllol lly h,l\' (' two rt'("l'ivt'r... TIll '
til"t is a digitallJVB rl'ct' ivt'r, .mel II1('n I loop o ut
h O Ill it to an o ld a n,dog r(,cl' ivt' r. I'm d ig it,11, YOll
h.lvl~ many chol (" l's, ,mil un forhu l.Ill' ly til(' m.H"l't
i.. .1 I"it satura ted righlllow, 1ll'(",IlJ<;I'thl'!'>l'.l!igit,11
11'( l 'I \l'rS can a l ~J hl' USt,,1 fo r nof -S<l- h'gllml.lle
1'IlIIHI<'l'S. If yOll only \V,mt 10 hl' ll'gil , I H'nlm~

11I1'11" Ihe Pans.lt 2S0 0/\ H'f(' iv('r. nlOu~h il is
1111\\' discont inw 'tl , thert:' ,HI' ton s o f thl'lll .wa il­
.rille on e Bay for " lIoul $.IjO· $70. II has ,1 w ry
((·Iiahle bl ind -sca n ft',llurl' , w hich is ('"sl'n tial fo r
lill/ ling w ild f('Pcls.

If yo u are l ooki n~ for ,1Il,1 Ing, you Illay h.lve
.• Illuch ha rder time finding a rece iver, Ilt'cause
Il ll 'y arl' o ld and rare. I re("('nt ly found an a n,l lo g
<" Il!·llile receiver from Ihe 'ROs w ilh wh ich )'o U
I .111 i""1d ial up Ihe entire m.lp o f fH'f!uencies, for
Hilly S 12 sh ipped. I d id n 't haw a C+ba nd Sl'IllP
<'11tlll'U' wasn't ve ry mu ch to find , b ut Ihe Ihin gs
I did find were p retty intere..ling: so me soccer,
1 ollpge bas ke tba ll, an o utdoor icc hockey ga me
1'1.lyl'<I on a pond, a nd a n FBI tra ining vi<!t't) . Any
.In,do g sate llile rece ive r fro m Ihe Unide n Supra
li'li' is highl y recommen de d .

!'inal ly, th e last piece o f eq uip me nt yo u reall y
W I 1Il'1 wa nt to live w itho ut is a d ish motor. Th is
Iliolm w ill tilt a nd pa n yo u r dis h a uto ma tica lly,
' I I y l i ll (jo n' t have to go up o n the roof eve ry time
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Essen t .i -3. 1
u r- i +.'-1--

T o o ls

Over the co urse of my ca ree r in network
!'>1~nJr i t y, I have come ac ross a lot of !'>('c urity
tools. most of w hic h may a lread y be fa milia r to
people rea din g this arti cle . Some of yo u ma y lu ­
a lot more ade pt with the m tha n I am . Wit h th is
articl e, I am hopi ng to lay groundwork for these
to ols which peop le ca n then bu ild upo n. For
each tool. I w ill prese nt whe re to find it, wh.rt it
doe s, how a nd w he n to use it, a nd o the r tidbit.. of
infor mation whic h may co me in handy.

Na me: nmap
Whe re : http : / /inse c u r e . o r g / nma p /
w hat : nnl<1 J> (Netwo rk Mapper ) is probabl y one
of the m o st recogn iza ble nam es of progr a ms
whe n il co mes 10 net work secu rity. Supporting
both IPv4 a nd (so me) IPv6, nmap has bec o me a
st.rplo (or .mynne wor king in network sec urity. II
is mo..1 ( IHl llllon ly known (or its por t scanning
abilities an d its ahility to c uslomi/e the S(".l I1S.

when: nnl.lp con u-s in very ha ndy fo r a number
of Ilurlx l..es. VulnPrallilily aSSt>SSIl1I'nts, pcm-tra­
lion tes ts, testing firewal l rul es , If.->sl ing (H/N)IOS
function alit y, a nd network a ud its a re the main
o nes which co me to mind off the lop of my hea d,
although I'm sure llla ny of yo u o ut the re have
used nllltlp for other purposes as well.
How: nmap G ill he used simp ly as a basic
por t sca nner Inrna p - v -a 'r $targe t ). This
will perform a fu ll Tep co nnect sca n o n most
common po rts. O r, it can be used for something
more complex: nmap - v - s N - T l - PO
- - p O- 6 553 5 - 0 $ta r get will perform .1
NUll (-sN. no ilags set} Te p SC,lIl , ve ry ..lowl y
(-Tl), wit h no ICMP che ck (-PO) on a ll 65 ,536
port !'>, w hile attem ptin g to guess the ta rget 's
operati ng sys te m base r! on the results. Using
nma p to lest yo ur lH/ N)lOS signatures an d the
alerti ng w hich goes a lon g wit h the m is a task
whic h will alle viate a lot o f headaches when
setting up yo ur IDS 10 test fun c tional ity. Using
nma p from o utside yo ur netwo rk a nd attac king
your firewa ll and an y sta tica lly NATed hosts will
hel p yo u a udit yo ur c urre nt firewa ll pol icy and
setup . Using so me of the advan ced o pt ion s a nd
sca n types with nmap will he lp yo u hide yo ur
hosts from finger pri nt ing a ttac ks.

IN 'S signatures to tes t a pplic ation se ttings against
a "Iu'c ific po rt. If yo u have ever sc i up a serv er.
YOll know IIMt most se rvices can bl' re- mapped
to rim O il d diffen-nt por t. Fo r insta nce, ed iting
Ap.1f Ill" " "I i..tr-ul 'ur t" din-rtivc w ill allo w yo u to
I h.lI1gl' wh il h Pllit yo ur wcbservcr is o n. If yo u
(h.Ill!-:1' thi... t" J( 11/2 2, some scanners may repo rt
it .1.. the-SSI I v -rvice. Using a ma p aga inst th is w ill
Iriggl" tlu - IITTI) signature an d let yo u kno w what
i... tl' ,llly running on the port. arna p supports ho th
ll' v-t •nu l II'vh fo r te sting an d is very acc ura te
with it<; n-sults.
w lu-n: d lll. l p ca n be used during VAs, RAs,
1'1' 11 tes ts a nd ...ystom setups o r as a trou ble ­
shlMlting teM 11.
Hew: Using .1m,lp wi th the -bq v o pt ions is .1
good start. This w ill pe rform banner grabbin g
and att empt 10 ma tc h ag a inst the signature to le i
yo u know wh a t is running o n the po rt yo u have
co nnected to . As a rea l-life exa mp le (san itized ), r
had a c ustomer w ho had re boo ted their fin-wal l
ilnd incoming TCP port 25 wasn't working. VVhc'n
I tchu -n-d to the por t, I go t a n odd ban ner so I r,1I1
am ap aga in..1 it. This is w ha t l go t:
(root~al ice -1 # a map -bqv
- 999 . 8 88. 7 7 7 . 6 6 6 25
Us ing tri gge r fil e / u s r/loc a l/e t c/
_ appd e fs .trig load e d 30 t rigg e rs
Us ing response fil e /us r /l o c a l / e t c /
- a pp d e f s . r e s p l o aded 346 r espo ns eR
Using trig g e r fil e / u sr / l o c a l / e tc/
- a p pd e f s . r pc l o aded 4 50 t r i g g e r s

amap v 5 .2 (www . t hc .or g/t hc- a ma pJ s tart ed
at 20 07 -06-24 16, 1 7:]4 - MAPPI NG mode

To tal a mount o f t a s ks to perf o rm
in plain con ne c t mode : 23
Wa i t i ng for time o u t o n 23 conn e c t ions
Pr o t o c o l on 9 9 9 . 8 8 8 . 7 7 7 . 6 6 6 ,25/ t c p (by
t r i gger ht tp ) mat c he s s mt p- p ix -
ba n ner : 22 0
··· · 2** ·· ·· · ·* · * ** *** ** ** * * ** * * * ** * * **
** * ** * * * *·· ·· · ·* ** ·* * * ** *0 * * *· 0 *· · *0
*·** *** *** *· · ** 2*· · *·* 200·** ·*·· · · · ·· 0· 0 0
a map v5. 2 fm i s he d at 200 7- 06 -24 16 : 17:]4

No tic ing that that the ba nne r ma tches "smtp­
pix," I was a ble to make the mo d ifica tio ns 10
the firewall not to proxy inco ming ma il. Ire -ra n
amap a fter and go t th is:
Pr o t o c o l on 999 .B 8B .7 7 7 .666 : 25 /tcp
(b y trigge r http ) mat c hes smtp -
banner : 220 mai l.so me d omai n .blah Mi c r o s o f t
ESMTP MAIL Servi c e, Vers ion 6. 0.3790. 18 ] 0
ready a t Sun , 2 4 Jun 20 07 162 20 9 -04 00

Na me : a map
Whe re : h t t p: / /www . t he . org /th e- amap / Name: hpi ng
What: am ,lp (Applicat io n Ma ppe r) is a tool w hic h Where: http: / / www . hp i ng . o r g
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the firew all appeared 10 c hange a SYN pac ket
into an ACK pa cket. Furth e r troubleshooting
found that the device do wn ..tream was a w ire­
lcs .. ro ute r which (for so me rea son) could on lv
hand le 2.') co nnec t io ns at a ti me. \Vhen ronnec­
lio n 2(1 carn e in, il wou ld usc' the same sou rce
pori .1S co nnection 1 thr ou gh the w ireles s roule r
a nd , whe n it hit the firewa ll, the firewal l wo uld
"he lp" the pa cke t hy cha ng ing the flags. J created
gra..s to .ud in trouble..hooting statefu l fi rewalls
or st.ued romu-rtions over TCI'.

Na me : nt'te,lt Inc )
where: http: / / www. vulnwa t c h . o rg /
netcat /
what: II's proha hly ensir-r 10 SolY Wh,l t 11l'IclI
isn 't, ,'\l{'lcal (nc) is hyped a.. the "Sw iss Army
Knife " o f IH'I\\"ork ing tools and il lives up 10 tha t
hype . You e m u,,{' nc for "o llll' lhi ng ,1S simple .I S

creating a Tel' co nnection or yo u ca n be more
ndv.mred hy crl',l lin g ,I "1'rvpr-d il' lll ..d up 10

corn prt·ss .md tr.m ..fer file-s bet wee-n two ho sts.
YIlU can have nc listl' n ing on .1 ser ver ,mel run .1
pro gralll wlu-n yo u {"o nllt'l"l to it. The pos..ihi lilic's
arc' almost e-ndle ss.
H ow : A.. nunh <1 .. J w.uu to 1,1Ik a 101 about nc.
l thi nk I ..hould kt', ·p it short a s th is artn-h- roul d
ilt'come .1 IMlo k. Il l" (".m ht· usc" l on ii's own or
you ran put il in your sni pt .., You c an ..r-t il upto
hl' .l ,,('Ivt'r or l'vl' n jU..I .1 1i..It'n ing ..ockt'l on yo ur
TO' ..1.11 k. r h.1\'1' I,I\..C ·II Ihp followi ng e X<llllple'
fn llll lill' IlC I\I:A[)M I: filt' w hil "h illu ..lra l('S <l gllCld
u..t> for Il l":

A lYI ,;c.l/ t'X,lIlJ/' /C ' llf :;lm ll' thil lg "n fJ" i~ O/tl 'lJ
IJwd for : on OIlP _~ ;lIp,

n c - 1 - p 1234 I unc omp r-e s s -c I t ilr xvf p ­
,md tl1('11 o n 1111' o the r sid t'

t il r c f p - I some/d i r I comp r e ss · c I nc
... · w 3 o t h l' t-mach i n e 12 34

willlr.lIlsfp{ Illl ' COIJI('flls of .1 din 'd ory fffJrn
Of/(' m.u-hin p to .moth,'" without hJ\'ing to wor,y
dhouf .rfJ()_~r.. filc's, lISt" al Tollllts, or ifwId config·
IJ(. lt;ollS a t ('i fh l" 1'1111.

As yo u ('a n set' , u..ing 11( : in ,1dd ilio n 10 wh<11
r O ll nor ma lly do C ll1 ma ke life ,I 101 I'.l..ier. You
ca n build ,1 hasic: ,llJlo male'd file Ira nsfer program
hel wc'f' n two nMc hines wi th cl little knowlf>dge
of snip ting, sOllle nc an d a cro n jo l>. Ne trat
is worth sitt ing down wilh a pol of COffl>t-· a nd
p lay ing Mo und w ilh .

N.U1U': grass.pl
\\' lll' rt ·: h ttp : / / www. 2 6 00 . c o m/ c o d e / 222 /
"" II ,l e s.pI
\ \ h.ll . grass is ;-. !'N I prog ram I Cfl'a lc'd (yes , Ihis
1'" ·lgI.tph is a b il of self ' p romolion) 10 help lest
' .Itd lll firewa ll softw are ;-. nd connec tio ns I.lhles

, Ii IIIl' firewalls . It su pports hoth IPv" and IPv(,
,111<1 ,Il ls as a TCP "door-ja m" 10 n e ate a 3 -way
1',1I1d..h,lke , Whe n yo u 're rea dy 10 close Ihe
• 1I1 111O ' l lion, a I\C wi ll sen d th e closing 3 -wa y Na me : ike -scan
Ii Hul..h,lke a nd dose Ihe co nnection. Whe re : h t t p : / / www . n t a - mo n i t o r . c o m/
\\i IU',, : If you have eve r worked o n a stalefu l - t oo l s / i ke - s c a n /
"!I 'w,1 1I ,ll lhe low level, you know tha t they ho ld What: ike -sca n has a na me w hic h is a bit
,,,'UU" linn infor miltion usua lly ca lled a sta te m isle ad ing as il does n' t re ly o n ISAKMP o nly;
111,1,' III co nnections ta b le, If the co nnec tio n il does IPSec scanning as wel l. If yo u a re
t 11,1.. g"h lu ll, depend ing on the firewall software pe rfo rm ing a VA, SA or Pe nTe st aga inst a VPN-
' " ,'", " ..ing. conneclions ma y get dropped. Or, ca pa b le mach ine, ike-scan is a must.

., " Il l tlY hi clllt' n a con npc tio n on an al ready How: Us ing ike-sca n may requ ire a bit o f readi ng
1,I,lp,11I'd "l lllHl' port, yo u ma y have we ird o n their w iki site to glea n a go od a mount of

II" i'. ~:. , I"" giw.. yo u the abil ity to c hoose usa ge information. By itse lf, ike-scan will go
1, ,11, tlU·l l,".llll,llic lll.lnd lhe so urce port for your an d att empt to ga in as much information abo ut
II ,It" the VPN la rgel as if can: Is it usin g Aggressive
1111 " I W. l wm king 0 11 .1 u l..lorner i..sue w he re Mode? Whal encryption a nd hash ing met hods
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Wh at : Using the ba sics o f trace ro uto, tcptr accr­
oute use s Tep instead of th e usua l UD P/ICMP
co mb ina tio n o f tradition al traccroute . Some
firewall s b lock normal tract-route traffic hu t w ill
a llow Te p traffic to go th ro ugh. By using tcptra ­
ceroutc, yo u C,1I1 soc the pa th yo u' re laki ng o n
the port yo u e-xpe-ct to lise ,
When : Ii yo u' re troubleshooting and needto find
the path ;l rert.iin packet w ill la ke o n ,1 multi­
homed sys tem o r a large net work with a 101 of
dynamic- routing. but the inlprrllpd i,lry routing
devices don 't allow rcgul.u traer -route. ll..e
tcpr ra cerou n- instead.
How: Running t cpt r a c erou t e $host
"'$po r t w ill traer- tlu- route lIs ing TtP SYN
packets 10 tlu -$ho..1o n thl ' slw c:ific'd TCI' Sport . II
wi ll first "d the TTl. 10 1 w hich is exported 10 die
at the first ho p .md n-coivean {'rror Il1C'SSilgP from
the ro uting dc·vin · th.u rho TT l. has l' xp iu'c1. T he
pro gra m nx-ords th.u II' .uh lrcss ,IS the first ho p.
II w ill then inr n-nn-nt the TTl to 2 so the pa c ke t
will ma ke itpastthe first ho p bUI nottlu- seco nd,
lhis p rocpss n 'ppals un til pillwr IIU' maximum
TIL, which dc'f.HlII .. 10 ] 0, h.is lxx-n nvu hcd or
the po ri is H'.IC IH'c1. eithe-r 0pc'n or d os{'d . If yo u
don't exp{' t'! till' path to hc' too lo ng, Iry lIs ing
t c p t rac e r oute - n - q 1 - m 1 5 $ t arge t
-e sport.. Till' " _liN option. u..C'(UI .ll .lllYtinu-, Idl"
II pt raccroutc nol topcrfonu dom.rin loo kups ,uu l
10give yOll tlu- II' .Illd re·....' ·.. on l)'. lhi.. m.rke.. the
n' sulls q uit kl'r ,IS lh, · p rogr.llll lIoc'<,n 'l ~pl'ncl

lllne loo king tip hosl n.IIlH·... lJ..ing "-q ' " 1{' lIs Ilw
I'logram 10 o n ly q Ul' ry IIH' ho ps orKC' in"II',1l1 o f
th.. defau lt Ilm 'p lim..... Ag.lin, th is i.. .11..0 lI..p(ul
I", .lImost C'vt'ry tilllp , -Ihl' 1.1SI op lion , "· m 15",
"llI'cifie s till' ll1.lxim ul1l num lwr til ho ps 10 lise .
II,,·defa ult is J O .mel il ca n go .IS h igh as 251j, Be
w.lIll{·d: if YOll 'n' ..luc k in an a"ylllllll' tric ro uling
"'Il.1rio or an' {"tugh l in a dyn ,lIn ic rouli ng loop,

' ''U Illay cau ..c' "01lle cOIlW·..tio ll ,mil h, ·.Ul.ld H's
10 II the adm ins.

.J



are supported? What sort of authen tication is
be ing done ?These are just a few quest ions which
ike-scan will attempt to answer for yo u. In ad di­
tion to per forming basic en umeration, ike-sca n
c.... n be used to negotiate full VPN connec tivity,
Ihough this may not be fo r everyone to try. I have
fou nd that ike-sca n is very helpful when troub le­
shoo ting VPN connecti ons, esp ecia lly when you
don't control the remote end. Some VPN error
messages from spec ific vendors ca n he rathe r
cryptic (No Valid SA - Ye old e generic Check ­
po int Error Message ) and ike-sca n helps give
you goo d informatio n in dete rmining whe re the
problem may lie. Using ike-scan in your VA, SA
and Penfest wo rk is also very helpful.

There are a 101 mo re security tool s o ut there
which I haven't mentioned , includ ing among

other s hunt, a sess io n hijacker; the-hydra, a pass­
wo rd aud itor; and thc-ipvb, an IPv6 atta ck toolkit.
All of these, and othe rs I have n't tou ched upo n,
could be put together to have a book written
abou t them. I just wanted to draw so me atten tio n
to the o nes which I use o n a regu lar basis and find
most helpful in my day-to-day security work. In
other wo rds. if I d idn't men tion $yo ur_favor ite_
program in this a rticle , I'm not trying to slight
yo u, the too l's authors, or its impo rtance. I hope
yo u find this a rticle useful an d begin to explore
the uses of these and other program s. O nce yOll
become acc ustomed to how they wor k, you wi ll
find yourself using them in a ll so rts of sce narios
in which you may not have tho ught of using them
hut in which they will help you ou t immensely.

Editorial Note: As of press time, ~VE' have
been notified that Experts-Exchange has
rece ntly changed its websi te so that the
ROT- 13 decoding algorithm described
here will no longer work. We hope fhat
our reeders will nonetheless find the entcte
instructive.

I'm using the "t r " (trans lite ratio n) operator
to cha nge each V in the text into a n I. and so
on . I just gue ssed that the <>Ir ing "Vg' f" W ,IS

supp ose-d to be the wo rd "lt's."
The resul t loo ked p rom ising, so I

just kept mak ing guesses. Ultimately my
decoding looked so met hing like th is:
$text =- t r {Aa 8b Cc Ee Ff Gg HhI i J j LI M
- mNn Oo P p Qq R r S s T t Uu Vv WwYy Z z }

{NnOoPp RrSsTt Uu VvWwYy ZzAa BbCcDdE
- eFfGg Hh I i J j LI Mm};

W ith everyth ing in alpha bet ica l o rde r like
tha t, it's pre tty easy to see that the text was just
rot l J-e ncoded. So, th is sim p lified Per l scri pt
took care of decod ing the who le Ihing:
open(IN, ' e x p e r t s - e x c h a ng e . t x t ' ) ;
my $text = join( ' ' , <IN»;
clos e I N;
$t ex t .- t r {A- Z}{N -ZA- M} ;
$text =- tr {a- z}{n-za - m};
print $tex t;

Now, in my case, th e decoded text d idn ' t
get me a ny furthe r tow a rd so lving my o riginal
prob lem than the encoded text, but it wa s a fun
d ivers ion. Your mi leage may vary.

by Phalbol
ch u n ky lo ve r3 7 (1:I\g ma il.co m

At wor k this week, I \V. IS trying 10 n-solve
a p.utk-nl.uly pe rn ic iou s h ug, so I Googled
for the error nw ssage an d ca me up w ith th is:
h ttp : / /www .expert s -exchange .com/
- Pr ogr a mmi n g / Mi s c / Q 20914 397. html

Exper ts-excha nge - hill m, that 's awfully
close 10 [x /lc rtSexC h<lIlge.co m, another of my
[avurih- W (' lsiIt's! Fr, not really

Like Ill.m y such sill'S, they woul d like yo ur
mon"y before showi ng you the so lut io ns 10
the questio ns pos ted. Rut un like ot he r sites,
Exl)erts -Exchange actually does show yo u the
so utiOIlS, just in a graY('d -oul bo x tha t's hard
to read .

Whe-n I've come <lUOSS th is site in the past,
I just viewed the HTMl so urce , an d there
you could rea d the a nswe rs in p lain text, thus
saving you the ir $20 yearly fee. But this time,
the answers looked like th is:

"Vg'f abg nf ha hfhny nf lbh znxr vg
fbhaq ..."

Not terribly helpful. but I guessed that they
we re using a s imp le substitutio n algori th m
to encrypt the text. I qui ckly fired up a text
editor, copied the en crypt ed text to a file ca lled
experts- e xchange. txt, an d w rote th is
Pe rl script:
op en( I N, ' e x p e r t s - e x c h a n g e . t x t ' ) ;
my $te xt = j o i.n t' " , <I N» ;
c l ose I N;
$te x t =- tr{VvGgFf }{IiTt Ss };
print $te x ti
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By Erik Paulsen

An Introduction
Beig e Box i ng

Connecting .. .

yo u will need a phone, an d you won 't be doing
anything to it.

, So choose an appropriate phone. O bviously,
the phone you will be using to Beige Box will
need portability! Ifyou can 't use it with o ne hand
or less, don't bother with it. A decent hands-free
telep hon e is idea l.

First, cu t the phone cord J S close to one of
the end s as possible, so you have a phone cord
w ith a modu lar jack at only one end. Next, you
will wa nt to splice the same end of the cord that
was just cut. This will expose the two (sometimes
fo ur) co lor-coated wires inside the cord. We will
onl y be dealing wi th the red and green wires, so
if you also have yellow an d black wires , you ca n
carefull y cut them off.

The object he re is that yo u want to co nnect
your two alligator clips to the 1:\\'0 sepa rate wires
inside of the phone co rd . I woul d say you will
only need to expose the last two inches or so of
the outer plastic cover. This will leave you with
two wires, one red, and one green, sticking out
two inches from the end of the co rd. Then. strip a
little of the plastic jacket off the red an d the green
wires , so you have enough bare wire 10 connec t
the clips.

Finally, attac h the alligator clips, one to ea ch
stripped wire. Now, it doesn 't actually look like
a box, but you ca n plug it into your one- piece
phone. Construc tion is now finished , and you
have [ust made a beige box.

I'm sure yo u' re now wondering what yo u can
do with the box you've just built. To test it ou t,
loo kfor yo ur home phon e line 's junction bo x.This
is wher e your phone line comes into the house
an d where it is wired to your home's telephone
wires. It w ill typ ically be found on the o utside of
the ho use but may be in a garage or possib ly by
your house's fusebox . I have seen junction boxes
located in many places , from apa rtment building

The M ost Simple De vic e You Have laundry room s to hote l utility closets, but I'm sure
Eve r Ma de: The Bei ge Bo x your sea rch will qu ickly succeed.

A "be ige box," or a homemade "lineman's O nce you have found your junction box, open
handset," is a simple te lepho ne cord mod ificatio n. it up. If it has a lock on it, use you r judgment
It is ca lled a beige box because the first version and your co mmon sense. Ifyou keep readi ng, I' ll
ever made supposed ly used a beige phone. I'm assume you've got it ope n. These are customer
sure you can learn more about this if you look for boxes, so the person who pays for the pho ne will
a descr iption on the Hacker's l exico n. own the equ ipment.

Construct ion is Simple. You'll need a few What we are aim ing for is a bridge-type
pa rts; one modula r phone cord, whic h will be con nect ion, allowi ng your phone to access the
mutilated; two solder-type or screw-type alli- landline. So, you wil l wan t to connect your alli-
gator clips, preferably insulated; a solderi ng iron gator clips. If you 're smart , you won 't reach yo ur
01 screwdriver (acco rd ingly); and something to hand into the junct ion box and fiddle around ,

and splice the pho ne co rd, typically a wire as there is elect rical current flow ing through the
er which will do uble as a wire splicer. Finally, wires. It wi ll typ ica lly be only 20 volts of direc t

Winter 200 7-2008 ----.:...----...:.-------'---'----- Page 21

I'm going 10 take a few moments to take
things back to the bas ics: I'm go ing to leach you
be ige boxing. Beige boxes go back to the origins
of hac king, when accessi ng other people's pho ne
lines he lped you remain undetected . Using
hijacked phone Jines helped co ncea l crimes that
were committed th ro ugh modem co nnections.

Be ige box ing is a sc ience; employing it in
practical situatio ns is an art. Beige boxing will
permit yo u to co nnect a pho ne, laptop , or Palm
Pilot to a telep hone landline. Whethe r you are
learning by tapp ing into your own phone line, or
someone else's, there are only a coup le of bas ic
parts and too ls you will need to get sta rted . On ce
you've learned to beige box, you can learn more
about more advanced top ics including OTMF
tones, red boxing, soc ial engineer ing, wardialing,
and wiretapp ing.

So, let's start w ith something basic. As I go
through the fo llowing exa mple s, Iexpect that you
are already familiar with the following things: you
know wha t a pho ne is, you know how to dia l a
pho ne number, you know what a mod ular pho ne
jack is. If yo u're using a mod em, I also expect
that you know how to dia l with that modem and
how to do whatever e lse you wa nt to over the
phone line o nce co nnected .

Also, it helps to have co mmon sense when
doing anything clandes tine. If you plan to do
anything illegal, or anything that you think might
be illegal, check your local laws and try not to
break them. Beige box ing offenses , in the eyes
of the law, usually invo lve trespa ssing, theft of
services. Co nnecting to the internet by beige
boxing may be considered a federal offense,
since the illegal phone connec tion will more
than likely cross state lines.



cu rre nt, hu t if the phone happe ns to ring, you' ll
ge l a nice "wake- up call ;' as ring ing volt age is
around 100 vo lts of alternati ng current.

Respecting the electnc itv inside of the box
a nd observi ng reaso nabl e safety measures, attach
the alligator cl ips acc o rd ingly: red to red , green
10 green. ¥ou may notice that green , red , black,
a nd yellow w ires are connected to your four
terminal s. 'rou wi ll be attaching your a lligator
c lips to the red- an d gree n-wired terminal s.

Hopefully yo ur junction box is w ired this
simply. If th is is no t the case, remembe r the rule :
righ l red ring, left gree n tip. O r, more simply: right
red. Some boxes a re wi red this way instead of
using co lored w ires. $0 attach your red w ire w ith
'h e right te rmina l (which is usually a screw) a nd
your green wi re to the left te rmina l (a lso a sc rew ).
Correc tly attac hed, with a phone plugged in, yo u
should get a dial tone . This means success.

¥ou can co nnect yo ur beige box to a ny phone
lim' whic h }'ou ca n access. You ca n expand this
to network junc tion bo xes, which a re the ugly
gn ·pn bo xes locat ed in reside ntial areas, and to
buried phone ca b le lines if you can ma tc h the
cor n-et wi res toget her. You may be surprised to
sPt' ho w Illan y pho ne lines are grouped together
in o ne locatio n.

Now w ha t you do w ith il is up to yo ur imag ina­
tion, an d is only limited by the laws of e lec tricity.
An FM transm itte r ca n he attached to a pho ne
line . SO C,1I1 a udio input a nd ou tput connec tors
.md ,I mult itude of ot her devices a nd applica­
lion s. Bt'igp hox ing simply taps intoa phone line .
Afh' r IIMI, there's not much ofa limit.

A note 10 those who .He untamili.u with

tech no logica l tam pering: th is device is no t
mean t to ha rass the AT&T ope rato r, enemies. o r
ex-g irlfrie nds. II is no t me a nt as a tool 10 sta lk
someone o r to listen to private ph on e ca lls. It
is not intended to do a ny damage, phys ical or
emotional. It is a tool for learn ing a ho ut the phys­
ical aspects of and possibilities of this technology.

Glossary of Terms
Dual-Ton e Mult i-Frequency (DTMF) Tones :

The to nes e mitted by a tou ch- to ne te lep ho ne or
a devi ce modified 10 em it such tones. As well
as dia ling phone numbers, they are a lso used
to con trol te le pho ne eq uipme nt, includin g elec ­
tro nic switc hing equ ipment a nd pavpho ncs.

Red Box : A modified DTMF tone d ia le r that
ge ne rates the tones which te ll a payphone that a
qu a rte r, d ime , o r nicke l has been deposited . Sinn>
its d iscovery, the possib ility of red boxi ng has
been widely e lim inated hy te lephone compa ny
co unte rmeas ures.

Soc ia l Engin eeri ng: Acq uiring info rmat ion
thro ugh ma nipu la tive soc ial inte ractio n.

Wa rdia ling:The act of d ialin g phone numbers
in a seque nce to sea rch fo r te le phone numbers
w ith inte resting pro pe rties or for pho ne lines
connected to modems.

Wiretapping: Record ing o r transmitti ng the
con versat ion taking place over a phon e line,
in o rder to listen to co nve rsations a nd gath e r
info rma tion.

linem an 's Handse t: A device used hy tele ­
phone compa ny repa irme n to con nect to a
phon e line to r t{'St ing purpo ses . A Ilr(){t'Ssitlll'l l
a nd fe.u ure-c nba nred vers ion o f the x-igc bo x.

my knowled ge. th is will pe rmanently remove the
U3 with no way of rei nstalling it at a later dale.
Do ing this will ma ke the res t of this article irrel­
eva nt. Please note : in no way am I responsible for
you breaking your dr ive as a result ot the proce­
dures below.

Whe n I first insta lled 01)' new flash dr ive, a
Sandrsk Cruzer Micro 2GB, [ found the application
thai was auto loaded, l aunchpad, to be a bi t clu nky
and cumbersome. Of course, I was using an olde r
machine at work which was at e nd of life cycle a Basic Information
year prior. The graphica l features were nice , a nd There are some bask things you shou ld knuw
the concept was fantastic; 10 me, it see med to be about the U3 Smart Drive. The U3 comes pre-parti-
a n attempt at a po rtable operating system in thai tioned; most of the device is a FAT partition with a
you co uld transport a ll of your appl icatio ns, which hidde n SYSTEM file. SYSTEM is whe re all o f yo ur
would rema in on the drive. Even so, the remova l of progra ms are stored. The last four to six megabytes
the additional d rive became necessa ry, as my posl- or so are alloc ated to an 1$0 -9960 partition that
tion requ ired hopping from mach ine 10 ma ch ine . emulates a CO-RO M drive. Withi n the CO-ROM
Wai ling for the drive to insta ll each time meant partition, there is an a uto run.inf which kicks off the
wasting time. insta llation of the l au nchp ad. The l aunchpad is the

while this a rticle is not a tutor ial a bo ut U3 main prog ram for ma nageme nt of the applications
removal, you can go to h ttp :// www.u3.com/ insta lled on the drive, as well as for fife ma nage­
"'un i n s t a ll / to re move the U3 if you wan t. To ment and da ta e ncryption . The U3 runs on (a lmost)
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any PC ru nning Window s 20 0 SP4 +, XP, or Vista .
Snow of the U3' s features Me portability and

the f,1<:1 that you do n 't need adm!n rights to install
new so ftw are. Some o f the negative aspects are the
need for Iwo separa te drive letters. trace files tha t
are sometimes left on the host PC afte r improper
removal, ,lI lt l l li l:' wait li llie Ill 't'( ll"d fur the init ial
installation of til e U3 (in some CJse5, up 10 J
min utes (rom personal experience).

The CD-RO,\ l part iti on on the SanDisk M icro
cannot be w ritten 10 li kea no rmal Cn. There is some
amoun t of reverse engineer ing invo lved; however,
if yo u can run MagiclSO, by th(' end of this short
article, you should he able to re-write your U3. I
began looking for ways to n-mcve the drive and
found vario us other too ls Ih.1I I co uld use.

Tools Needed
Hrst. yo u will need 10 do wnl o,l(l lPl n­

stallc-r.oxo. l Ptnsta llc r is requi red to write to
the CD-RO M panltion . 'ruu c-ut download
th is fro m h t tp://www. s a nd isk.com/
- Re t a il / De f a u l t . aspx ? Ca t I D=1411 ur you
can visit my <; itt' at h ttp : / /www .do hb oy . net .
Secon d. you w ill need to w rlte an ISO tha t the LPln­
sta tler will u <;t' to 'hum ' 10 th e U3 's CD·RO M. Vou
can do this wit h the help o f M.1giclSO (http ://
- www. ma g i c i s o . c o m/ ). Even if YI IU 1111 not
have tilt' full vers io n, the tria l vers ion allowsyOll to
c rean- ,1Il inl.l~.w sl1l.lIlN tha n ,I(KlMH.TIM!' .. it.

Re4 Writing the UJ
$Ol1lt· h.IVt' !ripd to rt'w rilt' l ilt" lH hy n .lifily

using linux; some have auempn-dth ls using SO I1U'

fancy ho<;1 fih- Illod ific.ltio ll 10 m imic Sa nDi..k's
web server, hu t .111yo u wa lly ha ve 10 do is save the
image you h.lvt· ere.ned .I S "cruzer -autorun .
- i so" in thesame dir ecto ry as Ihe lPl nstall er. O nce
the l Plnstal le r is ru n, it w ill grab tho "cruaer ­
w a u t o ru n . Lao" and use it, since it believes th is
file ha s a lready bee n downlo.nk-d. If tlu- fik- is not
in that loca tion and the re isau mtonu-t ronm-crion
available, Ll 'tnstalh-rwillw)II ) llu-S,lIl!nskwl'hs ilt,
and downlo.rdthc most up to d,llt' version of ti lt'
Lauucbp.ul. VlJU can St't' w hat I <lUnt hp,ll l trit,s to
co nnect to using ('thln ',l l. Th eH' is ,1 limitation 10
the s izp of tIll' illl,lge : (J.2MB. I h.rvc- trh -d I.lrge r but
onl y got ('rrors.

Remember. the image must he na med c ruzer­
- a u t o r u n . t so a nd he in the sa me di rec tory as
LP I Il ~t.I Il l'r. Ll'Inst.rller w ill w rite the .iso file to the
flash d rive 's Cf) -!.:O M part itio n . I proba b ly do n't
have to mention it, h ut make sure the U3 is actually
plugged into the computer Ix'forl' runn ing lPln­
sta tle r. In my line o f wor k, I am used 10 wo rking
w ith the low est co mmo n de no minato r.

TIl'S
autoru n .i nf

[Aut oRun )
open • ~program exe ~

icon • . \dohbo y . i co ,O
Save the above info rma tio n, replac ing program.

exe w ith any glohally -e xecuta b le app lica tio n o n the
ho st l1liKh ine or a ny app licat ion on the U3 part i­
tio n . For instance, if you hav e a n J ppl k ation o n
the U3 ca lled haxor.exe in the root d irectory of the
CD-RO M pClrt itio n, you would refe ren ce it using
. \ haxor. e xe. Autoru n.inf must he in the image 's
root dir ectory, just like wi th any aut oru n file.

Visua l Basic Sc ript, tho ugh it is s lower and

uglier, is my cod e o f cho ice. These files are eas y
to create ar id ca n he lau nched as long as wsc ript
or cscrlpt is on the ho st machine . If they a re no t,
either can also be wr itten to yo ur part ition; yo u are
only los ing l 11KB by do ing so .

Implemen ta tions
Thus far, I have written vario us scr ipts and app li­

cations for the U3 which ma ke my joh ea sie r a nd mv
life mo re fun. O ne suc h scr ipt w ill allow me to trac k
my UJ if it is lost or s to len. This wa s do ne using the
get lnfo. vbs script available in the 2600 code
repository or o n my website at h ttp : //www .
'edoh boy . net. This scri pt w ill sen d me an ema il
with the login , do ma in, loca l IP address, public IP
address, registered ow ne r, a mi other inior ma tio n of
anyone using the lost or sto len UJ . This is o nly if
the user is current ly co nnected to the internet and
has no limitation o n the ir ab ility to con nect to my
SMTP server. I p lan o n deve lop ing a free se rvice
that would allow a user to track the ir U3 in the
event that it was lost o r sto len via my website . It is
,1 work in progress.

It might also be pos sible to w rite scripts that
wou ld allow yo u to poll the system fo r infor ma­
tion and write it to a file located o n the FAT parti­
lion. How is that poss ible if the drive letter co uld
be different from ma ch ine to machi ne! Make the
script SC.IRh for .1 file from a ll possible drives an d
.ippeml information when found . Various ot her
scripts like this C.l 0 he fo und o n my site as well.

Another imillt'menial ion of mine wa s a
keyloggcr . 1 USl ''( C++ 10 createan Invisfble appli­
cation cal led squid.e xe (I migh t poSI this o n my
websi te) that logged keys. The way it worked wa s to
load upo n laun-ch a nd log keys. Onre the thumb­
drive was plugged back into the ma ch ine, sq uid
wou ld know that the drive W ,l S pluggt·d in again ,
and would sea rch for a specific file in the root of
the FAT pa rtition . Afte r the file wa s w ritten. squ id
would ex it with ga rbage c lea nup. No files o n the
host cornpute-r wo u ld be cr t·.lled.

For fun, rewrite the a utorun. i n f to open a
shutdown Sl·q lll' nn.'. (fo r c'x'lIllp ll': "shutdown - r
_ · t 0 0 " )

Conclusion
while so r ue of thes e imp lem en tation s are fa irly

tame, there are poten tially far mo re dan gerous
scripts and program s that can be writte n. My squ id
was a fa irly slow app licat io n since I o nly wrote it
to test what ! co uld do. W hite it pe rfo rmed as I had
planned. it could have been optiruizcdto he q uite
a hit faster a nd run witho ut using as man y system
resources.

While this artidefocusecl ma inlyo n theSa nDisk
because of ils vulnerab ility w ith lPlnstaller, there
is a possibil ity Ihe pa rtition on any UJ cou ld be
rewritten.More info rmationon hardw.l re, such as the
HDK, migh l be obtained by e ma iling l i c e ns i ng .gl
- u3 . a r g. Have fun with yo ur U3 and try no l to
get in troub le using it.

The scripts mentioned in this
articfe can be downloaded from

the 2600 Code Repository at
http:/ /www.2 600.com icode/

Winter 2007-2008------- - - ----- - - - Page 23



by sat evla

I'm wr iting this article to inform the readers
abou t the potential insecurit ies of their w ire­
less phone serv ice . I used to wor k for Cingu lar,
so most of thi s informatio n w i ll app ly direct ly
10 the ir serv ice. Thai 'S no l to Scl y that things are
any d iffe rent w ith other pro viders, but I have no
specific inte rna l ex perience with them. I'd also
like 10 remind the rea der s tha i Ihis info rma tio n
should be used as a gu il le 10 furthe r secure access
to your ow n wireles s pho ne serv ic e accoun t and
not to brea ch the security of others.

Cingular has cha nged its name to AT&T since
I nr igin,llly started writing this article. That's the
o nly th ing tha t has changed, so this do cs not
rn.ike this article useless and does not mea n that
your accoun t is any mor e sec ure.

\Viu ,lpss ca rriers store a sca ry amount
of personal information about ea ch of the ir
customers. Even sca rier, ev{'ry suppo rt n'pu~·

scn tative h.1S access 10 this information simply
hy plugging in a ny hit of ic!pntifying inform.uion
about vou or y(JUr account. Amo ng (Ither opt ions,
this ca n ht>your n.tnu-, da te of birth. SOd .l l se-cu­
rity nur nl x-r, add u'Ss, ho me phone numbe r; or
n ·1I ph one number. Just abo ut an ything specifi­
ca lly rel.iting to )'OU can lx- used to pull LIp even
more infor ma tion about you. Even wor se , much
or a ll of this info rm.uion e m he used by any o ne
that ca lls into the suppor t deparuncn t to cha nge
information on your accoun t, add service s, o r
rpOHM' services. That list goe s o n ami o n too.

By dcfnuh w he-n y(ll! ca ll into AT&T customer
CMe and reach an opera tor, gene ra lly after ho urs
of ho lding. yo u' re 0151.;('(1 to co nfirm your wire ­
less number. This genera lly comes up automati­
ca lly on the screen. which is ca lled the "scree n
pop" inte rnally, Alon g with that is the first screen
that the representative must click through afte r
they've confirmed you r access to the account.
They' re supposed to cl ick which of the secu ­
rity measures wa s used to ve rify your identity.
Repre sentatives a re to ld to ask for the last fou r
digits of the socia l sec urity number, tho ugh with
e nough co mp la ining you can gene rally ge t the m
to give you access to the account by providing
the hilling address on file. Great!

Afte r the rep resentative has click ed thro ugh,
confi rming that yo ur identity has been ve rified ,
a log entry is placed on the accou nt showing
wh ich represen tative accessed the account and
when . This can he easily bypassed by click ing
the "ca ncel" b utton located on the scree n pop

window, or by acce ssin g the interna l database ,
Telcgcnce, dire ctly and no! through the initial
veri ficat ion system, the nam e of which escapes
me. Many rep resentat ives do th is if they're
laz y. Telegence is where a ll of the goodness is.
The sea rch fea ture a llow s the age nt to pull up
acco unts us ing an y of the identifying info rrna­
tion men tioned above. You can generall y p ick
out a lazy representative as one that asks you
to confirm your phon e number jf you entered it
when ca lling in or if yo u pressed 1 to confirm
the caller ID.

A quick note about notes (hal): even though
rep resentativ es may make notes o n acc ounts
and even tho ugh the system still makes notes
auto matica lly for just about eve ry actio n taken ,
they do n't really mean anything good for you .
Genera lly notes are a place where representa ­
t ives expla in to other rep resentatives that nMy
fie ld yo ur cal l late r whether or not they sho uld
believe what you say or go ou t of their wa y to
help y O ll . Did you get angry with .1 Ilrpvi(lUs
rep resen tative or so und frustr.ltftf? Ye.ll. IIMt'1I
prob.lhly fo llow yo u for the life of yo ur account .
The life of a n AT&T re!lresentative is no l a fun
o ne and eac h da y rea l y dra gs a long. You hear
the sa me thing nea rly eve ry cal l and get yelled
at nea rly every cal l. The o nly way for rcprcsc nta­
tivcs to get back at you wi tho ut gett ing fired is 10
make you r notes so und like yo u we re J S unco­
op erative as possi ble. And they w ill.

In addition to inform ation sto red e lectroni­
ca lly, AT&:T ca ll ce nter s a lways have p<lW'S
and notcpads filled w ith iden tifying informa ­
tion I.lying arou nd. Represen ta tives are trained
to write down speci fic information gathe red
when on a ca ll, in order to prevent hav ing to
ask a cu stomer again . This incl udes credit ca rd
num bers used for payments ove r the pho ne.
Thankfully, security at the ca ll cente rs them­
selves is fai rly good (se rious ly), but visito rs a rc
a llowed to be escorted througho ut the bu ilding
by an y em p loyee . Technica lly, guests a re not
a llowed in the wor k area, bu t this rule is large ly
ignored. Badges mu st be disp layed at a ll t ime s
and I've ac tua lly had sec urity question me wh en
mine han simply flipped around. Kudos for that.
Unfortu na te ly, kind nes s is what breaks this down.
It 's qu ite easy to gai n ac cess to a ca ll ce nte r itself
simp ly by enter ing du ring the morning rush,
when everyone e lse shows up for wo rk. Despi te
the extensive video-based tra ining ad vising that
employees a re to watch ou t for "tailin g" through
the entrance, it's human na ture to ho ld the door
open for yo ur fe llow representative as they co me
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tives for a third -pa rty co mpa ny wit h no relatio n
to AT&T othe r tha n their reseller status. They
usual ly ca re about noth ing mo re than gell ing yo u
to upgrade yo ur text message package or addi ng
inte rne t access as th ey make a la rge chunk of
commission off of "e xtras ." Wit h that comes a
lack of ca re for the security of accoun ts. I guess
tha t they assume tha t just knowi ng the phone
num be r on an acc o unt an d that the service is
from AT&T is authen tic atio n enough fo r the m
and that th is informatio n alon e sho uld provide
acce ss to the ac co unt. Ne xt, a sking to ve rify the
b illing add ress on file for the accou nt sho uld
be e nou gh to get them to te ll yo u. W riting th is
dow n would be a bad idea, so try to remember
it. I'm sure yo u cou ld a lso ge l them to give yo u
the soc ia l security num her by sta ling yo u trie d
10 ca ll a nd the numbers yo u gave were de nied,
so the y lo ld yo u to come in 10 a store and have
it cha nged.

Then a ll yo u need to do is ca ll cu stomer ca re
a gai n, a dd ress in bra in, a nd you've suc cessfully
penet rated the deep de fe nses of AT&T.

A (scmi-jgreat wa y to prevent all o f this
from happening is 10 p lace a passwo rd o n the
acco unt. This password supe rsedes any ot he r
for m of a uthe ntica tio n .u lea st. it's suppose d to.
Provi ded the rcp rcscn t.uive ove r the pho ne real­
Izcs that the re is a password o n the acco un t, the
account ca n no t be illT l'S$('d without knowing
th is pa ssword . Unfo rtuna tely the on ly way a
repn-sentative kno w s tha t .t password is on a n
account is hy the sm a ll, unbolded f('i l te xt that
, IP I K,. JrS <IS one of the authentication methods
listed wh en yo u first ca ll in . Untortunately, the
system doe sn't require tha t this method he used,
a nd representa tives .m- more in touch with their
routine a nd a re 10 \lH'OlT Upied w ith the need to
han d le ,1S lll,lIly Cil I" as po ss ible in one d,l y (ca ll
slats matter, yOIl know ) e-ven 10 not ice it most
of the time . Passwordod accou nts ar e com mo nly
accessed wi tho ut thu passwo rd over the phone
due to the inatte ntive rep resentative o n the line .
Scar y! II's the only acces s co ntro l IIMt yo u ca n
place on yo ur account, though .

Even if yo u do a ll tha i yo u can to protect yo ur
account. yo u ca n't compensate for IX KJr corpo ­
ra te teach ing. Encourag ing representatives to
w rite dow n persona l information for custo mers
they deal wit h is bad practice . I'd much rathe r
have 10 re pea t my iu fo rrna tio n than have itlyi ng
a round o n sorncone's desk for the prying eye or
unwa nted visitor to sec. The con tracted cleaning
c rews that come in nightly probably don't
care ab out yo ur pr ivac y e ithe r, and full cr edit
card numbers with nam es a nd add resses .tn ­
readil y ava ilable fo r thei r viewi ng as they rlo.m ,
unwatched, each nigh t.

I ho pe that th is a rticl e has proved uv -ful III
e veryone w ith a cell phone . They're 110 1 !jlllt"
as secu re a nd private as every one inl.lgilll·' .unl
expec ts the m to be. Wi th better Ir.linin).:, hl'lh'l
pa y, an d strider hi ring st.m d.rrd ..., AIs; I 11'111,1
pretty ea sily c han g.' lhi .; .manul ,lil t! ~1I,. IIly

inc rea se the pron-ction tlu-y prnvllt,· I' ' I II.....
c ustomers ' persona l inf' IIlH.lti, II)

10 the door after you. Everyone docs this. This,
coupled wi th sensitive customer information
available on just about every desk, leads to the
po tentia l for disaste r.

let 's assume physica l access, tho ugh, is
h.ud to get, bu t the fact th at yo ur informatio n
ie; availab le to all representatives opens a new
door {or anyone to get or c hange this info rma­
l ion. A number of news ar ticles have recent ly
lx-cn p ub lished w hic h show how easy it is to
hlly information about anyo ne's social security
numbe r o r addre ss. Th is wo uld a llow the defeat
( If both sec urity measures in p lace I,y AT&.1. Even
if yo u don 't have th is infor ma tion or don 't wa nt
10 pay fo r it, losing yo ur ph o ne is a grea t sta rt to
giving up co nl ro l of your phone service.

Many peop le don 't th ink to call in and have
tlu-i r phone suspended immediately, so there's
. 1 grea t cha nce that d ia ling 61 1 (fo r customer
v-vtcej o n a fo und phone will beabout the most
effort needed 10 ga in access 10 an account. The
.rutomated phone prompt spe a ks back the ph on e
numbe r (w rite this dow n) tha t 's cal ling, sav ing
)'lll i from having to ca ll yo urse lf 10 find the phone
IHHn !Jer a nd plac ing yo ur phon e num ber on tha t
I u-aomcr's ca ll log. Th is a nswers que st ion #1 hy
Ilu' n-p rcsentative. "What 's the wi n-loss mnubor
\ ' " l'rt' ca lling in refen -nce to ?" R,m ' ly, so me
u-pn-ve -ntatives wil l a sk for the full n.uu c of the
11"1"011 tha t 's calling. It 's for logging purpo ses
1I11l y .md gets entered into the notes of the wi re ­
I, vmuubcr's account: ,UTpSSis no t n-strictod on'I" I IMille bas is. If this happens, yo u ca n gpner­
l! ~ ).: 1\<1' ,my na me yo u' d like and stil l proc eed
l llllll/gh the ve rificati on process. Next, yo u' ll go
1 1 1l1l1 1~h the au then tical ion process descr ibed
1110 \1' . Reme mber that knowing the vict im' s
.11 1.1... ... ... is usua lly enough to get through . Once
""· lI t ll· d, the acco unt is yours. Yo u 're free 10 add
III 1"llltlVt~ se rvices, change contact info rrna ­
Ill"', l h.lnge w ire less num bers. request that ca ll
It , 'lI d... lH'mailed to an add ress. o r a nything el se
\lll l lJ ~,' I vervthing ca n he d one ove r the ph on e
Itiit" 't"lll' r, ' "ve rified".

"Il l 1 11 1~h1 1 Je wondering e xact ly ho w you 'd
, . 'I IIit" tilt ,', address, especially if yo u ju st

"1111111.1 " lu II II' lying a ro und . That part is actu­
dl~ ll'lIIl'llIglr. 1',l Sy . Head ing into an indepcn­

, I, III AI ,\ I Ihi l.'r w ith the phone numbe r for the
.u '''"111 i... enough. Remember 10 ca ll 6 11 a nd
II h ' ll lor 'Ill ' pho ne numbe r to he rep eated , so
~ " I I I 111 11 " 11,IVl' lI) have to ca ll an y of yo ur ph o nes
,lIu l h,I\' I' Ih l ' mnnlx -r logged into their ca ll ing.
II )' 11 1, 111 1t •111 yl lllr own number, the logs wo uld
I,,· 1..''1'1 I itt l ill,,1 Ilil JlH' pho ne , bu t a lso on the
"lll lI lIlIl' I'" ll"l·d hy A I,,,,, I to monitor minut es,
11'.. 1.:" , .t ll d nil th,' li"l lII,IiIt'd 10 r-ustorn c rs each
IIHtl llh .1" 1',111 01 Ihl'ir h ill.

YOII 1.1Il gl'lH'r.ll ly t1i, lingu i... h .1 dp<! lpr from
,I IlIrpor,l!t' s tore hy I!lt' , I{ tu.i l n.une of the
'1II Up,lI l y run nin g the store listed on or around
lIlt· ( 111 ~l ll. lr/AT&T logo ( Ill the door or wi ndow,
I 1IIII'IWi\t' , you ca n always ask a represe nta ­
II , . , 1\ they're supposed to truthfully a nsw e r the
'll ll ·-,tion.

I11',l lt'rs a re ge ne ra lly under pa id re presen ta -
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Hacker Perspectiv e
. Rop Gonggrijp 1111111

My most recent confrontation late Hack-Tic years I co-founded
with what it means to be a hacker XS4ALL, which sti l l is one of the
started in March of 2006, after I larger lSI's in The Netherlands.
went to vote for the local council I guess I became part of the
of Amsterdam. At the pol ling hacker comm unity sometime
station, I had to use a brand new during the early 1980s while
electronic vot ing machine that the playing with my father's 300
city was renting from a com pany baud acoustic modem, although
called Sdu. In fact, Amsterdam arguably I was hackin g before ­
had contracted the enti re elec- when I was soldering FM trans­
tion as a turn key service. Sdu was mill ers together w ith a fr iend at
even train ing the poll -workers. age 12. But after reading Steven
This "voting machine" was in Levy's book Hackers, Heroes or
fact a computer w ith a touch the Computer Revolution, I knew
screen runn ing Windows. To what I was and that I was to be
make matters worse, inside each part of a global community, even
compu ter was a GPRS w ireless If I could onl y knew a few other
modem that sent the election hackers around me. Imagine my
results to Sdu, which in turn told rel ief when I went to Hamburg for
the city. I had not been blind to the 1988 Chaos Communication
the prob lems of electronic voting Congress to find a few hundred
before, but now I was havi ng my other hackers. After that I was
face rubbed in it. And it hurt. hooked, and by 1989 I was one

Perhaps I should qu ickl y of the organizers of the first Euro­
introdu ce myself. My name is pean hacker event: the Galactic
Rop Conggrijp and I'm a Dutch Hacker Party. Long and form ative
national w ho lives in Amsterdam, years of exploration, mayhem,
The Netherlands. Some of you and mischief followed, during
wi ll know me as I have been whi ch, among many other things,
mentioned in this magazine as we found and shared many new
well as been a regular guest on and interesti ng ways of making
orrThe Hook for almo st as long free pho ne cal ls. And when we
as the show has existed. I'm one got our hands on the keys to
of the main organizers for those fhe nuclear bunkers that existed
Dutch hacker events li ke Galact ic underneath some subway stations
Hacker Party, Hacking at the in Amsterdam, we promptly orga­
End of the Universe, HAL 2001, nized tours there for all our friends
etc. Between 1989 and 1993 I and their friends. But even behind
publ ished Hack-Tic, a magazine the greatest mischi ef was the
not unlike 2600 except that it motivation to educate, to sharpen
was written in Dutch. During the the minds of fellow hackers and
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of the popu lation at large. had, but the vast majo rity was
XS4ALL, the Internet prov ider, using an old er system made by a

was much more a po litical state- company called Nedap. W hil e I
ment than anything else. The studied the legal requi rements for
Internet back then would never electronic votmg. I became even
make any money: way 10 0 di ffi - more convinced that all of these
cult and freak)' for the general "machines" (that were all in fact
population. I left XS4ALL in 1997 computers) needed to go if we
and started a computer secu- were to have transparent and veri­
rity consultancy, and then after fiabl e elections. The regulations
that a company that builds voice treated these systems as if they
encrypting mobi le phones. But I were indeed mere "machines."
kept going to hacker events and They worried about the amounts
co-organ izing our own event of humi dity and vib ration they
every four years. could w ithstand and they made

Fast forwa rd to 2006 and sure nobody would get shocked
the local elections. I was angr), from touching one. Computer
because I felt my election had security wasn't even mentioned.
been stolen. There was no way to But the biggest prob lem wasn't
observe a count, one just had to the lack of secur ity, it was the lack
believet hatth isw ireless-equipped of IranslJarency. We got together
black-box W indows macbi ne was a smal group of like-minded
counting honestly. I knew a litt le people and started planning a
bit too much about the risks asso- campai gn.
elated w ith computer technology There had been previous
10 go along w ith thaI. I wasn't attempts to raise the ques­
the onl y one who was angry. M y tion of trustworthiness in rela­
longtime friend Barry came home t ion to vot ing mach ines, but the
fmm tbal March 2006 election M inistry of tne Interior was used
w ith the exact same story that I to painti ng the opponents of
had come home w ith : trying to electronic voting as technoph obe
reason w ith poll -workers w ho Ludd ites. Given that half of our
( learly felt that only the medically group consisted of hi-tech-lovi ng
!"Iranoid wo uld distrust such a hackers, this was an approach
wonderful shiny box. Wh en we that wasn't going to work this
met later that day, we vowed to time. During the next year and a
not only get mad but to do some- half we managed to get the atten­
thi ng about it. tion of the med ia. We cla imed

But that wasn't going to be all that the Nedap "machines" were
that easy. By the time Amsterdam computers and not "dedicated
had gotten electronic vot ing, hardware" (as the manufacturer
it was pretty late in the game: cla imed) and that they could just
Amsterdam, w ith a population as easily be taught to play chess
of approximately 750,000, was or lie about elect ion results. The
the last city in The Netherlands person selli ng these computers in
(with a population of around 16.5 the Netherlands wrote wo nderful
mill ion) to get electronic vot ing. long rants on his website, and in
Some cities were renting the reaction to our claim he sa id he
same system that Amsterdam now did not believe his "machines"
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social engineering (gett ing hold of
the system in orde r to experiment
w ith it), lockp icki ng (show ing
that the mechanical locks were
bogus as the same one Euro key
was used all over the country),
reverse engineering (mod ify ing
their 68000 code w ithout access
to source), and system adminis­
tration (websi te).

Having pub li shed a hacker
magazin e and done the ISP, I
was no stranger to conf lict. At
XS4ALLwe had had serious issues
w ith the infamous "church" of
Sciento logy as well as w ith the
German government. Also, the
international contacts I got from
grow ing up in the hacker commu­
nity paid off: the hack was ve ry
much a Dutch-German project,
and we're stil l work ing together
tightly to also get rid of these
same "machines" in Ge rma ny. At
certain moments I had the funny
feeling that somehow this was the
pro ject that I had been in training
for all these years.

So I guess what I'm saying is
that if you are a hacker, if you' re
going to hacker conventions, if
you like figuring stuff out or if you
are bui ldi ng your own pro jects....
Please real ize that, possibly by
accident, you may aIso possess
some truly powerful skills that
can help bri ng about political
change, and that these skilis w iII
become more and more impor­
tant as technology becomes a
bigger part of ever more po litical
debates. So if you don 't like the
news, go out and make some of
your own!

could play chess.
So we caused a true media

frenzy when we got hold of a
Nedap votin g computer and
made it play chess. (We also
made it Iie about election resuIts.)
There was a debate in Par liament,
dur ing which the responsibl e
mi nister promised to appoint two
committees. That next election,
an international election obser­
vation mission studied the prob­
lems w ith electronic voting in
the country which unti l then had
always been the example country
for uncontroversial e-Voting. In
their report , they advised that
these types of voting computers
"shou lei be phased out" and the
two committees also wrote very
harsh report s about how these
"machines" came about and how
they should not be used in the
future. A lot more happened. We
threatened to take the govern­
ment to court on several occa­
sions, and we even wo n a case
in which the Neelap approval was
nul li fied. But by then the ministry
had already decided to throw in
the towel, retracting the legis­
lation that allowed electron ic
voting. The next elections in The
Netherlands w ill be held using
pencils and paper (which is reall y
quite OK since over here we've
only got one race per election,
so counting by hand isn't all that
hard).

O ne of the things that struck
me about thi s campaign was that
in orde r to w in, we've needed
almost every hacker skill imagin ­
able. Imagi ne all the stuff you can
learn from this magazin e, or from
going to (or helpin g organize) a
hacke r convention. From general
skills such as deal ing With the
media or w rit ing press releases to
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e-mail: o ne kid eve n got his com puter priv ileges
suspen ded because he was ca ught downloading
Hrefox. rorgivl' the kid for nut wa nting to use
Inte rnet Explorer h, the brow se r that ma kes any
sec urity profession a l q uake with fp;H. Anyway,
on e da y this teache r, w ith h is superviso r present,
wa s making a presentat ion to the class when,
suddenly, two do zen pop-ups of tubg irl.com
ca me onto the scree n. Much lau ghte r (of the
stude nts) ensued. To this day, our is "net work
man ager" baffled by this. It \vas all do ne through
the wo nders of pse xec , wh ich will remote ly
exec ute a program on a target machine. If neces­
sary, it will also copy a program to the re mote
machine an d then execute it; however, I ha ve not
been ahh- to gl't this feat ure worki ng co rrec tly.
TIw other ulility, psshutdown, w ill remote ly log
off, res tart , or shutd ow n a target mac hine : you
can a lso provide a list of mach ines ina sepa rate
file. You can download all o f the PSIlM)ls an d read
the guide on the syn tax of the ir lJ'ie at ht. t p : / /
- www. mi c r o s o f t . c o m/ t e c h n e t / s y s i n t e r
- n a l s / u t i l i t i e s / p s t o o l s . mspx. O nce again,
yo u can ma ke som e nasty automated batch files
w ith this. Here 's a go od example with wh .rt I like
to ca ll the "Supe rSh uldown". M.lke ,1 b.itch file
w ith the follow ing code:
p s s hu t dQwn \ \ . - u use.ruan,e -p

.. password - k - f - n 10 - t 9: 00 - v 0
This will effecti vely shutdown every machine

in the same windows domain as you at 9:00 a .rn.
The time is in speci fied 24-hou r format. You'll
a lso need 10 use all administrator 's username
and password, which yo u co nvonicmly go t with
pwdump 2 and jo hn if you read my last art icle,
for th is to work. The o ther paramet ers are -k 10
shut do wn the machi ne, -f 10 force any applica­
tions runn ing on the mach ine to close, - n 1 0

to specify the timeout connec ting 10 remo te
machines bec au se psshutdown wo n' t work o n
Wi ndows 98, and - v 0 to d isab le the dia log that
appears when the mach ine is be ing shutdown.
Make sure you do n't fo rget the -v 0; otherwise ,
a d ialog wil l d isp lay o n the ir mach ine tha t }'OU

from yo ur machine are run ning the shutdown !
As a lways, use your head when p laying

around with this stuff. Yo u can p lay so me great
pranks with psshutdow n and psexec, but pay
ca reful attention to the various switches and
parameters they have; forgett ing or misusing one
is an ea sy way to ge t yo urself caught. Spea king
of getting ca ught, if you are cap tured by e nemy
sysadm ins, any knowledge of your ex istence w ill
be disavowed.

by Cronicl3
cro nic lje'gmai l.co m

I've received a lot of e-mails from people in
reference 10 my article in 23: 4, and I figured I'd
write up this addendum to it addressing a lot of
the common issues and discussing some furthe r
exp loit s. The mo st common issue I w as asked
about is the "software confl ict " with No rton
AntiViru s. W hen you put the pwdump fil es on
.1 flash drive or e-m ai l them 10 yoursel f, Norto n
ca ts up the files almost immedi ately. If yo u ca n
access mscon fig and regcd it, then you ca n just
turn off the au to-pro tect and so it 's no lo nge r an
issue; however, Norton does h,wl' some defen se
.I~ainst this, and most users an: locked oul of
those utilities . An even simpler and more obvious
solution is to just un insta ll Norto n altogether.
Mosl inst itutions use Norton AV Corpora te
Idition. whic h you ca nno t un insta ll it w ithou t
. 1 password , Fortunately, inco mpetent admins
..urh as mine don't cha nge the default passwo rd
which is "symantec". Ano the r issue co mmo nly
r-nroun tr-n-d W, l S lack of access to the comma nd
fllllll1p l. l hI' ('.l s i (>~ l way to get there is to open
lip II, .UlII put c - \ wi n d o ws\Sys t e m32\ in the
.nldress bar. Then , CMD is right there. How ever,
if this is not an optio n, you can a lways put the
pwdurnp2 executab le an d .d ll on a flash drive
.uu l wri te a simple little runme.b.n hatch file
with the fo llow ing co de :
I 'Wllump 2 > o u t p u t. t x t

l his will capture the hashes out put by
pwdu mp to a text file ca lled o utpu t.txt, so yo u
' .11I just open up yo ur flesh dr ive, double-click
)'1lur hatch file, a nd not even have to worry abo ut
W'uing manual co mmand pro mpt .KCCSS.

Ove r the past several mon ths, I've a lso
turthered the depth of my exp loits an d explored
thr-rn to the grea ter of their potentia l. The
P..Tools suite, prev io usly owned by sysin ter­
II.r!.. and recently bought out by Micro$oft. has
..onu- grea t too ls. For example, psshutdown a nd
11<,(' )\('<: a re awesome little pro grams that yo u
C .m use to remotely shutdo wn machin es an d
.. ...ec ute programs. You ca n have great fun w ith
this durin g presen tations . Here 's a quick anec ­
.I, lli' for yo u: there was this new teacher that
vvr-rvone ha ted because he didn 't know any of
Illl' material he was supposed to be teach ing
.u11 1 acted as more of a poli ce officer in the
I !....s r~l ther than a teache r. He wo uld co nsta ntly
~ 10 k kid s out o r give the m de ten tions for rid icu­
III" " thing s like check ing the wea the r or the ir
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by Estragon

This .ulidl' is about how Pavraftrensa ction rever­
~.l ls can roct recip ients .1 lot of dough. I'm writing
lro m the !)('r !>pl'(:livp 01 ,1 hacker who sees how the
shortnmlings of the PayP.lI system could he used 10
lake morwy {Jutuf tht,' pOd';l'l of sorrn-om- else.

Tht· If"(-hniqw"i dt' '',nil )('(1 in thi s article could
hl' USt"(1 ~g.l i n<;1 _.In)'OIW with ,) P,.yll,11 ac count. in
amounts from .1 II'W IK'nn it><; In tboucmd.. of dollars.
~Vilh a n~ .I <;S prof' ....t ag.lin "'l, "o.1y• .1 rii..favored poht ­
ical c.andl(l,llt., (-OmIMnr,' or jn~lividu.t1 . many peo ple
\vorkmg together coo II rapidly cause trouble­
including pl(,llly of money It"'l-for the ir target.

My hi~t ...t roncom is the "Donate Now! " butto n
l inking 10 P.lyPa[ that WP see on the websltes of so
Ill.my r h.Hiti('s .md o p('n sourre "o ftw.u e develop­
mont pro jl 'l.t.... I W ,IS inspirl,(! to w rite thi s article
when I rt' n 'ivl '(l .1 chargcbock, .md la ter a tra nsac­
tion n-vr-rs.rl, from 1 '.l y l ~l l . I run .1 ( har ity tha t oper­
a tos an ", >l 'n sOllrn ' projert, and rl'(""ivl' dOIl.l tio ns
via P,lyPod . Gl'lIing don.ulons vi.1 P,lyl~1 1 is quire nirr-,
a nd It '<, ,I rTl ,llur w,ly \VI' su... t.un our projrx L

'lhe b,l"'ic snu.ruon i... IIMI on P,lyl',11 it I"o ...t... ,I

rl 'l ipil 'llt l 'xtr.llllllIH 'y wlu-n , I tr.ms.utiun i... di",puIl'd
by the v-ruh-r. W hilt, lhi ... i...n't th,u d iffl 'rt' llt from the
~. l~ I,Mnks ,1I1d n (·tlil e,lr d r omp.utic -... ' fpl 'r,ll!', m.uty
indiv idua l....utd ...mal l ( h,u ilit·... U<;l' P.lyP,11 ht'c,l tl...e
Ih('y c-an't ,Iffm d Ihl' in jr,I... tructu n-, don't h.ivu lhe
vu lurllt·, or hdvt'n ' t gol Ill{' righ l Iype of corpord te
...t ructUrt' ~o ,1n l'J~1 n(·dit c,m rs d in-clly . In othe r
WOlds, 1111 ... Il'ch lllq lll' C;ln h !' mon' hurltu l w ith
1 ~ l y l~ 11 ,lg,lins l SI1 l.l11 c h,ui til's 01' s im ilar org anizatio ns
Ih,lll ,lga in"'l IHit-k... -,lnCr-lllllrt,lr ... t()res.

For IllU!lt·y 111oI1 WdS ]),lid .lIlel r('(,t'ivt·d by Pay Pal
(from one P,lyl',l l u...c' r to ,Hlo the r), P,lyP,11 hand les
d isputt's inlt'rll ,llly. So, ij (un d<; \VNI' "'I'nt lo vou from
so nwone I'lst" <; l',lY ] ~II .\( TOl HlI , ,l nd til(' tra lls,Hlioll is
d i...puted , 1~ l y l-',1 1 h,I'" ,I pwn''''''' 10 ('v,llualp Ihe cla im.
You can find Ihe ir resol ul ion pro cess online, wi lh lots
o t det ,l ils . It is very llllK h gedred IO\V<lrds the sell ing
0 1 gOlK:!S.

t lf,>r~ ' s Ihf' ~undown of a n ac W,ll d ispu ted
transa ction I rpu'lved rp<:f-'n lly. Somf'One made a $2
do nol tio n to my org,mizat ion , thl'n filed a d ispute .

For a $2.00 pu rth,l!>e or donation sent via PayPaI
wi lh ,1 PayPal ac coun t, $0 .38 was charged as a fee
to ,lccepl th", p.l yml·n t, then $0 .38 \\ ',l S c ha rged to
re ver se til{' Irans"uJion.

P"<lyPaI wal ked away with JB cents (19% of Ihe
origi nal trans".ction), .md my PayPaI account was
38 cen ts lighter as a result o f the tran'klction. The
$1.7 2 n('tlro originally from the $2.00 donalion was
re moved, bu t then a further 38 cents w('re removed.

PayPaI also accepts pa ympnts Vi,l c redit card. If
a credit card trans.ldion is d isputed, the credit ca rd
compan y inte racts with PayPaI. PayPaI interads with
the PayPaI accounl ho lde r.

If the tra nsaction is reve rse<l (in this case, it 's
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r!iU
ca lled ,1 c ha rgeback), a cb argcback....,,~.htl~I,-.m-'-.nt fee
may be cha ~gf'd if the credit card comp.my c harges
Pa-Pal. That IS, PayPaI pa sses thp tee on to the account
holder. In what .became a n actu al chergeback, I
recei ved a donation of $ t 00 which W,lS disputed
about 10 weeks later a nd subseq ue ntly rewrsed.

For a S100 purchase o r donation scm via PayP.-I1
witha credrt ca rd. $3.20 is c ha rged as a fee 10 alBl>1
thc paymen t, then $3 .20 wa s cha rged to rev erse the
pa yment, then S10 was charged a" a c h.rrgeback ff'{'

PayP,11 walked dWdy w ith $13.20 (13.2% of the
or igin,l ltr,m'1<lct ion ), and thi s time my ",lyPtll account
was $ 13.20 Hghter as a result uf the cha rgoback. The
$100 donal ion via crp<llt ca rd costlots more than the
$2 donation via PayPa I account if there is ,1 d ispute
and chargeback.

PayPaI cha rges fees as a percentage of the tran s­
action. No rmall y, th is is 30 cents per tran saction.
p lus 2.9 % of the tran saction . The re are va ria tio ns in
different countries, for different c urre nc ies, and for
different types of trans action s.

Doing the ma th, if le n people worked togeth er
to c.uh 01,11.(' , I $10U donation , th r-n 1II,1l1(' a cl.rim
aga tnst mr-, Iwo uld IH ' ou t $ 132, r,lllwr than rt'c l'iving,
$ (JfIH. Iklow, I' ll gfve sOIllP idl',lS about how such
mass ;H:lio!l co uld h,lppl'n wit h n-l.ulve impun ity.

To sum Lip, Ihl: Ih;lrgt'b ,lck (illvo lving sumeom­
who tll.lde ,I, don,l t l ~lIl to Illy org,mi /,ltiotl via P,lyl',l l)
hold t!ll'St' t o<; ls. f tr...1, 11.11' amount of 1111' o rigin <l l
donati on W,lS rPlllovPc! trom my ,Kl o unl. S('CotHJ,
Payr ol l {:ollec!l'd the ir lJsu<l1 fpp (d t'scr illl'd hl,low )
on the tra ns<lction. iltllOunt- -{'ven tho ugh the y IMd
<l Jready re moved It off Ihl' to p from the dona tion
a mo unt. Third , IIll're \\-'<1S a c ha rge back fc'c of $ lfl
from the cred it card co mp,lIly.

In my [('spar ch, I fou nd th,lt f~ly r.l r lisls d ifferen t
chargl'IMCk, (l'l'S. for. d iffe rl' tll counlrips ltlll'y' re ,II!
<lho ut $10 -20 US). Somt ' h,ltlks lisl tht' ir (w dit r.1rd
ch argpfJ,ll'k (('l 's, which .If(' comp,lfa h!l' <lnd somp­
tim es evp tl h ighl'r.

. Il ow ca n yo u work arou tl.d rosing mo ney through
~JISputl'(! l-'.-lyPaI r.'lyme nt"? It yo u. ' re actua lly se lling
Items via P"dYPa , follow the terms of the ir Se ller
Protection Policy. Read Ihe fine pr int: p roleclion
stops for many pu rchasl'S at $250.

Pro tection does nol extend 10 an ylhing other
tha n good... ?dyPaI's se ller prolection pla n sta ll'S
that ~~n ly phy sica l goor!" are ("QVf'rro by the Seller
Prot.ectlOn PoI.ICY. Inta ngl h le goods, suc h as services
or Items de live red ek'Ctronica lly (e. g., sofhvare,
MP3s, e Books), ,lre not covcred." In o lher words,
there is no seller protE"Ction plan (o r accepting dona·
tions, ta~ i ng payment for work performed, o r other
non-tangibles .

There don 't seem to be dollar limits for seller
protection, and I have made and received pa yments
~f up to $ 10,000. But for buyer protection, tra nsac­
tions are o nly covered up to $2000 under certain
ci rcumstances, $250 otherwise .

During the time o f a disp ute (which can take

26 00 Magazine



to the targeted cha rily. Then, let the legi tin1.lt£'c redit
card holder dispute the transaction .

AI $10 ppr cha rgeba ck pl us fees, ,my don atio n of
under about S11 Isa net loss for the targeted cha rity
of the cha rgeback fee. in addi tion to the cost of the
reversed transaction .

Finall y, let 's thin k of an even largl' r-sca le scam.
How about an urba n legend sent via to ns of Sll.lm?
Messag{' OIl(' : "This charity is doing wonderful wor k,
but is about to have its cha ritable orga nization sta tus
rever sed by lhf' IRS. In order to meet the IRS require..
ment s linSf'rt val id hvpcrlink here] , they need to
receive s(·Vl'f.ll hundred sma ll donations tS2 to 51 OJ.
By don .rting w ith your P-ayPa l account or c redit card,
the chantv w ill be able 10 provide dear proof to the
IRS thai the ('h.Hity is legi timate."

I ink to the real o rgan izat io n <lnd its real PilyPa l
link. \V,lit for people to do o.uc. ASSUtlll' .1 very sma ll
(less tha n . 1'Yo, ) resp ollse o n the spam hul a large
ca mpaign oi million s of spams. The re are d t'a rly a lot
of idiots wh u respo nd to spa rn. a nd you only need a
sma ll propor tion .

Then, .1 wf!ek or two late r se nd sp-un l11essage
::2, "You might have hea rd rec en tly abo ut .1 charity
th at made a plea to main ta in its status with the IRS.
Ii you donated any mon ey be informed that you arc
a vict im of fraud. The cha rity 's IRS status is not up for
renewal, and thf're is no effort to remove its 50 1(c)
(3) status under IRS regu lations [insert anot he r va lid
hvperlin k herel. lf you donated with Payral , pro test
yo ur donation and revt-rse it, fo llow th is link [link
to Payl'.11 divput e r enterf. Ii yo u donated with you r
c red it ca rd, he sure to file a dispute claim with your
han k."

Would your spolm campaign hr ing in mon- mo ney
to the target than was rever sed I.ltt ·r? Ag,lin , let's do
so me ma th. Assum e 200 donations .H I' made w ith
an ave rage of $5 each , and 50°;;, of donations are
made via Payra l ac counts, wi th the othprs ,He ma de
us ing PayPaI wit h a cred it card. TIl(' ru-t gain is 200
x $5. minu s -1 5 cents per tran s.llion for 1 ~l y l',l l ' .-. iees :
$9 11.

If 100 ou t 0 1 100 do nor s fi l ( ~ ,I SlltT('ssful claim
wit h P,lyPa l or the ir c redit ca rd company, and ha lf
tN,d th eir rn-dit r.r rd. ssoo wou ld 1)(' n-movcd
f rom tht' ch,lrity vl.r 1'.1y l~1 1. Ch;lrgt'lJ.lt l i('(·s wou ld
(1('( ;l Iurtlu-r $SDO ($10 each for SO Cfl' tlit c'Hds l.
Furthe r P.lyl'.11 ((·t'S of $48.S0 woul d 1)(' ,lssessed
as thl' $SOO were removed. Tota l remov ed is
500 +500 +48.S 0=1 048.50. The cha rity wlluld gl'lto
kl'f'p the pron'l'ds (rom the 100 do nors \\'ho didn 't
pro lest, abo ut $-15 5.50 (ha lf of 591 1). Nl'1 loss to the
cha rity is -1 55 .50 - 5-18.50 or $CB. l 0_ plus Inls of
aggravation.

Payroll dOt"S h.we a lot of pro l('l :tions in place .
hut far few pr when no good s are be ing so ld , .m d far
fewer at l.uger do llar amount s. Just .l fl'W reversed
transa ctio ns ca n make a charity or oth('( rec ipient
have bad d.ly. In this a rticle, I h<1\'e laid o ut so me
of the ba sics. and also worked th rough some hypo­
thetica l scena rios where a large r numlK.'r of reve rsed
tra nsaction s can be truly da maging.

l ots of people have worked on .lOonymous
payment systems, non -repudiation of fl.lyments, and
escrow systems for de live ring goods. For exa mples,
re,l d some a r1icles on e-go ld. PayPaI docs no t imple­
ment the ha rd pa rts of suc h a system, whi( h rl'{/uire
a trusted inte rme diary (no t on e who profits rom
every type of transac tion, inc luding illegitim,lte ones ,
as P-dyPaI does), and strong cry ptog r<l phir. met hods
of en sur ing ide ntity w hi le ma inta ining anonym ity.
PayPal is uh il1uitous, but has flaws. l et the buye r, and
the se ller, beware .

weeks or months, but is mor e tYPlcillly just a few
da ys), the payment amou nt is frozen.

Pavl'al hasa poli cy that they do no! reverse PaYP<l1
transacuonv unless they are taking money (rom the
se ller. In ot her words, it's not like US ba nks' FDIC
insurance. Imagtnc that som eo ne scams you for
S1000 fro m yo ur P.lyP.:a1 account, then \v fthdraws the
money from their PayPaI acco unt. leaving it empty.
Parra l wi ll nu l givc you your S1000 back unless the
other account h.15that money. This 01X'llS up a whole
lot of possibilities, hut it's basically a I just fraud: take
the mane)' and run. There are many stones about
this happening o n eaav (which owns Payr.lh. From
reading Pavlal's policies. it sounds like it doesn 't
ma tter whether their " buyer protecti on plan " applie s
ornoL

Compa re this to credit card pronx__ tion. where
you will get your mone y back regardless of whether
the cre di t ca rd Lompa ny go t thei r mo n!'y back. or
whether ,lily goods invo lv('11 WNe retu rne d. You r
mileage nMy VMy, an d things m ight be differe nt
out side of the us. My few experiences wi th c red it
ra rd fraud were that the cred it car d com pa nie s just
did n't ca re: they would hold a transaction dur ing
" investigation " and do esse ntially nothing. At the
end, if the mercha nt fight s, the customer loses. BUI
If the customer wins, the credit cerd compan y w ill
retu rn the monev,

On the two IKTa SIO/lS when- my c redft car d
was stolen (once physically, Olll l' t'!("(tron ic.llly), I
provided proof (a pol ice f('po r1 : ) ,lOti the charg!'s
were reve rsed. The legitim,ltP sto res tha t were sto le n
11 0m (w ith my credit ca rdl was no t given their muncy
lo r the tran sartioos, and did not get lhl·ir goods hack.
« \rIP of them was assessed a chargeback fee by the
, ...Iht ca rd colllpan y. indicating thatthe PayPaltech­
IlIqUl' descr ibed he re ca n be effective w ith c red it
I ,In ls, too .

By the way, if this hasn't co nvinced you to never
IJ <,(' you r ddlit ca rd {or these types uf purchases, you
IlI'l'd to f1wl your debit card agrl'l'll1t·nt. Most banks
offl'r w ry litfh- prctertion for debit card tran sactions ,
r-ven it till' d l'!Jit ca rd ho lds a ma jor cre dit card sea l.

Iet's work thro ugh so me exp loi ts. First. imag ine
,) hypot hetical cand idate runni ng for natiulla l otfk-e.
lh[' candida te accepts Payf'a! ,1S ,1 n1l'thod of dona­
tion on his or he r Wf'h site. If ten IIl'Opl(, carh mak e
donations oi $100 0 to the cam 1(1,ltl' , us ing thei r
( red it carn, lhe can didille w ill hiM.' $1DOOO m inu s
P,wPaI fees of 52Y].

, Ii those t('ll people thp n ca ll thpir 1('11 nifferent
(redit card cornp.l nics , say ing Ihe ch,uge wa s unau­
thor ized ("m y twnagf'r harrowed my ca rd, ~ "I thin k
thf' Starbu cks store I go to eve ry da y might have
copied my car d number," (·te), the c,lOdid,lte w ill
lose the S1ססoo, plu s ano thL'r S29 3, plus .lOothe r
S100. Ten fx.'Ople together cos t the c.lnd id.lIe about
S393 from hi.. or her O\vn account.

Wou ld the credit card compan ies ca tch on ?
Probably not , fo r I\vo reaso ns: the exc uSl.'S given are
nnt big enough to warran t serious investiga tion , and
Ihe re is not a lot of sha ring a nd repor1 ing of credit
ca rd fraud . Will PayPaI calch on th,lt the te n people
are wo rking togethe r? Maybe, bu t what if they a ll had
,I commo n excuse ("we a ll go to that Starbucks")?

Second, let's loo k at a la rge r sca le wit h smaller
don ation s. W hat if a fra udste r has hu ndred s o r tho u­
sands of sto len c redit ca rd numbers, ano a vende tta
.1gainst a fJ <Hticu la r op en sou rce softw,lre proje ct' s
( hari ty? Assum ing the cri mina l had plenty of time o n
his o r her ha nds (since it 's inte ntiona lly hard to auto­
mate paymen ts and accou nt c reation on P-aYP-dl), s he
( (luld ru n a few tran sac tio ns of less than $10 pe r day
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by stderr
stderr.deve-gmail.com

OxOO: Introdu ct ion
Surely most of you arc fami liar with Face­

hook. one of the most popular soci al networking
sill'S on the Internet. Many faithful users once
pra ised its simplicity and its elegance. Then ,
one (.11.11 d,l)' in I,llt· f\1.1Y, Farebook unvei led
its de velopme nt !l!'llform. unlea shing a flood
of third-party .11'1l ication add -ens 10 the masses
Hogi"tf'H'c1 on Farebook. Thousands of eager
use rs mind lessly added these feature e nhance­
me nts. M.m)' of Faceboo k's most faithful use rs
bcg.m to W·,agi ta ted w ith a ll the traffic coming
from the ir friends, who were sta rting virtua l food tion that a llow s you to set yo ur cu rren t state of
fights, and in so me cases even began virtuall y mind and display' if 10 your friend s. A neat feature
biting friends (creepyl. Along w ith the shea r includes the ab ility to store the history of yo ur
.Ul ll Oy,lIlCl' of these a \lplicat ions, a new qu estion past mood se ttings and changes .
of sec urity was intror un·d. This applicat ion see ms simple enough. Where

Now that you have a ll of these neat gadge ts cou ld the re possibly be a s('('urily lap<,cr l am glad
at your d isposa l, wha t 1'1"'1' ,HP you elllowing you asked .
o nto )'our Il.lge ? Facobook's ap plicat ion help First of a ll, when you view sornconc's moo d
p,lgl' states tha t ,..... rpplications built hy th ird hislo ry, the .lpp lic,lt ion does not ensure that yo u
p.mics do no l <lift 'I 'I I Il{ ' priv.lCy o f your informa- are ,1 fril'1ll1 0 1 the pt' rson whose history you are
tion in an y WelY- Your .urount infor mat ion is slill viewin g. O kay, hig deal: someone can see the
secu re and we e nsure th.tt no third part ies store history of my pel<,1 moods. I cou ldn't (Me less!
or co lll'c i .my of yo ur info rmation ." \lV" I!, anyone could e.lsily au to mate the task of

As Fac ebook st.ued. your stored inforrna- grahhing everyone 's cu rrent mOIl( 1. Suhsl'q lwntly,
lion is s,lfe, b UI how is tbu authen ticat ion on the this could be use d in co njunctio n with othe r del ta
applic-at ion s themsclvcsr This is left complete ly for futu re phis hing or socia l engineering attacks .
up to tlu: pluuin de velopers. A<, we wi ll see For instan ce, people that a re cu rrentl y depressed
shor tly, many d(,vP!ojle rs did nol take secu rity or co nfused may tend to he more prone to fa lling
vNy se rious ly as tlw y dpvl' loped and released for something stupid .
these applic-ation s. To sec som e-one's moods hist()ry, simply substi-

Due to the overwhelming number of applica- tutc the target's Focebook id where the Xs are:
tions, we .lr(' o nly gl linB to takea look at three h t tp : I I a pps. fa c ebo ok . com/ e mo t ing l
sample Parcbo o k .ipplica tions. 111('s(' applk-a- - ?p ag e =h i s t o r y &u i d =xx xxxxxxx
lio ns sho uld give yo u an idea ahout so me of Thank yo u for hanging with me this fa r. I top e-
h I h fully this exam ple motivated the hamster 10 start

I e privacy a nd sec urity issues tha t come wit running in yo ur head. If you are follow ing my
add ing Fan'boo k app lica tions. thought pattern , the next logica l step would he 10

OxOl : Firebug try to set your moo d an d see what happens. When
Befo re we begin, I highly suggest that you you cl ick the icon to set yo ur moo d, a URl like

do wnload the Fircfox I)ruffin ca lled Firebu g. It the following is used to upda te your status:
h t tp: / /neo. h o t ornot . c o m/f a c e book /

is an a maz ing tool tha i a ows yo u to deve lop - e l!lO t i n g / 5 e t mood?emo id..xx&fb 5ig in
and de bug websi tes . More importan tly to us, it - i f I'a ree .. U,fb- s ig time::1183868333. 4734&fb
a llows you to al te r the client-s ide code befor e - s i g_ u s e I' ",xxx x x xx xx &f b_ s i gJlr ofil e _ -
submitting a fo rm. In or de r to jump to a p lace - u pda t e _ t i me - 1l 8 38 4 S2 31 &f b_ s i g _ s e s s i o n_ k
in the code. righ t cl ick on the des ired sectio n of - ey. l j a odu f 9 82 30 9a u d s o ifu i a j 3 4 i a j i d j d d &
the ''''Feand click "Inspect Eleme nt." There are -fb_s ig_exp i n~s -. O & f b_s ig_ap i_key~ao302au90

"'u a 09 83 20 98 0 9 8 09 8 3 20 9 8 1J &f b
severe ways of a lte ring the pages given below, - s i g added_l& fb sig ..31 j al j d s
bu t this seems 10 be more efficient than manually - i o a l l j 13 22 32 0 9a 0 9 32 a 4a be
edi ting the GETvariahies in the give n URl s. Yes, you guessed it. Moods does not au then -

ticate to ensure that you are setting your current
Ox02: Moods mood . Simply change the fb sig_use r vari-

The first ap.r licat ion we will loo k at is simply ab le to anothe r person's 10 , ana you can upd ate
call ed "Moods . Moods is a very simp le apphca- how they are fee ling. Do not te ll me how I feel!
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Everyone a t BinRev, venom, nyOn,
Michelle , An na, and all my college

Shou t-outs:
Dan, Todd,
friends.

Ox05: Co nclusions
We I'u st finished up wit h a qu ick look into

some 0 the sec urity co ncerns with Facebook's
new th ird-part y appl ica tio ns. ~ere are hundreds
of ava ilab le add-en s. a nd loc king .11 the sccunty
o n all of them is some thing I w ill leave up 10 the
rea de rs. These security lapses could eas ily lead
to spam or phi shing att acks on you and yo ur
friends. Than ks to the new appl icat ions, it is now
possible to pose as so meone else , wit hout ever
cra ckin g a password. Plea se th ink twice befo re
add ing a not he r appl ication to your racebook
profi le. Embrace sim plic ity.

the Post bulton for the Super Wall ap plica tion.
Interesting:
<input t.ypee vb Ld d e ri " v a Luee vxxxxxxxxx"
'e-n a me .. " f b_ sigj)r o li l e" l >
<input type.... hi dden "
- v a l u e . "11838323 i 6 . 00 8 2 H

_ n a me _ " f b 5 ig t i me" l >
<i nput t y pe . "h-i d d e n H value .N xx x x x xx x x"
_ n a me . Nf b 8ig user"/>
<input t YP; . " hldde n " v dlue. "1183835287"
- n a me . " f b_ s i g-pr olil e _update_time " I >
<input type . · h i d den " v a l u e . · 1 34
- 0 9 8 3 50 9 8 32 0 9 810 9 2 84 0 9 8 32 0 9 58 2 0 3
_ " n ame_·fb sig s e s s ion key" l >
<input type.... hidde n· value."O"
_ na me . " f b 9ig expire s" / >
< i n p u t t~ .. ·hldden" v a l u e ."223 4 13 4 41 S0 9 83 2
- 10 9 8 10 39 8 S9 08 32 3 S "
_ n a me .. · fb_ s ig_ap i _ke Y" I >
<input type. ·hidden· v alue.·l·
- n a me _ · f b sig added· I>
<input type .·hidden· va l ue="23 91 92 1 82 1 4
_ 91 2 9 310 4 9 38 10 9 8 31 48 9 3 · name="fb s i g ·/>
< i nput t ype _ " h i d den · v a l ue. · XXxx iXx xx ·
- n a me _ · o wne r id· / ,

The fb s19 user field is the Facebook
use r id of tne person post ing the co mment, and
owner Ld is the Pacebook user id of the Supe r
Wall 's owne r. when writ ing to yo ur ow n Super
Wall, both of thes e fie lds w ill be eq ual to yo ur
Facebook USN id.

Unlike the previous aP ll lical ions. Super
\ 'Vall en sures that yo u art ' o n me person's friend
list Ilt'fore yo u r-an IXIS! to his or her Super
Wal l. . However, if you ,d.l.lngc' the va~ ue of
f b Sl.g_user to <1 frie nd S 1<1, th(' result wil l h~ a
wan post from yo ur friend . You ha ve fl O W spoo fed
a com ment from one of rour friends onto yo ur
own wa ll. Wo w, this coulr ge t ug ly.

Afte r further twea king, I was a lso a ble to
post on a friend' s Super Wa ll as someo ne else,
simply by alter ing bo th the .owne r .id and
fb_sigyr ofi l e Iiclds accordingly ~' llC~son
yo u a re postin g as does have 10 hI.' ,1 {rir-nr 0 1 the
wa ll's own e r in onk- r for th is 10 work.

Phis hc rs cou ld ('<ls ily abuse Super Wa ll by
spoofi ng I1l PssJges to /)('o ple hy ass umi ng J
friend's i<!(·n tily. TIlt' p u sher co uld the n po st
malicious links, and the vic tim wou ld like ly nol
even th ink twk'e about go ing to the given address.
Spa mmer s co uld also automa te post ing rne~sages

from fr iends to people's w,ll.ls. ()r ~(' way d~·vel.

opt'rs could help defen d ag,lInst this attack IS by
add ing a picture bo x co nfirm.uion 1001 that wou ld
be presented before pos ling the messages to the
walls.

Ox04: Super Wall
W hen you setup you r Facch ook account, they

)'ive you J virtua l "w .:I II" where friends can post
l ~ lJ hl ic comments to your profil e. This is kind of
I no t, but there are so me 11m itations. You cannot
post an image or a video to J friend 's wall.
Well, the invento rs of SUpPf W,lll have co me to
the rescue. This application allows sim\)le text
Illessages, p.icture messages, and even ink s to
web videos served up hy Google o r voutube .

,\ ty original test ing wi th Super Wa ll incl uded
frying to link to an off-site image, in an attempt
10 track profile views. Facebook coun ters this by
caching every image used in th ird part y applica­
tions. Therefore, all req uests to images are effec­
lively ha nd led loc all y hy Face book's we b se rvers .
Ihis he lps red uc e the server load on a ny thi rd
party websites .

Since my first a ttempt was shot down . I
decided to look into o the r as pects of Super Wall.
lor my second lest. I posted a simple text message
III my own Super Wall. Awesome, everything is
working . FinaHy, I took a look at what wa s gomg
un beh ind the scenes .

Fire bug ca me 10 the rescue again as I inspected
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Ox03: Free Gifts
Face book ca me out w ith a feature that allows

you to g ive virtua l gifts to yo ur frie nds. Maybe
you wan t to sen d a pic tu re of a rose, a picture
of a ha mburge r, o r a piclu re of han dcuffs to you r
frien d. That IS a ll fine and dandy, but the n Face­
book decided 10 charge you $ 1 pe r gift. Mos t of us
a re too cheap 10 act ual ly pay $ 1 10 sen d a stupi d
picture to so meone on the Inte rnet. Enter the Free
Gifts application.

Free G ifts is just as the na me wo uld suggest. It
is an add-on that allows yo u to sen d a nd receive
free gifts to a nd from yo ur frie nds. The flaw in this
appl ication is ee rily similar to the one fou nd in
Moods. Yo u ca n view the gifts received by anyo ne
<friend or not ), simply by alt er ing the id number
se nt to the Faceboo k applk-ation: http : / / apps .
- f a c e bo o k . c om freegi fts /?to:xxx xx xx
Again, simply change the id, a nd yo u ca n view
that pe rson's received gifts. You may have l1uessed
it by now, hut yo u (:.10 also se nd a free gi t to a ny
pe rson tha t uses the Free G ifts ap pli cat ion, friend
ornol.

You pro bably no ticed whil e looking at some
random person's rece ived gifts, tha t there is a
"Se nd a Gift" bu tto n on the top left porti on of the
IMge . Se ndi ng this IX'rc,ona gift is n.ot q~ite as easy
,IS simp ly d ie-king ihe button, hut It might as well
Ill' . After you h.1VC clickcdto se nd a gift, selc;C! the
g."ift to se nd. Now, yo u have to choose a recquent.
Se-lect from "Frien ds W ith Free G ifts". You might
notice that if a person's not ,l friend . then you
l .m 't se nd them ,1 gift. Now is w hen Firebug stil rl~

In ..hine . Righ i c lick on the d ro p do wn me nu ot
lru-ndsand Inspe ct the element. Yo u will see a list
"l llry like the follow ing .

op t i o n
value : "xxxxxxxxx " >MyFriend<!option::.

Simply alter the va lues to r('f1('(t the perso n
th'l l yo u wa nt 10 ,>P IH I the g ift 10 . You can sen d
til!' gift ,1IlIlnylllo usly, or you can just be a creepy
st.rlker .md si-nd tlu-gift from yo ur own profile . So
f.rrwe have bee n ahle to view or change a nyone 's
mood, a nd we have bee n a ble to se nd gifts 1o
.myone wit h the Free Gifts appl icati on. W ha t
I omes ne xt?
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Mischief

Dear 26(J{);
Here is something exira 10 add 10 my art icl e

in 2-1;] ("I low to Chea t Googol11"]. One rea lly
cool a nd easy thing 10 do is 10 rl 1-:isl('r ,1 business
in some farawa y place with .1 na me like ' Tennis"
o r -Go l(- or ...n llu· thing sirnpk- like that. Then wh at
you do is carr up Goog4 11 and tell them the cityl
sta le of where YIlU .ldr/prJ that busines s. But w hen
if asks for .1 busines s name or category. just yell
any thing into the phone. Make sure it doesn 't
registe-r wha t you sai d. It sho uld say "I'm sorry,
try aga in" or somethi ng similar. So yell something
incoherent into it again . This lime it wi ll say "If
you 'd like 10 type in the businessname or category
using the keypa d, please pres ... 1: So you press 1.
Tlw n you US{' your keypa d to type out you r bust­
ness name - "l enn ts," "C oIf," or wh.itcve r, an d. i f
Coogle picks it up, it loo ks for .1 busines s nam ed
tha t. Since you pu t your business in an ob scur e
ci ty/state w ith ,1 n.tnu: so g('nN ic as "Coli," it wil l
IlH)Il.l l l ly pick your business. " h i" is (me of the-best
ways tha t I've found 10 make sure that Coogle
w ill p ick your busin ess. Cause it .ilways th inks
you 're typing a husim -ss n.une. Vl' ry surefi re way
of gt'lti ng Coogle on you r sid e.

Co od luck, and happy Coogle hackin g.
Phreo kcrn zvgma lt.com

Dear 26 00:
I W,l S stuck in Sc hiphol ai rport (Amsterdam) a

couple of weeks ,1WI and had a ch.mre to screw
around w ith a web termi na l ncar my gate. 1d idn' t
reall y need to get on the web enough 10 ju"l ify the
two euros for 1S minutes or whatever i t was, so I
figured I'd try to score some for free. Here's w hat
I came up wi th. 50 simple you cou ld fo llow even
after a trip 10 the smart sho p:
1. Press windows-u (opens accessibili ty op­

t ions).
Click "He lp" button .
Right cli ck the title bar.
Select "Jump to U Rl ".
Enter a valid U RI. (must inclu de protoco l).
Enjoy your free Internet.
Even better, browse a website that ope ns l inks
in a new brow ser. Clic k one of those l inks
and you have your very own IE w indow.
Have fun . I di dn't have much time, but I did
gel a chance to pl ay around w ith the Internet
settings (new home pagell. I'm sure you can
get away with mu ch more.

mthe d

Binding Woes

Dear 26 00 :
1would like to voir-e my complaint about the new

binding you arc using. 1received the 1.1<,t issueo( your
rn.1g.l7in<-' in the mai l and read it from fron t 10 len
rMgt'S before thf' last. Around page 55 , discm·t·f(.n
tba t the- IMg('S .....here bemg lorn from the- hindi ng. ,
don't me.m In <,.lY th .u tll(' y wen- coming un glued,
they were .KIU.11I y ripp ing .l mill irnt'll'r or two ,lW.ly
from the glue.

Please find another binding so lution or ...IOp
putt ing the words so close 10 the middle.

XeNoS
~Vords csnnot express hoI\' ups et \\"p\,t-' been

at the problems with thp p.Ht ism t' . Appa[('lItly the
insidE' pilpt'r was CUo th in whiff" thp co ver !wl thl'
prope r ttnckness. ~V(· '\'(' nl,ld(' a hun ch of {-h.m1-:f'.~

dnd ospoct to gt·t this Ofl(' riglJt. /(ol 's hOIK' the IJd1W
you'rt ' f( ·./( /ifJJ.: 1111'.\(' lVord~ Oil i/fJl'.\ our m,I1-:,l/ifll'
ill~tin'.

Dear l MJO:
, have il lw.1YS l'n joyf'd m Hling your m.lg.lZint,. I

have eve-n r('s llh"nilu'd rt'I'I'I ll ly hf'(",HISt' of the rec en t
r-ln sun- o ( my f.wornc IUGl! m.lg,ui nt' store. The Il('W

b inding absolutely sucks. I can't 1' \' ( '11 open the d.tmn
thing without it becoming impov sihlr- to ({'ad thl.'
wo rds nCM the bi nd ing. The pages a re even sta rting to
fall (Jut0 11the late st issue . Raise the p rice an d go b.uk
to the old bind ing.

Andy
If th l' !Jro/J/t'lm dOIl't /; (J ,1W.IY W(' wi ll hdv( ' to look

al olhe'r possihi li lie.\. I\ t thi$ point i t .lfl/ lt',Jf~ thl'w .m­
lJ()ya lln',~ Wl'rl' (".w w d 1Jy u.~ilJ/; tht' Wf(JII!-: type of
paper dnd miscommuniceuon ,JS 10 \\'h,lf thl' prvp<'r
ma'1:ins should he. If Ih l' lenen arp too ctcne to Ihl'
margin or if the papl 'r is all S('re' IH'd up again as you re
reading this, there:c a good cbeoce SOmt'Onl' is [x'ing
harshly interrogated on the mat ter at this \lf'ry mo­
ment. We apo/ogilP to eve ryone for the Autumn issue
which we consider to be ~/ow our sl.lfl dards. we 've
made a lot ofchanges and \\Il' hope to ....f'(' results with
this new issue. Thanks for Slicking wilh us.

Discoveries

Dear 26 00:
So ' think I've SOIVL'<ithe puzzle from the Summer

issue. "The Thinker- is thinking about how much he
hatesthe DM CA , am sitting here think ing about how
much 1just learned about the data matrix format!

I started by trying to reverse engineer the entire
thing by hand. I was at "work- SO , used the too ls at
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Dear 2600:
He re 's a n inte restin g tid b it for your rea ders.

Roston 's tranvit tare s Me collected using a system of
magsrdpe pape r tickets or Rlll) p lastic ca rds. I was
havi ng troub le with .1 p.lper t icket a nd I'm pretty sure I
ga l double-ch arged fo r a trip . So I tal ked to one of the
transit workers at a station 10 ask wh at he could do.

He brought me to one o f tlu- tk-ket machines and
d id so met hing 10gPt to ,1 sc ree n that asked for h is PIN.
Then, as I watched. he start ed enleri n~ h is PIN right in
fro nt o f rne. I started 10 loo k away o ut of cou rtesy but ,
to my shock, he actu ally ....li d the nu mbers (Jut loud as
he e ntpH><j them!

Enter ing his PIN got h im into an admin istriltive
mod e that, a mon g other th ings , allowed him to get
dt'la ilt><l information 0 11 when (<lrt'S were deducted
from my ca rd . Sure enough, WP could see the double­
c ha rge ... not that hi ' WdSal'lud lly able to do a nything
about it. How a nnuy ing.

For the c uriou s ou tthere lan d who isn 't?), the PIN
wa s 13210 : I'm not sure whal he had to do 10get to the
PIN e ntry screen, but I'm a lr.:lid it might have invo lved
ta pp ing h is special adrmmstranve RFID ca rd. I wasn't
pa ying attention, tho ugh , so it might only bea matter
o f tapping a special button . Cert ain ly it wo uld n't bP
ha rd to prete nd to hP in a situation like m ine in order
to watch it lrctnsil em ploype more closely while the y
acel~S the rm- nu. It's inlt'n~ling tha t thei r security
is so 1,1X. O f ruurse, tb.u's not .m ('XCUSt' 10 use this
informa tion to gt'l fn -e I.m ....

Lex
People who _'ipeitk their PIN'ioul fllil d .1 'mml /Ja ~'l'

/0 be admirt.·d for com pknetv [fuwillX ill lilt' oppo.'ii/C'
diH>(" tion ,H th(· rest of us, who .1fP iO/l'\'I'r trying to
become more secure and prott'c tinX our p ri\'.Jtt' infor·
m.uion (and t/MI of otll('rs). H/e \ W JIldl'f hoI\' 11I,llJy

otnor PIN talkers are out mere.

De ar 26 00:
This is ,1 vpry stmplc h.nk. hu t o n ly work s if yo u

<l lre,Hly h,M ' ;1 rt, ...i!lPlll login to th is ...ystPl11. ISTA
I':or th AIlll'rie ,1 i... ,1 Ihird -pdrl y ut ilily h illing COIllI),H1Y
th,lt h ills n 'si<!l' nts for ulililit 's on Ilt'h,l lf 01 .lp.Htnwnl
bu ild ings. 5 impl~' go 10 www.i... t,llJiJl....eOln, login,
or sig n up for ,1 login using I ll(' an :o llnl nUllllwr on
yo ur monlh ly hi ll. O nn ' I ()~('d in, d ick on "History
Prior 10 (wh,l1('\w d ,lld ." l h i.. w ill t,lkl' yo u to tIl(' o ld
aen 'ss Il.lgt·, wh ich ca n ,1 lso h I' ,HTl'ss('d di rp<:lly <I t
hllp :II.K:co un tsj'lx.vit{'rr,IUS,I.Co m . You cm .1 lso lugin
her l ' wit h ~'()ltr .llcount n um ht' r ,md PIN, or sig n up
for ac("(><,s wilh yo ur .1cco lJn l numlwr ,lnd o thpr infor­
mat ion . Once IOAAI'(1 in , d ick on "LJ isplay ,lCcount
histo ry." You c.:I n thl'n p ron 'ell 10 d isp lay the accoun t
histo ry for an y re sidpnl .lCCOtmt simply by c hang ing
the "l O C=" an d "RO UTE=" va lues in the U RL. The
site dol' s not use cookies to kee'P Ira ck of users , nor
does it use SSL. The RO UTE va lue is the pro pe rty ID,
a nd the lOC value is the rl'Siden t ID. Yo u can a lso
cl ick ' Change p.:l ssword" o r Ihe ot he r oplions lrom
the ma in accounl page a nd reloa d the pages using
differen t RO UTE a nd l OC v<llues to eh .mge other

()t>a r 2600: users' passwords a nd so lorth . Thpsp p.lgPSwe re obvi-
It may a muse yo u to know Ihat "' 2600~ is the post- ously lasl used in 2006, bu t sinc e Iht1" r(' slill up. they

l lMle (z ip code for ~'ou America ns) o f Capital Hill , pose a S<'Curily a nd privacy risk that was bro ught to
whe re Ihe Austra lia n Parlia mE"nl is silu.lIed. thi s co mpa ny's ,l 11E"ntio n OVE"r .1 yNr ago a nd whieh

Ch ris they refused to act UIXlO.
So technically ewry timp 'hey convpne if5 a 2600 a a

'llI·ding. In addition to thi s tl,lgr.ln t vio lation of p rivacy,
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hand: a te xt edi tor a nd PHP. I c rea ted fo ur ,lr rays of
data w ith a 1 in each piece of the grid that was b lack
and a 0 fo r each piece lhat W<lS while. (W hat ca n I
SilY - I was at work and bored . Besides, doing the data
e ntry reminded me 01stor ies I'd heard of people ha nd
coding Co mmodore games by typi ng in the byte code
out of ma gazines!) I the-n started trying 10 see so me
patterns in the numbers ba sed on the dec ima l va lue
o f the bin ary va lue u i each row. I qu ickly d isco ve re d
there were som e numb e rs vaguely close but noth ing
that matched . I the n tried ma king a composite of the
arrays. This yielded fo ur or five piec es of "the mat rix"
that we re l'm pty hut noth ing meaningful. I p rinted it
out and look it ho me. I reali zed tha i the left. bott o m.
top . and righl tuus st'('IllI'(1 tu h(· un iform for ea ch
sector. I nOlin'fl th is w hill' l'ntl 'l"ing it manually as
well. I figure-d these mu st be "reg islr,l tio n" bar s or
whatnot for 'o<Jrll t ' 1)1M.' uf scanner, I .l lw fli rted with
the idea that m.lylX' Iht, dt ><:im al \',lluf'S could re pre ­
sen t words in .l ba se 18 no ta lion or something similar.
I slept on il.

The next morn ing at work I we nt 10 was h my
hands in the bathroom a nd was c hec king if the soap
was vegan or not (S('rio us ly) ,10£1 no tic ed a pa tte rn that
looked VPrY i.1mili.lr 10 wha t I had been star ing a t all
n ight. I knew I h,1(1 seen so rn(,thing similar before. I
spent the nex t rouph- III hours res earching alterna tive
barcode method s and fin'l ily stumb led upo n the da ta
mat rix. I spe nt , I whih- re.llling .IIMIUI d t'('{Mli ng algo ­
rithms whir h O II11IK'ns,ltPd for P{MJr im,lgl' q ual ily.
..rc. This wasn't .m issut' for nl{' .1S I lll.lnLl.l lly Inputted
tlu-m a nd tln-n h.lIl .1 fum tion whit h gent'f,l ted the
Inl . I~I', not w ith Gn , h ut with ,1 lah le w ith divs set
I" Ih ll with .l background color of b lack. I made a
" " 'l.'JI sho t and cropped it do wn , then I foun d a n
o nline utility which r-an enr'tx h- .uu l dP('OlIt' d ,lI,l
m.rtnx ima ges, No joy. II jU~ 1 f{'lurnl'd ,I blank ~ tfi ng!

I though lo r , I moment rn,lylll' Ihl ' d ,II,1 m.ur!x did
1" pH"" 'llt Ilo lh ing ,11 ](1il wa-, ~upP' N'd to be so me sor t
o t / " 11 ko.rn Ilk,· "II11m i.. void, void is form " type dea l ­
h.rh.r. I l l,Ht!ll l,· t·ht'('kt,tl th,u I hadn't en tere d <l nv info
wrong <lI1 d ,1S f,lr ,1S I co uld tt' 1I1 h,ld n '!. An h(Ju ~ I.ltl' r
I H',KI so met h ing <lbout nL,t'di ng .1 "q u i(,t 7t)flI''' a rou nd
thl' ima ge for ,my of Ihl' .11gorith lllS to wor k. I add t'd
.1 white bordf'r ,lrClllll ci thl' illl,lgl' ,md trit'd it ag<lin.
11,lm! I iinally got ,lfl ou tpUl lh.lt tnl 'dnl ",ofl1t'thi ng !

Ihe out put Ir.lIlsl.1tt'd 10 Oy-flJ-t ] -Ol -Yd-74 -l'J ­
,I, dll-4 ] · 5(J-(·.')-(!l · 5(I·BIl-c O.

That joyou s nu mbl'f! Thai n umht' r which b rought
I )iM to its knt 't'S.l fl 'Ww('{'b ('Mlkor. I tow cou ld it no t
1M' hurned into my m ind fnrl'wr? So yP.lh, I hopl' th.l t
..uiiices a s an ex p lan' l\io n ,IS 10 how I (igu rl't l it o ut,
d e. And I gu ess my firMl ol1lSW t'r i.. IIMt Ihe th inkpf is
lh inking "Fuc k the [)MCA." Nt·\'('f givp up, npvpr givp
in, nl' ver let the e nemy w in.

shaun Jlcore
It is indeed heartening to .~f'f> how much timp and

, '((o rf people spf.'fld if) solving lhese things. \Ve 're sor­
ry that you didn 't actually win this timl' h ut we trust
you had fun on the journey.



new UR'f$ ere /olel Ihat Ihpir "User Name is the
Service Code printed Oil your utilil y hill" while their
P,K~\vord is simp ly tlwir fi\'( ' digit / ip co dc-! After
gf'tling Ihi5 ea .~ify o ll t,lina hle informatio/l from $omp
unsmpel. Cing pe rson, tht'fl<~ /10 en d to tbe havoc thet
could he Cd llSI 'd.

Dear 1600:
I'm c urrently ,11 ,I hdlfw.ly ho use in Oklahoma.

I figurN I nut a trick wi th rbe phones he re and now
ewryone C.l ItS long distance for frP{' . But wha t I'd
Iike to know is what kind (If system arc these phones
ha~'l l on that wou ld allow us .111 tu ma ke free calls?
Here's wha t we do : we pick up the han dset and d ia l
18, count to throe slowly or wa il for a tiny click from
insidp the phone (I h,lve to count because I' m hard
of Ill'ou ingl, then PH~S 00 an d quickly prpss one or
two numbers ( ' igh t l i ml~. tllike- prt~sing 7 and 8 back
.mll forth ... Ill,lk(~ (I run- jinglt" , An operator w ill s.ay
"tha nk you" and if yuu did it right it wi ll <"ly "tha nk
you" .l~.lin .md g iV« you .1 d i.lll um'. 'um r-an then ca ll
w herever ( ' X( (1' t for inll 'rn.1liol l.l1 fo r <,( JITlI' n-a son. I
ra n (-,111 e m.lIl.l thoug h. Sonlt'tinu~ it nl,lkt~ a loud
whisl l in~ fl~, lb. I( - k Ilo i"p .lIld <;onll'tinll~ it gfves you
.1 d i.1I lt)IW hut the-kt,y" don 't work . Cou ld you (-I ,u ify
wh.u's (xTu rring for this to h,IPIH.'n?

I Im 'l' rom 1ll,lg .uu l still ~( ·t it even tho ugh I'm
inca u·(>r.I!< 'lI.

Noah
11 \ tunl /0 ~.Iy t' \,1( fly wholl :~ hc1ppening but

tll l '(I' \ _~ urt'1}' "ollll' \o rl of ,I r/lop down to .1 di,11
(011I' .1/ 5Om l' poinl whith m i1{1l1 lx.' thl ' tin}' dick Y O ll

lw.u. Or i/ t ould Ill' ,hI' tli, 11 follt' }'Oll gt'l .,{II'r Ihl'
~ lh , lIJJ.. PII/ ~ Ivhir h i .. II~P, I " illg I/lI' m lf/1I<11 {l'5Irh ·tirm.
/lwn .lg.lill, di,lling III could I", ("(1I1II1'<lill1{ yo u III

,I rli,t,1II1 1i1U " Oml'\I'!lI'rl', ' hI' iIllIH)rt,lIlt thinJ.: i_~ 1I1,lt
YO l/'II' (tJlllinu inJ.: III 1/\1' pllll mimI .Int I /;J.: ll ft ' Illing'
0111 \\1Iill' ill! ,lrr I'lollt 'd whir h i,\ ,I{IV./}' , ,I good Ihi ng
/0 i/o, rhl'.' I' IIdY.' gl'ltinl-l ,lfw lIlrl rli,l /illl-l r(',lric liom
is /(,_\ , d!Juul IIIl' (O\t dlUI mo/( ' ,ill/ lilt jv .\ ( byp.rssing
1\,11,111'\'1'/ conl ll l!, , In' III'inl: pl,lt l'd 1)11 you. In cl 11/orld

1\' li l 'It ' you C,11l hlVl' unlimitl 'd long di~tJllce fo r TIext
to no/hittg, I!JI "I ' kind, of t onlml., ., /uJUltl n 'l l'Vt'lJ be
,If(llIl1d /I )( /( II longl'I , I\ t h'd'l not fo r « '<1 ,\OIlS of cost.

time mach ine that can trave l both forwards and back­
wa rds in time . I state that because lime is a constan t.
It is a lways moving forward. Chrono logica l events in
histo ry easi ly ve rify th is. Now that I hove clea n-d up
those little misconceptions, I wo uld like to move on to
the btgge r pict ure. To make lime trave l pos sible we are
goi ng 10 need a vt'Sspl that can ca rry LIS. This would
loo k no differen t than your ,1\'l' r.11:\(' sp.-lee sh un Ie
with minor alterations. For example the eng ines may
be different and the gas chambers larger to hold the
amount of fue l th.u is go ing to he needed 10 make
th is a real ity. Now wit h our shu ulc built, we need to
d iscuss how it is go ing 10 be US('( j . Assuming tha t the
shuttle was bui lt to execute our pla n, we are go ing 10
need to trave l awa y from the Earth .u .1 SI)('('<1 faster
than the Ea rth is travelin g. Time o n Earth is only re la­
tive to the speed the Ea rth is travelin g. We manage
ou r time doe to the spi nning . By travelin g th is speed
(assum ing tha t there is cnough fue l to prope l us thai
iasl .md for the amount of liml.'), we are able 10 en-ere
a diiit'fem-e in ou r time and Earth's time. Tim(' now
how ing ,1d ifferen t f,Ktor ior us, WI' r.m im.lginp that
the- Earth is olging more than W(' ,lfL' .11 .1 faster rate. It
is ,IS if WI' .Ir(' sluw ing dow n limp dll( ' 10 our SP( '(>(1.

Without preci se c,llc ulcltiuns we are no t able 10 dPlt'r­
mine the amount of time we would be t'xl"l'l'l ling
duri ng ou r travel in space. Upo n returning 10 the
Earth, assu ming that the theory is co rrec t a bout time
bei ng different for mo ving obj ec ts an d the spl'l'l l tlwy
are travel ing, we ca n infe r tha t the time we have aged
wo uld he If'SStha n wh .itthr-Earth h.1S aged. It may nol
hI' the fountain of youth. hut it is.1 sll' ll up. Rerm-mlx-r
that th is Is Illlly .1tlu-orv.1111'rl' .Ifl' kinks .unl illl'.ls th.u
.HI' suhil°ct to ch,mgt'. Th.m k you for your tinu-.

It'sse
It:.. WHlr/IO fll' .1f Ih.ll ..(il'lIti~b . If(' {'x"lorillg t ilt,

pm.,ibi lit y o f liml ' tr, III'{ will!olll 1111' uw of .1 ()I'

LOf('.JfI 01.' I/It' y ,If( ' f,a hl'r I 'xIH'm iw ,nul r/ifti'cl/lt 10 gt'/
,l /lnltlof. \'\.'( ' .llw) ,IfI' illl/t' !JI<'r /l(1pIli f(JI ( JIII/m ling
thaI tim p trawl is ind( '('d ,10/1( ' w ,ly ,tWd. Th i_, (',I'ity
explains why Wt' h<ll,t, fJ(JIIIJ('t ,IllYtinl!' trdl'<'l('r , ., inc<'
thf-'Ywould IJ,l\'(' to COI1/I ' from tht' fl, l.~t \vhpll' il hl,IIl '1

been invented yet. \Ve looJ.. forw,lrd to fulllrp ft'fJ()rr~

from 1I11'labora/ory.

Theories
Dear 1 6(J():

I ill..l .Ktiv,lt('d "my f.lv.." on Illy (( ,II phorw ,md
till' di ff('H'm t' I no litl 'd W.ISwt1l'n you ,ldd ,1 llumh..r

Dear 1 (,(10: 10 "my f,IVS" il ad ds <l + in front of til(' phone numbe r.
I .1111 writin ~ .1 ho ul po ssihly gptting an articJe So if I am not mi"t,lkl'n if yuu hold till' 0 for .1co uple

pos\('(1.I llPlieve that th is woule!make a worthy articJe of sec onds, the + romps on thp sown. Then VOlI dial
for its ("ontruv('rs iJ I n,ltUf(.' .lIld its unend ing cu rios ity. the number you wJn l Jnd ~nd and this sho uld ma ke
I h,we ,llw,lySfound th( ' id!'.l of timf> trave l pla usible. It a ca ll wi thout any exi ra m inutes .IS it wi ll be (l ~my

has .l lways hppn o n thl' h,lCk hurnpr in my mind tryi ng favs" ca ll. So in o ther worns + is no minulps charge
to figure out how ,md why. So Ia m ask ing that you give or + is a plus.
a rnom ('nt of yuur time to rl·.ld ,I story/tht·ory a bou l Ken
lim(' trawl. I lhink it wo ulcl hp wo rthy of rp.lders' time The plus sign hil Sno th ing ilt il lI to do with hiffing
as we ll. Aiter Ih(' puhli<;hing of H.C. W(,l)s' hook The !he call. On GS.\ I ph uTIes, Iht, plus si1-:n can den ole
Time M.Khine , '>(-i('lln' hJ S t'mhr,Kl'd .1 ne w study. Ihp hf>ginfling of Ihe pholJ(' IwmhN. It CclTl lw gouen
Throughout limt' tht,y h.1\Ie l)(,\ome more and more in \'arioll$ wa>'s, h )' h illing the .Hteri~k hu tton tw in ' ,
aw,ue thai Ihis m ight nol 1)(' so f.lr1etched. Scientists holdiflg Ihe Zt'ro, Jfld thruuJ;h oth('f mt,thod~ . It's
a re bel i('ving Ihat Ihey elre ge lling c1os.er to unl ocki ng usudlfy followf>d hy a COU nlry codp .md then tht' rest
Ihe myster y and mak ing il po~sihle 10 indeed time of the numht·f. In the States and Canada U'P have i t
Irave l. .".-1,lOy thl'Ori('S h.-lvP hf-en prec;pnted ove r the eelsy since the cou/ltry codt, is 1 and ou r dialing W J+ W

yea rs and I wo uld like to share mine with yo u now. in front of mmt num~rs a.~ p.ut of OUf fong diMdnce
First off, I would like to e limilldte the ide,l of using form at achi('v('s Ihe same effL>ct dS didfiog from m"e('
a De '-orean C.l r (.lS in Back to Ihe fut ure) 10 time seels on a mobile p hone. Th('plus sign d/so wv n 'l in /ef'
Iravpl. I \vould ,11<;0 like to e limina te the idea of a fere w ith normal dom e$tic dialing so it's tramp.uenl .
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This is where things could ge t tricky.
In most co urts, for a restraining ord e r to st ick,

the petit ioner (pe rson ob taining orde r, in this case
atto rneys wit h daughte rs) need s to convince the
co urt the responden t rporson the order is aga inst)
poses an immediate throa t 10 the petitione r. How
can Mcelpllan be considered ,1 threa t when I'l l" lakes
his phot os while out in pu hlic using eq uipment you
can buy .11 .l ny stc rci Is this where we sta rt arresti ng
people and convic ting them on the mPH' fact they
mig ht commit a crim et

O r is it a situa tio n in which Mcell'll,m has
co mmitted a crime. despit e his n ips of innocence.
and just hasn't bee n C<lUght?

Talk 10 .my law enforcement officer, comxtions
offlce r. probation otfic r-r, or attorn ey and find out how
ma ny attempts it may take [or a ( rime 10 .Klu.llly slick
10 a criminal 's record. You r chosen c.u('(.'r p ath is .1

than kless hu t noble pa th . Stick w ith it Ix>(:.lll<,e in the
end the criminals do get thei r justice. And no vigi­
lantes are req uired . Good luck .

Squeeling Sheep
There are reel dangefs in laking shor tcuts to justin'

and Ihills wh,)/ thp ahm·e C.N ' demomlfatf><> , \Vhf-llll'f
intentionally or not. Whitt' thi ,s guy may now !If' on
p\'t'f ylxxl)' 5 r.II!.If, .m y :>Of t of " IHO:>t'cutio/l with out
., dl-,IN·1I1 \iu/,lfio fl of ., f.II\' \\'Olllrl do i srmore nenn
th.m WJ<J< I IIllim./II '/Y. Ihi-; Sflrt (I{thinR i:> tnirton«! in all
.~()rh of o/hl 'r t ·.hl '~ wf,t'H' 1"'fl/lIe' \\"ho,Irl'l'rl'lt '/ltlillg
10res ("('rl "in .'W· ,If I' 11f(l\! 'futl '(I ti" ' XlII'fl/i,,1crim(',~

agaimt someOf)l' d ...(' \\'hf) :~ .If,,, , I'r('/I 'lldirl~ In be d
censin agt' hut is .lCILJ.llfy .1 1.11\' t'fJifJfCt'ml 'nt ,IW'IJ I.
And \\bi/p there may !If' ,l 'J:; (lNO 'llt cbsnce th.lt ,1
cr ime would h,)\'l' hl't.'fl committed huJ IIlI' ,\('('(Iflr/

p(>n on ,Iet ll ,l lly m't'll ,I minof. Iht' ifI('0I1\ ·I'II; t'nt t:lCt
lIf'f(' i,~ thelt theft ' wa.~ no fedl vit"tim - .It'fl/,/I Of polt'/)­
li.;l. MoIl1yare lvi/lillg 10 o~'l'fl()()k Ihi., Iil/ h' (lw hll'll l in
rhp illterp~l-'i oi~,lff'ly ,l/ld ')('.In ' of mimI 111I1il \ " .' /f'p
ill a dMurhing r/i(( 'c(iol). 0 11(' rlay WI' {"ould ,WIIMfly

<;f'e flWWI lIl;OIl.. /il/' \lIc!l thing' ill till' " S('{"(!f u l l.i /( ' "

wo rld. oI!ll(JIlg ( l lhl' / p/, ' I I", wi" ,/!, 1IIl'I" '(l! l//' '/(('I)'t

rt 'dl hUI crimI" " Rolin' I t!1I'm woultl ht'.

Dcar 2600:
[ h,l\!(' IH,t'll ,1I1 ,wid rt'.ldt'r of YOllr lll.lg,17ine for

quilc' SlIll1(' timt'. Mil..! in ll'I(,..ling 10 Illt' is thl' opin­
ion....t'(·lil ll1 . 1{ ( ' ,lcl i ll~ 11'1( , ..(lggt,..liIHlS, 1·IHll lllt'lltS. ,11111
qUt-'Slioll s ,llw,lys hrillgs ,1 smill'. In Ihis IMst i....up the
\,pry !.lst opinion j111,,\t'f1 is ,I qllt' slion tlskin~ "\Vhat
O S do you prt'f('c Win dows, [ inu\ , or M.ld" TIl£!
1(,UU rl'''I" IIl<,<-' i., "\Vt' clon 'l discuss rl'ligion here ."
J musi lI'll you Ih,ll Ihis (OITlIll('nt h,l{j nl(' I.lugh ing
hysle rica lly. I found thai lil..:pne<,s 10 1'1", so .lbsu rd .md
\'1'1 Ihe more I think <luoul il the more it becomes
~pprorriatP. Why is il Ihat we must define ourselves
by \,hat as we use? Let us not d ivide ourselves inlo
small iract ions of a cOlllmunity but exisl eq ually with
all who arp plpclronic ('nlh usiast s. Hacke rs are first
and foremost ior the frl,<',flom oi ideas and informa­
tion e\'('I\Whl're . Hats oif to \"our entire leam ior the
excellent' work you do in I.lkin g p..Ht in the freedoms
we can all en joy.

3 \'.mike
That sentimp nt m un ds su.spiciolls/r DI-hian

kix

gespoIJses

Dear 26 00 :
l'm not a hac ker pe r se but need to bring forth

a little informa tion and sta rt a sc rfous discu ssion for
our future. Over the decades. hinnic impla nts have
become more popular. Electro nics have fo und thei r
way into ou r eves. brains, limbs, and ou r hear ts. In
such a pio neering field of research, sec urity and safety
from a hackpr's po int of view will take a back seat.
l e i's rakea look al how current technology is exploi t­
able and ullimillely life threatentng.

r.ln 'm.l l..:ers have been implanted since the late
.'iDs. They have an onbo.rrd co mp uter called the
gen era tor. w hen the genera tor se nses an abnor ma lity
in the heart rhythm it triggers a lead 10 contract the
musdl'. B,K k then 11'11«;(' "r,l lp-rf"'po nsivp" devic es
WNe ~-I ru IriggL"f,IIprt~I.'1 nu mbers. An example is if
11'11' hea rt r.llt' d rops below 70 pmb the device starts 10
p.l('f'. 1ho gt' Ill'r.l tor road .. hori)' movement and breath
10 dr-tr-rmim-Wh.lt lhe p.ll"4-' shou ld IX'. The th inking is,
11ll' m OH ' yOll move and breath , the mo re yo ur hea rt
pump".

New p.ll l 'lllolkl"fS are a little more flexible. They
h.IW .1 nl.lgnelic switch called a reed. A sma ll magnet
I'rollut'ing more rban l)O gauss can close th is switch.
This puts the device into programming mod e. Cotner­
dl'flt.l lly, linn' c-losed Ihl' dl'v in -",·t<, to .l def,lull p.Kf' .
Til my 1..:1l0WII"( lgf' ,I 1:H'Nm'S hf'.lrt r.de drops I'rptly
low dur ing ..11'(·p. II would I:H' ,I Sh.llllf' if .1nl.lgnl't got
('10<'1' 10 111I' Il'It tull.t r lxuu-, Tl1P 1,1 <,1 Ihing yOll f1('('( 1
is.l Ilol l l 'll1.11..:l'r doing 4 ') bpm whill' your ow n heart
is trying to do lB. Arrhylhrni,1 sounds painful even
10 ,1 hl',llthy In-art. You ' ll w.mt In <,t.1Y .m·a)' from arc
wpld ing, ce-ll phonc'S, I,lrgt· motors, MRls, ctc. . etc.

Anothl 'r .1\'I'I1UI' for attack is the ac tual program­
ming of !Ill' Ilt>vin'. A simplp wpb sp,lr,h ,an lrwi
yOll 10 thl' h,lIlllheld progr ,mu lling I'quipllll'ni. You
ca n .1 1"0 gd ,I Illonilor Ir,Hlsm il!l'r h lllll 1'1l,ly. 'Iht'St,
tr,lIlsm iUer dt'vices .}rl' pI.liI'd 1ll '.Ir III ( on n('('\('rl to
the p.l , pmakN 's gt'llI'I,II( Ir. l llt,y ( IH1Vpr! .lnd tr.ln sm it
informatio n via tdl'phllll(, 10 ,1 physidl ll that reads
c!I'vil l'/p,lIit'1l1 ..Iol listics. My know leuge stops the rt' .
My POilll i.. Ihi... Thl" p,lCplll,lkpr is ol simple device
th,ll ( li lt ' 1<111 11..1' to (..IUS(' grt',lt d ,lm,lW'. ['Ill nol
1,1 lkillg ,lho ut h.1t king ,I dHor 11( '[('; lh i.. i.. ,1 lif(,. A..
impl.mts IW("I Illll' mor(' ,ldv.ln('l'c! dlld IOllltllon in our
IH',I[lh .lIld plt'J surt', I hopt, IMlit'1l1s.lft'ly ou t..ir!p 11'1('
Illl'lJic,,1 pro n'flurp is ,ons il!l·r('d.

D('ar 2MIO:
This It'llt'r i" in n"'plllN'\tl Ihl' ,l'>I,iring corrl'diom

department oiik< 'r rl'g,lrding J.1( '1..: "'keipilan, lhp <,(·Jf­
prodaimt"(l but nOl legally l'OflVit ted sex offender.

McC lpllan has prf>viou<,ly sl.lIed in interviews I'll'
lTl'.lted Ii'll' websit e \\WW.Stl'gl.org ($f>altlp-Tacoma­
Everplt Girl love) i1S iI way to inform parents about
tht'ir lacl..: oi altf>nlion 10 Ihe Soliely of Iheir ch ildren
wh ilt, o ul in public. Depending on who yo u believe,
Mrrlpll,ln Sl.lt!'d rn., removed the websile oc--cause
of Iht, llat'k hf' was gPlting hut olhers S.ly il was Ii'll"
sen.-in' provider \\ hith removed thf' site.

Shortl y .l flf>r\\.lrd.. he mowd to California where
I'll' St,lrtl,(! a simi l.u wf'hs ilp r.lllPd los Angeles Girl
l ovl'. Cl!ifornia sleP!'t,"(f up to Ii'll' p late and issuM a Dear 260(}:
lem pora ry rPStr.lining orde r rl'(luiring McC lellan slay TodaCo/omhian:
30 It.'t'l away irom any child. Afler all issaidanddone .you 're still felch ingimages
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Though tPh rea ke r

Dear 26 0 0:
In respo nse 10 Gunarmanlax's co mment in 24:2

regard ing the "Rcdbo xing in the New Ag('~ ,u lid e , I
can <',ly it's a rf<l,l liv(·ly common phroak pr.wuce 10
n 'fpr 10 a 1l' le phmw ("(lmlMny hy (1)(' of the-ir o lder
na mes whe-n giving .m t-xplan.uiun . In this case, I
thin k it 's lx-m g u<;t 'tl 10 fI'f!'r to tlw fm nw r SHe a reas
oi AT&T It'rrito ry. As somp of the readers lll,l y know,
Hcll'iouth e xitl'l l IlUI(It" tht'll,lyp h()flI' hllSint ,<;s in I'a rly
200 1. Ii the author h,1< 1<; imllly r"t"prrt·c] to former SHe
territory as AT&T, this co uld e<lsily confuse someone
who isn 't too familiar wi th the telephon e syste m in
BeltSo uth te rritory. This isn' t something that's nafive
to Bell System terr itory, eit he r. I' ll try to not go into
too much det ail, nu t let's take Emhorq, ,1 telephon e
co mp,my that serves some of the- more rura l reaches
of ma ny states in the U.S. ,15 an example. In Virginia,
h(' fOt'f'th" y were know n ,1S Fmbarq. or even Sprint. the
company that st' rvl'tllht' ,!rt 'd W, IS know n ,lS Cent ral
t ele phone of Virgini,l. Ext lusivt'ly in this a rea , test
numbers such as an Au toma ted Nu mbe r An nou nce­
me nt Circu it, a mac hine that reads back the nu mber
yo u 're ca lling from , .1!'> well ,1S o ther fun things. are
loca ted in the 11x range, x being one through zero.
Additionally, the code 959 a nd a ny last fo ur digit s in
all of th is a rea wi ll t,lkp you out of thp office yo u 're
d ial ing from a nd will reach a nu mbt'r on the nea rL...t
office to yo u tha t proct'Sscs long d istan ce (",ll ls ow ned
by Sprint. In mwhy Ca rolin.l Te ltjlho np terriIOl)', ,lisa
ownf'd oy Emb,u Il, ho th the codl'S 11x a nd 959 don 't
e xist. Referr ing 10 tdt'Phone compdnit.... by their older
n,lmes are just P.1Sy and uniqup w,lySof making c1e,u
who you 're t,l lking alx)ut (bes ides, I th ink ~Cent ra l

Telep hon e" so unds a lot bener tha n "Emb.u q." don' t
you?).

it is a ma z ing they ca n ge t d ressed in the morn ing).
Ninety perce nt of o ur tickets ,11'1..' for pro ble ms that
invo lve stu pid ity. Was it p lugged in? Did you r battery
have a full c harg e? Was it the righ t password? Did yo u
spe ll yo ur log in nam e right? Were you p lugge r! Into
ou r ne twor k o r we re yo u wire less?

You wa nt to know why things a ren' t porfec tt It's
not bec ause yo ur tec htes don't know how to do it.
They don't have the time o r staffing to make it so. We
we re rec e ntly accus ed of "abustng the time clock"
when we put in a combined l.'iO ho urs of OT jus t
to get the d istrict ready for the start of school. Yo ur
techies a lso mo st likely don't ca re . Don't get me
wrong. A school d istrict is a great jumping off poi nt
to a ca ree r bu t aside from benefits the pay suc ks. Try
living on 30 k a yea r w hen you a re ma rried , have kids,
an d have a mortgage. The o nly people in a school
d istrict who get what they want a re teac hers. Unless
you have a contract (o r a union for tha t matter), yo u
will be screwed in a sc hool d istric t.

O n a side no te, we are a ll open m inded individ­
ua ls in my department and 2600.~om is no t bloc ked
in o ur d istrict. We listen to a ll students who ar e
will ing to te ll us if we are doing something wrong or
if the y fo und something the y co uld ge t into that the y
shou ldn 't have . We don', pu nish curios ity.

Keep up the great work. l ove the mag!
rhefcrenslcsguy

Dear l MJO:
This It'llt 'r is in rt·spu llSl.' 10 J)J wal ker's le tter in

24:2. Firsl of illI, I ,UI1 ,I ('UlTl llut('r tc-chnirirm in a pu blic
si hoo l d islril I. I h,lVl' 10 s,ly I W,lS qui ll' upset w hen I
1'(',1<1 you r h-ttr-r. It's 110t Ih,l1 n ltTlJlutt'r technicia ns a re
incompetent. lhcv ,u p Ulult'rst,lf(t'll, underpaid, an d
conlrollt'd hy int ol1ljll'!t 'nl sUjlprintt'ndl' l1 ls.

O ur budget for e-quipment is cu t by 50 percent
or more each Vt·M. Softwan- is the sarn r-. Wf." rec e ntly
were app roved for two more additiona l em ployees
hut because of persona l grudges we arc no t permitted
10 start interviews vet . We are constantly hindered by
our ad mi nistra tive staff a !'> to how a nd when we are
allow{'(j to do o ur jobs. Now this being said, there are
four of us in o ur dp p,utmpnt: thrf'€' tech nici ans a nd
our sysIPms admin. We suppo rt six bu ildings and a re
curnontly bui ldi ng ,mot her hr,md new shiny build ing.
We sup port a 50-50 mix o i PC ,W innows XP) an d
Mac (10.4 .10) cl ie nts w ith ,1n 85 per ce nt Windows
Serve r (2000, 2003) ha5C. \'\''-' h'M.' one tec hnicia n,
moi , who is H,rtifil'd in ooth M,le a nd Windows.
(Guess who suppo rts tht' MACs for the whole d istric t
a long with doing all wa rranty work ?) Our tp,le he rs all
have distrirt issuro I,lpto ps ,l nd hitve no cl ue hmv to
use them.

Teachers a re t.'xtremely illite rate (unwil ling to lea rn
alsol w he n it comps to compulE'rSa nd the administra-
tors have the minds of caveme n. {How these people Dear 2600:
ca n hold doctorates and be this stupid is beyond me; -l ess code a nd phone stuff.- Serious ly? C' mon ,
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fro m WWW.2f,OO.co m for d isplay o n your bro wse r a nd
that doma in would st ill he showi ng up in a ny log files
that yo ur network admin keeps. You ' re no be tter off
than if yo u'd JUSl bcokmarkcd it unless yo ur ad min
a lso e njoys poking around in your browser settings .
If 2600's main web p,l ge rea lly is 100 slow 10 load
over dia lup, I suggest yo u subscribe to the RSS feedat
http://ww w.2600 .mm/rss.xml a nd watc h it for pu bli­
ca lion no tices (a nn other mtcres ung ncwsn. AI less
than 8kb as of today, even a slow mode m shoul d
be able to down load it in ,1 couple of seconds.
To -M- in the opiniom section:

I live in a sma ll town. I am a svsa dmin an d my
wife is a doc lor, so we 're both on call pre tty much
24f7. Wp like do ing the same th ings you a nd yo ur
friends do, including going to movies. Our cell
phone-s M P .1 Iw.lyS on vibrat e in theaters and ot he r
q uiet puhli c places and ne ithe r my wife nor I have
ever once answe r ed them without first stepping
out in to ,1 h.l llw.ly or lohhy. If cell phone jammer!'>
become common, we wou ld never be able 10 en joy
a n ev e ning out ag.lin; Iw ing n-achahh- in case of a
work (·mt·rgt·ncy is more important than the new Resi­
de nt Evil movie .

I know tha t some impolite jerks don 't c.ue if the y
ruin it for the n-st of U <;, but do n 't take it o ut o n the
majority of us th,u act res ponsibly Reme mber, you
don 't bear a ll the people in a thea ter w ho have the ir
phon e ringer s off or o n vibra te. You just hear the
id io ts.

lcapupples
III .~ Hl llt · p/,ll ·t ' _~' tht', II('r_~ ,lrld rt · _~ I,W(<lfl/.~ Ih('(11 ·

.~ I'h't'.~ .m- thl' Ofll ·.~ th,lt " l'l.'f ,I/I · 1('/I l'lltJflI' j.lmm('f~ .

III ,lf/clirion, Iht'((' ,/ft · /o h of Jl/dn' ~ rJJ.lI/II~t don 'I gt' r
,I _~ ign ,J ' imidt, ttu -ir 1 ·_~ I,lhlMlml 'Il I ~. rllt' /wed to f)('

(f',u-!J.lh/p ,II' thp tinu- i~ .1 rt'/ ,lIiwly /It 'W IlIIt' for tlv­
lI101jorily of !lPo/ ,II' ,md Wl"((· fJ1JvifllJ~/y .~ fill t 'x/Jt'ri­
I'nciflg .'i f !fl ll' growing fldim.



l ogopolis

Za phra ud

is no t hap py w ith his job beca use he has tr ied to
point out vu tnera bihties 10 his boss or cow or ke rs and
received a cold or indifferent response ? Is it possible
tha t this per son is nu t JldPPYw ith his job becau se the
c ulture does not encourage intellige nt thought and
puts in place an envi ronmen t wh ich di scourages free
thin king and inge nuity? I wou ld say it is very likely the
cas e since most large com panies want to rio th ings
the way they've a lways bee n done. They don't want to
change, whether it is ou t of fear of the unknown, ego,
or simply laz iness.

The question I would ask is why an obviously
inte lligen t person is not loya l to his company,You may
say you don't give il hoot but if you care about your
company so much you should ca re about this. It is
likely that he is not the onl y employee in this situation
and if tha t is the case you w ill M"{' more an d more
articles in 2600 spo tting ho les in your company's
infrastructure and system s. W hich beg s the question,
why then, if you care so much about you r company
and are so loyal 10 it did you not report the art icle
immediate ly to managemenl and let them know tha t
they have a major issue? Hmmm... looks like someone
needs to think a bou t wha t loya lty means whi le they
poi nt the finger at ot her staff members.

Dear 16(J(J:

I read the article on "Cht',lIing" Coog411 in 24:3.
O ne of the auth or's predictions is that Coogle will
eventually pull the frl'(' connect ing pa rt, n -ason be ing
"abuse" by peo pl e using it to co nnect 10 a var iety of
phon e number s tha t a re n 't Yellow I'agl' type bus i­
nesses such as payphones , ANAC, or I(Klps. Far from
it! In todays da y an d age, I'd even wager that a good
number of wea lthier 2600 reade rs migh t he willing
tn pick up the cost of prov idi ng numerous in-co unt ry
phone calls , especia ll y given the popul.rritv of unl im­
ited ca lling plans lhpsp d,lys, JUSl to gr.lh on to a list
of a ll the coolest or mos t popular ,m el Inte resttng
phono numbers ,HlllJllg I t,O(J flw lprs in the coun try.
Likewise, I'm Surl ~ C00!-tlp uses 111(' informa tion the
sanu- way, 10 categori l( ' how popular bu sinesses a re,
and <lny sort of il1l t·rf('(('III( · with tha t data co llect ion
;l(l ivily would rednrethr- val lII' Ilf 1111' pro jPt' l far mor e
tha n the non·m alicious pla yfulm-ss suggesh·d in the
arude.

th is isn't the "Quilting Quarterly." I have to say over
the yea rs there have bee n many articles featuring
code that W,lS writte n in a language I was not fam ilia r
with , but to bette r understand the artic le I would learn
at least eno ugh to help me appreciate the finer points
of the code . It has definitely expa nde d my hori zon s.

cOld_phuz l 0n
Inour n'c(·fIt surVl'y, we receiveda lor of comments

on both si(/(>s of this issUt'. Allhis stage il makes more
senc e for us 10 gravilatf' towards tess code in the actua l
prifl/ed maga z ine wilh suppleme ntal code iwadable
on our 1\'('6sill'. This allows for the pages here 10
be dl'volf'd 10 theories and exptsneuon s plus it also
kc'f.'ps peooks from having 10 retype or scan all of the
code which on re.J1ly hi' a pain in the <155.

Dea r 2 60(}:

Yo u have proll.lhly already received tons of
responses to the article titled "Hacking 1600 Maga­
zine Author s" by A~t'flt Smith (24:3 ). I can onl y
lmagioe that m,lny Ill 'l)p le feel the same as I do about
this article bu t I simply cou ldn' t stay sile nt on th is
issue. Agon t Smith sho uld be ve ry proud of himse lf for
ou ting a coworker a nd probabl y ge tting him fired if no t
in se rious troubl e fo r wr iting about company system
vulnerabilities. Whi k' I sh.lre Mr. Smith's se ntime nts
about loyalt y, ,1<' it i<, no doubt an admir able quality,
what hi' f.lils 10 r(',d i7(' is that IOy.ll ty, like respect, is
eaml'll .melflilt givt'n illitlllly. One migh targue tha t all
employr-~ ~ <,ho uld hi' loy.tltn the-company for which
they work . Mh' ( ,III, thl'y are employed nf the ir own
free will .md r.m 1...IV(' if tlwy aren't h,lppy with the ir
job. Ih.u's a ll gOIKl ,l nd fine but the truth is there are
huncked.. of rl'.l..on s SCllIll'One would hold onto a job
they don't lik .., not 11',1 <,1of ,III fear of sta rving to dea th,
fear of I h,mgl' ,HId tht , unknown , and fp,lr of leaving
one's co m fort Lonl' , t hes e aren't Irivi,ll matters for
most people . I ton wo rk for .1 vl'ry I,lrgt ' co mpa ny
w ith office s a round the world whost' name is very
recog ntzable and I ca n speak from som e experience
on this subject , Larg!' compantes have a tende ncy
to have ,I cOIpor,I!t' culture tha t is not co nduc ive 10
sha rlng infonn.uion . M,my co mp.mb-s don't even
r('ali / I' th.tt 111( 'y , H( ~ doin g this ,1Od somplimf's they do
it nn purp ose . 1lie rul tun- that you work in wi ll deter­
min !' how 10y,1 1. h,lppy, d-dtcated , an d ha rd wor king
the l 'OI1lP,UlY' S p01ploy e('s are . It is a lmost as if the
higgpr tlu - r omp.my, the worse the c ulture is fo r the
emplo yl'''s. Ma ny OOSSI'Sdo no t eve n realize that they
cn',llt· .llll!I J(''1Jl'lu;lle an ('nvironment Ihol t en co urages Dear 26 ()f}:
thf' Iwh,w ior lh,lt lll(' ~lI hj l'{- t of YOllr ran t (lhe2 6000 ne ) Just r('illl you r {'(Iito ria l rpgarni ng Ihe ff'f'dbolck
exhibited hy puhl ishing ,1 s(-'('ming ly .lnonymous letter you h,ld been rL'{:eiv;ng on the suhjec t of po litics in
in 2600. I'm Slire AJ..:(·nl Smith is thin king, "Frol nkly I yo ur m,lg.lli rw, There arc as man y reasons to oppose
don't g ive a shil sinn' I'm perfec tly h,lpp y at my job politica l contf'nt il S thf're Me re.lson s to co nsume it,
an d I'm trea ted with respf>Ct' hut th is may not be the even if only in o rde r to "kee p your (riend s close, and
ColO;(> for somoone who works in a not her department, kP€'p your e nem ies closef." Pericles sa id "Just because
in ano ther branch , o r €'Ve n in Ihe same department you do not take an interes t in politics, does no t mean
as yourse lf. Different units of the husiness may be po litics won't take an interest in you."
run riiiff'fpnll y and may not have the same won de rful Like it or not , that world of po litics is wha t ulti-
e nv ironme nt you, you rself. a re subject to. mate ly decidl'S which, if an y, of our day- to-day action s

I can sf)("ak from experience when I say Ihat I makes us cri mina ls, o r what types of ac tion s can be
have seen IXlSS('S w ithin my orga nization try to hush used aga inst us as c itizens. Thos e th ings should be of
wor kers who f'xpo...e vulnerabili ties or simply try to great interest to us a ll because they ce rtol inly affect us
imp rove horrihle pron~se!> that hinder producti vity al l. In m~' opinion , anyone turning a bl ind eye toward
and cau~ stress to Ihe l'm ployees ca rrying ou t these thaI has no room to compl.lin whe n Ihey don't like the
a bs urd po licies. In f.1Ct. many busines s processes resu lt. I am not unreason abl y co nce rned about 1600
are counteri ntuitive a nd just pla in stupid. It sounds los ing foc us dlle to any pol itical content. and in fact
ridiculous but il is true. Is it possible tha t the26000ne I welcome it from il so urce unlik ely 10 pe rpe luate the
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Fob G

Ideas

Dear :2600:
Tht ~ numbe r of wi rdess (;on nt' l'Iioll" in Illy 'hood

is getting tu the poi nt WhlH' ~Oml'O l1 e 'S U IllIH'cl ioll
ovt> rLlp~ SO nlPOIlP f> lse 's. VVith Ih,l! in mind I dpddf·d
to lll<J ke ,1 po lit ic<J 1sta!{'ml'n l with m )' \ViH,II's'" mull'r
11,lnH' lly (·h.lnging i! fn llll Linbys 1(1Il 1.11('1lill,lr)' (Y(IUr
S1,lt('!TlI'nt III'rl' ). I hl ' l1 Illy d,ltIghlt'l \ t1ggl,..tf'd I dl.lnw·
it 10 Mov('YourTr.lill 'r ..o my llt'i ghlJor would ... PI' it ,md
n1OV(' h is Ir,lilf'r from right in fron t of my hou ..('. But
wl1.lt if I co uld ( OI1 HlHlIlic. ltl' w ith !w i).:hhors lI.. ing just
my ..(·rw r !MIll(' ,m d 1111' f[f't, tral1'illliW'r it canlt' wi t h ~

I co u ld c h.1ngp my ser \w n.1me to a,HI' yo u Ihef(' " and
wai t until a ne ighbor (i.e ., nebl cha nges Ihei r "'"-'r ....er
na me to "Y('50, :O OX4 3" , the d ,lt,l bt.'ing so me u xll'
wo rd or an ylhing you Jikf' . W ith .1 simp lp program,
I cou ld c hange thl' ntlme oi my tr,lIl ~milter a nd vou
could monito r t:han~es 10 a n.lm(· w ilh ,I hl·.ldl' r .1Ild
date fie ld. Suc h as "Se n:1-0 101 101 01 011 100 " and you
could rf'Spondwith "Sf'r\"2 ·0001 1100IO t OllO l001 1· .
W ith ,1 <.e<lut' n<·t· n umht 'r ,md tl.ll,l ii('ld , plus ma ybe
"'-Iml' in hand contro l hi ts, yu u Luu ld tran smi l.111o ve r.
The onlv d r.l\ \'h,ll k is most Fthl'rnt't/IP r o tllwrtion
'"nftw.u t: nf'f'fl'i to rt>t-'Stah lish thp .:.erurf' ronnp(-tion
w ith a p.1ssword (....t..I) . time the na me ch,mgl'S. But
th is could be u..eiul in a n emergency.

e dge ? There are peop le I'Vl'rywhl' fc who kllow things
Ihal may bp a lot more th.lI1 wh at's fll'e(/ed (or their
job.s. And rpgardlp.s.s o( whf'thf' r or ncr thi s writer
should have f('fKJrt('d Iht' informa tio n to his IOC11
supervisor be(ore rCVl'<Jfing it 10 Ih l' world, \1,:hats
illlportdlll is tlM I Ihe in(omJ.ltioll we sn't kt'p t secret.
\te Ve seen plenty of examplf" .s o f how repor ting
something to your boss or teociwr or ('veil 10 so meo ne
you ha ve 110COIJ(JpuiO/l to can iJ,lckfire dllJ wind up
causing yOIl aft sons of p rob!t>ms. fl :s .1 microcosm of
the hackpr gelling blam..d for the vulnprability which
he didn 't Cf('Jtl· but mpf(·ly (·xrK)wd. And in Ihis
penicuur ca se, ttwro en- Iikf' /y m,lfl y olher r omp.mies
making the samp m islakp who will r", lfl Ih i.s .m il {I'dm
som ething about what they're doing wrong - hefore
i t ... too late . 50 whift, }'Ou may only set.' the ('vil thai
can com e fro m disclosing such information. tlJt.'f(· is
always a benetit to disrus .sing mese mistakes.

Incidpntall}~ tht· sysnvn at Target may han' ht.'(>n
d Mngl'<1 since this artide was prilllt'<1. In (,lei. we
f('(pi\'t'tl t/, i" If'ltf'r f,om thp ,1I/11lllr of tht, p if'(t' . litt·r
w (' h.It/ "/rt·,lf/y I'llt thl ' ,utidf' int o thl ' i <;<; lIf' :

MI dl'l'f('( 'i.ltt' Ih.l t } (JIJ an- ~oi/lg to I'uhli~h nl)'

<I , tic!l', bUI Ilx'lit 'vt' Ihat b y tht, till/I' il i.~ primed. the
info rm.llion will no longt" f>t>.1lnll,III '. It h. l~ r omp
to mr attention that the de,u lline (or PCI compli­
ance is wI)' dose (hllp:l lw\\w .pcicomplianceguit!e.
orgl ). If T.lIXel i~ following thl' st,mda rJ., wI for lh b y
pC! co aipnence. then their .spcuritr .sel tlp would trave
ch,mgt ·t!. I ha n' no w'l)' to Vj'f jfr .my ("h,m~I'... 11.1\'1'
t,lke/l piece. hUI I C"/I /lil ly .1\ \ IJIIll' IIlI'y 11,11'1' ti/-llll­
l ·fIt't l III' 1IrI'i'~t'("lIfily. I ,1//1 '1't/ !/I'~lillg 11,.11 you do
/l o l flllh/i~h 1" 1' .lf l ielf' . I f/oll 't mUll 10 pffll', lg,ltt' ';1/...1'

i"iorllhlriflll ,1IId Pll t Ih l' fI 'IJI/I,ilioll o f )'IlU' f1J.1g,l/ im'
.11,;~k ~

Dvnt

ma instream med ia 's ignoran t b ias.
Tha nks guys, keep up the goo d wo rk.

Dear 26UU:
I'd like to re spo nd In the "t arget: For Credit Ca rd

Fra ud " from 243 with a h it o f ske pticism . First, I
cann ot sec ho w he has done "mo re goo d tha n harm "
by exposi ng th is info abo ut hacktng into Targe t's
inte rnal net work by not doi ng a nyth ing for "ove r
a mo nth" and then w ritin g .m art ic le a bout how he
illegally p layed aro u nd in it w hile he wo rked there
a nd no t show any evi dence of reporting this security
(law 10 an y Targl't authority , 1.1m not lry ing to ba sh on
2600 for p ub lishin g it, h ut reall y, should these kind o f
a rticle.. gel published?

I mean this guy is wri ting .10 article to a hac ker
ma g a month aftf'r hf' ing an employee o f tha t co mpa ny
uvorting .1 f1.IW in thei r network and pretending to
hp a h,ICI-,w .., w m,lining anonvmouv, and pointing
out hO\v thi ... inforr nannn i... onl y for advice to the
unTlp,lIly to th,mgt' their ",- oc m ity ..y..tern.

I If' did not mention wh .lt position he held . h UI
we ran a......urru- ht · d id !lot h,I\'(' an .lllthorily pl1'>i­
lio n ..imr- tw rm-ntiom-d that 111' pl,lp ocl around o n
the- inlt'f ll.ll 1ll'l wor k irom Il'gi ...tl' rs 10 rnmputers in
the t'mployml'n l kit"'k<, .llo ng with man ager s' and
h,u kro om rmnputer.., thcrefon- implying he was a
ground wo rk"r wi thout .m office- uh e refore not part
of IIU' Itoc h glou p) ,md Ih,1\ Ill' did nut d o his job, but
ratlu-r p l,lp oc l .!round with pI 'Clpl l"'i infor mation like a
lillip kid w r ilin~ .Ull,IIc'ur DOS h,llc h fill"> 10 rl'l ri" vl'
thi" info .

A hig 10 1111'1'1 IIMI ..lippt·d my m ind w lw n I iif ~t

..kiml1wd 1 hrou~h 1hi ... ,u1illp i.. Ih.ll, if Ihi... kid kno ws

.111 of Ihi... "It ,( h i,," kllu wll'dgt ·, why in 11l(' Ill'lk W,I" h"
wo rk inl-: ,ll 1,1IW'1 in lilt' iir..! pl'JrI' ! ()lJviou ... ly th i... kid
i... l ' i1hl'f 1'\,l ggl·r.lting Ilr lying .IIICIUI tht· "lIn '.lk-in" he
.Hltl.!lly f'lllp loy t 'r! 011 11)( ' nl'l wor k. I )i"lour.lg ing ly,
tlli.. kil l flicl lHJI 1,1... l lc Illg ('Il(lugh It, t'xpill re thl' \\ 'h!,I[·
j'n tin' 11I'lwork. t)h go lly! Wh .ll ,l ... IMme! lIe cou ld n 't
... Il'.ll m ort · [nod it ("ln l info Ilr .11 1",1...1 ff·pl Iikf' hf'
\\/,1'" .. I(',llinf\ t IlIH · V,l!II.lh lp il1 fmrn,l ljol1 that all yom'
("<1 n gl'! ,111'(· to . ( ·om" o n, r ('~ i ..Il'r..{ 111 no W.1Y ,Hl '

Ihey illvolv l' d t 'l l oU~h ill IIIl' Ill'lwork to "VI'1l h.1Vl'
('rnp loyt'f ' info . I' \,f' workt·d wilh n 'gi..tt·r.. in ..illli l'H
stm p'i. \~ IU h,]\'(' no ,1("(I'S<; to ,1Ilylhitl ).: (.·x(('p1 a h i).:
(",l lt-u l.llo r lo r [('t,ml ...

In stJInmary. Ihi.. kid i.. l'i lhl'r px,IAAl'r .ll ing o n wlMt
ht' foun d or h(' is 1"1.l! out Iyin).: . I've II'.lflwd n('wr 10
tru..t .1 ..Ollrl:e un l('~ ~ ot her .. (".m ha ck it up and th is is
,I good t'X,llllp ll' o f if.

Kid , I sugg l's t you ~top ch ild's play a nd stelft do ing
wh,ll Iht·y p.ly you (or .md II'I Ihp rp,ll Iff h ips worry
ahoul ",'( uri ly hrp.lf hl"i.

II j u~t sk kt 'n.. nll' how ,myu ne C,ltl w rite a B5
.Jrtill e ..ul h tiS th i ~ ,md W'1 it pu h lished. In no way is
Ih is ,1rticlp hl'lpiul to Ihl' rl',llkrs, thl' molg. or Ta rge t
ior thai nMlll 'r. Do n 't \'''Iil .1 mon th 10 writl' ,1 va~ue

a rtit-Ie on a lomp.my's poor Sf'f"Ufity unl p<;s yo u H'port
thl' i l.lw tn thp ("o mp.my iirst! Ii yo u don't. thl' n you
a rl' ind l't oc l d o ing rntJIL' h,mn !h.1IlgOI)(I, a nd should n 't
inLiudl' Ihl' B5 .lhout · p ll'.1"1' do nol II"'> this inin ior
m,l liri o us purpost.....• I\'()p le Iik(' Ihis ma ke it b..ld
na me ior hat: k('rs,.

F3 3dyOO Dear 2 60 0:
Do }1")tJ realfy ht>JiI'\ 'e thai there <Ire /10 ill lt.'IIi~t·nt I'm a lon g tim(~ r<.·ader a nd (1'Ct'n l suhsc riber

pt'fJplt· \\'tJfki/l 1-: <II IJr1-Wt I\h o 1,.1\'(' · tl 'Chie· know/- (i ina lly ovcrcame that "be ing on d list- pa ranoi .1.
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times a clay and call between 3 pm an d 11 pm.
Beachedwhale

L f'('~ nol bt' so qui ck 10 , ISSWlIl' Ih.1t the Secfet
Service doesn'l like to pr ,mk call p(>oplp. But you
mention Ihal this calle r m.m<llwd to hlock Cetkn fD
which fighl I/lt·rt ' puts tht'm .11 .1 It'vt ,1of supf, islica ­
tion he yond that of thf-'Sp("fPt Service . 50 whal you 'fe
dl..'.llin~ wilh is an 1..'lII i ty who is calJinu you over and
QI 'f' f .lg,]ill wnhout idt'/l lifyinR Illt'/mt'lVl's. Back in
the old dd)'S, this son of thing h.'pp f'nro dll the timf'.

Too.lY its 50 much (',Isic', 10 it!t'n tify incoming cafls
even when they'f( ' hlo cked Thl'ft<~ IJO mor t' funlJing
to tbe n 'n lf aJoffice wllilf-' trying to kPf'p the calle r on
the line .1nd t.lking 10 minu tes to figurp out wfJat l )dfl
of tht' cot/Iltry Ih" C.l f! ;~ romin~ fro m . Tht'st, tI.ly5 it s
dJl 'O~Rl,(/ sompwht·rt '. If th,' C auec ff) i.~ bJorkl:'d thf'n
}'Otl (fht , cdll l'l./ Ih.JrlyJ simply dl'{'rl 't ablt, to Sl..'t-> that
in[offl Mfion . RUI yo u' pho/JI' cO/" I h. lfJY em. Thost·
.In' tht' /x'(JpJI' who C.lfJ ht'lp r0tl put .l ~top rc 'his.
lIJ('I'{' dl'{' VOJ('f m ol'{' " i( .'.y \\'<l}'s sti th .15 (urw drdirll;
your line to .1 5f'f Vir p th,U (t'.u/s 'hl' ANI d ,lI,l rdtht' r
then the CJ.ffl 'r 10 d .lt .l . /I (t ' \ \ ' )l '.m a~() .l romp,m y
nsmed Z· Tf'1 ifl ,/(A,'t 'flt'ntly I 'W~'id4, 'I. 1 this wf\'it t' to
thei, customers whpn forw,u r!irll; c.I1I.\ 10 ,mOlhN lifl{' .
Someone could calf }'OUf Idllll/in(' w il h th t ,jf Caller If)
d,lI ,] hf()d t'(/, Ill{' 7·Tt'! st'rl'in ' wuuld f illR )'Vtlf lil le
end .,Ii l'r ., eN t,lin numlwr of fings \\'ou1fl fon l',url tht'
c,,11 fn ,I st'CClIId lIumht" 1h.1/ you h,J(1 dt' sign<ltt'(/ as
!>.I rl (J( , I ~ follfll\" m(' ~ sl 'rvit I ', ,md Ihe ('.llIl 'f \ ,K/tJ,l 1
numtwr wou ld ,lPlwdr , I .~ Ihp incoming flwnJJI.'f on
th(' Sl'Hmc/ pholle H'R.mlll's!> of him king .sld lus . This
li llIe f{'atllf(' \\ '.15d iscmwc' d ,mil Nfi:w d N/l u I /111'11' .In'

ulJdou bll'dly othl'r w" y.~ of r/oilJ~ 1 1Ii.~ ,mil I\'{' F" .~ lJrp

o ur f('d(!t'n will spnd in 5uggl' stium . IOf fl O II', !>impJr
don 't rick up hlockf-'d C.1J1.~ .1Ild (p lum Ih,' flholll ' c" lIs
of anyOlJ1..' you know who call.~ yOIl with Ihc'ir IWIJJIJI' f
hlockf'd. WhelJ IIw f)t '()pfl' I)('hind /IJi.\ .\ IOf ) ~{'/tiIlM

J.lJythirlf? othef th.m y OU( \'Oin 'f)/,lil, Ihc'}' will W0l\'

bCJff'd and 1Il0vt' wt to \oIl H,th iIlM c,/._"Ii.'.(' ph ysically
auac-k illR r O ll, Allellhl'1l YOII'II klto\\, I\'ho th l' }' .In'.

Problems

o.',u 2600:
H,we you guys cVl..'r tho ught abo ut maybe printing

,I rl'fert' nce hook of the Ill's i p rintffl and unp rinted
,lrlicles ? l\.-tayhe class ify thl' ln into IH'rlint' nl sl'n ions
,HTord ing In c lId ing. h,lrdw.lrt" ,1l 1l Iu sI'ful programs.
l lillli Illysl' ll l illing thle,ugh 111 (1 ee1 llil 's of Yl lur mag for
,u til II'S 111.l t l 1I oI VI ' rC'old w hc'n I run into;1situ<ltionand
knuw thdt 1H'ou l ,lrl olrlicle th,ll h,lSsoml't hing rplevant
tu the si lu'l1ion. r wuu ld love 10 ,,<ld a 260n rpfprpnce
..tyle hook to my rlp~k ,11 thl' p ubliC" schoo l I suppor t
,md it woul d Ill' grl',l t to indpx .111 of th,lt lIsl'fll! info!

Matthew
This i.~ .o;o ml' lhing I\ 't"/l' ,lctivc"r pUfsoillR and

expI 'cI (0 h.II'l' mOfC /l l' WS about .~oon .

Dear 26()0:
Althou gh this Il'lll' r h,lS no th ing to do w ith

phrt'ol king or l('chnic,11 h,lc king, it f'nl,lils an inte r­
esti ng situat ion ahout s(Jc i,\lIy "h,l( king" thl' ('due(\. ­
tional system :

The high schoo l w hic h I att encl usps the Prentice
Hall biology cu rriculum fur thei r biulogy courses
offered thro ugh the Intf>rmtio n,l l R,lCcl l.llJrea te
w ogr.lm . It lurns o ut tha t this is the ex.l ct sa mp
curriculum lh.l l 1 l h l'fl in rniddl(' SdlOOI Ihro ugh a

Dear 2 6()(}: "g iftc.d ,md 1.11('ntl'd " progr,lm in sl'wnth gr'll lP. Upon
Th,mb for the grf'.ll puhli(.llion. I love it. 1 h.lVI_' lea rnin g Ihis 1 w<.\s inol'(libly di s.lppo intffi . Afte r

been re <.\ d ing since 1 h,wl' 1)I: '('n 12 and rt'a lly enjoy al l, 1 wo uld not Iw If'.lrni ng .m ylhing new in one of
it. I h,1\ (' had ..o me prohlt 'ms I.lte ly th.lI J th ink yO Ll my favori le ..uhjP(:ts for an pnlin> sempslf>r ! 1 h('n it
greal gf'('ks Cln figurp oul or gi" l' so me <ulv ice <l bo ut. dawn ('(1un me: ueside~ just hav ing rt'ml'mbcreei al l of
Here is my prob lem. I h.w e h~n rfff' iving ,1 hu m:h oi the inforrn.ltion wilhin the te xtbook, I still h,ld a copy
ca lls fro m the "St.'Cw t Service" 1<llely ancl it is gPlting o( every sing le lest and ass ignmpnt for Iha l texlbook.
rea lly o ld . I highly do ub l that the St.'net Service likes These a re the stand.ud tests devised by Prentice Ha ll
prank ca lling people , and J would like to know who Pub lishin g. m ind you. In Ihe IB progra m and in my
is behind the problem. It is a privale num ber which is high school, it is co ns idprffi ac adf'mic dishonKty or
the trouhle . And I ca n 'I hlod .111 pr ivate ca lls bec<luse "chea t ing~ if un e somehow has a copy of a test prior
some of m}' friends h.we blcx:ked Ca lle r ID by de fau lt. to the administrat ion ol th.l l test , hl'n n' the so lution to
So how shou ld I gu .1I)out stopping the ca lls and/or my problem . If J Idlthc hiol ogy teacher and/or the IB
figure o ut who is cal ling me? I figure they are just .ldministrator that I h.wl' these and submit cop ies to
from som e ot her more imm.l tu rt' l.f -year-old not 100 them to prove it, they m,ly bump me up a semester
dittert'nt from myse lf. I ,1111 ge lling the ca lls on my ce ll to malerial I ha\ICn't lea rnro yet ! I cou ld say tha t il
phone which is Ihe wors l p,u t They c<l1I abo ut six wouldn't (eel right on my co nscie nce to cheat in this
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what can I S,ly) . Altho ugh I don 't a lways agree with or
high ly value every single art icle, overa ll I rea lly love
what you guys are dotng. I also take great pleasure in
reminisc ing "the good old d,lyS" whi le pe rusing so me
of the earlier Issues. Some ,lI'tid l's [ even co nsider
"req uired readi ng" and mercilessly harangue friends,
f,lmily, and emplo yees intu readin g the m. It is this last
concept tha t I wish to purSlJP further.

It wou ld be arnazlnglv cool la nd more than a
lillie useful) to lx.' ablo to se arc h your online index ,
find an art iclf'{s) or Ipllpr(s) of interest , and then click
to go dir L'CII}' 10 the fuJI text of the content in ques­
tion. Even coo ler i( I ( a uld provide suc h acces s to
my employees. Oh, I know tha t whole idea so rt of
d irec tly threatens all you hold dear end sacred tl.e.
your prim,u y sou n-r- of revenue) - but I'm nu t asking
for free dig ital rontent . I ,l lrpady h.1W the issues ,
I just want to he .11>1e to peruse them (and have my
employees do so l - without thu mb -prin ting them .1I1
up (hel lo, 2] :4l.

So, w hat do you th ink? I'd like to ma ke on line
perusa l of your rnagaz tne an employee bene fit for my
company, and I don't mind paying for the privilege .
Make it an unline service and I' ll pay for subscnp ­
lions, or lin'n<R it and I'll host it mvselt. Any cha nce
in hell th is idt ',l goes an)'WherC'?

tholpoizn
lVh ilp ;1 .11/ ~()lJIl(J.~ lIili )', ,IUll, llI)' imfll('m('lIf;lJ~

\uch a lhill~ ft'(/tIiH'.\ ,I WI'.II 111'.11 of \\'Of .'. ,md .1 lot
of c oo,-d ill<ll;o ll . Uy flO mt',lfl\ i.\ it im !xh.\ihll' but WI'
11,lI'e ret 10 h.',If "1" ,11I 111.11 " 't ' flO c"/),llIft' of iml'{l' ­
1I1 l' ll ting .1ml lfl, 11 \\'( l/Ild,, ·1fl ul /J.~ (lut of hll.'ilJ( ' .~ s .



Questions

Dear 260(J:
r lf>.1se sto p all sub sc riptions add rcss('c! tu tht'

faci lity fisk 'Ll above. Th is is a sta tf> hospi ta l for civilly
com millM sf'xtMII)' psyc ho pathic I)(·rsllll.llili('s .Hld
sl'x ually dan gprou s pL·rso ns. II is in.lppro pria t(' for
the m to rl'u'iw this subscription . Yuur puhlicll ion
jeop.ndill'S th(' st '('u rity of nur f,K ility .lIld plan"j. a
risk to IMtients, staff, a nd the pu blic.

O ffice of Special lnves liga tions
\\--p'\ -p bf-'t-'n accused of a 101 of Ih illRS bUI jl'Op­

ardizing IhL' 5('Curil y o f a civilly commiUf'd .w·w il ll y
psyehop. llh ic ,*rsonillily is a first. \Ve 're d/so not SUll'

how such a person reading our nJagazifJ{' puts tht·
p ublic dt risk bu t we 'll defer to your judgmt'nt nn th,lt.
HOI\ 'e\ '{'f, .H tht" pe rson (s) who .wh.~Cfib<'(l to us a l
th is imtitu tion paid us for it, l \.-'l' mus t flotify /f iNIl .md
issue refUflds (or tll p unrf'Ct' i\'f'(! im/t's. Hoppfully that
1V0rl '/ caus(' mo rt ' g rit"-.

Dea r 2600 :
I work at a college in New Jerse y.Til pUI th ings into

pe rspec tive : The peopl e who run this pla ce think th.lt
tech nolo gy mea ns more computer s in the classroom
We rece ntly sw itch ed from a Nove ll se rve r (w hich
was seven years o ld) to a W indows Active' Dtrecto rv
se rver (which is new) . So the guys fro m the IT dt-part­
mont inst,l ll('d WA D on my machtnc. [ asked the IT
guy, "Do I kt '{·p til(' same passwor d?" I tis rl'ply was,
' No, Ill'w 'e; you r new passwo rd." HI' then to ld rm­
tha t my uscmam c was "[smith" an d my p.I..5wor(! W.15
"js1l34". "1234" is my phone ('xtpnsion 0 11 c-unnus.
How sec ure is my lo r a nyone else's) passwo rd an d
files if everyone knows how to get in? l uc kily I W,lS
able to have my IT gu~' change my password so no
one knows what it is.

Since everyo ne's passwo rd is not prnlt.....- tNI, C.1O I
log in as the college president! wb.u about the head
of the IT department? F'ac ilities? rin .lI11 e? I haven 't
tried it, hUI I'm w ry n-mptcdto.

hypo
\\'h.lt'~ f '\'f '1l mort' .lm,uing is th.ll YO II ,l!,p,m ·ntly

don 't 1i,I\1' tilt, .,Ililit r to control r Ollr own P,l ~Hvord.

C iviflN 01/1 .1 d"f.wlt i~ ':l irfy Sfand.m! <1m! /lof fJ{ 'C(,~ ­

.~ ,lfily inwcuro if it's fol/(m'{'(! up il lll1lt'di.l tt'1y hy a
!" l ,~.w.'f)fd (!J.mN!'. [his .lpp ,l{f;-'fl l mi'~;IlN ,p ("(md "tpp
,11 yOllr imt itutirm i, ind('{'(! a m.ljor proIJ/em.

Dear 2600:
I don 't know why, but the last two times I've

purc hased 2600 at my loca l Borders. the y have been
unable to sca n the UPC an d get it to ring up , They
wi ll key it in man ually as a generic peelodica l, w hich
as far as I know means yo u guys do n 't gf't a ny sort of
credit or a nythi ng for it. Just a heads up.

Ra mie
8mdt'rs d()pm 'l h.we th is policy but Bemes dnd

N oble does, vdwre issues that they lose ({dck of EWl
charged to us. Thanks to you an d tht' m,lny others
who are kf'!'ping u, updated.

The Philosopher

Dea r 2fttJ(J:
I haw .1 ..tory for ),o u but it's not about hac king .

My wif(' .111111 were visiting famil y an d staying at a n
unn.mu-d mon -l. This motel wa.. one of tbo,o rea lly
( h(',lp om'Swhen-yo u HOfor ,lifa irs and stuff. Anyw ay,
thts hon-l .ltlv('rli'>(" l Free wm-less tntcmer. which is
Olll' nf the- H·,lson.. I chose it. I w .IS hruwsin~ around
tht· Internet usill~ the ir network w he-n I ~ol cu rious .
I wonr k-n ... 1 wh. rt typo of router tht' y were ll.. ing and
how "I'c url' it \\'.1'•. So I opl 'llI"d up till' comma nd
prompt, got Ihl' II' .H!dH'SS, and lypI ...1 it into tln- UI-:L
b.i r. A farnili.u SCH'I' n popped up . II W,I" tln- " .lIllt' Ullt'

from my wtrck ..... ne twor k .It home. So I knew they
WI'H' u..ing .1 l.ink..y.. router. Then ra r nc the .uhnin
n.nm' .md p.w,wor d pro mpt. I tho ught I'd give it a
..hot .md li S!' tilt' rb-fanlt whic h i.. no ,u lmin nam e and
tilt· p" ....word i.. ''' u lrn in''. I Illpan, no mot el , hOle l, or
.IIlY otlH'r pl,let' \vo uld hi' dumb t'nough 10 1('.1 \/(' it
,1S tht' clt 'fa ult se llings hUI I figlJrt'd it wouldn' t hurt
to lry. 10 .1Ild lJ('ho ld I W.1S gr,lIltPr! ,U"(:('S" ,md the
.111 too f,lmil iM, to mt · a nyw.ly", (o nfigu r.ltion p.lge
popped up. It W.IS so easy tn gt' t in I w.1S ..tunm... l. I
loo ked up in tlw upper right h.lIld cor m'r of the su ppn
.m el noljcPf! they were using the sa me routpr 1used .1t
hom e. At thi s po int I could have ch.lIlgM whatever I
wantL'd bu t I didn 't. I didn 't bother tell ing the guy at
thf> front df'Sk hecause he wo uld have b lown me off
a nd he Ilrob.:lbly wo uld have cal led the cops and said
I was h.lcking into their network. I tho ught I would
sh.He Ih is story w ith yo u 10 show how so me people
still do n 't CoMe ,llXJut Ihe ir nf>lwo rk security.

Togeta
Thi~ i~ pri marily bee.lUSI' mosf flPOple aren 't

m '/U'ork "dm;n .~ . Odds .lre thl:' g uy at Ihe front desk
110.15 /10 .~ k ill or ifJlf>rpsf in this dl'pdrlml'lIt .11 ,I II and his
sofution to the proh!L'1n would Il l' In just unplug th('
thi ng IVlrik' l,uX(' chains Com ,lflnrd to hire IT 1-!uys
,Jill! f'm Ole tlMt fOll tf' r:; don 'l get in.o; IJ/h'd wi th IIp (aull
pa-,-,wn{(I.~, tht' smaller p/dn'.~ lIIiXhl wind up not Dear 26 00:
o((eritl1-! tl l(' ,~ ( 'r vin' al all if it hecom e.' /()o pro1Jkm- Arc yOll interested in .1n a rticle abo ut spoofing
ollie. Tlla(, why educdtion on a very b, l~ie I('wl is so fingPrpr inl bio mplric sensors? I've just dune <I h unch
importanl . SO(JJl'thillg like Ihi" -'ihould be as int uitive of work un fa ke finge q) rints an d I ( o ule! wrile a pretty
as locking a door. nice how to (.lctua lly addressing the practica l issues
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ma nner, that I fea r penalties, etc. The obv ious pitfall s
to this app roac h a re tha t they could just gfve me alter­
nate, a nn undo ubted ly easier, tests , or they could
use tests differe nt fru m the sta ndard. There is also the
possib ility that the}" would just no t care or that they
wo uld co nfis(\l te the tes ts. (I wi ll make copies w hich
I won 't turn in. I I have been lucky so far, compa red to
man y h,u-ker !>, ,IS to the quality of my education, an d
I am worried so mewhat that my luck ma y run out a nd
the teachers wi ll resort to tudic rocs measures out ot
laz ines s. UIht·y st.rtr- that Icouldn't have remembered
a ll o f that, then they wou ld he condemning the ir own
teaching met hods. How do they expect us to recal l
it in real lift-. the'n? Plus, there is still the fact that [
will 1)1' bo n ....[, having lea rned all o f this previo usly.
Thus, it is .1 f.l irly posi tive situation for me eith e r way
- II)('y eit her mo ve me up in the cu rric ulu m or I get a n
(w "y A, the l.uter bein g the less dc slr.iblc of the two
outcomo.., The true co lo rs of the IR pro gram a nd of
Illy high schoo l, whi c h is highly loutl'd for .1 pub lic
school, s ha ll IJ(· rcvcak-d regardless. Ncodloss 10 say,
it will hp int('H'sting to 5( ....• wha t r-orm-s of thts. Tlu­
things O Il(' h,IS to do 10 lear n..



John
In a lVay th is sort of thing was inevildll/ e . I h('

old sryle .~p,JI1) of .~imply try ing to n m {J1'Op'" out of
the ir mor/('y nMy WI"ll evol\'e iflfO oUlrighl threats and
ifl limid,ltlrm t.ltties to (').(()rt pi'op lt' . We find the leuer
eXIrt' mply humoro us tnst you lllJdou hll"C l/y d OlJ '/. Our
u/)pro(I'.s~if)r",1 opinion 11'115 u.~ th ,ll Iht ' It'\'I.,1 of ,lhmr­
dity nml,li/ll'(1with in iflllical{'s Ih" t this tIJinJ: i5n' l for
real. Tiu- f.U"1 th,l l Iht-'y mention till' FHI ,lIId Ih, lt rou
.-I/r{'ady ha\'l' /x·t·n involved wim III(' fHI Il ',u/o; us 10
suspect this is someone \vho knows r"i.~ .,bout you.
And if somehow th is informafion \\'I ' /lt ou t rwor Ollt'
of Ih{' ham bonds. then that is almosl (Wf,linly what
is hap(lf'ning. There are all sorts of W,lp of figuring
out where the fIIail came from baw d Of) full h",Ir!I'r5
(which IvprPII't for warded 10 us), tilt' ,lp/H.'<lrdnn' of
the email addre.~.~in puhlic lxhb .• md l .tlu .• ctui-s.BUI
it's also I H. Jso;ih lt, /0 Il Msk ,III of th is inicsmuuion with a
till y r/l'1:'(,l' o ( UlIlll'dt'flCl'. 1//(,/1 you mu~t look for
o t/u 'r r 1lw~ with ill Ihf ' ho dy oi thl ' Ir H',~ .~,'gl ', I ll l ' timing
of ib iI/ 'fiw' Iy, ('tc . Ami if <lli( 'r <1 11 of thi~ you 11m/that
i(~ kPt'ping ynu lIfl ,It nigh !, hy ,11111)(',11 1.'; contact
~ lmJ('om' in autho rity who:s c,l/l .lhlt'l ll urll/l'r.~ t,lIJdilJg

whd l'S~uillg Ull. 7hn 'dl.~ of \'io/en Ct' .~ h()lJld never he
ro/emled.

----- Origill JI M essage -
Sent : M onda y, April 16, 2007 11 :58 I 'M
Sub;ecf : Comp ly with /IS or you die
Do you wallt to fiVl' ? Comply w ilh us, ewn as yo u

reading Ih is mail, you are being wetctwd. '{(){Ir intt:'mel
and t{'/ep hone a re tapped by us. Thi~ i.s a senous Cd.se.
A fter, rl'a difl1: th is mail, do n 't try anythin1: slupid.
Don 'l in voh'f' policp, in terpol, or FBI.

I am a strong member of ;.damic shite .-1I1d an
aSS.-lsi.-ln br pro( 'ssio ll . I am from A/~h<lIlistdfl. f Wd5
paid hy someone 10 assasinate you end you r f.lfllily
by bom b btes t lasf weekend. We bs ve carefully moru­
tared your (.Imily (or OIlP month /lOIV and \ V{' h..lVe
you r family pmfilf' and personal rI,l f,l .

'{(}II art' suppow d 10 be a dead pt'rm n hy nfl\\',
hilt w t' w,lfIl to giV(' )'Ou chanel.' /(J li l'I' if rou comply
w ith u.s by doing WfMI we will ,Hk yfllJ 10 do. }our
(<lmily Cdllllo t run or hide from us ht' C,IUR' Wt' h,w e
ne h\nrk ,lll1 l1 J.~ t " II ow 'r th(' worlc/. R('ml'm!Jt'r , we
are watchin g /lO W and if you in vn/Vf' {Jolin' , you wil!
elicl !.'

M.Jy Allah 1)(' h lp,m'd.

Dear 2 600:
I've lwf.n enjoying 2600 for sOllle time nuw and

would like to hClve you r vo ice a rounn for ,1 lotlonge f.
To tha i end I \'~' often wonde red which method of
bu ying thl' m,lgazine is moo;t I)t>net id 'll 10 yo u gu),s.

Dear 2600: For l'xa mp le, do you nt't odsale<; from my IOC.l l book-
I rff e iwod this email as the d,lle inn i{·ates and I simp 10 incre ,lSl' ci rc·ula tion through distributors and

was wo ndf' ring if this can be tr,lu.'f1 to the se nde r or make' il worth giving you shelf SPill"e? O r do you
.m orig in? I should have written soo ner .l bo ut this. pre fer the ex ira muncy you ge t from subsc riplion s?
I wa s re,l din g Ihe art icle MHacking 1600 Magazine Does Ihp d iscount for mul ti-yea r subscriptions rea lly
Authors" in 24:3 and it gOI me to th inking abo ut th is outwt'igh the cos t of renewal no tic{'<; ? II see ms like
threaten ing emai l I receive d back in April of this year. lifetime su bscr iptions give you cas h up lront, but do
I have tre,lteci th is as a prank mo stly exc ept I d id have yo u Ihf'n rPAr!'t it when subsc ribers live forever?
a short con nection wi th the FBI when I was as ked to [n short, assum ing minor price diffprences ,md
do sOllle rad io moni toring after I tunfold in a strange paranoia ahout subscr ib ing a ren 't a conce rn to me ,
radio transm ission in CW I intc rcepted off of the 30 wh,lt way of buying the magaz ine does till' most to
meter ham b'lnri. kcep 1 MJ() viilhlp in the long run?

I buy 1 {,{JU off of the mag rac k at Hastings rpgu- RR in SF
lady ano app reci.lt(> the wo rk all of you do . So thank s The only ft' ,ll answer to Ih is is to r('OJlltfIJl 'IlC/lh,,1
for readin g this and be ca re ful out there! you do wha tever is mos t convellipnl (or FlU ,llll llh,11
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DNr 2(,(J(J:
After ge lling il h,lJlg up nil my phon e showin g

a number of 214 ·UUU, I stinted Googling and found
nut that l11.1yl)(' 214-000 has som et hing to do with
call s corning across from Me xico via Texas. I then
stumble - d ,Kross some postings abou t this number:
2 14-Sllh-09l) l). When I dia l it a synthesized vo ice
cal led o ut my phone numbe r the n said "please wa it
wh ile I connec t your c,l ll." I then gt'l sume inte resti ng
new-,lgl 'Y techno music lholl just glM'S nn and on .
Anyolll' know what these numbers ,,("tU,l lly ,He{

Doda
lhis number is indeed in ll'n'sling. Wtl i!t> we

could" '1 ge l il to fl'ad out tlu' phom' nutnbet. the
end /I' 55 ml15;c,11 hold is ,lprhln 'lIdy un,woid,lble.
Jud1:i/l~ from uw many cnmfllem.~ ahaul the number
on tIJI' In ll '/fI e,- it seems 10 show up on various caf/5
from oIher countries all o ver the world. Tht'n> i.~ \Vir/t'

5fX'Culation met this is somt' ~()rl of ,I \loll' wn'ice
where Ihe p honC' number i~ /I,'ill1: 1ll,lIIipu/,II"d. Wt"11
f,.1'{'Pflllr Tl ',I(II'r~ IIpi/,IIPd if \\'f ' W'I ,lIlr mon' info.

I>t',lr :l fllUl:
Not sllre if th is is poss ible, bUI co uln ~'Oll get me

in co ntact with the writer of ,l tl .uli cll ' in Iht' cu m 'nl
issul'?Tht, r< ',lso n for my intN Ps! is that I W,lS inlrigllt'd
hy the ir ol r),Jlysis of tIl(' nelwork ,md I wor" ,ISan pngi­
neer for ,I ("ompl,ting (·omp,my. So I ,1111 inte r{'stl'd in
what WI' c,m do 10 secu re ou r product.

David
If a wri/('r w,mt~ fa he cont,lCted, I)I 'I.~/J t' will <Add

..1II t ''' MiI ,IIMfl'SS /0 th l'ir byline. Othf'm'i.~f' 1Vf' h..wf'

to .-t.swmt' Ih t' r c/on 't n-"i.~h 10 rpn'in' corfl'spond~'nce.
And Wi ' simpJr C..-lnnof .serve ,lS ,1 ~o-ht'lwt'f'n for a
wholt , v,lrit'ty of fl',ISOIIS.

and w hat the best me thod s a re, un like most of the
academ ic worl d). I've a lso got some stuff on Albert
We hde, who seems to have been the first guy to forge
prints, way back in 1927 when he W,lS in fed era l
prison for gunrunning.

J'm as king instead of sub mitting UL'l.:uUSe I haven't
read 2600 for a while and I don't know if you want to
cover th is stuff or even if yo u've cove red it rec entl y.
If you' re inte rested, what sort of wo rd count do you
usua lly wa nt!

M
Anylhing involv ing spoofing, bypassing si'Curi fy,

or jU~f plain mischief is most certainty sometbtng weH
be ilJl{'f{.'~ll'{l in h{'ari flg more sbout. As for word
co unt . ju q ~hool for lon g f'fJOugh to I(' f/ your ~ IOry as
thorou~hJy ,H Jx)s.sihle Ivilho/ll hpcoming txving .



you keep doing it . If you .~ uhsuih{' and forgL'1to rene w
then () /wi()u~ /y thil! r.kx.'m 't ht'lp us. AmI if you kr.'Pp
going 10 your storo ill hop ps of finding us and pither
get there too tue or aren 't lucJ...y f'nough to tuve o store
tl ldl carr ies us in your {OIVTl, Own sU/N:rilJing ht>lp.~

hoth you .}flll us. ~-Vf' horw {If'ople ;ind u.~ in book­
store.~ and don 't jmr bring iSSUI's ow r to the coffee
sf'ctiO/l ,lIJd g('/ sl,lim Oil tlwm. Whi ll ' it'~ glxKI to cee
.~t,lcks of iS~ lJ('.~ ill .~ tort'~, if th,'y n-msin there ;or too
long it 1:K 'c()m('~ a /"ohh'm. II is your civic dUly to see
th, ll Ihl' issl/t's gI'l sofd 10 /lI'op/t ' w1lo cen ,lppreciale
t!JPfl}. We f l' nol .1~kiflJ: Ihat you drag lolaf S/fangf!rs
in of( the sff('('t ,mu d('fllanu llidt l li py buy an issu('
(,J1thotlgli 1\1"'" not forhidding th,ll oct ion eilher )
nor ,w--' In' mgW'Ming thet you huy aN of the issues
rourwfi ,md thl'n hmd tll('f1l oul as gifls and slVallow
th!' f05S wilhoul (Dmpl.lining. Wh,lt we woukt fikp is
for pI'Op/f' to he .1\\'are when .1 new issue is oul and
for tbcm tIl ,l/t'rt o lll,'rs XI tll.lt our salt's do WI'll and
1\"1,'/"'\'1' ('/loug" to put oul thl' nf'xl onp . Our rpadpr.~

1J.11"(,,1/w.W.s txon VI'ry foy,11 ,mel, .ISWI 'h' IOO/:H. 'rn'nl
r(';/(II'r SIIf'pflfll'd, lh,'}' .m- !ill'r.,lly lhl' only f(',lSon
1\' 1" " sldJ ,mmlll/. If In' W I ' f( ' .Il /n ·rl ist'r support,'(!,
th(' fwmf:H. 'n co uld Ill ' lildW '(1 if! ordl'r 10 /o. ('('p thl'
•J(h"{'fti~('rs /"'rill~ WI,.lft'H'r 1\1' w,lfI/{'(I, f('_~ulting ill
., puh/ir',lfion /h. lt \1'(\'1'(/ fill Oil" hu/ ourse!ves. thet.
ullfi "tw"'tl'/y, i~ ,I ronnm III "r,K/in' ami i/:~ 011(' of the
fI'''SflIIS 1\"(' \ '1' (I'\is/I'(I f'~'f'1I (',W/;f)fI!; .~ teps into thet
world. 50 plt" I\!' su!J\Cri{H' or hur indi\ 'ic/lld! copies in
\ \ h.ItI ' I 'I ' r f1J,1fl/II'f i,\ 11I·.\ ! Ii" you. (No. Wl' don't mind
WIlI'11 our li/ptinu ' sllh\( ',iJ>t'rs Ii~'f' fnfl' H>r. ) In shor t,
s/lfl',If!ill~ tilt' wo,rI"/w,'Y-~ h"fp\. Hilt Ih,mh so much
jlJ.~ t for c,,,ilJ~ I 'llo ug h /0 . I~/o. .

[)('OU l MJO:
l'vl' hl 'I'1l ,m ,wid rl' ,u ll'r o f yo ur pu h lic'llio n for

<;l'vp r,1 1 p ',If\ no w ,lf1d I lovl' Ihl' h'l hn il',l l inform,l­
lion prl'''l'ntf'd . 1do h,wI' , I qUI'slioll ior Y"lii. howt'vl' r,
whi ch dl' ,ll.. with c,l ptwi ng "tn ',lIn ing vidpo as il
.lpp l',Jr<; o n 1!1I' I'C . ( )II YOllllllll·.I OIl1, Ihl'r(' Ml' St'vl'r;l l
vid!'o" which I,lkl' ,I wh ill' 10 downlo,ld. It would be
gn"ll if il wl' rl 'lu I<;sih ll' to Jf'((lId till' ,,In'dlllS 10 ,1 file
on thl' h,m l drivi ' <;0 il c ou ld 1)(' \\',ltll1(' 11 LIter wilhout
til(' contillll('d p ,lu<; illg which I II l ur<; wllt' ll the ddlli ­
tiOIl.l1 video h.ls to hi' <!ownl(),Hh'd .

Wh, ll I h<lVP Irit 'd ,1Irl'iHly i.. 10 righI-d ick on the
IMW' lhat i<; p laying Ihe <; lfLWll, se IL,( I View SourCI',
,md Ihell save il to a ". lxl" iii£,. 1II1I'n 0 pl'n l'd Ihe .Ixl
fill' in NOlepa o .pxP ,1Il0 Iw rfor ml'd .1 sea rch fur links
Ihal e nded in the st,mdur d suffix assoc i,lt('l l \vilh video
files (i.e ., .wm\', .swL, .,1Sp, etc.1. On the rare occa­
sio n lhat I fo und one , I \vould c uI a nd pasle it into my
hrowSl'f'S "www"iielddllddidgu. Ho w('vpr, lh is did
nol ,lPI)(-'.H to \....or k.

Is Ihe fe ,lilY n lhpr mt· thod by which I could
c.lp lure thl' ..I rl·,~ms?

CMG
Yeah, thl'r(' ,If(' n"N,tho(/:. Ih,,/ 'K/ually work. Gne

yo u mi~"1 w.lIlt to Irf is )1mT/lI)(' [)owll/o.lder which
c.m Ix· foun d J/ hltl':/ /pmluhedo\\'nfoad.a!lt'nisla.
org!.

While this somehow fe('/s like we 're entering
into d drug elf"ll , f('.~, we ,Ire ill t('re.'l I '(/. H ook us up .
Thanks.

Dear 2600:
Any chance of yo u guys do ing a n article on the

Sidekick?
Biomecha no idXll1

Gnly if m llll '()I)1' writl's o nl' . Our adun'ss is
arlicfes@2600.com.

Dea r 2600:
I just gOI done readtn g 24:2 a nd found it 10 he

very well info rmed. I tru ly e njoyed reading it although
th is edmon was my first a nd o n ly issue . I don 't ha ve
access to a computer but I pla n to remt><i)· tha t in the
near future . In the meantime I was wo ndering if yo u
cou ld provide me andzor direct me 10 a ny in formation
rtogarding the fo llow ing:

1) E Doo r I racker,
11ATM Tl'('h nofogy (i.e., 1..t>Y1Md, I'lL , I'l e. )
.l l \ VI·hsitt 'S th.ll ("(ml.lin h.KI.;('requipment.
In d using lth.mk yOll in ,1I...·.111U · .

An lhony
We probably shouldn't dSk. wha t )'Ou'f(· up to hUl

all of whal you seek: can he (oulld on the net just by
plugging those phrases (and others ) into a search
engine. There 's wdr too much to simply prm'ide to
you whiff' you do n 't li,lVe commuer.wn's.s ,lIJd \\'f''rt'
no t sure whdt good the IH'h.~ it('.~ w01l1ddo }'Ouduring
me t lime anyway. We S (lmW-~IIt,l\'ill~., f,i l' l/( l p rilllout
,lhullCh of .stll ff imm WIlliI' 0; II }!' "'sults of Ihi~ q ·.HCh.

11 will h'('p Y(JII/JU~y.

[)(' ,u l flO(J;

Ilow does OIl(' c,llt h <;O Ill I' I JI1e who is h.lCk­
spoo (jng lIlt' l!,ll'pho nl 's ,It hOIlH' ,mel tbl' n ,lIpluHl!'?
I knllw it is h.lppl'ning hut I dOIl'1 know how to find
o ul who is doing it.

Chris tine
Wec! hp mor e int('f'( '.~ tl 'd in hearing hmv you

"know" th is i~ hilpp('ning. Wr.' gL'1 /t'IIL" S like Ihis ,1 /1
thf' time whplP jlenp/f> ,Ire cO/lvill ('eel SOIJ)t'O/l{' i~

Ivatching (heir en'IY Illove or im/ll'rmndting thl'm
but w it!IIJU! ,/ cll '.1Ipk Ww , I .~ to ju st 11f)IV lI, i . ('(mefu­
.~ iOIl IV,}S fl' ,uhl 'd, il'<; iml'0o; sill/ " 10 giV!' good ,Ir!vin'.
SI'0oti"ng Co,f/(·, 11) i.m·t \'f 'ry hml 10 do whi ch i.~ why
I/u /xx!)' .~h() tJh l Il'ly II Il Ih lt d,lt,1ff Ir .IIIY Sf Iff of id m Uly
\·eriti"c,ltioll . It wo uld /)(••1 good idf'd In nol IJSf:' anv
servic e thai do('~ .

Dear 2600:
W ha l's the deaf w ith theWinl('r 2006 -2007 coV('r?

W hy is Bob Dyl.lIl sh.1king h,lnds wit h thp guy from
the "Ta ke o n Me" video byA-f la (80s h,md l? Wh.1t'S in
the su ilca se? Why in front of Ihe ,\-1l' u ill l ynch hull?

Wl f3y Of R34d3r
It represents thl ' joinin~ 11f forct·s to pn'I'('nt ,\ !t '" i11

Lynch from movil/~ IIplOWII .md Ik'.~ lroyiflg Ih(' Ilotd
f\'nmyJ\'Jni.J. \VI' ju.~t di dn 't knnw it at lhe lime.

su NBHd f

Dear 2600:
Ht.,yguys. Aa' you in lpres tro in Polish pa yph ones?

Wel l, if '1'0 0 Me I coulo tdke some photos. Just tell
me .

Dea r 26UU:
Do yo u have a ny surve~·s whic h show the most

popular compute r co mpa nies? Under eac h company
\",'hat is the mo st popu l,u compule r? What is lhe most
popu lar OS? W ho h,l S the best c uslo m(>r se rvice? Do
you have an yone who ca n write a program starting
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wi th OFBUC ? Do you have anyone who docs
assembly language program min g ona DOSIWind ow5
OS? If so, wh a t books does he recommend to help me
learn this language?

F.
Do you (' Vl" write anything that iso't a question !

Most of what you're <1sking has nothing to do with
ou r subjec t maller, is way ron general, dnd is really
stuff ,hIt )'Ou gel to learn on rour own after pla ying
around wi th compu ters for a while. You will find
p lt·my of fx'Ople will ing to gi~'e you advice unci' you
get imvlwd.

Surprised?

Dea r 2600:
I just p ickpd ur yo ur latest 7 ilW (2 4:.I) .1l thl' loca l

B,uIlP" ,mil Noble wh ich displilYS it right out in fro nt
of all of li lt' o lhl'f l i ll I'S. I noticed till' white blocks
on the outside bindi ng and remembered s{'{'ing them
on , l {o llple uf past issues. Well , bein g ho me a lon e
bored I thought of pu ttin g the issues wi th the white
blocks logt'tht'r in a stac k to se e if th t> bloc ks wou ld fil
togt'1llt'r .md ma ybe 'K'f' some kind of ml-'Ss.lge . After
spvpr ,ll tril><; I finall y d in see someth ing. It loo ks like the
letters S-U-K-I'-K-I-S-E .md then so oll'lhi ng Ihal IIMlks
ltkea B or rn.lyIM' .m 8 ,10£1 I,lstly mavlx- .1 sym ho l of
snnlt' ..or l. 1"PI' thi.. whe-n 1 ..tar k tla -m: 14:2 on to p,
24 :3 in the m idd le , and 24:1 00 thr- b ottom. PII'.l<,t'
te ll rnr- if th is i u llw thing or ,u11 1<,('e ing th ings! If il i..
sorncthtog I gilt I'll haveto wa it fur 24:4 to !>t.'t-. wh at
the 1,151 twn Ih ingv ,In' .. . . Or wil l I?

SIKIRX
Stdcking i.~.wes out o f orde r - \\"/1,11 i~ fhi~ world

coming to?

Dear 2M#I:
10. ' '' lI lf ll i '' l ~ ! t' Ihl' findl rnt~s.lgt' 011 the sp ine o f

till' 1,I ..t lhl l'l' i....ur-.., or i.. there mnrt'?
Mash'r Chen

~ Vll<lt do we BPI if WI' an-,w('f u lm'cOy?

Dear 26 00:
01\, so pvt'r s inn' 1rt 'ol(f otll' IplIl 'r lhol l W, IS se n t in

saying 1I1.11Ih(· wr ite r W,IS o n ly Irying to ~Wl his n.101(· in
the m.lg.17ilw, I was intrigued . But I ,llso redlized tha t
ij l'vl'ryo llt' d id th.1t. thf'n 1) there would lx' an issue
and 2) it I'o uld he consin cred ..pa mmi ng 2600 (w hich
would 1M' intp((><;li ng l ;m d wou ld r,liS<.' the a lrea dy
l' no rmou.. 1('IINs '>( 'nion to .1 rea lly hugl' Si7l' .

.so Ilw rt· n ·.llly is a IKlinl to thi s h·Upr. I Sf'f-' Ih,lt
the re is ,m inll'u><,ling f,Klm to yo ur nt·w hi nd iog of
the m.I~,lZi n(·, And in .1 juture rpspo ns.t:' to yuu r q Ul'S­
l ion: no , I ,1m nol surprised. II, lIe 10 d i"'lp IXlinl ! Kf'f'p
up the &(I'.lt art ie-Ips!

PreisT
Dear 2 6f1O:

I h,l\'t · noticf-'({ yo ur spi ne un the ne w 2600
m,l~S. If I p l,lle them in o rder o j 1,3,2 it s(-'('ms to SdY
Surprisf'0 7. I thin k the la st issue of the yea r wi lt be Ihe
butl o m so Ihe order w ill be 4,1,3,2. Does the o rder o f
thf' mags tlW,lll ally t h i ng ~

I know ,1 lot of the rea ders don 't like the new
sp ine . But I do . Ce nlpr p.lgf'S ,10<1 Il<\ck (ove r do nol
pop of f afler 11I-',IV)' use no w. So it sppms to ho ld lip
better.

Keep up the goo d work. And hidden treats.
Unknown O ne

Dear 26 00:
"Surp rised!" Tha t it was tha i ei.lsy? 'rea h. 1 kinda

am.
straogeranflre

How eloou l tne tea Ih ell it W.lSO', SUPPO.51-d lO
he complf>If'Jy rf-'.ld.l h li' {or .mothl'r p .·elr ? Pt'rhelp5 il
should be changt'C/ lo "ShocJ.:Pdi'''" for our beneiit.

Opportunity
Dear 2 600:

Good l) ,ly!
Bemsn-r fohn tbc is my name a nd <J Senior Advo­

C<l lp of Nigl' ri,1. 1have a propo sa l 10d iscu\ '" w ith you
concerning on e of our ()eu'ast'd ru ..tomcr s w ho is a
national of your country. As soon as 1 hear from you
a nd once we are in agr eemf' llts. I wou ld IH' lwt'd ing
your assis tance in making a busine ss investmont in
real e state , oi l & gas and an y o ther lucrative sphere of
b usiness in yo ur co unt ry.

O wing to the urgen cy o f th is transaction . I wou ld
.lpprec ialp ,10 imnuxh.tte rl~I.M)n ..e Irom yo u to
con firm the receipt o f my mail. As $(MIO .1S I got this
(('sponS(' fro m yo u, I w ill fur n i..h yo u wit h dotatls o f
the Ir.1O...u lion .lOd thr- urgl' n( )' .11whk h I need to get
the- (und~ t r.m~ft 'rt'd out of Nigt'ri.l 10 you. "'b ur t'.ul il...t
rl><" MlnS(' 10 th is 11'1l1'r will be .lp pu '(·i,ltl'l l.

lohn(SAN)
\\'(. redll)' \\'dnl to do btJ~int '~ ~ nitIJ rOil Iml f(~ 'J

um'd -'r lK"C.1UW of lhl' gramm.If snd c.'pit,Jli7.lfion
issues 1\ "f'\'P prPl'iousJy \",il/I'n In r O ll ,' / )(/(/1. (Jill'

o f )'Our culll'agues ('\"('0 St'nl lI~ .1 k-uer 111.11 1\ ',1~

completply in cdpildJ /('lle(5.' Il l ' .~ imJ J/r (,/Ililof dhidp
thet d .~ it (n.lkl'.~ u~ (PI " ({uitl ' ~m. l ll in I f!/11/J,lfi.'Ofl .

Onn ' In' hdl '(' 111(' pr%col .~orl('( J out. 1\ 1' 1\'OlIld
lw m{)~t h.lfl JI}' lo,ul'fI'Y you with ,Ill of tht· in(orma­
tion YO ll Il( 'l 'd , Ill" morr' ill o rt/ I 'r Ih.t t WI ' IIld )' hdp
10 "1 '( nn- til(' Ir,III" //. ''- o f tIl(' fund" tccnn Nigl 'ri,l. II i."
indf'f'd di " ' Whi/lM ho w mu ch /lUI!II'Y h.1.' hl 'I' 1l tit'd
up ill your coulltry (1V1:"r /h l:" rl·.u~~ imflly hl'l,W.'"
Ih(',-(' .m ·/J'/ ('/lOUM" pevpfp in thl' world who C.lll g ivp
ou t thl?ir h ln k .l, c ollnl nUn/hers ,lIJd lr,IIJ.\f('r I 'mil 's.
PleJse counl u.~ in as coocernl:"d p, lflit'" who \\,.In { to
heJp . Yo(/r.~ Iruly, etc.

Observations

Dear 1600:
I rt'a ll) I'nilly yo ur p ublil-·.lt io n . Although I'm no l

a ~ h .l (" kt'r"" myS('lf, I if'("1Ihal I'm m Ulh mUH' ('n light­
I'ne(! conn'rn ing cUmpU fl'fS in gt'ner.ll hl'("'lU~ ' o f
yo u r eiin rt<, .lOd p ublkation. G rt',l l jo b . Th.1Oks .lnti
kl-'t-·p up the good \..nrk ~

.~o\\" that tha I's o ul of the w.ly, hprt"s sOIllt'th ing
th.lt pf'r h.lps .1 goon hacker cou ld I.K kle . A coup le of
yea rs ago , m y wif e ho ught an H P 825 0 ~ Pholosma rt~

p rinlt'( . For the first time, a fe w d ays ;lgO, 1 go t into
sonw of tht' mort> t><, ntpric iHl' as of its co ntrol p,ul !' l,
a nd wow, t h t~H~ ' S ,1 lo t o j information tlll'r e . O l1e uf
lhf' thin g.. tll.\t Cilligh l my eye is thl' "('xp iratio n d alp"

of Ihl' in k cilftrirlgps, \vh ich I (<I ke to ill<licclll' tllilt yo u
have to huy a Ill'W onl" from H P - bpCallSI' it won '! Li se
Ihe "'f'xp irl'I!" UlW whl.'lhe r it has ink or nn!. A df'ver
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Express, no less. Gee th anks, 2600 . for killing trees
in a vain attemp t 10 se ll me c redit ca rd that I a lrea dy
car ry even .

Has 2600 sold out? Is a ll los t? Is the end near?
Repent. an d sin no more, o h corporate shills. a nd
rcmove my address from yo ur hou nds -of-ma il.

Da laRa y
WI' 've done a thoroug h investigetion into this and

wcve be('n in lau ch with you over il a s well. We don 't
know how /vneticen ExpressgOI your info hut I\'f' can
say thai il most c/('fill i tt'l}' wam 't fro m us. We take Ihi.~

sorl o( thing wry .~eriously and go to greet leflg Ols 10
makp sure our subscribers retain their privacy. Bll t we
don 't (or one minut e thin k that there aren't forces out
there l'VOrking to somenow subvert. this syslem wh ich
is why it's so tmporunuo always be alert and aWolrpof
any weirdness going on. By aff mf'ans make a slightly
different name or address for your subscr iption, flat
jUM for us bu t For t'I'eryane yOll give yo ur addre.H to.
m thaI you can S('f' wh o's giving your information 10
whom . The only I'm~ihk' way vour add rpss could
h,w(' twcn pd .~.~ed ,l/ollg from whf'1l y OIl fl ldcl'( f vour
onior \\I. IS if SOfJJ('o n p m anually cO/li( '(J it down ..It the
post office or if m meho w ''dy/~ll (wln'f(' rOllr order
WdS place,,}) harl/t 'st('(J it whf'n you ente red )'our
information. If it 's fM tetter then we undoubtedly will
be hparing more about it nol onfy from our readers
bur {rom scores of oth ers who usp their service.

Dea r 2MJO:
One day a itl' r returning home from work . I W,IS

surprised 10 Sl-'f..' .1 p.lckage addfl~sl'd 10 me from a
lu t.ll str.lnge r. Anlicipating a puff of a nthrax, I opt'ned
it up 10 see my a utumn issue of 2600 alo ng with a
letter. App.m'ntly. my copy of the magazi ne got stuck
to tha i of a nother subsc riber a nd bo th we re del ive red
to his adtlres s. Uut instead of t hrow ing it away a nd
just forgt'tting ,1ho ut it, he wenl tota lly out o f his way
to ma il me my issue. I just w.1I11 10 express a pub lic
wnrd of thanks.

Dear 2600:
I've been a reader of 2600 sinn' about I~J lJ ll so

first let me say th anks for ~iv i ng tllt' ~()1l1 ('t h i ng to Ino k
forwa rd to {'very three months. I ,11so ca tch o ff 111('
I look a nd Off lht' W"II, although ll1o~tl y W('I)(:..~I~
Ih{'S(' d.lySas s.1d ly l've moved off l ong tsl.md .

Anyway. I just tho ught yo u might ge l a
kid.. out of this wf-hsilf' - in parti cular. the
uwr agreement whi ch ca n 1M.' found here:
hlfp :I/\\'Ww.q 'IM. ·rtri,111.lw yer.\( )m!usf·r-,1gr{'(·menl

Iowards the middle yo u will find my perso n.ll
favorite sn ippet: "We also own ,III of tne cOfft'.
including the I I7MI. co de, and all conlenl. As yOIl
may kilO\\', you can view tbe HT M L code 11/ilh <l stan­
dard hrowser. Wl' UO not fJf'rmit you to view such
('od t' .~ ince w {' C()II~idf?'T it to he om intel/ecru.11 pmfl­
erlYprotec ted hy thf ' cop yright 1,lIn. HJIl an' thf'fpftlTe
not ,w thorized 10 do .~u_"

I a m just curious to st'e yo ur opin ion of it• •1S w{·11
as tilt' opin io n of the liste ners ,mil viPl.vf'rs. !\{'('P
up the great work ,ln d rest assurPd yo u have i.l loya l
readerl1istene r for life.

speedkOre
TM~ i$ jmt so typ ical of thp corp ora te \v (Jrld ,md

huw Ihp ir lillI e fant,Hy land bt'comt's re,J/ily flll m
man y I('\'els. We live in a land wh('re fifmmaker.~ haw
10 cOI'er up ads in public place.~ or hlot out the tl ,m ll' S

of products or logm on t-shirts ht'( 'ause Ih(' y hawn 't
got/pn "pe rmission" 10 use thew in ),lges. Croups of
peaplt, who sing "'Happ y Birthday " face proSI.'(.-u­
tion if they don 'l (klY (or tht' righl s. There .up el'f'n
Ihme who helie\'(' you can bt · p rosecuted {or taking
a picturt· of a buildillg wilhout gettin g the pt'fmiss;on
of till' people who "ow n" Ihe righls fo ilS im age'. And

Dl'a r 26 00: now ,1 websit e lil a! 1('/15 yOll th,l t yo u are not .w lllO-
Imagine my de light to le ;Jrn that a Iifl' lime riz( 'd 10 read irs cOlltents. Since 1\'(' hdve nm \' p rinled

subscript ion cosls so little. Imag ine my hor ror whe n I II1('ir wor ds wit hout getting $fJl'dfic rx'rmi.~ ~ ;oll from
bou ght it a nd start l'(j receivi ng arlvertisi ng addressed Ihem , I ..-e can only cowl'r in fp,1f in anticipiltion of
10 my 2600- spl'Cific nom ele plume. American the dction that will undoubtedly lx, laken agaiml us.
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Mike
Alexandria. VA

Thi~ is indt'l"(/ th(· lrup ~pirit of 2600 rt'.lc.h 'r~ .1Ild
In' ..lfso thank Ed(or his comid('fdl ion _No\\' w t> intend
10 figuff' out how in hl:'1/ some of ollr envclopt.'s drf>
.~ Iicking toge/her. Th.wks for Iplling us kno w.

way to keep the revenue stream up, huh?
\Vhy doesn't someone po ke aro und wit h these

th ings and see what yo u can learn? If the ink cartridge
has a c hip tha t can be flashed , then cart ridges could
las! • we ll, essentially foreve r!

Ifyo u 've a lreacly w ritten ab o ut this, I'd be gratefu l
fora refe re nce !

Plum Rob
We'vp never h('ard of a printer refusing to use an

ink ca rlridge h(' C'lU .\( · of il pa .F,f'd exp iration datl' . You
may #L'I an annoying popup mt'ssage and pf'rh,lpS
a dire w arning of a voided W,Iff,lIlty should some ­
thin g go wrong but Ihat 's about the extent of it. Any
l"Ofllp.JfJY with .my sense would know thet th is kind
of Forced control o ver its customers will simply sti r
up hiller resen/m('nt againsl them , not to mention all
$orls of Ivays to hypass their restrictions.

Dea r 26()0:
Aft('r more than sewn yt'i!rS of readin g I fina lly

sllIJsn iIJed to the mag ... an d it felt good . I also just
renewed my W BAI memborshlp d uring "off The
I loo k" an d it also felt go od.

In my stro ll down mem ory 1.1Ile 1picked up the
Wint t' r 2000 issue or 260n and in the ' Dlrcc uo n"
arthh- yo u S.ly so ml'lh ing lh.lt ...ti ll rings tru e today,
"Their (m usic ind ustry 's) lad; of fores ight is overshad­
owed only hy their na ive insistence of using bu llying
tactics to get their \V.1Yan d hold onto tha t which was
IlI'VN Ih(' irs to lJ('g in w ith."

Aftt'r the nx'ent $220,000 ruling against a poor
W O Il1<l1l who downlo.nh-d (all('g('dly) a little ove r
:W song.... it makes mv think tl1.11 in SPVf'1l y(',lrs the
~IAA sti ll th inks th,lt hullying works . II's 100 h,u l more
Ill'o pl(' don 't HWI. subsrnbe, .md suppor t yo ur efforts
1)I'(·au"l.' then m.lyhf· thl' hull ying wo uld stop.

SI.lY Human.
bypobo ee r

Humes oflly ~(J ,IW.Jy wlu-n I ll 'ople stJnd up to
fl wffI . It '!; worlh tlw oc(". I.~i(Jn.JI bJ,Kk ey(' if some other
I' p '.\ gt' t opt'Ilf·t! , IS .1 resul t . Ofll 'nlimes just making
nlhr 'rs ,lIvan' of \1/h.I(~ !-:o ing Oil i.\· ('Ilough In .~t.J rl

(h.mgilll{ I!I(' situ.nion. Anr/lhr'ff'\ 110 dou!>t t!Jar thi.~

fl dr lir lilar situation is ch,lIlging .



to wo rk Apple pro du cts Into their product ions. This
way, man y people sec the pro du ct a nd SdY "Ooh!
That's hot! I have to ge t one of those!" And before you
know it, everyone is ta lking about it. This conc ep t is
very simi lar to how the sports ca r manutacturers like
Ferra ri and Corvette have so man y people thi nking
that a big. expensive sports ca r is the ultimat e thing
to have . I think that App le's iPhone shou ld be more
accu ratel y labeled as the "product hype of the ye.lr ."

Jeff

Dear 260(}:
Regardin g Ia n 2.0 's comment in 24:2, pages 44

and 45 , I am ge ne rally in agreement w ith him . As is
my trad ition , I read 2600's summer edition lying in a
ham mo ck in Algonqu in Park as pa rt of my vacation
reading.

The pattern that my wife and I follow is to take
Augu st off an d 10 he offline for three weeks so w e ca n
go ca mp ing, get o utside, and be active. I r-an't stre ss
e no ug h ho w valuable th is "offline limp" is a nd that
J can 't recomm e nd doing it mor e . It serves <IS lime
to cle ar one's min d. re flec t, relax , an d see the offline
wo rld.

Thanks for the great magazine .111 these years.
Tomorrow I head ba ck o nline. Today I wr ite post­
ca rds while ~'n j ()ying the hum a n SCl' rl('ry of the co ffee
shop .

Boomer/N TI
YouhdVt.' ind('(,(/ made us i(',l/ou.~ . You mighl wan t

to consider one of the semiannual l umfll..·JfJ hecker
camps which is a good mix be tween t>t·jng online and
being in Ihe wildernes s. Of course ifyrm n.',lIly waflf 10
gel alVay from computers, it mighl {lri \'!' y O ll mad.

What a screwed lip plan et we have be come.

Dear 2600:
1 wa s recently re turn ing home from overseas o n

a l uftha nsa flight. II was one of those planes where
everyon e has the ir own persona l TV at their seat and
yo u ca n choose what moviesITV shows to watch a nd
they start o n-de ma nd. Qu ite a number of a irlines have
these no w (or long-ha ul flights . It's pre tty good • yo u
have a selectio n of several dozen mo vies and a bunch
of other crap too. So anywa y, I'm not sure what I did
but I manag ed 10 "crash" the console so that it just
kept resetting 10 the mai n scre en no matter what I
selected . I called the a tte ndant over a nd he ha d his
colleague reboot the un it (somewhere out of sight
from my sean.

This is whe n it gOI inte res ting. On the scree n. I
saw what looked like a DOS hoo t screen! Unfo rtu­
nately I d id not co py it all down in time, bu t it star ted
like so;
wi/Jd()w.~ CE Loader 1,12 .7
ParI H..
lt loaded a file ca lled epos9. bin o r something like

that an d mentioned a compa ny ca lled Rockwell. It
a lso listed a serv er IP of 172 .18 .22.18 a nd a te rmi nal
IP of 172 . 18.22 .20 . I th ink Ih('<;(' are internal loc a l
reser ved IPs like the more common 192.168 .· . It a lso
d id som e TFTP tr.m..fcrs of the system filt.... fmm the
server a nd I'm not sure but I thin k J ....rw som eth ing
about X. m{Kll'm{!) rnentioned too. Anyw ay, soo n af ter
a ll thi s interesting dat a . the g raphica l screen loaded up
and I wa s h.l('k into tilt' normal mod~· of the device.

I thought it w ou ld he interesting if anyo ne knew
more ,lhuul how these worked 10 sha re w ith the rest
o f us. Arc the y just glor ified PocketPC MPEG players?
Co uld a ny inter esting effect s be achie ved by "hacking"
thesct For example, uploading yo ur own videos 10
the n sho w lip on 1'H,{lpll" s TVs? Tht' pos sibilities are
t'ndl \'~ ~ ! Tn "('(' Ihl ' info firsthan d, just act du mb a nd
te-ll .l f1 ighl attendant yo ur TV isn 't responding a nd ask
the m to reboot it (or you . Then have a !Jen a nd pap e r
ready!

Bri,an the Fist
A lifl'/imt' .w h o;crip lio lJ to dn}'f)/l( ' who adds

" Frf'('{ /olII fJmVlltiflle " to tllt'i, pl.JlJe~~ cottecuoo of
fifms. (If you wind up screwing up the navigation
sysle m /hh off~'r is vo id. )

Dear 2600:
I rece ntly slum hled hea dfirst inlo Yllur puhhr-ation

and r,lclio .tdvvntu n-s. I W,l <;doin g rpsp,m -h on Of'CSS
for a lJ.lpt'r that I W,l S submitti ng to the Free So ftwa re
Foundation and [ <:.m)(' a cross ltll' audio reco rd ings
of Emmanuel's depositlcn. Ever since then . I have not
been ,l hle 10 quel l my need to read and listen to as
mu ch information com ing from 1 6UO a.. possible . I
have bee n buying the magazin e an d listenin g 10 the
radio archives for a lmo st a yf'a r no w. of course. 260 0
has merely beena jump ing off po int. There is never an
issue or a rad io show that goes by that I do n 't hea r of
some thin g new to rese a rch or Investiga te.

I have been it h.lcker for over 20 )'ea rs. I just ne ver
knew th,11 ther e W.1S thi s c ultu re of individuals that
tho ught a nd felt the sa me way about technolog y Mos t
uf the technolog ists tha t I ha ve worked with a nd me t
ove r the YPMS have heen "go with the grain " so rt of
people. I don't value going w ith the c rowd merely fo r
the sake of go ing wit h the crowd . I just wa nted to ta ke
this o pportunity 10 tha nk you for you r great e ndeavo rs
ove r the yea rs so that ind ividual s suc h as myse lf could

Dear 2600: have an outlet a nd a co mmunity. I have been ins pired
App ll' h.1 S suc h a uniq ue w'''y o f wor king the to start a 1 600 mee ting her e in West Virginia . I will

system, especially the medi a . They make their pro d- send you all of Ihe d eta ils when things get off the
ucts loo k nic.:e a nd prett y, alo ng wi th mak ing them grou nd.
seem so phislica leo but simple to use , so it a ppe.l ls Matt
10 the more clu e less indiv idua ls . Then App le ca lls in It's always goo d 10 hear from Ppofllt' who haw
the new s med ia to annou nce th e ir product launch es, lx--en affected by ou r \vorld somehow and, [,('( /('r still,
while at the sa me lime the y pa y TV and mov ie writers have been inspired to do something of their O W/l.
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Dear 260lJ:
IW.l~ rl'"d ing up o n Edg ar Allen Pol' on W ikipedi a

and read about the Poe Toaster. The description the y
gave on the site so unded vl'ry similar to a sce ne in
Freed om Downum..•. So I think this mystery dolling
back to 11)·11) h.1Sfinall y been solved.

drlecter
It so n of flies in the face of tiw lim(' tr,Jv(-'llht'Ory

presentPd a few pages back but were cenein there
must Ill..' some ralional exp lanation thaI we're inca­
pable ofW.l_~ping.



Hacking Windows

by Alt229

like veget ables being thrust into the fa c~ of
an un suspecting child, 1WJS recently pushed In to
the middle of the Digita l Righls Management
deba te . I wis h I could say that I \V, lS do ing so me­
thin g ,IS no ble as recreating Star W.lr.~ in ASClI
format. hackin g Microsoft, or levelin g up my
level ] (1 night elf dru id. No, I W,15 doin g_nothing
of till' sor t wh en I gol a first-hand 1,ISII ' ot D RM . I
W,lS loo king for naked girls.

My "resconh" started last month whi le my
girl( riend was out of town for the thi rd week in
a row and I'd g row n serio usly tired of the sa me
drunken COIlI'g l' girls mak ing (Jut on the same
couch wi th same d runk en frat boys watch ing. It
seemed Hkel'd seen everything on the net w hen
I happened 10 stum b le across a site that a llowed
unlimited do wn loads of their DVOs for o nly $30
.1 mo nth . Unlim ited downloads? I 'd never pa id
for porn on line and had n't bo ug ht printed porn
..,inn · I W .I'" 18, but th is seemedlike a good deal,
so I siWll'd up. Little d id I know, hut these guys
uccd ~ Imt' se rio us DRM.

Here's what yo u sho uld kno w abo ut the
po ssibilities of Window s ""' "di .1 I)RM:

You have to Iyp l' in your U\ " rrl ,Ull{' a nd p ,1 S"'­
word into windows Mpd i.11'1,lyt'r ( 'VN), time th.u
YOll p l,ly ,1 vid eo .

You 11;\\/1' loll!' online sn thatWindows Med ia
I'lnver r-an cnnno-t with 11)(' lin 'lls ing ser ver.

'Yo u can on ly play IIH' virk-os ill the-Windows
ver sio n of Windows Mpt!i.1 1'1.1)'(·r. M,lc intos h
a nd Linu x art' nol suppor ted .

You w ill he unable 10 pia)' an y fih-s yo u've
previously downloaded on ce yo ur account is
ck-lr-tcd fro m the licensing server.

Of cou rse , I d id n 't learn of tht>se philistine
restri ctio ns until afte r I'd handed over the money,
hut after I did, the hacker in me knew that the re
mu st be a way to unl ock these files. The following
is a guide to decodi ng Wi ndows Med ia DRM
pro tected video files.

In o rder to decrypt a Windows Me<lia DRM
file, you first need to have right fu l access to the
file in question. If yo u don't know the use rna me
and password to p lay the file, yo u won 't be
ab le to decryp t it with the too ls here. You al so
need ,1 compu te r capable of runn ing Windows
Medi, l Pl.iycr in dehug mod e an d co pies of two
decod ing tools na med d rm2wmv a nd drrndbg to
c!vt:r>'p t thu data.

Before w e gel into de c rypt ing a WMV file, let's
look at how W indows Media DRM works. Eac h
WMV file with O RM has 1\.....0 k('ys assoc iated

Page 48

with it. O ne is called a KID an d is basica lly a
public key that identifies the file . The other is the
SID, w hic h acts more like a private key. You'll
need both of these to play the file hut the ha rd
o ne to get is the SID. It's the protec ted private
key that, if in the w rong ha nds, a llows the user 10
do just about a nyth ing to the e ncry p ted content .
The secret 10 gell ing th is key is to lise a lillie
known fr-atun: o f Windows Med ia PI,1y('r: dph ug
mo de . W hile W indows Mc'd ia Playe r is in dehu g
mode , other progr a ms can access variables that
are normally hid de n aw ay [rom prying eyes . The
newest Window s Media Player as of th is wr iting
is versio n 10 .00 .00.3990, which wil l not wo rk
for o ur purpo ses. Microsoft rea lized that debug
mode was the prove rb ia l weak link in the DRM
ch a in so they di sabled the use of it when pl,lyin g
a file w hic h is DRM e na bled. Tho 1.11(....1versio n (If
W indows Med ia Plavcr that I've Sf.'f.' fl wor king is
version 9 .000.000.1:144. It sho uld hi ' nulI'd 111.It
if you'v e f' \ 't'r in..talh-d \VMP 10 .md 1111'11 U ' VPr1

b.uk to W MlltJ, thi.. h.uk w ill no t work.
i'\ow, Id'" gt't to implenu-ming the h.u.k.

First. I n -r onum-nd starting with .1 fresh co py
of Windows XP. Yclll ca n do th is wi tho ut h.lVing
,1 clean install. bUI the re .1f t-' va rio us Dl.l.s th.t t
need to h('.1specific ver sion for our littk-sd ll' llll'
to work prop erl y. Some grap hics and vhh-o
program s wi ll overwrite these files we depend
on , an d this w ill p rohibit us from stripp ing the
DRM. i\gil in, updating to WM PlO wi ll ruin your
d('cry!lt ing effo rts.

So, .1""u llling you 've got a c-h-an XP lust.il l
a nd Vvindl)ws i\1(·di a PI,lyer CJ, we ca n co ntinue .
First. m.rke sun- 1I1.It vou ca n .lClll<llly pl.iy the
video you're Irying to ' decrypt. If yo u ca n't play
the file , then yo u need to tro ubleshoot wh y; ou r
tools w ill no t wo rk unti l the video plays properl y.
There was on e DRM-related upd ate I ha d to run
for WM P9 to ge t the video fife working in the first
p lac e. Runni ng the update that allowed rue 10
play the video didn 't impai r my ability to decrypt
the file late r. You may have to do the ....m u-.

The ne xt step in our dec od ing pn xess is to
get the de cod ing tool s. There ,HI' Iwo programs
we'l l need. One is ca lled d rmd hg, w hich opens
Window.. Melli ,1 Playe r in debug mode and
ext ract s the Sir) . The othe r progra m, which is
ralh -d drmzwrnv, decrypts the WMV file with the
SID from drmdbg. The re a re d iffe re nt versi ons of
both of these program s, and d ifferent versions will
wor k be tte r in d iffe re nt situations. There are two
ve rsion s of drm2wmv. One is wr itten in lapa nesv
and ha s cry ptic er ror messages; the oth er,
d rm2wm v_e, is tran slate d into English and h.t-,
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mo re sen sible error me ssages . I recom mend the
I ng lish versio n as it worked mu ch be tter for me .
As far as drmdbg goes, there are three ve rsions
that I've fo und: drmdbg-031 , drmdbg-527, a nd
dr mdb g-62 1. They all e xtract the SID from the
WMV tile, but I've had the best luc k w ith ve rsio n
527. Normally, you ha ve to sco ur W inny, Ares, or
Gnutella fo r these file s, bu t I've mad e an a rch ive
of all three ve rsio ns of d rmd hg a nd a nd bo th
ve rsio ns of drm2wm v 10 make you r life easie r.
You can find the arch ive at h ttp : / / www.
- me g a u p l o a d . c o m/ ? d : 50 14MCK2

Once yo u get an d ex trac t thi s file, yo u ' ll no t ice
a bu nc h o f d ifferen t files a nd fo lder s. Wt" 11get 10
those in a hit . For now, just run a ny ver sion of
drrndbg. II wi ll open up W ind ows Med ia Player
a nd wait. This is whr-n yo u sho uld open up yo ur
protected video file . The player sho uld con tact
the lice nsing se rve r ,)s usual , but the n it sho uld
quit, a nd yo u sho uld see a message say ing that
the KID and SID were co pied to the clipboard .
If the file doesn 't play or if the file jus t p lays
normally, then d rmdbg is ha ving trouble ge tting
the SID. Try using a d iffe re nt ver sion of drmdhg .
If no ne o( the vers ions you have wor k, check for a
newe r ve rsio n onl ine , or install VMwa rp and ge t
a clean insta ll o f XI' 10 work with .

Once tlu- Sill is COP;('(! to the clipboa rd, yo u
need to put il into ,1 fill' in the d rm 2 folder . The
name of lilt' file yo u e-n-ate doesn 't matter. hut
the extension has 10 hI' . k ey. We'l l ca ll the file
nodrm . k e y in curexample. So, makethe n c d r m.
-key fill' .mrl paste the con tents of the cli pbo ard
into it. A sa mple key fo llo ws:

<DRM2;''MV2>
<KID >oxQ+ql Oi WEGMTEHW 9U6erQ. - </KID>
< S I D>tD6TrfMAnMge l zQleWVlGEODHGs~ </S ID>

<I NFO>Z , \ Movie s \ PrOn\vi d e o_

" wi t h drm.wmv </ INF O>
</ORM2WMv2>

When yo u pa ste the key, it w ill a ll be on o ne
long line a nd co ntai n w e ird ca rriage re tu rns. I
re placed those strange ch a racters w ith act ua l
ca rriage ret urn s he re bu t yo u do n't have to wor ry
about doi ng so yo urse lf; the progra m w ill work
fine w ith the bad ly formatted text as it is. You ca n
a lso pla ce multip le keys into on e fil e; just p lace
ea ch of thorno n a new line . Now save the file.

Now if 'S lime 10 run the ma in decrypting tool,
dr m2wm v. This part , if you 've made it this far, is
the easiest. Simply run the drmzwmv co mma nd
on the file you wa nt to decr ypt. In ou r example ,
th is wi ll loo k like this: d r m2wmv e Z : \ Mo v i e s\
- Pr On \ v i d e o wi t h drm.wmv

Yo u should then f,{~ a progress ba r move
across the sc ree n, and a ne w file will be created
ca lled [nodrm] - v i d e o with drm.wmv.
Noti ce tha i whe n you open the new ilk it wo n 't
run through any of the a uthe ntica tio n techniqu es
andthe file i.. now p layab le on a Mac! Sweet!

This isn 't the onl y way to unloc k a DRM­
prot ected W fI.·\V file . There is a grap hica l tool that
.ttternpts to decrypt tlu 'Se files (which is incl uded
in the zip file) mo re st'.lmlf"Ssly, but it didn't work
all of the tim e for me . Also , the re are , a nd always
will he , tool s tha i record the raw o utput o f the
me dia player, b UI since we Ic)S(' a generation, I
chose not to use this method he re .

Tha nks! And happy downloading!

by AgentS

N 0 0

1 d
The
W0 r

results which suggest the use of Nootroplcs by
healthy people.

This artnle is intended as J resou rce 10 assist the lmagtne, if yo u will , ;l pill tha t m.rkr-s you mo rr:
reader in Ul1d{'rs l(md il1~ J top ic not heavily under - focused, hl·lps you fonnnu-rnoncs ht-ttr-r, or Ip/s you
stoo d il S of yPI. Every person is different a nd ('vpry slay up fur d.lySat a timr-without the ha rmful e (ft'ds
situatio n is d iffere nt. The infor mation provided here produced by amphe tamines, cocaine. caffe ine, ami
is offered as a possi b le ,Ul 5W N to many polen lial the like. The new wor ld crea ted hy lea rning drugs
qu estion s. The ..author is no t responsible in an) ' way and hrain enhancements is he re . IV(' read about it
for a ny con seq uence resulting fro m rea ding this in sel-f books. but man, Irs gosh darn nifty when
article. sc ience fiction beco mes real ity. tk inda makes yo u

So, suppose you' re googling arou nd cybe r- fpt>1all warm and fuzzy inside , do n't it?)
space, letttng you r ADD run wild , looking up a ny The re alread y e xists a fert ile market for mind
interesting words or subjec ts you may happen to enhancement s. A num ber of websites offer these
come across. You have eve ry subject from a XXo to dru gs for sale . Some sites even go as far ClS to 11,1\'1'
Zen Co mpu ting in a tab in yo ur browser. Then, yo u rea r MOs on staff that "leg itimize" prescription s for
co me across .1 word that has a nice "cyber" so rt of ea ch sale after filling ou t a brief q ues tionnaire. If
ring to it: "Noo tropics". (Ah, Barroom, the places you ans wer the doctor's qu estion s co rrectly, you
you take me somenmcsl) gel the dru gs, jusl like in real life . Hec k, r.0u ca n

Nootropics are a new type of d rug. Ther were even buy in hulk. Tempt ing, but I don 't eel like
originally designed to treat such ncurolo gica disor- gelling arrester! with kilos of prescription d rugs.
ll"rs as Alzheimer's, Parkinso n 's disease, and ADD/ "Possessio n with intent to distribute" doesn 't sound
AlJllO. Howeve r, recent studie s have produced like something I feel like spe nd ing time in ja il for.
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ove r the co un te r; howe ver, the re is a b it of skepti­
c ism d ue 10 the so me what recent ephed rine ffasco .
which in mv opi nio n neve r shou ld have go ne as
far ,1S it did . Co mmon sen se would te ll yo u th a t the
d rug was had for yo ur card iac sys tem.

W hen I tried Modafinil, I fo und myself in .1
c urio us sta le of wakcfu loess . Cur io us because it was
very mild and felt more like rej uvenatio n after my
li ri n~ day .11 work. UfxJIl test ing by p laying a video
Ra mp, I found my se f more effective in ga me play.
I had pre vio us ly had troub le gell ing past .1 certain
level in the g.mle. An ho ur after tak ing Moda finil, I
fou nd mysel f ge lling pastt hat po int with 1'.1 ..(> . I ft' lt
,1S if I was retainin g a nd us ing in formation lx-ttor
than bf'fnre. After I hi t another po int in tilt' g.unc
w here I kept dying , I decided it wa s lime to go read
a book. I am qu ite p ro ud o f my hb rarv, however, I
find myse lf ra rel y able to foc us en ou gh to h(' ,lh l('
to read . This problem d idn 't even oc cu r to me (1 <; I
started flippin g through my ha rdbo und ed it io n o{
(;ray's An atom y.

I d('('idt'<i to research the further capabilities of
thi s dr ul-: .md try sleeping o nl}' 8 hour.. ('vt'ry other
d.1)'. I figured o ut .1 do <;.( ' timin/-: plan a m! wen t for it.
Th!s proved vpry ...urr e ....ful .m d I madea lot o f prog­
ress in Illy studies .md resl' .IH:h d ur ing about three
weeks of th is practice. The key, I found . is proper
nutrition. I requi red four meals .1 day o n non -steep
days. l3ut th rou gh o ut the entire ordeal I wa s vcry
Vigilant <."I no able to ca rry nul my da ily du ties eas ily
The only annoyan ce wa s a slight hea dache now
an d then ; this went away w hen supplernontod wi th
Cho line. Now, I wou ld ne ver recommend Irying
this {o r such a lon g period , a.. Iioi n/-: so w ill most
definitely wrea k cha o.. 011 your ",y..n-m.

I then fou nd Pir.lI.vr.nn (.llso known .1.. Noot­
rop ill, which is (,Iirly 1·,1...iJy .wa il.llll" for a ll
, ICU lu n'" .md puriM)......; ~lIld, from w ha t I H',ld , VPI)'

'>.l fl' w ith .1 mild non-..timul.mt cnect. 1 found th is
10 1M ' qu ill' .ICTur.llt'. ,\ ik r ,1 hr il'f " load ing ph.1SC" 1
(ound Illy lon l-: ,mel sh(Jft - I( ~rm mt'mory improv ing.
l on g-Io..t 1l)('lllor it.... (",1 111" " 'Il k ,Hul nt '\\" .Uf lu.l in ­
la nH 's ' 11,1Ille S were l.'ffortlt 'ss to n'llle lll!l('r. l h, ·rt'
\....as <l d istine l increilsf< in re ilexive molor fu nct io ll
and l'v('n hf'.1ring. I can cat ch thin gs that o thers
knock over in mid-a ir, Cll1d h.1ve no troub le 1ll,1king
o ut lyrics 0( so ngs on thc radi o . My ov('rilll illlit udp
has improved as well.

A... with Mor l.l!ini l, I would suggt 'Sling ~ upp l ('­

lllt'nt ing Pir.lcl' t.lm with OMA[ or Cl' l1t rop hl.-' ­
no xin", My opinion of th t' two is tha t Pir.I('(·t,llll
i<; mu ch ...llt· r .m tl (H',II('S Ihl' R'Sulls I'm I(Mlking
for lX'rf(>( ll y.

I did not w rile Ihis a rlide as a uhow _Io guid('~

by an)' me ans. It shoul d on ly se rve as a me an s of
informing those otherwise igno rant o f the new a~l'

WP arp en ter ing-one wh e re higher IQ COIll('<; in
pill for m, and reflexe s like le t U 's ilre so ld at Ihe
rhar ma cy.

Thank you for rf'.ld ing. I hope I have helped
an swer SOIllf' queslions, h ut I ho p" ('\,en mort' th,lI l
h.lve help ed you creat t' many IWW queslio l1s of yo ur
own . K"t·p in mind Ih,lI yo ur bra in is a pn 'c iou s
thing. Se ll med icalion is d,m gt' ro us, es peciil ily with
powerful Cerd)rill dru~s surh as these . Vou co uld
po ss ihlv damage )'o ursl'!{ S(·\'e rc ly. Re nll'mbl'r,
o nly a (('w neurons st.md hl'l wee n a propcrly {UIlC­

tio ning hrain and luming yourself into .1 cac tus .

uBroug/lt fo yo u from the makers of sharp th ings. U

ShoUlouls to Port7Alli,lnce , CeekLo\'l'Radio, and
The DDP. Keep freedo m frt.>e.

There a rc many noo tropic d rugs on the marke t.
After a litt le resea rch, you realize j'ust how commo n
the y are becoming. The resu ts can be very
surprising.

Dru g Informa tio n a nd Side Effect s
Depren yl: A selective MAO-B inhibitor created

10 Irt'.11a nd prevent Parkinson's D isease, it has 1)('Co
fo und to safe ly Increa se alertnes s whkh in turns
allows OJlP 10 he mon- motiva ted 10 accomplish
tasks.

Modafinil: The precise mec ha nism th rough
which M(){1.1fin il promotes wa kefuln ess is unknown.
"Tested an d prov en to ,1110w on e to stay awa ke a nd
alert for UI) to 48 hour s if taken cor rectly" (yeah
I got J I ill (' ex cited when I read that). There are
few ..iel(· (' {{I 'cls and they tend to be mild . So far
then- has been no indication of possible dea th
due 10 overdose. Simply laking the pe rson oif the
dO·...lg,l· wi ll return thorn 10 normal. O ne side effect
~'( 'm( '{1 10 he impaired speech: howeve r, upo n
((w lin/-: further; I found th.11 thi s was .lfh' r h.l\'inl-:
been up {or eXf('fl( II'( IIM 'riod~ of lime. I C.1I1 im.rgiu e
tlMI r er t.riu part s of llu - brain llla y not rt"'IMlIld to
thi ... d rug. .uul I know that whon l'vo IM'('11 up for
two d olY", my <;p( '( ~( h i.. a hit ..lurred too. I lowl' ve r,
dorurnentation ...I,lft", tl1.lt motor skills and logic
rr-nn-r... re-main ah-rt .

O I H ' wo rd of cau tion: tho ugh not the manu­
f.u turor doosn't like to tal k about it, Mod afinil has
vhown 10 hav e affect the immune syste m. I can
.ilmovt g u.ua ntee tha t this is becau se the bra in is
nol ,111(l\wd to enter the slee p-sta te respon sib le
for rt·p.lirin/-: this sy..tom . I'm fa irly ce rta in that the
m.muf,« turor is awa re of th is .1<; they have released
.1 new .mll irnprovod nu xk-l (".111('(1 Nuvigll. hUI
th.n'.. fllr .1IllJthpr da y.

Piracetam: 1\ (ydi!" (l('( iv.lIivl· oj C AllA, it is
shown 1( 1 men-a....· I:ogniliv(' funct ilJll .l ncl (l lllUllU­

nie-a lion he twee n till ' Iwo Iwm isp h('r('S of Ih('
hrai n. It i....11..0 though t 1o inn!'.l"(' t h ( ~ nurnhl'r 01
( hol inl' rl-: ir rl'o 'p to r.. in tIll' h ra in. This dru l-: ha s
ht '('11 prt·..n ilwd in ("<1St,:,> IIf Alt:heinll'r 's, AD D a nd
hypo Xi. l, for w hic h it h.l.. !l {'('11 .,I'{·11 .1<; .1 di st inctly
ht'nt 'fi('i.l ll n 'atnlt'llt . Mil, l llP,lIl,H llP an d inueased
,1111)('litl, can o cc ur, ,1" your I>r,lin is us ing mo re
I l o li lH' ilnd more ~llJ("o", ' dllt · 10;1 high{'r ce reh ra l
nlt' t.lho lic r<'l te .

Nt'u rogcnclt : A (o lllhill.ltio !l of hra in "nha l1(('­
men t d rugs, Neurogene x is c1('~ i ~m'(j for lo ngl'r-tl 'm1
usp th;m dru gs like Moo <'lfinil. Mo st o l lhe d rugs in
thi.. COC kl<l il kick in insta ntly, bu t SOlll(' la ke about
two w('{"k... he fore showing any signs . Widely u<;ro
.uno ng I\'y League Iype !>, Ihis medicalion ha s shown
r('m arkilhlc res u lts and fe \..' side effects.

A... w ith most d rugs, you should no t l.:ombine
tht....., wi th a lco ho l o r cf' rta in medica tions . And
none ..hould he ta"e n w hile preg na nt.

I w ill (ocu s on Modafinil and Pjra cet am for
this ,lrticle dut' to the ir popu l.1rity .1 nd d istinct
cha r,H:l('r islics .

W hile res('drchil1g tht' S(-' d rug.., I wilS 1110sl
intril-:ucd hy Mndafin il h"causl' of how \vell it
work s, 11 1('1<; yo u Sl,l)' ;1\\'ake. Ihe re is no crash after
ta king it for a per iod . Overdosing to a da ngerous
level i.. d ifiicult. It's ou t of your <; )'Sfl'm in ahout 15
hours. TIll're have IX'l 'n ... imila r drugs in the pa sl
hu t they 've all l)('t'n S(>\'('rdy contro lll.'(J. Du e 10
Ihe s ide eifpcls and to xkily, they required conslant
vig il.lnc p. ,\ \od.l fin il. how cve r, wa s desi gned so
prople ('ould take it u n their own, sa.fel)"and, as an
alternalivc usc, an cnh,lIl("f;'mpnt. Dru g companies
wou ld lovc 10 see Ihis proouct heco me ilva ilable
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by Anonymo us Chi-Town Hacker

A couph' of years ,lgo , I sta rted a joh working
w ith il foren sics softwa re comp.myI heir product
is probably 1111' best softwa re on the ma rket by
far, hut the ("(lInpall)' just released it new product
that has r n.nlo me qu est ion w hether [wan t 10 stay
in th is position. Thi s softw are has the po tential
to allow Rig Brot her to st-arch o ur computers.
w itho ut us know ing it.

Allow rm- to e-xplain . In the old d.rvs if
sonu-om- did somet hing wrong. wt- would go oU I

a nd bl.uk ",114 the r-omputer, bring it to ,1 1.111, a nd
use a fo n-nsk 1001 10 ('x l r,H I cI,ll. l for ,I w.ur.uu .
This tt'chniqul' is still U<;( ' ( 11\ I( 1.1)' hy 1ll ,1Il )' CO l11l ),1­

nies. However, h '( hllology now a llows .l iorl'n'i ic
examiner to .rvoid the Il('('d 10 go to the physic-al
loc etlon. The r-xamim-r can use tool s to go over
tln - Intern et to search for and retrie ve all the data
lor the warrant. This i'i be ing do ne .1 lo t more, as
it is much more cost-e ffec tive this way.

Now, <1 forensics examiner has the a bil ity to
put ,I pit'("(, of ccxk- WOe) on e very computer
in . 1 given t olllpa ny a nd to extract dat a from
all suspects in question at o ne time . If you have
10,000 computers a nd you are looking 1(1SP(' how

so meone leak ed the QJ dat a par ly, IlO problem:
nine click s of a but ton , a nd you' re do ne .

Almost every fo rtune 1000 company is e ither
using or thinking about using this tool. Try to
te lne t to port 4 445 of yo ur workstat ion a nd see if
}'OU co nne ct to a nything. This is the def ault po rt,
hut the COlllp,lny ca n c ha nge it to anything they
wa nt. lf yo u co nnec t, then the re is no thing o n
the co mputer tha i you ca n 00 wh ich I can't tel l
o r show yo u at a later t ime. The defa ult PrlX:t.'Ss
na me is ens tar t . e xe, hu t th is ca n he hidde n
o r renamed .

This software is unrea l.

How does it work?
Esse ntially, the POC runs as a root kit on

eve ry workstat ion a nd se rver. The forensic too l
connects to the POC wit h a CUI, sec ured w ith
PKI PC P a uthentica tio n. The fo re nsic poe runs
und e rnea th the ope rating syste m, so you ca n
look Into an ything the 05 is do ing. Also, because
it is no t O S-dependent, h idd e n di rectories,
1 -mbed de d code, ch a nged files o r eve n othe r
too lkits will be det ected instant ly. It a lso has

the ab ility to see vola tile me mory, which me an s
tha t processes. cu rre n t use rs, and networ k por ts
ccn ,1 1l IJt· seen in rc.rlt ir ne. Ii you a n ~ running <1

tro ja n in rnemorv, thou it w ill be found. If y O U;Ht>

using netcat or hifro st. it w ill he found .

What else ca n it do ?
Because lhe PO C is under nea th tht· O s, it

has the dhi lity to <lei o n .Ill I(I,O(l (J ('(}rllIH1I('rs
.u once. It ca ll wipe sectors. kill pron 's'ies, a nd
close por ts.

There is ,11 ,>(1 ,I plugin for IDS svsu-ms to m.rkc
it (·.l..,it 'r to w('('(! out f,II..,t' positiv{'s. If , I ser ver is
Ill'ing h i t with .t u <111a(" k , tlu - IDS rnn 1('1111H' too l
to go to 111(' ("OIllP U!P I' in que-stion .uid 10 ("(})l I 'c1

('vid ('nn> on whau -ver is happt·ni ng.
It ( .1Il I(Mlk at .1 computer. UIIllI"lrt· it In

,l previous search. and sec if ,mything h ,IS

cha nged .

wbat's the big deal?
Imagine wha t could happen if 1111' govern ­

ment pu t this poe on every new computer 10
come o ul in 200R. t\"f " )' govern men t ,lge ncy is
<ll rt'a dy using this software. Another issue wo uld
he if ..,OIlH'OI1(' figurus o ut ho w to US( ' the po e:
on these co mputers . Hello. unlimited power!
Imagine having full access 10 eve ry serve r, wor k­
station. a nd laptop in .1 Fortune 50 t"orn pa ny.

Altho ugh this compa ny h,lS been very goo d
to me, I fee l it is no t righ t that such kno wledge­
an d knowle dge is pO\",(' r- is g iw n 10 watch ove r
us. You arc now aware of the too ls bei ng used to
see yo u.

How do I stop the tool or make it hard er
for the tool to see what I am doing?
Simple secu rity mea sures CJ n be ta ken , fo r

ex a mple :
• Full d isk e ncrypt ion is J great sta rt, hut

your co mpa ny po licy may prohibit this.
• l ook into the U3 encrypted drive .
• Con sider VMware with e nc ryption,

putting / boo t o n USH.
Investigate bootable CO's with en c rypted
USB.
l earn new ant i-forensics tec hn iqu es a nd
tools, such as Sam Spade a nd touch .

I hope this wil l help educate you .
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What does a guy have to do to
not get noticed around here?

You arc no longer a shadowy figure
on the Internet. A dynamic IP wi ll not
increase your mystiqu e. Your nested
anonymity routing system wi ll no t hide
who you reall y arc. The Internet Santa
ClJ US knows if you' ve been Googling
for naughty or n ice, and he know s you
haven 't been sleeping at 3 am. Internet
Santa is coming to your town to make
sure you've seen every possible adverti se­
ment for the latest TV show, gadget, or
method for enlarging your nether regions
for the ho liday season, and Santa needs
to gct paid,

There a re hu nd reds or tho usa nds of
bits o f infor mation abou t whe re you
are, what yo u hu y, and what ads yo u' ve
watched (and what ones you've skipped),
what hoo ks yOll re,td, wha t sea rch terms
you look (or, and w hat sort of ernait you
get. Each piece of informat ion is of lim ited
value until so meo ne links them toge the r
- suddenly the d ispa rate fragments of
yo ur behavior bec ome a single record
set revea ling more about yo ur habits and
inte res ts than yo u might think (or wa nt).

The first ghos t, that of privacy past,
takes us back to 20 06 when AO L released
a la rge database of anonymized search
data for public research : wit hin days,
severa l groups had associated the sea rch
term s of the user s to bu ild pro files of users,
even mu ltiple users of the sa me system,
and in so me ca ses it wa s en o ugh to track
dow n ind ividu als to real-wor ld nam es a nd
addresses. Desp ite qui ckly real izing the ir
erro r and removi ng the sea rch data, it had
obvio usly sp read too far to conta in and is
still ava ilable. Let's look at this again : After
removing a ll use r-identifiable information
from the logs and hashing use rs down to
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a single nu mbe r, it was still possible track
down someone in the rea l wo rld .

The seco nd ghost, that of privacy
present, shows us wha t ca n hap pen whe n
co mpanies share data . Mo nitor ing the
browsing ha bits of million s of users is
trivia l when those use rs volunteer the ir
informat io n, likes, d islikes, and frie nds.
Socia l networks have often been co nsid­
e red a major privacy risk, but the risks a rc
di rect ly tied to the informat ion tha t the
user is wi lling to sha re. In Novem be r 2007,
Facebook partnered wi th several compa­
nies to sha re be havior an d purchasing
data from other sites. The "Beacon" feat ure
links a use r's Facebook iden tity w ith the ir
beh avior on othe r sites by allowi ng access
to the Facebook informatio n.

Mu ltiple co mme rcial sites, such as
O verstock , Fandango, and The New York
Times review sites link to the Beaco n
system and aggrega te purchase informa­
tion w ith a use r profile. The most pub lic
ou tcry is due to th is informatio n be ing
d isplayed to ot he r use rs viewing the Face­
boo k entry, but no matter how (or not) the
informatio n is displayed , the behavior has
been recorded and correlated .

The biggest privacy invader of mode rn
systems is the we b browse r. Browsers
a re la rge, co mplex piece s of co de which
hand le untrus ted (and freq uen tly ho stile)
da ta from anonymous netwo rk sources.
Excluding vulne rabilities and exploits to
the bro wser code itse lf, modern sites are
a ttempting to turn a state less unau then­
ticated system into a state ful, stro ngly
aut he nticated syste m to refe r to dynamic
data . Browsing leaves a co nt inua l det ritus
of cookies and session data linking who
you were with where yo u are now. The
bro wser is a constant across changing IP
addresses: Who you we re the last time is
who you are now, regardiess of how you
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link queries by the same user in the previ­
o usly re leased data ), it shows that the
co urts are aware of the ava ilabil ity of this
inform ation.

In June 2007 , federa l prosecutors
attempted to force Amazo n to disclose
customers who had purchased boo ks
from .1 speci fic seller. The ca se cente red
a round tax evas ion on the par t of the
se ller, however it se rved as an addi tion a l
harbinge r ofattem pts to use on line track ing
data we ll beyo nd the presenta tion of
ad vertisement s, an d the judge who ruled
in favor of Amazon in Nove mber agree d,
ca lling it "trou bli ng because it pe rmits
the government to pee k into the rea din g
hab its of speci fic individu als wi thout the ir
prior know led ge or permission."

How do we prevent this future from
happeni ng to us? Unfortu nate ly it's not
go ing to be as ea sy as hu ying the biggest
turkey in the store w indow (and tha t's
wh ere I' ll end the ho liday metapho rs).
Browsers have begun to ad d privacy­
e nhancing features: Fircfo x can auto­
mat ically clea r the cookies, cache, and
bro wsing history on exi t, for exa mple.
However, these meas ures wo n't he lp
aga inst track ing wit hin a single b rowse r
session, and a significant model of
behavior can still be bu ilt. Disab ling a ll
tracking functiona lity in the browser by
turning off coo kies, javascr ipt, java , and
flash w ill prevent track ing hy anything b ut
IP address and HTTP refe rrers, but w ill
render man y sites unusable . So me m itiga­
tion can a lso be found by using tool s such
as Creasemonkey or Adblock to filter the
URLswhich pro vide the track ing info rma­
tion : www.google-ana lytics.com and ssl.
google-ana lytics.com are easi ly blocked,
but affect onl y tracking by Ana lytics and
not oth er sites .

There is likely no silve r bu llet besides
vigilance : Be voc a l, ho ld the services
wh ich hold your perso na l informatio n to
the commitments in their privacy ag ree­
men ts, and avoid dea ling w ith those who
don 't or who have poor privacy policies.
O pt out of informatio n sharing whe neve r
possible, an d co mplai n when it isn't made
pos sib le.

Happy browsing to a ll, and to a ll a
good night.

got there.
OUf greatest convenience is ou r

greatest downfa ll, as is often the case
w ith security. "Remember me" is the
most innocuous and obvious of the
risks - ad services each place a tracking
cook ie w hich can monitor your move­
ment across mu ltiple we hs ites . The mos t
obvious. but by no means the only one, is
Coogle Analytics. Coogle ac hieved deep
penetration by including useful. free,
and (to the average user) non -obtrusive
too ls. Web site rnalnta ine rs include a b it
of javascript. ann get a wea lth of useful
information abou t visitors. Estimates of
coverage arc ha rd to find, but it is pe rva­
sive. The dow nside? Every site which
contain s an Analv tics entry updates the
bread crumb trail, build ing a mode l of
who you are and w here you go. Privacy
networks such as Tor ca n protect traffic
and origin, hut can' t prevent an applica­
tion on your system happily upda ting the
bread crumb trai l.

Sure, the majori ty o f these se rvices are
anon ym ized so th'1t no d irectly iden tifi­
able informat ion is re turned. However,
,I look to the pa st shows tha t obfu scated
information may not be enough to preven t
iden tifying informatio n from leak ing, and
the se rvices yo u use may be acti ve ly
working aga inst yo ur pr ivacy inte rests:
Providin g advertising data is a lucrative
business mo del.

Fina lly we co me to the spec ter of
privac y future, traditionally the most
frightening of the trio and in this story
no less so . "So wh at, II you may ask, "1
don't ca re if they wa nt to send me ads,
I block popups, and what's wrong w ith
getting ads for prod ucts I might ac tua lly
care about?"Absolute ly not hing. But o nce
that da ta model ing yo ur be havior, incli ­
nation s, and opinions ex ists, it is there
foreve r, simply a suhpoe na away from the
next w itch hunt 'for wh atever are consid­
ered the lates t unpatriotic activities .

In 2006, the U.s. government launched
a subpoena process for sea rch data from
the major search providers: Google ,
Yahoo, AO L, and Microsoft. Of the four,
only Coogle fought the request. Whil e the
requ est wa s o nly for sea rch terms, w ith
absolute ly 00 user-identi fying informa­
tion (even the o ne-way hash AOL used to
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C~~ACKED SECU~~IT~=' AT
THE CLA~~IOt·~ HOTEL

by Ga uss VanSant

I recentl y stayed at the Clari on Hote l in
Alhany, which offers free high -speed Internet to its
gues ts. During my stay, I de cided to poke around
Oil hotel's ne twork. I had hea rd horror stories
.1hoUI hotel networks and wanted 10 see i f thev
were accurate.

The hotel co ntained three different win-loss
networks 111.1\ I could idpillify. The first network
Llsed thr- SSID "Cl.r rio nlon". H \V,1 <; un sec-un-d
and hro,J(!ca<; ting its SSID. I connect ed to tlu­
net wo rk a nd was immediately di sappointed with
the network speed: if this was the hotel 's "h igh­
"p('('d Internet," the n the adve rtise rs des erved to
hi' d rawn ,IOnqua rtered .

I ran the sta ndard Linksys ro ute r secu rity test:
browse to 191 .16B.l.1 and enter the def ault

!l.lsswords for the ro ute r. If ca n' t be bo thered to
oo k the defau lt up, don't have it memorized ,

.l nr! happen to be lousy at guessing. try user­
n.rrne: admin , pa ssword: admin, The connec tion
i.liled witho ut d ispl.lying .1 pa sswo rd prom pt,
so I assur m-d that the router h.id been set up to
disabl e wirel ess .ll lmi nistr,ltiVt' ,!C(( 'SS, butl'u st to
he sure I checkcd Illy compu ter's 11' con igur.l·
tion . Surprise su rprise. 1Y2. 1hH.l. 1 was no t my
c1d.1UIt gateway, a nd .ts it turned out , whatever
I helfl connected to W ,IS nut even using a private
II' address. In retrospect. the device wa s prob­
.lhly a wi reless moderrvroun-r combination, bUI
a fter a nine-h our d rive, this didn 't occu r to me,
so I simply retr ied the "Linksvs for Dummies" test,
watched it fail. an d passe d ou t.

The next morn ing, I wa nde red over In the
hotel's public computer lab . This consisted of two
compu lers, one runni ng Windows XP, the other
running Win dows Vista. I sa t down at the XP box ,
which was already logged in, an d did a bit of
idle web browsing. O nly a bit, though; I quick ly
d iscovered that HTTPS was bein g bloc ked,
alt ho ugh straight HTIP worked fine. At first, I
thou ght that this might be an overly pa ran oid fire­
wa ll configu ration , but the neighboring Vista box
worked perfectly we ll.

I looked around the installed progra ms list,
thinking [ might find some sort of child proofi ng
filter instal led , but instead I found good reaso ns
for the hotel to lock dow n network po rts. One
thin g Vista ha s right , a nd the thi ng whic h pro b­
ably saved that box , is that it requi res a pass~

word to insta ll a ny significa nt softwa re. O n the
XP machine, I found World of warcraft, Sec o nd
Life, and, my oh my, Famil y Key Logger. Wel l, that
can 't be good, can it?

I sta rted up the keys troke logger and saw it
pull up a n icon in the Qu ick La unc h ba r, whi ch
incl ud ed an option to view the keys troke log.
Well, what wo uld you do? In add it ion to some test

text I en tered to sec if the progra m was worki ng,
I di scovered SOOle Il' n&thy chat transcripts from
a progra m listed as Mall. ru, whi ch turned out 10
be a Russia n la nguage chat c lie nt. [ a lso fou nd a
usemarne a nd pa ssword for a Citibank Australia
account, a nd some e-mai l transcripts from the
same user . Oh. hell.

Putting as ide that mora l d ilemma (vacation
in I lo no lulu, anyon et ), I looked around to see
why the hotel compute rs seemed to gl't such ,1
f.ISI networ k spee-d wh ile mi ne was so lo usy. As
it turned o UI, the hotel's seco nd wi reless ne twork
was not broa dcast ing its 551D, "Q UALITYH

,

tho ugh il ot he rwise appea red to be jus t as unse­
cured as the C1ar io nln n network . I headed ha ck 10
my room to log in.

High -speed Intern et, right? No. I could n't
connect to QUALITY an d cou ldn 't figure out
wh y, so I decide d that the hotel had set up MAC.
filter ing on the rou ter. This may not seem logk.ll
a t first glance; after a ll, the ho tel chwly ha dn 't
bothered with a ny other sf"l:ur ily. But it did make
some sense w he n I discovered a note that hotel
customers co uld conn- to the front desk 10 pick up
ol win-loss r.i nl for tlu- holt' I network.

I lore's how no t to hand out a $(JO l lit' ce of
computer equipmen t: Do not ask for If cn tifica ­
lion . 00 nol ask the person wha t room he or sht'
is st.lying in. Do no t a..k till' pt'r son 10 sign his
o r he r name. Do not wri te down any identifying
iniormation a bo ut the device . In fact , do no l do
a nyth ing tha t wo uld preve nt anyone from wa lking
ou t of the lobby an d pawning off ha lf of your
netwo rk infrastructure .

50 I picked up a ca rd a mi tried it out. Now
I co uld co nnec t to the QUALITY network. hut
my signa l stre ngth was miserable: I 'Yo . at best,
a nd no ne at all if I mo ved in the wrong di rcc ­
tion. Since the Cla rionl nn ne two rk had a much
stronger signa l, I guessed that the ca rd was a dud
and spoofed its MAC add ress on my own wirel ess
de vice . Still no joy. Eventua lly, I tried co nnecting
from the ho te l's compu ter room, which, it turned
o ut, wo rked even without the MAC spoofi ng .

Go figure : I'd given the hotel c red it for imp le­
menting a basic sec urity mea sure when, in lac I,
the y simply d idn' t have proper signal cove rage for
their high-speed network. I would under stan d if
it wer e intended 10 be used by the ho te l system s
o nly, but the de sk per son who gave me (er, le i me
borrow) the wire less ca rd specifical ly to ld me 10
connect to the QUALITY network. So, if guests
were supposed to be using it, why was n't it broad­
casting an SSIO?

I believe I mentioned findi ng three w ire­
less networks earlier. The third was a near-exa ct
co py of the Cla rionlnn network, Clar ionlnn l o r
som e thing like that. Its signal was so wea k that
I ne ver bothered to play with it; pres uma bly, it
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was (Over ing the o the r e nd of the hote l. At this
po int, I decided that the ho tel networks weren' t
wo rth po king at, short of locating the hardwa re
and plugging in an Ethernet ca ble, and I wasn 't
abou t to do tha i w ithout a spotter.

I hea ded ba ck to the hotel computers and
checked in on the XP machine. By this point,
someon e had logged out of the guest account,
killing the keystroke logger, which ra ises the qu es­
tio n of what po int ther e is in a keystroke logge r
tha t a five-year-o ld who understan ds the concert
of right-cli ck could d isable. But I digress. l loggcd
hack into the accoun t and got th is pleasa nt
message for my tro uble s:

"[l ear Hotel,
Yo ur sec urity is awf ul. Yo u 're just lucky I was

too lazy to break into your adrni n ac co unt "
I 'm parap hra..ing, hut ho nest ly it wasn 't mu ch

more intell igen t tha n tha t, popping up in a DOS
window on login. The a musing part W,lS tha t
w he n I sa t dow n at the co mp uter, the adm inis­
trator account had been left logged in. a nd pretty
much anyone wit h a finge r could have Simp ly
cli cked the ir way into it. Presumably the "tn l
haxur" had ac tua lly broke n into the bo x over the
networ k. Yel a nothe r rea son to avoid the box like
the pl.lgue, hut the bo x was turn ing inlo ,111onion
for me : t,lsly ,md lot s of layl' rs, bUI IWl'ling the m
back made me want to cr y.

Viewing hidden files and fo lde rs turned up

a Rem ote Desktop program in the Doc ume nts
fo lde r; if thi s wasn 't a ba ck door that the scr ipt
kiddie had set up , then it pro bably was the thing
wh ich le t him in to the system. I also tu rned up
another key logging program , Perfect Keylogge r.
This one was a- bi t stealthier tha n the ot her one,
in thai it didn 't po p in the All Progra ms me nu
waggi ng its ta il a nd smili ng. [ suppose I co uld
have loo ked fo r some logs for this program as
we ll, hut at that po int the box 's virus scan ne r
pin ged me ab ou t a new piece of m.tlware that
was hllsy insta lling itse lf, and 1 fell a strong urge
for a n a ntiseptic and some sleep.

The ne xt morni ng W, IS checkout time. an d it
wa s onl y w ith a great effor t o f w ill that I didn 't
grab passi ng staff by the collar and sta rt srre.t mlng
about least privilege . Returning the wire less ca rd
involved no more chl'('king than acquir ing the
th ing had ; in fact, I still have a d rive r d isc 10r it
tha t I r('a lly ought to think abou t ma iling ba ck.

The mora l of the story? Don't to uch a hotel
compute r. If yo u mu st lo uch a hote l computer,
and yo u have the o ptio n, p ick Vist,l OWl' XP,
beca use a bl ind sta b a t sec urity is bette r tha n
not h ing . And, no mailer how impo rtant you thi nk
it is, do not log into a nyth ing of va lue . SSt is no
defen se ,lga insl a keyst roke logge r, an d for a ll I
know II1<1t poor Australian's ha nk acco unt is st ill
oul in the op e n.

8 'Lding Your Own
Sa Secure
SMTP Proxy

by sa ilOr
sailnreecree pjoint.net

ht'in~ logged , an y ,IHempt to circumven t these
restr iction s must be c1 isgui sl'd ,IS valid network
traffic. Since ssh and se p rnust re ma in 0pl'n for

Shows of power a re very commo n in the va lid busi ness use , I hav e de vised ,I method
busines s wor ld w he n a new exec utive takes whe reby I may co ntinue to use Thu nderbird to
powt'r. The reas oning. [ have bee n told , is to se nd my personal e ma il from work bu t use ssh
m.rkr- ,I powe rful first impression tha t yo u a re the a nd scp 10 proxy the outgo ing messages th ro ugh
hig. had new boss. a personal she ll account. This has the excel lent

Rec e ntly, the CEO of the sma ll softwa re added benefit of en crypt ing my o utgo ing ma il,
company I work for was replaced . Afte r sev e ra l hidi ng it from corporate snoops.
weeks, the new CEO bega n to w ield the a x. The me thod I use consis ts of fo ur pa rts:
Al first, a few fringe be nefits suc h as catered 1. A c ustom SMTP serv e r runs o n my loc a l
meetings and per iod ic team gat her ings at the mach ine on so me arb itra ry port. To
loca l pub we re gone. Nex t ca me the restric tions ma ke detect ion slightly more d iffic ult, I
on interne t use . Intern et traffic is now logged an d do not use the default SMTP port of 25 .
filte red . I\OL 1M traffic is now route d through a As of th is wr iting, the re are no in-ho use
proxy an d logged. And, closest to my heart, SMTP por t sca ns. Ma nage ment does actual ly
restrict ions are now in place; a ll ou tgoing mail rea lize that dev e lopers wri ting network
must now be se nt th rough the com pany 's SMTP code ofte n have wo rks-in-progress
server w he re, o f co urse , it is logged . Until th is runn ing on multip le high num be red
po int, I ha d bee n ha ppily accessing an d se nd ing ports.
my pe rso nal e -ma il w ith Thun derbird and my 2 . The custom SMTP se rve r wi ll a ccep t
per sonal IMAP a nd SMTP se rvers . Webma il messages like a nor mal SMTP se rver.
se rvices suc h as Gm a il a re o ut of the qu estion as The mes sage is the n copied with sc p to a
alternatives, as these sites a re now bloc ked a nd directory on a machine on which I have
HTTP req uests for these sites ar e now logged . remote shell access.

Furthe rmore, since al l network traffic is now 3. A cron joh run s every minute 10 po ll
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the message d irecto ry a nd se nd the
messages to the ir de st ination s.

4 . After each message is sen t, it is moved to
a n a rchive directory.

After I had a rou gh ou tline of my a pproach in
my hea d, Idecided to actual ly impl em ent the idea
using the- Python progra mmi ng language. [ ma de
this choice bec ause I have fou nd that Python's
co mpact a nd powerfulla nguage constructs often
make coding go fas ter tha n it wo uld with other
la nguages. Abo , there are man y rea dy-built
APls .lVililahle . I was cer ta in that I co uld ea sily
find cod e which would ha nd le the ssh and scp
as wel l .1S the eve ntual SMTP connection. The
onl y co ell' I wo uld have to write wo uld be to
gh n- to).;l'thl'r (('.Hly made pieces. In this rega rd,
Python ('N t.lin ly met my expectations. The code
which I wrote is <J good example o f co dt, n --us r:
an d li lt' [HIWI'r of I'ython.

To Ill'g in, tln- install follow ing non -stan da rd
python moduli's: pyDNS (h t tp : / /pydns .
" s o u r c e f o rge . ne t yl, snups.py (http:/ /
..www. h are .demon.co.uk/smtps.py). a nd
pt'Xpt't l (h ttp ://p e xpec t . source fo r g e .
- ne t / I. Obviou sly, you w ill need a shel l account
on a rn.u-him- someplace thai has an ssh daemon
running. Also, it is assumed that you have the
<,..h a nd sep comma nd line tools installed o n
your I"c.l l system a nd in your path. O ne sec urity
noll ' : for the ssb and sq) co mma nds, you w ill
eith er IWI,.I to pu t your password in the scr ipt
or use ssh kevs. In the inc-luded r-o de, I embed
my password in the scri pt. If YOll do this, you
must chmod your scr ip t to he 0700, so no ot he r
USNS of YOll r ...y...I< '111 ca n re.rd your passwo rd, I
Iwlil'vl' tha tthis is just as good secu rity as the usc
of ssh key s. If someone got root on yo ur system,
then th!'y wou ld he .ible to usp you r ssh key to
login 10 your H'IllOII' server just ,1S {',lsily ;15 usi ng
your p.rssword . Us{' whkhcvcr you are most
comfortable with .

Aftl' r you h.rvr- instal led the proroqui sitc
mod ule s, the SMTP proxy consists of two
programs. SMTPLoca lService. p y is to be
run loca lly. [ run this on the sa me mac hine I a m
running Thunderbi rd on . SMTPLocalService.
" py run s via cron on the remote host.

For the sa ke of simp licity, [ just sta rt the scri pt
SMTPl oc alService. py from the comma nd line as
follows:
pytho n SMTPLoca l Se r v i c e . p y 12 34
ln this example. I set the por t to be 12]4. O f
cou rse, you may choo se a ny port yo u wish .

SMTPRemoteService . py is set up via
crontab. Here is how it looks in my cron file
* * * • * / u s r/ l o c a l / b i n/p y t ho n / ho me/
- s a i l o r / s mt p_o u t / SMTPRe mot e Se rv i c e . py
Note that this just runs e very minut e of every
hour of every da y. Aga in, how ofte n this run s is
up to you r d iscret io n.

Fina lly, you must te ll Thu nderhi rd abou t your
new SMTP se rver. Go to the Too ls menu and se lect
"Acco unt Settings .. .", From the me nu on the left
ha nd side of the window, choose "Outgoi ng
Server (SMTP)". Select the "Add . .. " button . Now,
simply pnte r the name of the machine running
SMTPLoca lServ ic e . p y a nd the port that you
have chosen . Set th is as your default SMTI' server;
a nd now you wi ll be able to send ou tgo ing sa fe,
sec ure ou tgo ing mail , free from prying eyt's !

Plea se be aw a re that I make no cla im tha t this
is bulletproof code. Astu te readers w ill no tice
that mai l is now b ei ng se nt asynch rono usly.
Fa ilures in SMTPLocalService . py usually,
but no t a lways , ca use an error to be propagated
back to Thunde rbird . Failures in send ing the
mail from your shel l host w ill fl( '(,.1 to he
de bugged from the SNV{'r hy m.lIlu.lIly ru nning
SMTPRemo t eService.py.

In this a rticle , I ex clusively use Thunderbird
as an ex.unpk-, hut th is should work just as e<ls ily
with ,IllY em.ii l client assuming you configure
the SMTI' setti ngs {orreetly. Those scr ip ts WI 'f('
de veloped on Unix; however, thev will ('asily
wor k with only slight modifica tion wi th Pytho n
on Win dows.

Anyo ne w ith further question s or comment s
may contact me in #2600 o n the 260 0 [Re
netw or k, via [CQ 490590026, or at s.l iIOrli:!l
creepjoint .nct .

Itw scripts nlt'n tioned in thi.s snick- can he
downloadl·d from the 26UOC(x /p Repm ilory

at htrp://\\<w w.2600 .com/nx/c/

Page 56 -------- - ---------- 26 00 Magazine



ZERO-KNOWLEDGE
I NTRUS I ON

con figuration , Windows infrastructure (such as
names, do main co ntro llers' loc a tions), messaging
infrastruc ture detail s. softwa re distribution an d
active network mon itoring too ls. All trafflc of the
victim system wi ll be availa ble for sniffing, which
he lps grei'llly: on a stand-alone port, onl y broa d­
cas t-type infor mation wo uld be available.

TIlt' sec-ond stage of ze ro-know ledge intrusio n
involves II' co nnectiv ity an d gem-ra ting networ k
traffic. The w,ly we co nnec t to the victim network
also helps here: it allows co nnecting to the II'
network even if 1102 .1x port s(->("urity or another
endpoint secu rity mecha nism is used. The> intru­
sio n agem will have to have the same MAC
add ress for the LANco nnecti on .1Sthe vict im host
and have netfllter co nfigured to den y al l inbo und
connections. S('(, 11) for further de tails.

Clon ing is a powerfu l technique and an impor­
tant part of zero-know ledge intrusions. There 's
an interesting app lica tio n for it which allows
con nec ting to secured wi reless netwo rks. let 's
say the target orga niz ation deployed a WLAN
according 10 Microsoft 's sec ure W L.AN de ploy­
ment guide lines, using eith er PEAP and pass­
words or EAP-TLS and cer tificates for authen tica­
tion (see 12,11.md [21>]). Elemen ts of the so lutions
include dual co mputer/us er authenticatio n, a
RADIUS server w ith a TlS ce rtificate , and stro ng
traffic enc-ryption w ith dynam ic random keys.
These co mponents are a ll very sec ure-unless
yo u can d o ne an aut horized clie nt system. O nly
opportuni stic intruders steal documents and arti­
facts; those with a plan and det ermination make
co pies. Since the system that has bee n clo ned is
not stolen, a larms are not raised . Take a Wind ows
laptop system image, install it o n another laptop ,
change the loca l adm inistrator password, change
the AuthMode registry value (under HKlM\ So ft.
ware\ Microsoft\ EAPOL \ Param eter s \ Ge ne ra I\
Globa l\) to 2, and reboot . Now the computer
wi ll auth en tica te with its own credentials, ei the r
password or certific ate, and you are connected
to the S("ClHe WlAN. That is anoth er way of
connecti ng the intrusio n agen t withou t physica l
intrusion or prese nce .

Now, whe n you have IP con nect ivity, the
rule is nof to use any type of network connec­
tion that is not used by legitimate cl ients, as seen
in the information co llected during the first stage
of intrusion. This is very important . Tht>re are
many "ethical hack ing" course s, and they prett y
~uch all suggest using tools like nmap (Sl'l ~ IJ Il
lor network mapping. Don ' t-not even with the

by s . Pidgorny

This article is about evasion of intrusion
detect ion systems: \....-hoevcr mo nitor s act iv it ies
on the t,ug(" network should have ZNO know l­
edge about these act ivit ies. Hefore continui ng, I
must warn that unauth orized access to informa­
l ion systems is cr ime in most count ries. The po int
of this writeup is awa reness of the possibilities .
wh ich w il l help protec ting infrastructure.

Zero-knowledge intrusion is based on two
principles: perfo rm on ly passive reco nna issance,
and do not ever generate traffi c that is no! gener­
ated by legitimate cl ients on the network. Intru­
sion detection system s are based on anom aly
de tection . You just do n't crea te anoma lies.

LAN - --- Hub ---- Vi ctim
1_ _ Ag ent

Why this is be tte r that just locating an avail­
able po rt or d isco nnect ing the victim system?
Bec ause it doesn' t create anomal ies: there are no
new co nnections to the po rt on the LAN switch,
an d only tempo rary d isco nnec tio ns of existing
systems. As such, a larms probably wo n't be
raised . O f co urse, yo u need to power the intru­
sio n ,1gent using some kind of power sou rce, an d
hide ii- hut modern office bu ildin gs seem 10 be
designed for just that. Aud its of power-consum ing
dev ices are unheard of. Enteri ng the building is
beyond the scope of this art icle; I refe r you to
Ho llywood movies for ideas.

A v('ry important aspect is remote con trol of
till' intrusion ,lgl'nt. My preferred way is to use
mohik- d.tta services availa ble o n commerc ial
GSM and COMA ne tworks. This is better than
Wi·Fi because co mpanies sometimes employ
spec ia lized "w ire less" intrusion de tect ion
systems which focu s on detec ting the presence
of alien Wi-Fi devices o n p remises. There is a lso
the ability to co ntro l the agent fro m pretty much
anywh ere in the wo rld. A d ial-in IP connection
to the agent is one optio n. A better app roach is to
connec t the agent to an intermed iary server and
go through that.

Start the reconna issanc e without using an
IP address. Make sure you don 't ass ign an IP
addre ss and don't sta rt a DHCP client on your
Ethernet interface; use "i fconfig e thO u p"
to activate the inte rface. This is sufficient ior
running tcpdum p or another traffic sniffer. You
h,we to capture traffic for a few days and anal yze
the results. The information you 're looking a t
im ludes, but isn' t limited to, DHCP and DNS
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paranoid timing option . The rationale is simple:
if you run "nrnap -T Paranoid host.internal.
example.com" then some unusual connections
will be attempted. Unusual is suspicious. Intru­
sion detect ion systems may be configured with
a rule that echo service (on ports 7/1q ) and 71
udp) is not to be used anywhereon the network.
The nmap run will trigger the alarm with a
single packet. However, NetB10S over TCP/IP is
considered normal on most networks, so you can
sweep subnets using tools like NBTScan (see H I)
withou t triggering alarms, because connections
on 1J7/udp are "good."

In the end, you have a system that is
connected to the network and knowledge about
the normal behavior of network client s. This
provides an ideal base for an active attack. The
zcro-knowlodgc status will end at some Sl,l).!,!'.
Hut hy limiting I IH ~ .rtt.nk to the u<;{' of infor­
mation obtained using s(Jcial ('ngilll'Pring e-l se­
whore, tlu- wi ndow of opporlunity for ,111,1( 1.; can

be greatly extended w ith specific weaknesses of
the network in question and zero-day exploits
against protocols that exist on the infrastructure.
Shouts out to the Coffee Company of Bslecleve,
hello to 1:5, tlnd goo d luck to the PSA squad.
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12br Secu rin/o\ Wireless LANs w ith Cl' rtifiC<llp
Services (ht tp://www .mi c r osoft .com/technet/
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by Scotty Fitzgera ld state. At the same time that I was preparing ior
this trip, which incl uded my pla nning to take

f)/\ d.J inwrs: 1\1/ sIam/anIdisclaimers apply, my laptop for offli ne computing needs a'> my
psp('cially ones about reading l1l<lflUills before relative does not have net access, I realized
Irying, h lCking up data tlndusing,] box without thatVeri zon might need me to have it Wi ndows
important info Oil il before trying anything in partit ion Se t up for a di stant but upcomi ng fiber
this ,1rticlf'. Mi/mgf' ma~' vary. conve rsion. 1 real ly am not fond of W indows

Thisnrtirlc is about how 10 U S ( ~ a few Unuxl and don't use it, but apparentl y Verizo n has
Uni x com mand l inesto be able to carry several something against non-propr ietary 05es. I
operating systems in a compressed form on a real ly resent it, as I wou ld rather use that disk
laptop w ith l imited d isk space. Before getting space for something useful, such .1<; backups
into the "meat" of the article , I w i ll explain or mi rro rs, instead of wasting it with an as
what inspired me to figure out this way of I don 't use. Thi s led me to begin toyi ng w ith
doing thi ngs, so the reader can sec when it the idea of compressing it somehow while not
might he useful. After learning the techniques in use. I also teach at a local compute r cl ub,
presented here, the laptop user w i ll be able to and wanted to boot into other distributions
do the following: of linux and FreeBSD so I could test thi ngs

Carry a laptop set up (or dual boot ing. on multiple distributions to see if they work
but have more than 1\\'0 com plete before giving my lectures. Al l this forced me
OSes actua lly stored on the laptop. to learn a way of com pressing and "swapping

• Be able to uncompress and acti vate a out" a whole operati ng system to "swap in"
compressed image of an O S instance and use another.
in about ten mi nutes The techn ique works, and I have person ~

• Be abl e to compress and deactivate all y field tested it. It only requires six standard
an unco mpressed OS instance in linux/Unix commands: dd, cfdisk, gzip df,
about ten minut es, or, alternately, to rrn, and nano or pico. Theoreticall y, parts of
revert any changes made duri ng a this technique Can be used just for backing
usage sess ion, simply by choosing not up whole systems, or a Linux " Live CD"
to compress the session. such as Knopp ix cou ld be used to run the

Here is why I figured out th is technique: I comm ands, and thus a W indows user could
recentl y had a tr ip to visit a relative in another sw itch between di fferent versions of W ind ow s
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for whatever reaso n. copy of the partitio n, includ ing the format,
For the sake of brevity, I will make a few garbage, da til, and eve rything e lse, and sends

assumptions. One is that the reader is tech that to standard output. (If you had used a
savvy enough to have set up the GRUB secon d parameter, "o f e ao mefiLe ", you would
boot loader in the MBR and the "a lternate" get an uncompressed image of the d isk.) You
05 (whatever that might be) in the partition need to pipe this to a compression program in
/dev/hdal. [ will ca ll this partition the order to save disk space, so pipe it right into
"swing part ition," as differen t OSes will swing gz i p . g zip makes a zip fil e from standard
into unco mpressed activity in this disk space. input 10 standard outpu t, so direc t the out put
Most users will come to this artic le with a (the " v" d irects output) to a file. Later on, I' ll
Windows insta llation in the swing part ition, touch on how to optimize the com press io n
and a Linux one in the first extended partit ion, before running this command, but let's jump
which is usually / d e v/hda S. Again, afte r right into how to restore a part ition.
understanding this tec hnique, it is easi ly modi - As )'ou have probably guessed, the
fiablc to suit differen t customized situat ions. co mmand to restore the partition is pretty

Let's start with a look at the GRUB boot- much the opposite of the imaging command .
loader in a typical dual boo t situation. On The co mmand is
a typical installation, GRUB resides in the gzip - cd / backup/ i mages/wi ndows .
compute r's MBR and uses a file ca lled - hda l . g z 1 dd o f=/ dev/hdal
/ bo ot/g r ub/menu .1st , which resides in Here, the gzip command is called with the
the l inux partit ion. The menu. 1s t file is a options < cd" which tel ls gzip to decompress
simple text file which presents the boot men u an d throw the result o nto standard output. That
to the user. This menu loo ks like a couple standa rd output is piped to the dd comma nd
of boot options for the Linux system, then a with the output file <;<, t to tilt' pa rtition to whic h
sepa rator that says "other op<'r,lting systems" we wa nt to write.
and a few au tomatk-ally-geru-ratcd lines for As we stand now, WI ' have ,l nifty way of
your Windows installation. From a Li nux bar king up a whole partition using on ly a few
command line prompt . open up the / boo t / standa rd co mmands. But le-t's S<'l' how we ca n
gru b /menu . 1st file with you r favorite text extend this to put ,1Il altern ate system into the
editor. You will notice tha t the Windows ent ry swing partition.
has the comma nd "cha i n l oa d e r +1" at the First, swap ou t whatever is in the swing
bottom. This is the first key to understanding partitio n. Then, usc a disk partition ed iting
how to comp lete o ur pro ject. This com mand utilityt o delctethe pa rtitiun /dev/hdal. l like
tells GRUB to go into that partition and load to use ddisk, which is a text mode graphica l
whatever boot loader is in that partition , partition ed itor, bUI ,l nylhing Ihat can ( h~lel('
which in this case is Windows '. Therefore, the partition will do the job . TIl{' impo rtant
whatever you have in that first partition will thing is not to change the size of tlny of the
load and run as long as it has <I boot loader in partitions, bec ause that will G I USe the Image
the partition with it, rathe r than having its boo t files you create with del to be either too big or
load er in the MBR. This is why on my system [ too lillie. So delete the pa rtition witho ut mod i-
I h,lIlgt'd tht- menu from "Windows whate ver" fying the other partition s.
to "Ch.unlo.u l Partition #1." This will c lear the way for yOll to instal l

So .rfu-r IlMking any desired changes to another system into the swing partition . All
CRUB's menu , the first step is to co py the you need to do is to put your instal lation CD
whole partition to a co mpressed file. The beau - into the CD drive an d reboot. The installer of
tiful thing about the command line is itspower: the new OS will then SP C <In empty slot in the
with <I pipe and two co mmands we can copy partition table. After installing and setting up
that who le partition, byte for byte, including the new OS, you use the same com mands to
its format (FAT or NTFS) to a data file o n Linux. copy off and compress the swing pa rtition,
This needs to be done as roo t, because o nly and then use the restore command to bring
root can access a who le unmo unted partition in whic hever system you want into the swing
as a device under Linux or Unix. I first set up partition . Just make sure that when the installer
a directory ca lled / ba c kup/ i mages to ho ld of the new system asks where you wa nt to put
my images of the swing partition. Here is the the boot loader, you don't overwrite the MBR!
command to make the image: For this to work, that MBR needs to rema in

dd i f =/dev / hda l I gzip > / ba c kup/ untouched, so place the boot loader into the
- i mages /wi ndows . hdal . g z partit ion with the system.

Let me explain. The first part of the The astute reader will sec that this whole
command is "d d", which is the disk-to-disk things raises an important question, which is
copy command. When given the parameter that the partition label will be incon sistent. For
"if= /de v/hda l ", it makes a byte for byte example, let's say that the last install yo u did
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was FreeHSD. Now the partitio n ta ble e ntry is
marked as a Frec BSD partition, but wh e n yo u
load a W indows pa rtitio n into the swing pa rti­
tion, yo u'll have a W indows fo rmat pa rtition
wit h a Free BSD type la be l in thepa rtition tab le.
Wel l, the beauty o f GRU n is tha t it igno re s the
pa rtitio n labe l, so <IS long as the ke rnel it boots
under ca n rea d tha t pa rtition it wi ll boot it. In
my field test ing. the o n ly oddness I had was
thai Windows XP would check its file system
because of what it te rmed an "inco nsiste nt
ilag." But the check wo uld co me back as OK
and the machi ne wo uld reboot into VVinXP.

Now, a word o n the co mpress io n.
Remember whe re I said that image that dd
prod uces contai ns even the ga rbage on the
disk? \Vell, tha t g.ull.lg(·, be it old chu nks of
now-deleted files or o ther whatnot , ca n ca use
,1 hiccup. TIl(' easiest an d most efficient thing
10 rompn 'ss. is il lo ng Siring of the same cha r­
acter; so it wo uld he helpful 10 write out the
i(('(' Sp.KPS on the di sk wit h so met hing and
then delete it. How ? We OIK e agai n turn to the
dd comm.ind . This co mm and goes like this :

dd if=/dev/ zero o f=/mnt/hd a l/
~ zeros.da t b s =100 0000 count=1 0

This co mma nd produces a file of 10 mega ­
bytes of 7(' ro". No te tha t, for this co mmand,
yo u mu st mount the swi ng partitio n because
yo u w.mt 10 nl'illt· ,1 filt' wit hin the pa rtit ion ,
not to work o n the whole partit ion . Here I
moun t the p.r rtuion to / mnt/h d a l. Hu -n. the
input fih- is /I / d ev/ ze r o", whic h is it pse u­
do- dovi ru in linux which just gives unlimited

ze ros whe n acc e ssed . The bs is o ne megabyte,
an d dd is asked to do th is for ten such bloc ks,
g iving a 1U mega byte file uf ze ros. Yuu need
to see the free space o n the sw ing part ition
and adjust th is co mma nd acc ord ingly (try "df
-h" af ter mo unting). The n, run the comm and ,
io llow it up with a "rill /rnnt/hdal/zvroes.dat" to
re mo ve the file. Th is is a n easy WilY of zeroi ng
ou t unuse d areas o f the d isk. After do ing this, I
managed to get Y CH parti tions with W indows
Xp, Win dows 2000, and Frl'('HSD co mpressed
down to , .4 G B files !

As we 've seen, sta nda rd linux/Unix
co mma nds tota lly rock w ith thei r po wer! NO\v
vo u can trave l wit h severa l di ffe re nt OSes
~ ru nched down into sm all files while trave ling
w ith limited disk space. But the benef its o f
lea rning these comman ds docs no t en d there;
yo u can a lso back up a whole partit ion before
applying an update o r insl.111ing a program .
The n, if you don 't like wha t that update or
installation d id, yo u can roll hack to yo ur
pre vious state. By keeping several of thes e
previous slates copied up 10 a larger d rive
such as a USB d isk or a not her compute r, yo u
can go back to w hatever state yo u wa nt. Also,
if yo u set up compu ters for others, yo u ca n set
up everything in a fixed -sized partition of, fo r
exa mp le, 1O GB. Now, yo u co uld actua lly roll
ou t a nd insta ll rc.ll ly q u ick ly if the ha rdw are is
simila r ('Ilough by just co pying out a stan da rd­
i/ ed 1() en partition.W(~ ' ve also s('e ll how 10
qu ickly ze-ro o ut Ullus(·d sp.Ke in <l partit ion ,
which Com have s('c urily ,lpp licCl lions.

TE:CHt'W '-OG~::1 FROM A HAC~::E:lypeRS :'

I

BROADCAST FOR ALL THE WIDRLD ffi@ r.l EAR
Wednesdays, 1900-2000 ET

WBAI 99 .5 FM, New York\ Cit y
WBCQ 7415 Khz - sho rtwave to NO'rth Ame r.iGa

"-and at ht tp ://www.26 00 .com/offthehook over_Hie-net

Call us during the show at +1 212 209 2900.
Email ot h@2600.co m with your comments.

And yes, we are inte rested in simulcasti ng on other stati ons or via sat ellite.
Conta ct us if yo u can help spread "Off The Hook " to more listeners!
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RVo;d Web
f{lter;n:J w;th
55'1/ iunnel;n:J :

by Tessian
tessians grnail.com

As a n experienced \V('h~('nse ad rninis­
trator, I \\,,1'> exrit ed 10 read Majo r lump's
article about cirnllllv('nling iille ring, "Avo id ing
lntemet Filtering," in the Spring 2007 issue of
2600. Unfortuna te ly, I WiIS dismayed 10 find
out th .ll 11M! th€> method he proposed was not
an actual workaround hut ra ther a product of
a poor ly conf igured Websensc integration.
The w cb scn so insta llatio n in quest ion d id not
have a St' rvice responsib le for f iltering traffic on
non -Hf'I l' po rts, so t ilt' writer W d S (',lsily able
10 c-irc-umven t it by vi siting .1 11 HTll'S in terne t
pro xy. \ Vl'!}S('llse .lIld other top- tier inter net
fi l lN lng products rel y on integrat ion with
anot her se-rvice, mos t rommonly a firewal l o r
prox )' servers. to fo rwa rd no rma l HTTP traffic
The filters rely on p.rcket sniffing to pick up the
slack a nd to be ab le to filter not onl y HTTPS and
FTP, hut .11-,0 instant message traffic, prox ies,
stream ing media . peer-to-peer software, and
more. Most intern e t filtering da tabases co nta in
the IP add resses of well-known proxy websi tes.
so they can b lock them o n HnpS as well as
HTTP. With thi s in mind an d in an effort to stay
one step a head of my USN S, I dec-ided to sta rt
search ing for ,1 rea l method of circumventing
internet filt eri ng.

The Solut ion
My se.m'h PIHh·d in succ ess w ith a won derful

nu-thrul Ill<l ny of yo u mar !J(' familiar w ith : SSH
lunn ('ling. You can fitu methods on accom­
piishing this el lIovcrt heweb, bUIitwasthe gu ide a t
h t tp; ! ! www.buzz s urf . c om! s ur fa t wo rk j
that broke it down the best for me. Basica lly,
we ' ll d isguise your SSH tunnel as an HTTPS
connectio n and forward a ll interne t traffic
through it, effectively bypassing all Intern e t
filtering, a nd Iirewalls in between.

To accompl ish this, co nfigure a PC at ho me
as a normal SSH serve r, hut se t it to liste n on
po rt 443 , wh ich is nor mally reserved for HTTPS.
1\:0\\f, ass um ing yo u 've mad e sure this SSH se rver
is accessible trom the Inte rne t, yo u co nnect to
yo ur SSH server. I reco mmend using a free DNS
service suc h as Dyn DNS (www.dyndns .com)
to make it ea sier to co nnect back to your PC at
hom e . This is most ea si ly done by downloading
or br inging in a copy of putty an d at the com rnand
prompt runn ing the co mmand "pu tty -D 8080
--p 44 3 - s sh eeheerver", replacing
sshserver with the IP or address of your SSH

EtiCR!::IPTE:D
CIF.~CUMI...IHnIOt·~

server. O nce yo u' ve suc("(ossfully' co nnected
10 and logg l:'1"1 mto yo ur SSH server, you need
o nly chan ge you r browser 's se llings to usc the
SSH tun nel you've n l·.lIed .15 a SOCKS proxy.
This is done in rho IE's Adv.uued Proxy Sellings
co nfiguratio n hy se lling tho SOC KS addres s
to 12 7.0.0 .1 and til(' pori to 8080. No w your
internet traffic is en crypted .1nd virtua lly un de­
tec table. This ca n also " (' IN '(1 for ,Ill\, o the r
weh applica tion th.rt su pports SOCKS 'lroxi(>S;
simply co nfigure thc-m the s.m u- w,\y.

Risks
O hviouslv, 111('« ' .m- ri"b involv('(! w ith

tes ting this ,Ii wor k. If yo ur Information Securiry
dep ,lrflllpllt is ,lllylh ing like mim-, thouthere a n:
a larm!'> and trigg('rs set a roun d the ne twork I'ust
w .titi ng to "Cj lH',l l on yo u tilt' s('CC lIld that I leY'
dl'h'd proxy US.lgl' . ~ 100\,('vPr, ,lssullling yo u
configure this co mxtly tlu- fir!'> t time. the re w ill
be a lmost no ind ica tion o i this beca use of the
e nc ryption involv ed. W('!>S( 'IlS( ' logs it ,1S I lTTP5
traffic to an "Unc.uego rizcd II' .uld n-ss." There
are onl y two ways tha t W('h ...t ~n s(' co uld stop
yo u: if IlT rPS is bloc-ked or it uncatcgo rizc d
websitos ,1H' bkxkod. Neith er is very like ly
unles s you're in i l vl'r y small en viro nme-nt, as
both h,we V('rr I('gitilll,ll(' lIS('S. The only flag
that was raisec was hy my Intrusio n Detect ion
5Y"I('ln . I \\I,IS pl(\ IS'1111Iy surprised to find o ut
it d id in fact not ice I wa s lIsing SSH o n a po rt
ot her than the defau lt of 22 and th.tt it th rew an
event mar ked Suspicious. Luckily the eve nt only
fires a few times during the initia l co nnecti o n
and isn't detected after tha t. In la rger en viron­
ment s, it 's not un co mmon to 5('(' 551i runni ng
o n an unusual po rt, bu t if yo u have a vcry vigi­
lant secu rity dep artmen t, this co uld he notk-e d.

Uses
There are mo re uses 10 th is ve rsion of SSH

tunneli ng than just ci rcu mve nting filte ring; this
a lso wo rks very wel l to p rotect yourself a nd yo ur
inform ation on unrrusted ne tw or ks such as wire­
less hoi spots. W hile b usines se s and universities
norma lly warn and no tify thei r user s if they are
being mo nitored , the re is no way of te lling just
what is lurking o n a n un trustcd ne twork wai ting
to sniff your traffic. SSH tunne ling ca n be use d
for th ings ot he r tha n intern et forwarding. With a
few cha nges , yo u ca n use it 10 p rotect co nnec­
tio ns ha ck to your hom e network for em a il o r
pr inting. If yo u know the port a service comrnu­
nica tes on , you ca n pu t it thro ugh this SSH
tunne l.
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Wantad
LOOKIN G FOR 2600 READER S wh o wo uld like to offer th eir
services for hire. Want to rnnke mon ey wo rkioq rrcm horne or on Ihe
road , cnll (740) 544 -6563 extension 10.
I AM COLLEC TING the direc t (non ·lo ll- free) telephone numbees ut at
w ill con ned di rec/ly to the airport airline counters ot the Iolklwing
airlinll$ : American, Cont,neotal . US Air, scou w-est, Delta. Nort l>wll$t ,
and LIMed in major ctes SOthat il l am ever bounced or a llight is
dalayed or canceIlld.1 can reach someone d1r8C1lyand persona!ly
with a non 800 IlO.I+TlOer who COl...do 50mettllng immediately. The
airport airloneCOlA'1ter personnel usually know immediately and/or
can rebook. etc. without daI<Iy. P~ase arnaiI : us.air1inestty ahoo.com.
HELP! I want to slit up a voice bridge chat line for IIackers but need
the software. Call me at (213) 595 -8360 (Ben} or
www,UndtlrgroundClassll ieds.oom .

you .. No surpr ises! Buy with confidence! SocUf<ty and Privac y is OUf
bus,ness! ViM us at htt p:// www .Ov atK>OTechrlOlogy.COm/StOfIl .htm.
PHONE HOME. Tifl y. Sl.Ib-miniat .....e, 7110 0I.lflC*l. prog'ammabJIII
rll progr ammable touch ·t one. molt,-freq uency (DTMF) dialer wh ich
can SlOre up to 15 roecn-tooed ogrts. LIM is held against the
le!ephone rec::eWer·s mictophooe lor dial ing . Pl-ess ' HOME" to
aJlomaticalTydial the stored (1;gils which eat! tMn be heard ttwoog h
the ultra minia fure speaker. kloeallor E.T.' s, children. AlZheimer
vic tims . lost dogs/chimps. S1gn,ticant others . hackers, and computer
w izard s. Give one to a boy/girl fr ill nd or to that potential ·someone·
yo u meet at a pa rty. the supermarkel, school, or the mall : with your
pre-progmmmed te!ephon e number. he/s he wi ll always be able to
c<111 you! Also. ideal if you don't wa nt to "disc lose" your t elephone
number but wa nt someone to be able 10 ca ll you loc ally or long
d l ~ta"Ce by t"lephonll . Key f ing/c1lp , Limltocl llu fl ntity available.
Money ordflr only. $24.% + $3.00 $IH . Ma il ordm to: PHONE HOME.
Nimrod [);vislOll. 33 1 N. New Ballas Road. Bo~ 41060 2. CRC.
MlsSOU"I 63 141.
REA L WOR LD HACKING Ifl tarested in mottops. sl ..am lulVlllls.
and the like? Read the all·new Access AI Areas. a guidebook lo the
art of~ ellploration. from the author of lnf' ltral ion zina . Send
S20 postpa id in the US or Canada, or 525 overwas , to PO Bo~ 13.
Stat ion E, Toronto. ON M6fi 4E1 . Canada. or order onl ine at
www.itlfiltration.org.
FREEDOM DOWN TIME ON ove! Years ifl the making but we hope
it was worth th e wa it . A dooble DVD set that Includes the two hour
docume ntary, an in-d ept h interview with Kevin Mi tn ick. and nearly
t hree hour s of extra sc enes, lost l oo tage, and rr usceltanec us stuft.
Plus ca ptio ninq l or 20 (that' s right. 20~ lang' l ~ ges , co mmentary trac k,
and a lot 01 things you 'lI just have to fond j Of yourself l The ent ire two
drsc Sli t can be had by !'>Cnd ing S30 to Freedom Downtime DVD,
PO Bo~ 752. MIdd~ IsLl rJd. NY 11953 USA or by ordering from ou r
on lIne store al hltp:l/ store .2600 com (VHS COJ-s of the him stili
avaitabla for S15.)
CAP'N CRUNCH WHI STLE S. Brand new. ody a few lett . THE
OHIGlNAL WH STLE in mlfll condilion. never used. Join the "'te 1_
who own this lf aasor a! Once they are QOOfl. thaI 's i - l here are no
mora! Keych ain hole lor keyntlg. Ideotily yourself at mee tIngs . IIIC. as
a 2600 member by simply da ngling your whIstle and saying no thing
Cover one hoje and get eK3Cl ly 2600 hz, cov .... the other hole aOl1lJf'l
arothe- Irequ ency. Us.. bo th ho les to calt yo ur dog or do lphin, Also .
ideal lor telephone remote con trol devi ces. Price incl udes mail.ng
S49.95, Not only a co llector 's item. bu t also a VERY USEFUL device
to carry at all times . Cash or money order o nly. Ma il to: WHISTLE clo
PESI, 1':0. Bo x 11562 ·ST, Clayn . Missouri 63t05.

Help Wanted
RENEGA DE BLACK SHEEP TECH ENTREPRENEUR in process
01pulling flesh on the bones 01 an eoaypted IfO+Cll commlJflic.atKKlS
pro;oci . Oo)Ol have e~pMence in the deep details 01 VolP/SIP
protOCQls. network Irnfloc <nIlysis, bil ling sys lem construction. PloP
rooti ng. and so on? lflt arll5 led ifl work ing with a top-erJd team to
build a worId -dlang illg tool lor regular Io lks around the world to use
ifl thai r everyday ~ves? Cootact me at wnnkoOhushm ail.oom .

Sarvlcas
BEEN ARRE STED FOR A CO M PUTER OR TEC HNOLOGY
RELATED CRIME? Have an idea. inventIOn, or busi ness yoo went to
boy . sell, protect . or market? Wish your attorn ey actua lly unOeorstood
you when you speak? The LawOffICe of Mic llae l B. Green, Esq .
is the solution to your 2151 ce<'rtury legal problems. Former SysOp
and member of many priIIate e BS's since 1961 now available to
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Happanlngs
THE LA ST HOPE. The seventh Hackers On Planet Earth conference
wIll be held at New York C ity's HOt el PEnnsylvania July 18-20 . 2008.
VISIt www.hope.net lorthe latest news. SpeakM.!l. vendors, crea tive
parllCip:l lJon welcome. Ca u (212) PEnnsytvania 6-5000 lor tile special
confereonce .<X!ffirale. Discuss your plans and suggest oees at
ta lk.hope.net HlstOfYawart s.
CELEBRATE COMPUTE R HI STORY AT THE VINTAGE
COMPUTER FESTIVAL The mission of the VIntage Computer
Fes hval is to promote 100 oresevcrco 01 "obsolete " compot..." by
oll ....'ng people a chance \0 experi enc e II", tochnolog'es. P"OPIe. and
sto os Ihi"llembody the rerrmrkabre tale 01 the computer re vo l" l,on,
Th" vcr feature s a speak." s" ' il!s. a t mrets.o n nxhlhiho n of live.
wor kirl\l v,ntaUII cO"' l' u t" rs from <1 11er,IS 01compu ter histooy. n
mm klll plaee . a him fl'!".liv al. and more ! Tt,;'! yll " r WII ce l"hml" 10
ye,Jrs01tho VCF, so ttll Seven t w ill be th/o bi<:J!If'St <1nd best ever, For
more 'nforma tiofl . vis,t hHp:llww w.virllage org. The game is ..Iool!
www,vintage,orgIspecirtll2OO7/vcW

For Sale
TV-B -GONE . Turn otI TVs in public places! Airports. reslaurants.
bllts, any....h....e It-e's a TV. Now available as an open sceece kit . as
w<lII as l he 5ti~-popular orig inal keyehai n. Thtl kit turns oft TV, at
010 y.:Jrd5! 2600 r~ get 10% disc ounf on TV-B -Gone keycha,ns ­
use Cou poo Code: 2600 . www. TVBGone.com
JEAH.NET supports 2fiO() because we read loo! JEAH.NET
COnhnHtl S10 be _ I for la sl , stab le Free6 SD sheH accounts w ith
hl lno:lrrnh of vh,,,;t dOm airls. frn-e6 SD ami Pllls k web host ing. 100%
pri vatll ,,'Id secure domain reg istraf ion. and ,lqgressive merchant
~ulKms! 2600 "'ad"'s' (;<>tup f-.es are always waived at JEA H.NET.
J !NX-HA CKER CLOTHING/GEAR. T~ed of u..ing n"ked? JINXoom
hi lS300 . T'S.$wc" tsh irts , stic kers. aOl1holls I<v those rare times
lh;,t you r>l'fl'd to 1A,1V.. your house. We've got swag for eYaryon+!.

from Ihe budd"19 nOObIet to l he lIIfllaqe geoel<, . So take a fiw millU le
Ix"".. l rom surl ong prOo and ched< out hltp:lJw-JINX,com ,a-­
SeaetSpeciaH.4ega Promo: Use ·26O!M'4n04· and get 10% off
o1yoo,..-ord.~,

SIZE ·DOES· MAnER' The TWIfl Towe.-s may be gooe for8Vt'+" but
a oota,1f>d 1m.19"enaexets 01 tbe massNlI 374 ·foot radIO tower that
W<1S perc hed atop One World Trade Center. Th iS high Quality glossy
color IK>sl.. r is avallahl.. in lwo sizes ( 1 6·~20· and 2O·~30") and
makes OJspec tacula r gl" lor engi neers. scien tists. radiO & television
h,,!! ~ \ , or ,lrlyhod y wh o apprec iates a unique, mrllly seen view 01
the Wnrkl tra ce Cent" r. Vi!l lt www wt c ·postm.lJs tOfsamplesand to
ord.., yuur own pus t",
VENDING MACHIN E J ACKPOTTE RS. Go to
www.hackershomep;.lge.com lor EMP Dffl-ices . Lock Pocks. Radar
Jammet"5 & Con tHM lI'siaI Hack ing Manual s. 407·96 5·550(1
MA KE YOUR SOfTWARE OR WEBSITE USER FRIENDLY woth
Fo~"". the 1riendIy and 101eracllve cartoon bIua 10K! Nell everyone
""ho wiI naviga te you' ....ebsae or soft ....are applocallOn w,. be an
ell~ hack.....and some USllfS wi l need a l"'le help! FOll ee is a
holnd-animat ed MICrosoft Agent ch;Jracter thai wiNaccept iflput
through voice commaods. text box es, or a mouse. and mteract With
your users l hroug h te~ l , animated gestures. nOl1even digital speech
to tlelp guide the m thmllgh your sottwnre With ease! roxee suppo rts
10 spokllfl l<1ngu<1gos and 31 written languages. She can bII added
to your t.o" ware through C+ I . VB6 , all ,N" t languages, VBScropt,
JavaSc npl, and man y others! Nativ ely compatible w it h Mic rosoft
Internet Ell plorer and can W011I w,th Moz ilia F irefo~ when used with
a tree plug -irl. See a eee demonstratoo and pu rchasing inlormation
at www.lo~ee_net!

NET DETECTI VE. Whe l,-" you're just ClJOOUS , tryng to locate or find
au l about peopIII lor personal or busi ness raasoos. or YOU'f'IIlook.ing
lor people you 've fallen out 01 touch with , Net Detective makes It all
possible! Net oelective IS used workIwidll by private investlQ<ltors
and datectives. as ....alI as lIIferyday peoplII who use it to lind lost
relalNll$, old high school and army buddlll$. deadbeat parllOts.lost
loves. people that owe tnen mon ey. and just pla in old soooplng
around . V,sit us today at www.netde tedive.Ofg.ok.
NETWORK ING AN D SECURITY PRODU CTS available at
OvationTechnolog y.com. We're a supp lier of Network Secur ity and
Intem At Privacy produ c ts. Our c onne stc re teeu. res VPN and firewa ll
hardw are, wi~ess hardware. cable and OSL rrcdems/ route es,
IP 8CCII5S davices. VOIP cccc octs. parental con trol prod uct s, and
IIther net SWItches. We pnde ourselves on providing the highflSt level
of tedW'lical e~pertlSe and cus tomer satis faction. Our oomm+tment to



d trectl y rapresenl you or- bridge lne communications gap and assist
you.- current lega l coun sel. Extrem ely d etailed kno w ledg e fegard ing
criminal and civil liability for oomputl't' and tech nology related actions
(18 U.S.C. 1028. 1029. 1030. 1031. 134 1, 1342. 1343, 2511 , 2512 ,
ECPA, DMCA, 1996 Te lecom Act. etc .l. domain name d isputes.
inlellectual property matters such as copynghts. trademarks. licMses
and acquis,tooos. as wei as 9"""8111 eoseess and oorporale law.
Over 11 years experience as in·house legal cccreerio a computer
consultong bu siness as w ell as an ov er 20 year bac kground in
computer, lelecommUl1ica tioos. and technology matters. Published
law revI&W articles. con tr ibuted to n.at<Oflally pu blishoxt books. and
subm it1ad brie fs to the UM ed Sta les Suprem e Cou rt on Inter net and
technology related issues. Admitted to Ihe U.S. Supre me Court , 211d
Circuil Cou rt of Appeals, and all New Vorl<;State CO\.Irt s and familiar
with ot her jurisdictions as wel l. Many attorneys will take your case
w il h/.><J l any conside ration 01 our CUltUf8 and will see you mere ly as
a some " of !M '; or worse, with ill-conceived prejudices. My off ice
und erstands our cu ltu re. is sympathet ic to your situation, and wi ll
treat you with the respect and unders tanding you des""''' . No fee
for the initial and confidential coos urtano n and . if lor any reason we
canno t help you , we will even tl)' to l ind someone else who can at no
charge. So you have noth ing to Iosa and pemaps everything to gain
by con lacting us first. Vis-t us al: htt p:// www .com putor ney.com or
caJl5 16-9WE -HELP (516-993·4357)
HAVE A PROBL EM WITH TH E LAW? OOES YOUR LAWYER NOT
UNDER STAND YOU? Have you been charged with a computer
related Cfime? 1$ someooe threa tening to sue you for somettling
teo:;hnologyrel.1ted? 00 you jus t need a lawyer that unders tar'ld IT
and the hacker cultur e? I've published and presented at HOPE and
Deleon on the law facing tech nology pn;Ifessional s lind hackers alike.
I'm both a lawyer and an IT professional. Admitted 10practICe law
in Pennsylvania and New Jersey. Free consu~atlon to 2600 readers.
http://muenl2 law.comale~@muer'ltzlaw.com (215) 806- 4383
PIMP YOU R WIR ELESS ROUTER! htlp://pac ket protect or org , Add
VPN, IPS, and web AV capabiliti es to your wireless rout er with free.
ope n-source firmware from Packe tp rotector.orq
HACKER TOOLS TREASURE BOX! You gct over 650 links to kill'
resource s. plus om proven tric ks for roo ting ou t thfl hard-to · fin-d
too ls, instantly ! u se to buold your ow n cus lomized hackOf (AHl M,
network secUrity) tool kit.
htt p://fort ressDalaProtect oo.comloocuritybook
ADVAN CED TECHNICAL SO LU TIONS.•422 • 1755 Robson Stree t,
Vancouver. B.C. C..mada V6G 367. Ph: (604) 928-0555. Electronic
count ermeasures - fondout who is secretly videotaping you or
bugg il"g yot.- car or offICe. "Slate 01the /Vt0 detect ion equipment
utilized.
INCARCERATEO 2600 M EM BER NEEDS COM MUNITY HELP
to Wid COfltent in freoe classified ad and "local business dl'"ectory~

in 50 coentres. John Lambeos. the founder of Boycott Braz~, has
launched a FREE c lassified ad, want ad. and loca l business dorectory
in 50 glob al markets. The mi$sion is simple: "free help to billions of
people loca l<ngjobs . hous ing, goods and services , soci al activities ,
a girlfriend or boyfriend, com mun ity information , an-djust tlhOlJ1
anyth ing else in over one mi!lt;oo neighborhoods thfOUgMtJI the
wond . tlil lor FREE, HELP M E OUT! SPREAD THE WORD! PIe"se
visit www.NoPayC:assifieds, comtlnd add some content It will tnke
all of five or ten mi nutes. links to "No Pay Classifilld s" am ,11W
grflafl yappreciated
SUSPECTED OR ACCUSEO OF A CYB ERCRIME IN ANY
C ALIfORNIA OR fEDERAL COURT? Con sult with a SOlfTlantic
W,lfnor comm ,tt ed to the libera tion of inform ation _I am an agg ressive
CllffiIfl.1Joereose lawyer specializing in ee followi ng types of cases:
cr omlflal copyright infnogement, unauthof'lxed co mputer access, the tt
of \fade secr ets. iden tity thett , and \fademar\<.ifltringo!meorlt. ceotact
Omar FiguefOa. esc. at (415) 986-5591, at
ornarUslafllordalumoi.org, or at 506 Broadway, San Francisco.
CA 94133-1507. Gradu ate of Yale College and StanlOfd Law
School, and Gerry Spence's Trial LawyersCollege. Complimentary
case COl'1SUltalon for 2600 readers , All coosu~atOOf1S are strictly
con fidential and protected by the attorney ·clie nt privilege.
INTELLIGENT HACKERS UNIX SHEll. Fteverse.Ne t is OYIned
and operated by intelligent bec kers. We believe every usee has Ihe
right to online secuntv and priva cy, In rooe vs hosti le anti · hacker
atmosphe' tI, inttl iligent hackers require the need for a secure place
to work, compile, and explore without big'brother loo king OVM
their shoulder. Hosted at Ch icago Eq uinix with Juniper Filtered
DoS Protecti on. Mu ltiple Fr@<l8SD serversatP4 2.4 ghz, Afford able
pr icing from $51month w ith a mo ney back guarantee, Lifet ime 26 %
di scount for 2600 readers . Coupo n code: Sa...e2600.
htt p://www.reverse.net
ANTI -CE NSORSHIP L INUX HOSTING . Kaleton Intema t provides
affofda ble web hos ting. email accounts, and domain regis tratioos
ba sed on dual processor P4 2.4 GHz l.inu~ serve<s_au- host ing
plans start tramonly $8.95 pel" mon lt1. This includes support for
PythoIl. P~, PHp. MySOl.. and more. You can now~ between
the USA. Singapore, and other o/Wlon! loca tions to avoid cens.o.-sl'lip
and guaran tee free speech. were5P8Ct yot.- privacy. Paymen t can
be by E-Gold , PayPal, credit card. bank lraflsfer, or Western Union .
see www,k,aleton .com lot de taits

Announcements
OFF THE HOOK Os the weekl y one hou r hac ker radio show
pres ented wednesda y night s at 7:00 pm ET on WBAl 99. 5 FM in
New YOIi< City. You can also tune in OVIlf t he net at
www.2600.comroffthehookOfonshortwaveinNorthand South
America al 7415 khz. Archives 01an shows da ling back to 1988 can
be fOUld 81the 2600 site in mp3 format' Shows from t 988-2007
are nowavailable in DVD--R high fidelity aud:O for on ly S10 a yeaT
or $150 lor a lifetime subscri ption . Send chec k or money Ofdl't to
2600, PO Box 752, Midd le Island . NY 11953 USA oromer through
our on line store at http://s tOffl.2 600 .com. Ycx.- feedback on the
prog ram is always we tcorre at oth02600 .com.
THE HIGH WEIRDN ESS PROJE CT. We ere a SubGani us W1ki
seeking submis sions of s1range. controversia l. subversi ve, and
abo ve all S:acklul sources of information, We do not follow a
so -ca lled "neutral poi nt of v iew· - pronse make you r entries as
biased as you want. as iong as they 're interesting' Specia l sectio ns
de<lica ted to informat ion warfa re, so ftware , co nspiracies. rcnncn
and skepticism, and more. Check us ou t www.modernac .com .
INFOSEC NEWS is a privately run , medium traff ic list tha t ca ters to
the d istri but ion of informatio n sec unty news articles. rneseartICles
come frorn such sourcesas~, magaz ines. and onl ine
resour-ces. For rTlOfeinformation. check out:
htt p://www.infosecnews.0t9
CHRISTIAN HACKER S' ASS OCIATION . 0l0d< oul lhe ¥i.-ebpage
http://www.chOstiaohacker.QrQfor det aois. We exet to promote a
community fOf Chns tiao hack9t5 to osccss and impact the l ealm
where l.. th and technology ifl lersec1 10r the ~pose 01seeong trvas
changed by God 's grace It1rouqh faith in Jesus

Personals
TRYING HAR D not to let the brig ht lHjlt of my mind 'S eye grow dim.
Feed the fife by dropp ing me a line li nd tilling my head w,' h thoughts.
I' ll reciprocate by projecti le vormtmq my intelle<;;t straight to youl
mailbox . Intm ests includ e wr iti"y, anything computer related , ,HId
privacy/a nonym ity issues. Max Rid",. S\-lI_OO383fi1l1, DCC 1181
Paddoc k Rd .. Smyrna. DE 199 79
PRISON ER SEEKS FRI ENDS to hfll p woth b<>oI< rnvffiw lookUps
on Ama70n by keywords. Corn Sci major, thirsty to catc h up to the
real WOffdbefore my reentl)' . I have my own lun-ds to buy book s. I
onlyr'lOOd fPV_ S I 'm M UDlMMOHPG savy in CH-, Java, Python,
PHP, MySOL, Difec tX. Ken Bcbeet s J60962. 450- 1·28 M, PO Box 9,
Avenal . CA 932().l

ELECTRONIC WARFA RE" CO UNTERINTELU GENCE. HACKI NG
A-Space and Inteliped ia are my intere5 ts . lool<iog lor pm·p.lls,
f,oeods, and ecerccts woridWlde. I buy books. magazines, and
unusual pictures. In search of informaho" on tin.1flCiaI Privacy. off ·
shore banking and trusts . urwsual books, magazines. and pictures.
Please wote . EnglIShor Sp..1nrsh ()t( . bperience ifl telecom, 2· way
radio . p..tcket and adv anced th reat ,nfrared coun termeasu res
(EW). Fonn er boy, now locked up in onll of America's pr isons like
Ihousan-dr. 01olher form ... boys who lost Ihl!lr way, I w,11rflspond In
ail who wr ittl. D. Cory ell T-68 12 7 00 -247up . PO Box 8504. coonnco.
CA 932 10, USA
Of FLI NE OUTLAW IN TEXAS n"Nls sortie help in dllv !llop in(J
programm ,ng skills. InlBrest..d in PHfI ore Javascnpt. Also privacy in
all areas. lihm l)' here is inadeq uate, r e.-.lIflte to d rop tho~,o !HI Mfl
l ater cmos, add me to the mait,uy lists, etc .. Thanks to all thos e who
reve helped me so much already, )fOIl know who you are. WilHam
Und'ey822934, CT Terrell. t300 f M 655, Rosha ron, DC77583 ·8604
WHEN THE BULLET HITS THE BO NE. Bored and Iooely phorle
.-d. Got some tme lett in ou r nalion 's wondertuI OOITOC\lOns
sys tem. LooIIong lor pen pals to hfolp p.1.SS lhe tlme. lntO'ffOSts iocIude
(oot ~miled to) teecom. computers. po/IlIcs. music Ipurl k rock ,
indus trial . etcj. tats. lrl>an expb'alloll. 23. wIlite male. 6'1 ~, 190 100.
black hall",gre.en eyes, a lew ta ts. W,. respood to all. MIChaefK9IT
09496-029, ro Big Spring. 1900 $imlar Ave., 80g Spring . DC79720.

AdverUse in26001
ONLY SUBSC RIBERS CA N ADVERTISE IN 2600! Don'1even thtnk
atout toying to IEake out an ad unless you sobscnbel All ads are fl ee
and there is no amount of mo ney Wfl will x cept for-a non-subsc riber
ad, We ~ loptl that's clear. 0 1course, we reserve the right to pass
judgme nt on your ad and not poo t it if it's amazingly stupid or has
nothin g at nil to do with the hacktl r workl . We make no quarantee as
to the honesty, rightoouSOl!ss, sanity. etc. of the peop ie adv tlrt ising
here. Contact them at you r peril. All submissions are lor ONE
ISSUE ONLY! If you want to run you r ad more than once you must
fllSubm it it each bme. Don 't expecf us to run more than one ad for­
you in a Single issue either. Include your address labeIfenvelope or a
photocopy so we know you' re a subscriber. Send you r ad 10 :
2600 Marketplace , PO Box 99 , Midd le IsllInd. NY 11953.

DeadlinlJ for Spring issue: 2125108.
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NEW STUFFI
2600 SWEATSHIRTS - THE SECOND EDITION

We now have a eo mple tely new style of hooded sweatshirt in add ition to
our standard black pullover des ign . T hese new ones are gray in color and

have a zippered front. Big red numbers proc lai m "2600" for those who sec
you com ing and big red letters in the back spell out " HAC KER" for those

who wonder who it was that j ust went past. (If you' re trying to bide the
fae t that you' re a hacker . thi s may not be the sweatshirt for you.)

Available in sizes L. XL. and XXI. for $35 (outside the U.S. and Canada add $ 10 for
shipping). Sen d check Of money order to address be low or visit storc.2hOO .co lll .

(A dditional s in 's will be stoc ked if enough people ask for thcm .)

Yes , you read that right. 2600 now has ceramic coffee mugs designed with
the DMCA (Digital Millenn ium Coffee Act) in mind. The 2600 seal appear s
on the front and the various restrictions of the mug's lise appear on the back.

(I t is a violation of the DMCA to use this mug for tea .).
261)(). PO Box 752. Middle Island. NY 11 953 USA

Avai lable with while letteri ng on a black mug or black lettering on a white mug. $ 15 each or 2

for $25 (o utside the U .S . and Canada add $10 eac h for shipping - sorry. these things are heavy)

THE LRST HOPE
I f y o u mi s s thi s o ne , there' s nothing lef t to say .

Jo in us o n July 18 , 19, and 20, 2008 at the Hote l Pe nnsylvan ia in
New York City and see w ho gets t he la st word.

Specia l roo m rates w ill be ava ila ble at + 1 212 PEn nsylvan ia 6 -5000

( 73 6-5 0 0 0 fo r t hose of yo u w it ho ut let t e rs o n yo ur pho nes). Detai ls
on w ho w ill be spea king an d how yo u can pa rtic ipate a long w it h a

whole lo t more info rm at io n is at www .ho pe .net .

The winner of the Autumn 2007 puzzle is healwhans who correctly surmised that the PD F4 17
barcode conta ined a quote from W inston Church ill tha t wa sbroadcast on O ctober 1, 1939 and

said "It is a riddle, wrapped in a mystery, inside an enigma." (H e W,15 talking about Russia.)
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"First they ignore you, then they laugh at you, then they fight you,
then you win. " - Mahatma Gandhi

YEARLY SUBSCRIPTIONS:
U.S. and Canada - $20 individual,

$50 corporate (U.S. Funds)
Overseas - $30 individual, $65 corporate

Back issues available for 1984-2006 at
$20 per year, $26 per year overseas

Individual issues available from 1988 on
at $5.00 each, $6.50 each overseas

LETTERS AND ARTICLE
SUBMISSIONS:

2600 Editorial Dept., P.O. Box ss.
Middle Island, NY 11953-0099 USA

(letters@2600.com, articles@2600.com)

2600 (lSSN 0749-3851, USPS # 003-176);
Winter 200 7-2008, Volume 24 Issue 4, is
published quarterly by 2600 Enterprises lnc.,

2 Ffowerfiefd, Sf. James, NY 11780.
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P.O. Box 752 Midd le Island,
NY 11953-0752.
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(subs@2600.com)

2600 Office Line: +1 631 751 2600
2600 Fax Line: +1 631 4742677

Copyright © 2007-2008; 2600 Enterprises Inc.
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NOrih Carolina
Charlone: SOuth Park Mall toad
cou rt, 7 pm
Raleigh : Royal Bean ccnee shop
on Hillsboro St Inext to the Play­
makers Sport s Bar and across
from Meredllh College).
Wil m ington: The Connec tion
Internet Caje. 250- 1 Racine
Drive. RacineCommon s Shop­
ping Centar

North Dako ta
Far go: West Acre s Mall food
court by the Taco John 's, 6 pm

Oh io
Cinc innati : The Brew House.
1047 E McMlliao . 7 pm
Cleveland : University Circle
Arablca . 11300 Juniper Ad.
Upstairs. lurn right. second room
on Iell
Columbu s: Convention center
on street level around the corner
tram the food court
Dayt on : TGI Friday's 011725 by
the Dayton Mal,

Oklahoma
Oklahoma Cit y : Ca' e Bella,
sootheasl coIner ot SW 69th 51
and Penn
Tulsa: Promenade Malilood
COOIt.

0",,,,,"
Portl and : Backspace Cale. 115
NW 5th Ave . 6 pm

Penn sylvan ia
All enl own : Panera Bread . 3100
W Tilghman SI 6 pm
Harri sburg : Panera Bread, 4263
Union Deposit Rd. 6 pm
Phil adelphia : 30th 51stereo.
southeast food court near mini
_olf~

Sou th Carolina
Charles to n : Northw oods Mall
in the ha ll between Sears and
Chi k-Fil·A

South Dakota
Sioux Fall s : Ernpife Mall . by
6tJrger King.

Ten nes see
KnOll vlll e : Borders Books Ca' e
across from Westown Mall
Memphis : Quetzal. 66<1 Union
Ave. 6 pm
Nashville : Vanderb ,ll University
Hili Cen ler, Room 151, 1231 16th
Ave S6pm

'texas
Aus t in : Spide r House Cafe. 2908
Fruth SI, tront room across trom
me bal . 7 pm
Houaton: Ninla 's Express in front
01 Nordstr om 's in the Galleria
MaP.
San A nlonlo: North Star Mal
toad court , 6 pm

U"h
Salt Lak e CIty: ZCMI Mall in The
Park Food Court.

Vermont
Burlington : Borders Books at
Church St and CherTySt on the
second lIootof the cate.

Virg inia
Art lngton: (see District of
Columbia)
Char lo ttesv ille: Greenberry's
Collee &. Tea Company at the
Barraclls Rd Shopping Center.
6 :30 pm
Vi rg inia Beac h : Lynnhaven Mall
OI1 Lynnhaven Parkway 6 pm

Wa$h ing ton
Seanle: Wsshlngton Slate
Conven tion Center. 2nd level,
south side , 6 pm
Spokane: Coffee Station, 9315 N
Nevada lNorttl Spokane ). 6 pm

Wiscon$in
Mad ison: Baniques Coffee , 127
W Washington Ave.

Orl ando: Fashion Square Mall
Food Court between Hovan
Goonnel and Manchu Wok. 6 pm
Tampa: University Mal l in the
back 01the tood coe t on the 2nd
uoor. 6 pm

Geo r91a
Atlanta: Leno x Mall jood court.
7pm

Idaho
Bo Ise : BSU Student Union
Soildlng . upstairs 'rom the malO
entrance . Payphone s (208)
342·9700, 970 1,
Pocate llo : College Market, 604
SBthSt

Ill ino is
Chicago : Neighborhood Boys
and Girls Club , 2501 W Irving
Park Rd. 7 pm

Indiana
Evans ville: Barnes and NOble
cats at 624 S Green River Rd
Ft. Way ne : Glenbrook Maillood
court In ll ont of seeoo's. 6 pm
Irld lanapo lla : Met'Joe Cotlee
House . 222 W Midligan St.
Soulh Bend (Mis hawaka):
Barnes and Noble cete . 460 1
arepe Rd

Iowa
Ame s: Memorial Union Build ing
lood court al the Iowa Stale
1.Iniversity.

Kan sas
Kansas City (Overland Park) :
Oak Park Mall tcca court.
Wichita: Rivers ide Pin k, 1144
Bill ing Ave,

LoUisiana
Balon Roug e: In the LSU Union
So'lding. between the TlQ!lr
Pause & McDonald 's. 6 pm
New Orleans: Z' OIl Coffee House
uplown at B210Dak St. 6 pm

Main e
Poriland: Maine Mall by the
bench althe lood court door

Mary land
Baltimore: Barnes & Noble Cillo
at the Inner Harbor

MassaChu setts
Bo ston: Pnxte n\ia l Center Plaza .
toracetooo court at the tables
near the windo ws , 6 pm
Marlborough : Solomon Park Mall
toad court.
Northamplon : DownstaIrS 01
Haymarke l care.6:30 pm

Michi gsn
Ann Arb or : Starbucks in The
Gal leria on S Unlversily

Min ne sota
BloomIng ton : Man of America.
north side lood coon, across
' rom Burger King & the bank
04paypl10nes that don' lake
Incoming calls

Mis so uri
Kansas City (Independence) :
Bemes & Nob le. 19120 E 391h sr
St. Loui s: Galleria Food Court.
Spri ngt ield : Borders Books and
Musicconeesocc, 3300 5 Glen­
stone Ave. one blodc south 01
Balli efieid Mal . 5:30 pm

Nebraska
Omaha : Crossroads Mall Food
Court. 7 pm

Nevada
Las Vegas: r8JAVAnate Collee ,
3300 E Flamingo Rd (al Pecos).
7pm

New Medco
Albuquerque: Unival sity 01New
Mexico Student Union Building
(plaza ·lowe~' lev~ lounge),
ma,n campus . Payphone s
505-843 ·9033 .505-843-9034
5:30pm

NewYorll.
New York : Citigroup Ce nter. in
the lobby, naar the paypho nes.
153 E 53rd St, between l exington
& 3rd
Roc hestar : Panera Bread, 2373
W Ridge Rd. 7 :30 pm

GREEC E
Alhens : Outside the boollstore
Papasotiriou on the comer of
Patision and Stoumari. 7 pm

IRELA ND
Dublin : At the phone boom s
on Wick low St beside Tower
Record s. 7 pm

ITALY
Milan : Piazza Loreto in fronl of
McDonald s.

JAPAN
Toky o: Lmux Cale in Akihabara
district. 6 pm

NEW ZEALAND
Auc kland: London Bar. upstairs.
Welle5ley 51.Auckland Central.
530pm
cnnstcnu-cn: Java care. comer
of High St and Manchester SI.
s om
Well ingto n: Load Cale in Cuba
Mall. 6 pm

NORWAY
Oslo : Oslo Sentral Train Station
7 pm
Tromsoe; The upper Itooral Blaa
Rock Cafe. Shanclgata 14. 6 pm
Trondhelm: Rick 's Cale in
Norcreqnte. 6 pm

PERU
Uma: Barbilon ia (ex Apu Bar). en
Alcanl ores 455. Mlrallores. at the
end 01Talala 51. 8 pm

SCOTlAND
Glasgow : Central SlallOfl.
paypho nes next to Platform I ,
7 pm

SOUTH AFRI CA
Jo hanne sburg (Sand ton Ci ty) :
Sand ton toad court. 6:30 pm

SWEDEN
Gother1burg : 2nd I\oof in Burger
King at Avenyn. 6 pm
Stockho lm: Outside Lava

SWITZERLA ND
l.lI us anne : In front 01the MacDo
beside the train staten. 7 pm

UNITED STATES
Alabama

Auburn : The s/udoo llounge
ups tairs in the Fay UnlOfl
Building. 7 pm
Huntavtne : Stanseo's Sub Villa
on Jordan Lane
Tusc aloosa : McFarland Mall 'ood
court near the front entrance.

Ariz ona
Tucson : Border s in the Park
Mall. 7 pm

Cal if ornia
Irv In e: PeneeaBread , 3988
Barranca Parkway . 7 pm
Los A ng eles : Union Station .
cornerat Macy & Alameda Inside
main eot rance by bank 04phones
Payphooos : (213) 972-95 19.
952\} ; 625--9923. 992 4: 613·9704 .
9746.
Mon terey: London Bridge Pub,
Wharf 12.
Sacramen lo : Round Table Pizza
at127KSI
San Dle9o: Regents ?lua. 4150
Regents Park Row '170
San Fra ncIsco: 4 Embarcadero
Plaza (inside), 5:30 pm
San JOlle : Outside Ihe cale at
the MLK library at 4th and E San
Fernando. 6 pm

Colol"a do
Boulder: Wing zone toad oourt,
13th and College . 6 pm
Denver: Borders Cale. Parker
and Arapahoe

Dlsl rlCl 0 ' Co lumbia
Arlington: Pentagon City Ma ll by
the phone booth s next to Panda
Express, 6 pm

Florid.
Ft. Lauderdale : Broward MaRin
lhe food court. 6 pm
Gainesville: In Ihe back 01the
Universily o! Florida's Reitz Union
food court . 6 pm
Me'bourne : House of Joe Coffee
House , 1220 W New Haven
Ave. 6 pm

All meetings taktl place on
the firs t Friday of the mon th .
Unless o the rwise noted, they

start 8t 5 pm Ioca/ time. To stllrt
• mee ting in yo ur city, send

ttrrliI/I to fTIH fing s§ 2600.com.
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CAN A DA
Alb ert a

Calgary : Eau Claml Markel
rood cou rt by tho bland yellow
wall. 6 pm

Bril is h Co lumbia
Vlclorl a: OV Bakery and Cale,
, 701 Governmenl 51

Manl l ob a
Winnipeg : S1.Vllal Shoppi ng
CerHru. food court by HMV.

New Brunswi ck
Mon cton : Champlain Mall 'ood
cccn. nea' KFC, 7 pm

Ont ar io
Barrie : Wrllam'$ Coffee Pub. 505
Bryna Dr, 7 pm
Guel ph : Wilham's Coffoe Putl,
492 I::d" lbourgtl Hd S 7 pm
OUawo : World Exchan!}fl Plaza.
l'1 Albmt St. second I\oof
6:30pm
Tor on to : CoIegtt P1Uk Food
Court , across trom the Taco Bell .
Waterl oo : William 's CoRee Pub.
170 UmvurSlly Ave W 7 pm
Windso r : Unlvursll y o! Windsor,
CAW suoeru c orner commons
area by the largo Window. 7 pm

C""""<
Montreal : BelA~lre .

1000. 100 de Ia Gauchetl9fe
CHINA

Hong Kong: PacujcCORoeIn
Festival Walk, Kowl oon Tong
7pm

CZECH REP UBliC
Prague: Legend a pub. 6 pm

DENMAR K
Aalborg : Fast Eddoe's pool hall.
Aarhu s: In the lar corner 04the
DSa care in thtllailway statoe
Copenhngeo : c are Btason.
So nderbo rg : Oare Druen.
7:30 pm

EGYPT
Port Sai d : At the loot of lhe
ObelISk (EI Mlssa"ah)

ENGLAND
Brighton : At the phone boxes
by Ihe Seal i'o c entre (across
the road from tho Palace Pier)
Payphone: (01273) 606674 7 pm
Ex~er: "tthe payphones.
Bedtord Square . 7 pm
Lorldon: T«ceoere Shopping
Ceoler (near PiccadWyCircuS),
Iowos tlevel, 6 :30 pm
Manche ster : Bulls Head Pub on
Londo n Rd. 7:30 pm
Norwich : Border s en l ranee 10
Chapelfoeld Mall. 6 pm
Read ing : Alro Bar, Men:hanls
PIaoa. off Fnar 51.6 pm

FINLAND
Hels ink i : FenniakOftlel, l ood
court (Vuor ikatu 14).

FRANCE
Gre nob le : Eve, campus 0' 5 t.
Martin d'Heres. 6 pm
wile: Grand-Place (Place Charles
de Gaulle) in ffon t 0' the Furet du
Nord bookstore. 9 pm
Paris : P1 ace de Ia Repub lique ,
near the (empty) lounlai n, 6:30
pm
Renne s : In l ront of the store
"Blue Box"dose 10 Place de Ia
Republique. 8 pm

ARGENTINA
Buenos Ai res : In the bar al San
-OS

AUSTR AliA
Melb ourn e: Caffeine at ReVault
Bar. 16 Swanston Walk , near
Melbour ne Cenlral Shopping
Centre. 6:30 pm
Sydney : The Cryslal Palace .
trooI barrtlistro. opposrte the bus
station area on Georg e 51et
Cenl ral Stal ion. 6 pm

AUSTRIA
Graz : Cafe Haltestelle on
Jakominiplatz.

BRAZIL
Bel o Hor lzon la : PeIego 's Bar at
ASSl.lteng . near the payphone.
< pm
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