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sume our own HOPE conferences) are sig­
nificantly different from those events that
treat their attendees as a mere audience.
Some people prefer it that way because
they don't really have to do anything ex­
cept pay their admission fee and follow
the instructions. The people who run such
conferences are very different and separate
from those who attend and the hierarchy
is painfully evident to all. A good hacker
conference, however, has only a slight dif­
ference between those organizing the event
and those who attend with no previous in­
volvement. Oftentimes, the latter turn into
the former, sometimes in the course of the
event itself. This is how great things are pos­
sible - w ith the potential for innovation,
change, and something completely unex­
pected and unanticipated.
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priority in a potentially hazardous environ­
ment. With this accomplished, there is al­
most no limit to the potential of where the
next outdoor hacker event might take place
in the States. Now that we know it can be
done, we have a whole country of really
neat places to hold the next one in. Let's
hope the inspiration from this event leads
to many more of them.

Of course, we expected greatness from
HAR and there was certainly no shortage
of that. Four full days of talks and gather­
ings including people from so many differ­
ent nationalities made it truly impossible
to be bored. The time flew by incredibly
fast. NaturaUy, an event of this nature has a
great number of challenges and all of them
were tackled by a very dedicated group of
people, many of whom had arrived days
before and wound up staying days later to
ensure that everything worked out. A few of
the tasks included keeping the wired and
wireless connectivity going, managing the
actual infrastructure of plumbing and pow­
er, dealing with the steady curiosity of the
media and the authorities, coordinating the
speaker schedules, even running two sepa­
rate phone systems. Yes, the camp had both
a DECT wireless telephone system and its
own GSM network, each allowing attend­
ees to use their phones to call others on
site for no charge. An FM radio station ran
around the clock and captured the spirit of
the proceedings with all sorts of interviews,
news coverage, and music, every bit of
which was done in a professional and fun
manner. There really seemed to be no end
to the innovation and fun that was possible
at this event.

While this type of magic has started to
become almost routine for those of us in­
volved in the hacker community, we do
need to have this reinforced on a regular
basis. With every one of these milestones,
more new people get involved and become
inspired. This is essential in order for our
community to continue to flourish. Hav­
ing the same people doing the same thing,
no matter how great it may be, would still
be a form of stagnation. At all costs, we
must avoid anything that erects barricades
to new participants. And those new to the
scene must try and learn from the experi­
ences and mistakes of those who've been
involved in the past.

The kinds of conferences we've seen in
ToorCamp and HAR (and we'd like to as-
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seemingly neverending supply of clever
names, the spirit of these events also seems
limitless. Not to mention contagious.

For this year also saw something brand
new. The first ever hacker camp in the
United States became a reality in early
July.ToorCamp took place in the middle of
Washington State at, of all places, the site
of a former nuclear missile silo. It wasn't
nearly as big as the European counterparts,
but it was every bit as significant. Just as
we once thought it would be impossible
to hold a massive hacker conference in the
United States, we also believed pulling off
a hacker camp most certainly would never
happen in this country. We're happy to have
been proven very wrong.

With a little ingenuity and a lot of spirit,
all kinds of events in the most unlikely of
locations can be successfully coordinated.
To have hundreds of hackers occupying a
site that once could have been a trigger to
the end of the world is both surreal and in­
spirational. We've gotten used to the Ger­
mans having camps and conferences at old
military airports or former communist train­
ing centers. How is it possible to measure
up to that level of coolness? This summer, a
big step was taken in achieving parity. Not
only wasToorCamp held in an amazing set­
ting, but the sheer amount of responsibility
the attendees displayed rivaled that of the
overseas conferences, where everyone is a
volunteer and security is relatively seamless
and transparent. The only wayan outdoor
hacker conference can possibly work in a
place like an old missile silo is if everyone
works together and makes sure safety is a
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It was another historic summer.
For a good number of us, the accom­

plishments mirrored those of previous
years. For many others, it was something
entirely new. For the hacker community at
large, the summer of 2009 representeda re­
affirmation and a significant expansion into
brand new territory.

The concept of a hacker camp was first
realized in 1993 as Hacking at the End of
the Universe (HEU) was held in the Neth­
erlands. There, for the first time, people in
our unique community figured out a way to
build a mini city in the middle of the wil­
derness, complete with power and connec­
tivity, dedicated to the world of hacking and
innovation. It was enough to inspire us to
move ahead with the first HOPEconference
a year later in New York. That, in turn, was
the first American conference to draw over
1,000 attendees. History was made.

Another Dutch hacker camp took place
four years later in 1997, known as Hack­
ing In Progress (HIP), held in conjunction
with the second HOPE conference (Beyond
HOPE).Then, the German Chaos Computer
Club put together the first German hacker
camp in 1999. From that point, HOPE
conferences in New York were held during
even years and alternated with the Europe­
an hacker camps which, in turn, alternated
between Germany and the Netherlands
during odd years. The Germans held Chaos
Communication Camps in 2003 and 2007
while the Dutch held Hacking At Large
(HAL) in 2001 and What The Hack in 2005.
Add to that list this year's presentation of
Hacking At Random (HAR). Apart from a
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By Anonymous

book bag powered up, then there will be a high
probabil ity they will connec t to you because
your device will have the best signal strength.

After a miscreant has set up the rogue access
point, they ca n start co llecting data. First, one
would start by simply sniffing the traffic to
determine which web sites are being visited the
most. From there, a local web and DNS server
running on the laptop could be setup to serve
phishing pages matching those sites. The reason
for the phishing pages is that most crede ntia ls, at
least ones that have any real value, will be sent
ac ross SSL. Creating a ph ishing site will gua r­
antee the crede ntials, but may arouse suspicion
if one doesn't pass them to a believable error
page or if they never get the real website . To get
aro und this problem, a cron job co uld be used.

Cron is a job schedul er for Unix/Linux
ope rating systems. On e could create a job
that rotates the DNS entries between the IP
that points to the ph ished and real website . In
terms of believable e rror pages, Facebook has
a habit of going into maintenance mode and
on ly prompting a user that they are in this mode
on ce they try to log in. A phished Facebook
page throwing the user to the fake maintenance
message would be highly effective.

Another opt ion is to ph ish the university's
initial wireless splash page that requires logon .
The crede ntia ls for the wireless are also what
the student uses to access their email and other
university websites. The first obstacle for the
miscreant is getting onto the wireless network
so that he/she ca n serve Internet access and not
arouse suspicion . I mentioned before that wire­
less access is based off of the laptop's IP and
MAC address. Simply sniffing the wireless will
yield someone who is connected and possibly
authenticated to the wireless. Then, by cloning
the ir IP and MAC address, one is now logged
into the wireles s as someone else.

Now that the miscreant has phished some
crede ntials, there are severa l things one can do
with them. Ifhe/she captured the crede ntials for
the wireless splash screen, one now has access
to the student 's e-mail. Their e-mail address is
the gateway to gett ing password s to numerous
othe r sites. Forexample, Facebook has a "forgot
your password ?" page that will send an email to
reset your password .There is a good chance this
email will go to the student 's university email
address. For any ca ptured crede ntia ls, there is a
chance that the user uses the same password for
other sites. For example, if one captures the ir
Facebook password, then on e might a lso have
their MySpace password . The issue would now
be guessing their username.

That's all. I have no insightful co nclusion.
Go have fun!

Shouts to all who have supplied me with the
resources to learn

who buys one of these laptops easy access onto
the university's wireless network without him!

A rogue access point is a wireles s acces s her having to setup anything. This means that
point that has been insta lled on a network every laptop purchased from the student stores
without permission. It could just be an access will automatically be looking for and trying to
point that was set up by a stude nt or faculty connect to an unsecured access point.
member to provide wireles s acc ess in an area The laptop s purcha sed at the student stores
where none existed. Or, it could have a mali- are not the only computers automatically
cious objective like a man-in -the-middle attack looking for and trying to connect to the univer-
where sensitive information could be sto len. sity's unsecured acc ess point. Any laptop that
Several yea rs ago , my university installed has ever co nnected to the wireless will now
802 .11 wireless access po ints throu ghout have that wire less conn ection in its wireless
campus. Unfortun ately, the wireless is set up in profile. If the user is runnin g Wind ows and
a way that allow s for rogue access points to be is using Wireless Zero Configuration (WZC),
brought onto the network eas ily. The focus of then every wireless network ever connected
the paper is explain ing how rogue access po ints to will be in the preferred networks list. The
can be used in the university environment to higher the connection is on the list, the higher
exploit students and faculty workstations to its priority. For example, if the user co nnected
gather sensitive data . First, I will examine to the univers ity's wireless in 2008, and in
the vulnerability. Second, I will describe the 200 9 connected it to their new wireless router
different attack vectors where one could explo it at home, then the laptop will co nnec t to the
the vulnerability. Lastly, I will describe ways to university's SSID even if it sees their new wire-
collect sensitive data and how one could use less router as availabl e. Since a lot of university
the captured data . students live in dorms their first year, the prob-

As I mentioned, the un iversity installed abili ty of having the university's SSID near the
802 .11 APsaround the campus. Allof the acces s top of their preferred networks list is high.
points communicate to the end devices with the If you merge the ideas from the last three
same, unsecured SSID. By unsecured, I mean previous paragraphs, then you end up with the
the access point is not secured with static WEP vulnerability. First, the APs are not secured .
or WPA keys, or an enterprise authentication This means that a miscreant can create a
solution. In a corporate environment, you will rogue access po int and everyone will auto-
find sec ured access points because the corpo- matically connect to it as though it was owned
ration is trying to keep unauthorized persons by the university. Second, all student laptops
out of their network. However, in a univers ity (and specifically those bought at the student
setting, they are trying to provide usability on store ), will be act ively looking for the univer-
their wireless so students and faculty can get on sity's wireless connection. Even further helping
it without trouble. To allow usability, the univer- the miscreant is that the laptops bought from
sity moved the authentication from the wire- the student store list the university's wireless
less proto col itse lf to a web based splash page connection as the preferred connection. This
asking for credentia ls. When a user connects to means that they will connect to the un iversity's
the wireless , their web browser is automatically wireless network even when they are not at the
redirected to a SSL secured splash page where univers ity. To gather information using a rogue
they are required to login to get access to the access point , the miscreant has to figure out
network. There is no client-side software to this where students are when not at schoo l. A good
login and it is based off of the machine's MACJ plac e to start would be the ir residence.
IP addr ess. On ce logged in, they have access to The first attack vector is apartment
the network and Internet. complexes. There are tons of apa rtment

My university a lso sells laptop computers complexes around my university, housing 1000s
that come customized with common settings of people. The majority of the people living in
and shortcuts that the student would find useful. these apartments are students at the un iversity.
One of these settings is adding the university's A good majority of university stude nts have
wireless network. This will allow any stude nt laptops with the SSID of university saved as
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a wireless profile. If someone sets up a rogue
AP, then anyon e in proxim ity will automati­
cally connect to it. The number of users who
will connect to the rogue AP is based on how
high the university's wireless profile is in the
preferred network connections list. The longer
one leaves the rogue AP on , the more users that
will connect to it. More users will also connec t
to it when their compute r is restarted and looks
for available wireless co nnections. Again, if
the university's SSID is high in the preferred
conn ection s list, then it will co nnec t to it if it
sees it available . I will ca ll th is the most effec­
tive method because the miscreant will not be
see n, and will never have to hide any of their
equipment. .This is a lso the setup where one
could have th e most equipment. Imagine three
or four rogue APs eac h with high gain antennas
positioned to pick up the most users .

The second attack vector is dormitories. My
university did not extend the wireless through out
the dormitori es, but instead installed APs only
in the lobbies and study areas (basem ents). This
mean s that above the basement, onc e the signal
bleeds off, there are 100s of laptops looking for
the un iversity's SSID. If a miscreant sets up a
rogue AP, one could easily grab a bunch of
users instantly. In reality, one could just put
the rogue AP in a car and mount the antennas
on the roof. This would not provide the depth
of coverage as the first method, but would be
much easier to implem ent.

The third attack vector is on the ca mpus.
If the miscreant is brave, and believes that the
data he/she wants to co llect is on the physical
campus, then he/she could setup a rogue AP
in the ceiling using a laptop by itself, or the
combination of a laptop and external AP. The
issue of long term power is easily solved. All
of these new "smart classroom s" have elec­
trical outlets for the projectors above the cei ling
tiles. Not only will the AP run forever, but it is
hidden from view. The downside to this is that
if the university is runn ing any kind of rogue AP
detection, and actively monitors it, the rogue
will be found . However, the value of the data
one co uld potentially gather might outwe igh
the risk. The primary reason for runn ing a rogue
at the university is to capture faculty data.

Along the same lines as putt ing a laptop in
the ceiling, one could put it in a book bag wired
to a UPS.This would only last for a couple hours
(de pending on how much we ight in batteries
one wants to deal with ), but is mobile and has
little chance of someone ever finding it. Here is
a scenario. Pretend you're a student and go into
a large lecture hall. Ifyou find a hall where they
teach an IT subjec t, then the majority of the
students will bring the ir laptop. Power up your
book bag, and hop e that they co nnect to you.
If you get to class before they do and get your
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often, IT professionals simply plug the printer in
and point computers to it. They are ignori ng the
security impli cations of treating a printer as a
"receive only" device.

A quick browse of the Ricoh or HP printer
websites reveals that modern printers are
capable of much more than just putting ink on
vario us paper sizes. Today, printers have hard
drives, access to network storage, and emai l,
whi ch translates to broadcasting data and not
just receiving it.

Attack 1: Building your
zombie (scanner) army

You have scanned your network to find
systems with open ports using a too l li ke Nmap
or HPing2 (for this article, we wi ll be using
Nmap), A system is returned with ports 515
(Printer/LPD), 631 (lPP) and 9100 (Jet Direct)
open. These ports are the main PDL (Page

----------Page 9

scotoma n. A spot in the visual field in whi ch
vision is absent or deficient.

Information security is full of scotomas.
To find one, look no further than the network
printer. Modern printers are no longer merely
ink cartridges wi th a network card; they are
document management systems wi th large
memory stores and direct server access. Using
unsecured network printers, you can own and
disrupt a network resource that is critical for
most business functionalit y.

specified." Now, simply toss your laptop into . 2. txt I sor t -u > MAC_Lis t . txt
your car/bookbagletc. and walkldrivelbike This relies on Ettercap to find the MAC
around your neighborhood with headphones addresses on your LAN. This is a good choice
on in search of your machine. If you find the because it's fast, and speed counts when you
machine, you can now set up nearby and zero know that some wireless security measures are
in even closer by watching the "PWR" field flawed when it comes to ARP requests. If we
of airodump-ng. You can see the "power:' or were to use the basic ARP program ar p - a, it
pretty much the range, of the cl ient that is either would take a bit longer.
"probing" for, or connected to, an AP. What the above script actually does, in plain

And that's all there is to it, really. Imagine Engl ish, is "run Ettercap, use text mode, in non-
the possibi lit iesof theseapplica tions in parallel. promiscuous mode (so there's not a bunch of
Law enforcement can find the MAC address of packets floodin g the screen), use interface ethO,
a stolen laptop. You can pinpo int, wi th quite ARP for all clie nts on LAN and make text file
good accuracy, who broke into your network 1.txt w ith results, print each line in 1.txt but
by comparing the logs of MAC addresses only the MAC addresses col umn and append
with your very ow n addresses and the foreign it to 2.txt, print every line in 2.txt sorting out
address being specified as the "prey." You can the duplicates and spitti ng all of the unique
search for anything with a MAC address. If MAC addresses into the text fi le MAC_Listtxt."
you aren't sure how to find a MAC address in Now simply make this run every, say, 5 or 10
your logs, you can simply wr ite a shell script min utes or so. ARPs can seriously bog down
to frequently check your LAN for new MAC traff ic, of course, so maybe less often would be
addresses and dump them to a text file, without recommended.
creati ng doubl es or overwriti ng previously seen Another applica tion of the program would
MAC addresses. Here is an example of such a be to create a game to with your friends to
LAN-nanny: wi relessly search for them! The program is not
sudo ettercap -Tpi ethO / / / / -k biased and you can specify even an ESSID that
.. 1 . t xt - s q && cat 1 . t x t I awk you once used and have fond memories of.
.. ' {pr i nt $2) ' » 2. t x t && ca t There are endlesspossibi liti es!

Attacking a
Blind Spot

by Tim Kulp (c1oak13)

Why a printer?
Enterpr iselbu siness computers have many

checks and polic ies to monitor informatio n
coming from and going to them with devices
like proxy servers and firewalls. Printers, on
the other hand, do not access the web or even
other computers; they only receive instructions
to print and therefore do not need these various
checks, right? Many modern network printers
have management features that can be accessed
via a web browser or telnet, whi ch means that
ports 80, 443 and 23 are open by default. Too
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by Douglas Berdeaux
douglas@weaknetlabs.com

fabricated packets to deauthenticate a user in
order to grab a W PAJlNPA2 handshake, which
wo uld allow you to attempt to crack, with a

Yea rs ago, when I fi rst saw the movie Track dictionary file or hash file, the login info using
Down (Takedown), I was impressed. I thought it aircrack-ng or cowpatty 4.0+.
was a cool movie and have been bashed several But in our case, we are simply sniff ing, so
times for such a statement. I even heard Kevin any old card shou ld do the trick. You can skim
Mitn ick once say that the movie "sucked" in forums where they talk about this sort of thing,
an interview on a radio show. But out of all of like wi reless security, to find out which cards
the cheesy hacker movies, I felt that it had the are best for the job. I would fi rst recommend
coo lest feel to it. The part in the movie were the Remote-Exploit forums, as they have almost
Shimomora is in the van searching for M itnick benchmarked every card on the market for their
gave me an idea. I could possibly do the same sniffi ng capabi li ties! They have a lot of experi­
thing with MAC addresses and the aircrack-ng ence w ith w irelesshacking and are fi rst to point
suite. W ith a cheap wi reless card, a free light- out a vul nerabi lity, or code to exploit it.
weight coding language, and some patience, I Once you have a good card, you're ready
too could be trolling in the back of a van. But to start searching for your cracker/laptop
again, searching for a MAC address and not a thi ef! First, boot up into a Live Linux disk like
MIN or ESN (yet). WeakNet Linux Assistant. Then connect to your

Now, I don't own a van, I don't have friends, wi red internet and dow nload the catchme-ng
and I wouldn 't reall y care if someone cracked tarball here: http: / /weaknetlabs . com/
my network security. But I woul d care if, say, I . code / ca t chme- ng / Now disconnect and
had a laptop sto len from me in a mugging, or save the tarball for future use on a flash drive.
from my house when I wasn't home, etc. I could Put your w irelesscards down and kil l network­
then check the MAC address I wrote down of the manager. By typing Hconfig, you can list the
internal W iFi card, or on the side of the laptop cards that you have "turned on."Then i fconfi g
box, for even better evidence, and search for it! • <car dname> do wn wi ll turn them off
This woul d, of course, only going to wor k if the temporarily. This can also be accomplished by
thief weren't smart enough to change the card, ki lli ng network-manager with kill all network-
leave the state, etc. If you think of this situation manager. Usually that turns off all of the
with mathematical crime statistics and prob- network cards in one fell swoop .
abi lity, it's most li kely the case. Now we want to set our wi reless card

Windows, and any other as that has a to monitor mode and turn it back on. Type
network manager-l ike cl ient runn ing, wil l either i wconfig to list all of your w ireless cards. Type
be connected to an AP listed in your prefer- iwconfig <car dname> mod e mon i t or
ences, or will be probing for APs in your list. to set it to monitor mode. This is where you
Also, it wi ll be actively sniffi ng for surrounding can determine if your card is capable, wi th
APs to suggest them to you, as if its li fe the drivers included in your as, of going into
depended on it. monitor mode. The as isn't very embarrassed at

Wh en a clie nt probes for a preferenceAP, the thi s point to cry out! If successful, turn the card
data sent via WiFi will be visib le to anyone in back on wi th i f config <car dname> up,
the surrounding area equipped with the proper and start airodump-ng wi th the --w rite to file
setup. By this I mean anyone w ith a card that option. Make sure you remember what your
can be set to "monitor" mode by the user and current working directory is and where you are
runn ing airodump-ng whil e channel hopping. saving your fil es to. I'd suggest changing direc-

I have had a lot of experience with W iFi tor ies and just saving them in /tmp.
cards, vendor types, and driver issues in the Once started, fire up catchme-ng and click
labs here and have found that almost any card on the "..." button to find your "dump fi le"
that is detected by a LinuxiUn ix flavor as can created by airodump-ng. Then select the M AC
be set into "monitor" mode for sniff ing. This address you want to hunt for and cl ick start. If
means that the card has the abi lity to "sniff" your prey (MAC you're searching for) comes
surrounding APs, to list them for you to connect wi thin your wi reless card's sniffi ng range, you
to, but does not always mean it can "i nject" w il l see it. A loud siren sound w ill play, and
fabricated packets. You would want to inject a box will pop up saying "I've found the MAC
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Start i ng Nmap 4 .6 2 ( h t t p: / / nmap .
- org ) at 2009- 01-1 5 00 : 13 PST
Warning : OS detect ion f or
- 192 . 168 .1. 27 will be
- MUCH l ess r e liabl e
because we did not find at l eas t
- 1 open and 1 clos ed TCP por t
All 1697 scanned ports on mythbox
- (192 .168 . 1 .27) are fil t ered
MAC Address : 00 :14:BF : 5B:2D:5 C
- (Ci s co- Li nksys )
Too many finge rprints ma t ch th i s
- hos t t o give spec i fic os details
Ne t work Distanc e : 1 hop

by Bryce Verdier

For peo ple in the know, port sca nners a re
doubl e-edged swords. Whil e they give System
and Network,.admin istrator s the abi lity to sca n
for unwanted holes in their firewalls, serve rs,
and co mputers, they a lso give malic ious Intern et
users the ab ility to do the same thing and are
usually the first tool a wo uld-be intrude r uses to
find a way into a network. O ne of the most we ll
known port sca nners is Nmap . Nmap runs on
Linux, FreeBSD, Mac as X, Solaris, Windows,
and more . So chances are that, no matter what
asyou're running, you can run Nmap on it. Nmap finished: 1 IP address (1 host

Disclaimer: just because you're about to _ up) scanned in 36 . 634 s econds
learn a new tool today, does not mean that you This is just to show you what I typed at the
should go ~tra ight to work or .sch.oo l an~ j.ust co mmand prompt, so you ca n see how to use
start sca nning every co mputer In Sight. ~I~ ISa the -5 argument and what to expect as possible
real good way to make the network administra- results. As I said above, -5 is to spoof the IP
tors very angry. So be co urteo us; if you do not address of the hosting machin e, which I have
own the co mputer you're abo ut to sca n, get set to spoof as 12.24.36 .48. However, I have
permission . And this is for ed ucat ional pu rposes a co uple more argume nts thrown in for good
only, obvio usly. measure . First the "_e" this is tel ling Nmap

I am qui te sure that some of the peopl e which networ k ca rd to use. Generally, Nmap
readin g this article are more ade pt with this knows which ca rd to use, but I've deci ded to
tool than I am. (If you're not, then I would use it here to be explicit. The next extra argu-
recomm end you spend some time with it men t is "-PO." This is to tell Nmap not to ping
before co ntinuing with this article... or not.) For the host, as Nmap likes to ping before sca nning
those who don 't know, Nmap has the ability to to make sure the host is online. Now that we've
change its sca nning IP, and do the same trick gone over the bor ing stuff, let's look at some
with a group of IPs, or decoys, as the manual firewall logs.
ca lls them. So for everyo ne who lives by the ir J an 15 00 :13 :0 1 mythbox IN=e t hO OUT=
firewall logs, you might want to start keeping a MAC=00: 14 :bf : 5b: 2d : 5c : 00 :13 :d4 :
closer look at your logs co nce rning port sca ns, - 78 : 18 :c6: 08: 00 SRC=12 . 24 .3 6 . 48
because that IP that is sca nning you is probably DST=192 . 168 .1. 27 LEN=44 TOS=OxOO
not the IP that you think it is. - PREC=OxOO TTL= 40

h I h - ID=63097 PROTO=TCPFro~ t e ~an~a , t ere are two arguments SPT=43468 DPT=1383 WI NOOW=1024
that I will go Int? In m~re depth: -5 and -D. -5 _ RES=OxO O SYN URGP=O
has the explanation of, -5 <IP_Address>: Spoof Jan 15 00: 13: 01 mythbox IN=ethO OUT=
source address." And -0 is descr ibed as, "-0 MAC=00: 14 :bf :5b : 2d:5c :00 :13: d4 :
<decoyl ,decoy2 [,MEJ,...>: Cloak a sca n with - 7 8 : 1 8 : c 6 : 0 8 : 0 0 SRC =12 . 24 .36 . 48
decoys" (notice no space between the com ma DST= 192 . 168. 1. 27 LEN=44 TOS=OxOO
decoy1 and decoy2). If you do use "ME," you - PREC =OxO O TTL= 47
will put in your co mp uter's IP address as part of - ID=56142 PROTO=TCP
the cycle of decoys. I do not know if you would SPT=43469 DPT=72 2 WI NDOW =4096
want to do this, but maybe you do. Anyway, - RE~=OxOO SYN URGP=O
let 's see some of these configurations in action: This output shows the results the co mmand
$ sudo nmap -e e t hO - PO -s above has on my iptables firewa ll log. If you
- 12 . 24. 36 . 48 -A - T4 192. 168.1. 27 look in the screen shot on eac h line you' ll
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Conclusion
The few examples in this article a re simple

attac ks for standa rd network printers but can be
used as a basis for more soph isticated attac ks
aga inst robust printing systems. As printers
improve in ca pa bilities and features, new sec u­
rity issues arise . Imagine the secur ity co nce rns
of a "doc ument management soluti on " printer,
o r of a printer tied d irectly to the co mpa ny's
Excha nge server. If left unsec ured, what kind
of attac ks co uld be used to com promi se the
co nnected systems? Like many non -computer
devices, network printers are often forgotten in
sec urity aud its and analys is. Keep this in mind
durin g your next penetration test project. By
ta rgeting network printers, you ca n leverage a
powe rful networ k resource while ope rating in a
very large sec urity blind spot.

2600 Magazine

[p r in t er I P address ] :9100
Notice we are co nnecting to port 9100.

This co nnec tion will cause the printer to spit
out an HTIP requ est. If you get creative with a
too l like Fiddler, you ca n craft your own HITP
commands and flood the printer with HITP
GET requests. Each GET would be printed out,
again causing the print queue to be flooded
with bogus print requests.

But wasting paper is not the only 005 we
can perform . Using telnet, you can change
settings on an unsecured printer by connecti ng
to port 23 . You ca n use this co nnecti on to reset
the Admin istrative Password, change the user
time out, and a ton of other mischievous things.
We will wa lk throu gh a qui ck sce nario that will
get the printer's hostname using telnet and an
unsecured HP 4050n printer.

Telnet into the printer using a standa rd telnet
open co nnec tion command: open [t a r get
printer's IP address ]

If the printer is unsecured, you will not be
promp ted for a username or password. After
ga ining access to the printer, type "menu" and
hit enter. This wi ll return the co ntro l menu . To
get the hostname, se lect option 2, for "TCP/IP
Settings," then se lect option 1, for "Main TCP/IP
Settings." This wi ll return a ll of the generalTCPI
IP settin gs, including hostnam e, IP address,
subne t mask, etc... You ca n change the IP
address here to create a simple, but temp orary,
005 attac k. As soo n as network administrators
real ize no one ca n print to the spec ific printer,
the changed IP address will be discovered and
cor rected. Wh ether or not the printer will then
be sec ured is another story.

Return to the main menu and browse the
other op tions to get a co mplete picture of a ll
the settings you ca n manipulate . Many of these
settings, with slight changes, ca n ca use major
disruptions in the printe r;s ope rations or be
othe r routes to a 005 attack.

Attack 2: Killing trees, blocking business
While a zombie sca n ca n be useful, you

ca n do a lot more with an unsecured printer.
Using just the address of the printer and telnet,
you can send print jobs to the network printer.
Using telnet and an unsecured printer, we are
going to laun ch a 0 05 attack.

Connec t to the printer via telnet:
open [target 1P address] : 9100

This will open a te lnet co nnect ion to
port 9100, the port that receives all the POL
co mmands that we introduced ea rlier in the
article . Type whatever you would like and press
Crtl-] to send the co mmand to the printer. This
wi ll ca use the printer to print the text that you
typed before hitting Ctrl-]. With a little scripting
skill you ca n bu ild an automated process that
wi ll print rand om strings, ca using a tremend ous
waste of ink and pap er as well as clogg ing the
print queu e and thus preventin g other users
from being able to print.

Anothe r way to do this same attack is to
co nnec t to the printer via a web browser. As
an examp le, you co uld type the following into
the address bar of your web brow ser: http : II
Page1O---------

Descr iption Language) data stream ports. POL
is the co mmand language netw ork printers use
to know how to draw the document that they
are trying to print. Having these ports ope n is
a sure indicator that the device is a network
printer. If you are still not sure, you can a lways
run: nma p -0 [ t arget 1P address ]

The -0 modifier tells nmap to determ ine
the ope rating system of what you are scan­
ning. If the device is indeed a printer, then
you ca n expect someth ing like "HP Laserjet
4050/4200/460015100 UetDirect ) printer,"
wh ich tells you that the network printer in
que stion is an HP l.aserlet and co uld be a 4050,
4200,4600 or 5100 model. This is great infor­
mation to start lookin g for vulnerabilities, but
for this attac k we are only del ivering a scan
throu gh o ur printer.

Letfs get this printer working for us. Using
the following co mmand in nmap : nmap -s1
[prin t e r 1P address] [t arge t I P
addres s ]

The printer (now our zombi e syste m) will
sca n the target for port information.This is ca lled
an idle scan or a zombi e scan becaus e, while
you are exec uting the sca n, another system
tunnel s the req uests for you.This particul ar sca n
is useful when you know an IDS or IPS system
will be logging scan act ivities. The IDS/IPS
will record the scanning system's information
which, when using a zombie scan, will be the
zombie device (in this case, ou r target network
printer). This type of sca n is great for hiding your
computer's identity while still retrieving useful
and accurate po rt information from the target.
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surcharges are a lso waived in such instan ces.
However, station-to-station rates ca n also apply
to ca lls with specia l billing arrangements or
whe re "time and charges" is requ ested .

Person to Person : Wh en lon g distance ca lls
were very expe nsive (pa rticularly internationa l
lon g distance ca lls), you took a big financia l risk
by calling station-to-stat ion . If the person you
were trying to reach wasn't there, but so meo ne
e lse answe red the phone, you'd still have to
pay for the call. With a person -to-person call,
the ope rator takes the nam e of the person you
are attempting to reach and will try to co ntact
that person directl y. You are only co nnec ted
(and charged for the call) if the ope rator ca n
reach your party. Of co urse, a hefty surcharge
is co llected for this service.

On ce you decide the type of ca ll you want
to make (assumed to be station-to-stat ion if you
don 't speci fy otherwi se), you must decide how
to pay:

Calling Number: You ca n bill the phone
number from which you're ca lling - provided
it's not blocked. This billin g method is often
used by PBX and VMB phreaks . Believe it or
not, some COCOTS a llow th is too!

Calling Card: The ILEes and man y inde­
pendent phon e co mpanies issue calling ca rds.
These can be used a ll over the world to charge
ca lls to your hom e telephone bill - generall y
at o utrageo us rates . These are different than
ca lling ca rds issued by lon g distan ce ca rriers,
for which ca lls a re billed directly rather than
being billed throu gh your telephone co mpany.
Note that long d istance ca rriers can bill ILEe
ca lling cards, but it doesn 't work the other way
around.

Collect: When you make a collect ca ll, it's
free to you. However, the person you are calling
must agree to pay the charges. Overseas, this
is ca lled a "reverse cha rge" ca ll. Speak ing of
ca lling overseas, it's possible to ca ll phone
numbers in the u.s. co llect using the domi ­
nant fixed line ca rrier (such as NTI in japan,
BT in the UK, Telkom in South Africa, etc.) and
vice-versa.

Third Number: You ca n bill someo ne e lse's
phone numb er for a ca ll you want to make.
In fact, you ca n ca ll a nywhere in the world ­
as lon g as they agree to pay the cha rges. You
wouldn't be lieve how often people will agree

Hello, and gree tings from the Central
Office! It's autumn in Puget Sound co untry,
which means the skies have returned to their
usual leaden gray. It also means leaves from
my no-good , lazy unemployed neighbor's trees
are co vering my lawn . After a ll, he's too busy
cas hing unemployment chec ks and watch ing
Jerry Springer to do an y actua l work . I'm
thinking of returning this week's batch of leaves
in his mailbox , spec ia l del ivery, with a few extra
co pies of his overdue phone bill and maybe a
rotting salmon carcass for goo d measure .

All this fumin g got me to thinking what
would happen if my deadbeat neighbor's line
is disconn ected for nonpayment. He'll prob­
ably be redu ced to calling his parents co llec t
to beg them for money. I'm not a big fan of my
neighbor, but I like his parents, a nd I'd hate
for them to be stuck with a whopper of a bill.
Although 97 percent of collect ca lls are from
prisons and jails, there are still a healthy number
of co llect ca lls in the mix. And as it turn s out,
unlike in the good old days of the Bell System
where rates were high but at least co nsistent,
today 's co llect ca lling rates range from high to
co mplete ly outrageous.

Younger readers grow ing up in the world of
unl imited ce ll phone plan s and unlimit ed lon g
distan ce may not even know what a co llect
call is, or how to use othe r types of op erator
handled calls. In a world where long distan ce
ca lling is effective ly free, it's very unusual for
many types of operator handled ca lls to be
mad e the se days. However, the followin g oper­
ator handled ca ll types are still available from
AT&T long distance operators and from local
ILEC phone compa ny ope rators (although you
may have troubl e finding an operato r who ac tu­
ally knows how to place them ).

All billing for ope rator-hand led ca lls is
e ithe r based on a station-to-statio n or person ­
to-person ca ll:

Station to Station: This is the same billing as
just dialin g 1+ (NPA) NXX-XX XX d irect, but you
ca n have an operator dial the ca ll for you. Oper­
ator d ialed station-to-station ca lls are gener­
ally handled for visually impa ired or d isabled
custome rs, and extra charges are waived for
such customers. In gene ra l, ope rators only dial
station-to-station ca lls for ordinary custo mers
when they report troubl e o n the line, and
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Resources
1. Nmap we bsite: h ttp : / /w ww .

'- i ns e c u r e. o r g / nma p /
2. Perform ance: http : / / www . insecure .

'-o r g / nma p / ma n / ma n- pe r f o r ma nc e .
'-h t ml

3 . Port Scanning Basics: http : / / www.
'- i ns e c u r e. o r g / nma p / ma n / ma n­
'-p o r t- s c a nn i ng-ba s i c s. h t ml

4. Address Spoofing: ht tp: / / www .
'- i ns e c u r e. o r g / nma p / ma n / ma n­
'-byp a s s - fir e wa l l s- i ds. h t ml

'- IN;e t hO OUT;
MAC; 00 :1 4 : bf : 5b : 2d : 5c : 00: 13:d4
'- :78 : 18 : c6 : 08 : 00 SRC;3 . 6 . 9. 12
DST; 192.168 . 1. 27 LEN;44 TOS; OxOO
'- PREC;OxOO TTL;42
'- ID; 16809 PROTO;T CP
SPT;63815 DPT; 234 WINDOW=3072
'- RES=Ox OO SYN URGP;O
J an 15 00 : 33:54 myt hbox IN; e t hO OUT;
MAC; 00 :1 4 : bf: 5b : 2d : 5c: 00: 13 :d4 : 7
'-8 : 18 : c6 : 08 : 00 SRC;5 . 25 . 125.250
DST; 192 . 168 . 1 . 27 LEN; 44 TOS; OxOO
'- PREC;OxO O TTL=42
'- IDd 6809 PROTO;TCP
SPT; 63815 DPT; 234 WINDOW =3072
'- RES;OxOO SYN URGP ;O

Well, well, well. just like the manu al sa id,
the firewa ll logs show that access was attempted
from our specified add ress above, in the exac t
orde r that we inputted them . You can discover
this for yourself by looking at the log messages
and noticin g what SRC equa ls.

So let's recap what we have (hopefully)
learned today. We learn ed how to change your
IP address whil e sca nning, and that you can use
an array of IP address to pretend to be othe r IPs
wh ile sca nning. So you might be wo nde ring at
this point why I say we almos t hid our identity.
Well, if you have been paying atte ntion to the
firewall logs you might have not iced that the
attac king MAC address has stayed the same. Of
co urse, th is can be changed as well, but that is
anot he r article for anothe r time.

The special "collector 's edition" is also
available in rapidly dwindl ing numbers.

The 600-page hardcover collection can
be found at bookstores everywhere and

at http://amazon .comI2600
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Nmap fini s hed: 1 IP address (1 host
'- up) s ca nned i n 138 .6 57 sec onds

just like the first co mmand, we start by Nmap
tellin g it which netw ork ca rd to use a nd, instead
of just specifying one IP address, we spec ify
three IP addresses : 12 .24 .36.4 8, 3.6 .9.12, and
5.25 .125 .250. Now let 's take a quick look at
our iptables log and see what happens.
Jan 15 00 : 33: 54 mythbox IN;ethO OUT;
MAC; 00:1 4 :bf: 5b: 2d : 5c : 00: 13: d4:
'- 78 : 18 : c6 : 08 : 00 SRC;12 .2 4 . 36. 48
DST;192 .168 . 1 . 27 LEN; 44 TOS;OxOO
'- PREC;OxOO TTL;43
'- ID=16809 PROTO;TCP
SPT; 63815 DPT= 234 WINDOW;4096
'- RES;OxOO SYN URGP=O
J an 155 00 : 33 : 54 mythbox

see : "SRC=12.2 4.36.48" which is the exac t lP
we set from the co mma nd line. We know this
works with a single IP address, but what about
mult iple IP addresses?
$ sudo nmap - e ethO -po - D 1
'- 2 . 24.3 6 . 48 , 3 . 6 .9 . 12,5 .25 . 1
'- 25 . 250 -A - T4 192 .1 68 . 1.27
St ar t i ng Nmap 4. 62 ( ht tp: / /nmap .org
'- ) a t 2009- 02- 15 00: 33 PST
Wa r n i ng : OS de t ect i on f or
'- 192 . 168. 1. 27 wi ll be
'- MUCH less reliabl e
becau s e we did not find at l ea s t
'- 1 open and 1 closed TCP port
In t e r es t ing ports on
'- myt hbox (192 . 168 .1. 27):
Not sh own: 1693 fil t e r ed ports
PORT STATE SERV ICE VERSION
80/tcp open ht t p 1ight t pd 1.4 .1 5
631/ tcp ope n i pp CUPS 1 . 2
6543/ t cp open mythtv?
6544/ tcp open mythtv?
MAC Addres s : 00: 14 : BF: 5B: 2D:5C
'- (Ci s co-Links ys)
Device t ype: gene r al purpose
Runni ng : Li nux 2.6.X
OS de t a i l s : Li nux 2 .6 .9
'- - 2 .6 .12 (x86)
Uptim e : 0 .031 days (s ince
'- Wed Jun 13 20:11:2 2 2007 )
Netw ork Di s t an ce : 1 hop



Coogle Calling
2. Link a pizza place, then place a call

through Google Voice to another pizza
place. "Hello, Domino's . Huh?This is
Pizza Hut, why are you calling me? I
didn't, you called me. No I didn't."

3. Make free calls from pay phones. It is
trivial to obtain phone numbers from
payphones (if you don't know how,
review past issues of 2600). Link these
numbers to your Google Voice number
and initiate a call between them for free.
This is great for covert meet ups.

4. Initiate a call between an evil hacker
and the FBI.

5. Many Apple Stores have iPhoneson
display and active for calls by anyone
who walks up. Get the phone numbers,
link them in your Google Voice
number then publish it to the web as
free Microsoft Support. As an added
bonus, initiate a call between the linked
iPhonesand Verizon tech support!

~lello!

by Fazand caphrim007

GrandCentral, now known as Google
Voice (htt~: / / www.goog l e . com/voi ce)
is, like all Google services, a beta offering that
was available through invitation only, though
it appears the service will become more
public in the near future. With Google Voice,
you can choose a phone number and then
link all of your phones to this main number
to help maintain your privacy (by not giving
out your personal phone numbers) and to
promote a 'follow my phone' type offering. By
linking your phone numbers to the selected
Google Voice phone number, anyone calling
your Google Voice number will automatically
ring all of your linked phones. You can link
your home phone, cell phone, pay-as-you-go
phone, work phone, girlfriend's phone, and
pizza parlor ("Hello, Mario's Pizza. Faz? There
is no Fazhere.") to your Google Voice number
via the web interface. You can also initiate
dialing from one of your linked phones in the
Voice web interface to another phone number,
and your Google Voice phone number will
show up in the CalierlD, even though you may The drawback to the above is that you
be talking from your cell phone.. . cannot listen in on the fun. However, if you

Now comes the fun part. There IS no vall- have two Google Voice accounts you can
dation of the phone numbers you link to your th b th th fl f cef t
G I V · b I Th t . . I e a use e on- e- y con erence ea ure.

oog e DIce num er. a IS, you simpy. I"
input the phone numbers you wish to be rung Simply estab Ish a call betwee.n one of your
when a call comes into your Google Voice phones and ~n external.party (!',zza Hut), and,
number. That's it. Nothing more. For outgoing at the sametime and uSinga different account,
dialing, you select the phone from your list, establish a call from another external party
then input a number to call. This action then (Domino's) to your Google Voice number and
rings your selected number, then rings the conference them in while they are ringing. You
remote number and connects the two . There now have a 3-way conference call!
are many opportunities here for those wishing The list of potential (rnisluse" is endless.
to enhance voice com~unication offerings, to Thanks Google!
make ~ree calls, or to Simply have ~un : , "One way that Google may be able to stop
1. Link all your state representatives phone hi I 1" ' h f rni

numbers (be sure to include personal ~ IS, or .at eas~ irnit t e scope 0 misuse, IS to
and cell if you have them!) to a single Immediately ring the p.hone numbers that you
Google Voice number and publish to add to your Google VOicenumber and prompt
the web. Anyone who calls the Google you to input a security code. This will force
Voice number will automatically ring all you to be present at the phones you list. But,
the representatives' phones. asof this writing, this is not required.
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to pay for your calls! phone or business line, AT&T will third-party
lime and Charges: You can request that a bill calls without verification provided that a

call be placed with "time and charges." The L1DB lookup indicates the line can be billed (or
operator will place the call with the type and the L1DB lookup fails, which happensoccasion-
billing you direct. After the call is completed, ally). If charges are disputed by the third party,
an operator will come back on the line to say AT&T will back-charge the originating number.
how long you talked and how much the call However, if the charges are again disputed,
cost. AT&T simply eats the loss and blacklists the

Busy Line Interrupt: If you claim there is originating number for future unverified third-
an emergency and agree to pay a fee for the party billed calls.
service, an operator can break in and interrupt When you follow the standard procedure
a call in progress. Theoperator will not connect to place a "0+" call, you will more likely than
your call to the existing call in progress, but will not be connected to an "alternative operator
inform the called party that you are trying to service" or AOS. OC! was one of the first
reach them. carriers in this market, charging very high rates

Busy Line Verification: An operator can to consumers and paying fat commissions to
verify that a line that rings busy is actually busy owners of payphones choosing their services.
(not just off hook). Their operator service platform was poorly

It's worth noting that CLEC, independent, designed and their operators were poorly
mobile phone, and competitive long distance trained, so OC! was frequently exploited by
carriersare not generally required to offer oper- phreaks in the early 1990s. Even today, shady
ator services, except to the disabled. Where AOS practices continue; consumer complaints
they do so, available services may vary. It can are rampant about charges exceeding $5 per
be fun finding out which services are offered, minute for collect calls. Muddying the picture
and how accuratethe billing is. further are toll-free "dial-around" services

But I digress. Back to my pitiful neighbor such as 1-800-FAIRCALL and 1-800-COLLECT,
and the collect call he'll be making to his which are completely unregulated. Here are
parents.Thetraditional way to call collect (from someexample rates for a collect call:
either a fortress phone or a POTS line) is to dial • 1-800-0NE-DIME: Operated by Sprint;
oplus the areacode and phone number you're 10 cents per minute plus a $2.99 operator
calling.You'll hear a "bong" tone, at which time surcharge.
you dial O. Either an operator or (as is usually • 1-800-COLLECT: Operated by Verizon;
the case these days) an automated operator $4.99-$6.49 surcharge, 55 cent additional
will ask you what type of call you are making: payphone surcharge, $1.59 per minute +
collect, billed to a third number, or billed to a 12.9 percent USF plus tax.
calling card. If you're calling collect or billing • 1-800-CALL-ATT: This service allows
a third number, a Line Information Database collect calls to prepaid and post-paid cell
(L1DB) lookup is processed on the back end to phones from AT&T, Sprint, and T-Mobile
determine whether the number you are calling post-paid accounts. The charge is a flat
is authorized for billing. In general, only fixed- $9.99 for up to 20 minutes. If you're
line residential and business numbers can calling a landline using 1-800-CALL-ATT,
be billed for such calls, and most CLECs and it's paradoxically more expensive: there is
VolP providers do not support this billing type. a $7.50 surcharge and the rate is $1.29 per
Assuming that this criteria is met (and believe minute plus 12.9% percent plus tax.
me, given the number of disconnect orders I'm • 1-800-CALL4LES(S): $3.99 surcharge, 25
processing on a daily basis, it's a rapidly dwin- cents per minute flat, allows billing to cell
dling criteria), you'll be asked for your name. phones (excluding Verizon and Alltel) .
Otherwise, you'll be asked to pay another way. • Qwest 0+: For intraLATA calls in Wash-

The operator will then dial the number ington State, 50 cents to connect and 45
you are billing and will ask if the charges are cents per minute.
authorized. If someone at that number accepts The ability to call cellular phones collect
the charges, your call will be connected. If is a relatively new development. To accom-
it's a collect call, you'll be connected to the plish this, carriers use the premium SMS plat-
number you're billing. If it's a third-party billed form for billing (I have written about this topic
call, you'll be connected to the number you're previously).
calling. Well, I'm out of space in this column, so it's

Third-party billed calls are not always veri- time to rake my lawn again and bring this issue
fied before they are connected. This is at the of "The Telecom Informer" to a close. I'll see
discretion of the carrier and generally depends you again in the winter. In the meantime, keep
upon the type of phone you're calling from. For our operators busy making person-to-person
example, if you're calling from a home tele- third party billed calls with time and charges!
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- 't wi t t er . com/bacontwi ts) can find
a niche in most social networks. Security
nerds like me have SecurityTwits (h t t p: / I

- t wi tter. com/secu r i tytwi t s),
The people you follow will frequently ask

or answer questions of other folks. You can
follow them as we ll, and pretty soon you
end up with a news-feed of data you're inter­
ested in. Assuming enough of them foll ow
you back, you will have a powerful hive­
mind at your fingertips. This collective will
give input on ideas from within itself. It will
refine, disprove, or validate answers given
to questions within the collective. It will link
to fascinating content elsewhere on the web
that other members might not otherw ise find.
It w ill challenge you to participate by giving
as much as you get.

I've found that this hive-mind functionality
work s best on lightweight services like the
aforementioned Twitter, or with link-sharing
tools like Deli cious, Digg, and Google
Reader. Facebook and MySpace are far too
cumbersome and broad-sweeping in their
content to be used efficiently. Plus, most of
the services I mentioned have easy-to-use RSS
feeds that can be indexed, processed. aggre­
gated, and searched later.

Of course, if you want peopl e in your
niche to acknow ledge your existence on
these social networks, you need to establish
your presence with relevant content that's
equally as interesting to them as their content
is to you. Jumping onto Twitter and foll owing
every single member of SecurityTwits, for
example, won't immediately integrate you
into the hive. By lurking, however, you can
learn a lot.

by axOn
axOn@h-i-r.net
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There's no doubt that social networking is
all the rage on the Internet these days. Places
like MySpace and Facebook have become
ubiquitous social hubs that start out as a ci rcle
of your real-life friends. Eventuall y, others join
in that you've probably never met and might
never meet in your lifetime. Your reasons for
befriending them may be many: interesting
photos or content, similar interests, or simply
because they're a friend of a friend (of a friend
of a friend). Maybe, you just like to compete
in the popularity contest to see how many
e-friends you can coll ect.

Linkedln has a business focus. Maybe
that's where you keep all of your professional
contacts or hunt for job opportunit ies. Bright­
kite is a location-aware microbl og with photo
hosting ability; likeTwitter on steroids. Maybe
that's how you find out who hangs out at your
favor ite local places when you're looking
for new friends. Friendfeed can aggregate
most content from your other social network
accounts. Maybe that's where you go to get
your 50,000 foot view of your online social
sphere.

Wh at if you wanted to craft a specia lized
hive-mind , though? I'm interested in security,
and I've found that, online, quit e a few secu­
rity geeks have blogs, Twitter accounts, Face­
book profiles, and the like.

Instead of just looking for your existing
friends online, you can leverage microbl og­
gingservicesIikeTwittert o find and foll ow like­
minded strangers. Obv iously, self-described
social media addicts have no probl em findin g
their cl iques, but everyone from World of
Warcraft Gamers (h ttp : // t wi t t er . com/
- WoWl ns ider) to Bacon-lovers (h t t p : I I
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two, or all three exams for only $14. Go to
http : / / ar r l . or g I to see when they are
having exams in your area.

Many local amateur radio clubs in the US
have an annual Field Day. It's usually the last
weekend of June. Field Days gives hams an
opportunity to go outside and test out their
emergency radio equipment. Just imagine
thousands of people across the country setting
up a makeshift communications infrastructure
to prepare themselvesfor an actual emergency.
Many times, it's amateur radio operators who
are first to get on the air to coordinate relief
efforts. Look up ARES or RACES for more info.

Getting a scanner may not be good enough.
Consider getting a software-defined radio.
It's a type of radio that can be connected to
your computer via USB. With the help of
GNU Radio, you can write custom code
to do spectrum analyzing, modulation!
demodulation , filters, HDTV tuning, and
packet sniffing. Maybe after doomsday, the
Internet will be severelycrippled.Transatlantic
telecommunication cables may very well
be destroyed. Once human tribes have been
established, you and other radio operators can
set up bulletin board system (BBS) style nets
with the help of software-defined radios.

It's more than likely that doomsday is not
December 21, 2012, but if it is, and you have
a ham radio, consider yourself covered (at least
on the communications side). For the rest of
the survival guide, I suggest watching those
movies.

For more info on amateur radio check out:
h ttp: / /hackmi ami . org /wiki /Ham_
- Radi o.

Shout-outs: Ed, BSoDTV, and the
HA CKMIAMI crew!

by J. P. Armstrong
jp@hackmiami.org

December 21, 2012 is just around the
corner. A supposed cataclysmic event is to
happen that day. Could doomsdaybe triggered
by a shift in the magnetic poles, or perhaps
some unstoppable airborne virus?Who knows!
Either way you have to ask yourself, "Am I
ready?" If the apocalypse happens in 2012 you
don't want to be caught with your pants down.
You'll need to be prepared. First things first,
watch all the apocalyptic and zombie movies
ever made. Including the foreign ones! You
don't want to be one of the few humans left
not knowing what to do.

You've watched the movies and now
you must prepare for the worst. You 're going
to need a bunker deep inside a mountain,
preferably at high elevation-if it's not magnetic
poles shifting it will be global warming that
takes us out. You will need some form of
communi cation. That pwned iPhone just won't
do. Sure it's unlocked for use on any service
provider,but on doomsday, it's more than likely
that you won't be getting any reception. That's
why it's good to have an amateur radio! Many
ham radios act like scanners. Soyou can listen
to different frequencies like airband, pol ice,
fire & rescue, CB, GMRS, FRS, shortwave, AM,
FM, amateur bands and your local Mickie D's
drive-thru. Look for "w ide receive" feature.

Toprepare to communicate afterdoomsday,
you're going to need to practice, and for that
you'll need to get an amateur radio license. In
the US, there are three types of licenseclasses:
Technician, General, and Extra. A Technician
class license is the first one you get and has
the most restrictions on amateur bands. Extra
class licenses have the least restrictions.
They no longer test for Morse code.Take one,
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numbers consisting. of the new numbers
and the original even numbers.

4. Add up all sixteen numbers.
5. Manipulate the check digit so that the sum

is divisible by 10.
So, as an example, let's use a random

number, say 4264 1658 2275 1393. After
doubling the odd digits and summing the ones
that end up being two digits, we get 8234 2618
4255 2393. The sum of thesedigits is 67, which
is not divisible by 10. So, to fix this, we change
the check digit from 3 to 6. Our valid number
is now 4264 1658 2275 1396. Whether that
is really somebody's card number is anyone's
guess.

One other thing I did here was I made sure
the first digit was 4. This identifies the number
as a Visa number. I don't know how picky the
different websites are, but it's easy enough to
include this digit. Here are the numbers for the
major credit card companies:

3 - American Express
4 - Visa
5 - MasterCard
6 - Discover

I used this method a while back to obtain
a free trial from ht t p : / / www. real tyt rac .
- com/ . Of course, there's the small chance I
could have just gotten lucky and found some­
one's real number, so I cancelled before the trial
period ended, just in case.

It would be a no-brainer to write a script to
spit out mill ions of valid numbers, but if you
need that many, I fear what you might be doing
with them. Hope this helps you get some free
trials.

byhostileapostle

First of all, as a disclaimer, the following
information is intended for informational
purposesonly. Whil e this information isalready
widely available to anyone who wishes to find
it, please follow the golden rule and don't do
anything you wouldn't want done to you.

I get really frustrated sometimes when a
website advertises a limited "free trial" and
then asks for my credit card information. There
is no good reason for them to have my credit
card number if the free trial is really free. Of
course, their plan is to start billing you if you
don't cancel within the trial period. However,
my opinion is that this is bad business practice,
and I'm happy to circumvent it if I can.

Fortunately, some, if not most, of these web
siteswill not check to see if the number is real.
They will only check to see if it is valid. Many
of the readers here probably know that credit
card numbers are generated using something a
"Luhn check." A Luhn check is a very simple
algorithm which doubles the odd digits and
does a sum to see if the number is divisible by
10. The credit card companies actually use a
slightly modified version of this algorithm that
involves a check digit. This is the very last digit
of the credit card number. With that sa id, here
are the steps to produce a number that will pass
the Luhn check on a 16-digit card number:

1. Starting with the first digit, double every
other number.

2. If doubling a number results in a two­
digit number, add those digits together to
produce a single-digit number.

3. Replace the odd digits with the new ones
just created. You should now have 16

Autumn 2009 Page 19

Resources
• American Express gift card http: / /

-www . americanexpress. com/
- gi ft / gi ftcardslanding. shtml

• FrontierAirlines ht t p : / / www .
-fr onti er ai r lines. com/
-frontier /home. do

Shoutout to my lady, Mrs. Outlawyr!

Of course, they know who is sitt ing in what
seat on the airplane, but one can always
play dumb. How was I to know what the
balance was on the card? And , this was
all in the name of science. If it wasn't for
science, we wouldn't even have airplanes.
Or DirecTV. Or gift cards.Thanks science!

So I swiped my gift card in the credit
card slot, figuring that they don 't process
the credit cards while in flight, but rather
wait until thvey land. After all, why clog
the airways with more transmissions? After
swi ping the card I was told to press the
up channel button to confi rm, and then,
like magic, I had access to all channels,
including the 3 movies. I then turned the
brightness all the way down, because there

really was nothing inter­
esting on . Solving this little
puzzle did, however, serve
my purpose of killing some
time while stuck in a tiny
little seat.

This, of course, leads one
to ponder what other situa­
tions require a credit card
but don 't actually run the
card at the time of purchase.
Since I always carry my
zero value gift card with

me, I'm sure I'll get a chance to test it out
in the future (without breaking any laws of
course). If anyone has some insight, I'd love
to hear from you.

OH

Flfee
DilfecTV

byOutlawyr

First, the usual disclaimer: Don't do the
crime if you can't do the time . Don't do it!

And now, on to the show.
I recently flew on Frontier Airlines for

the first time. Not bad for a discount airline.
They must not whip their employees lik e the
other carriers. The airline is in Chapter 11,
but has actually started turn ing a profit as of
November 2008, so perhaps that accounts
for the cheerful di sposition.

Anyway, every seat has its own little TV
screen with DirecTV, a broadcast satellite
servi ce contro lled by Liberty Media. On
your arm rest you have controls for volume,
channel and brightnes s, as well as a stan­
dard stereo headphone jack.
If you turn brightness all the
way down, the screen goes
black. Earplugs are free, but
after the initial teaser phase
when you can chann el surf
at will, a message comes
up telling you to stick your
credit card in the slot if you
want to continue watching.
Satellite TV is $5.99. Movies
are $8, and there are 3 to
choose from. Frugal man
that I am, I resisted the urge to give up my
hard earned money for a couple hours of
television. But this left me time to ponder
how one might hack the system and watch
for free.

At first, I tried playing with various button
combinations, but this got me nowhere.
Then I remembered that I'd been carrying
around an old American Express gift card.
These cards look and function like a credit
card, but have a predetermined amount on
them when purchased. The one I had was
ori ginally worth $100 , but I'd used it all , so
the balance was $0. Unlike a credit card,
thi s gift card isn't traceable to an individual.



Programming the System
The next option in the menu of commands

is perhaps the most exciting, as it increasesthe
potential to learn about the system by way of
practical applicat ion. Pressing 'P' at the prompt
will result in the following sub-prompt for a
password:
PASSWORD :

If an invalid password is entered twice, the
OAS will output the directive, "redial" to the
screen, spew a line of garbagetext, and discon­
nect the user:
PASSWORD : INVALID
REDIAL
4_QKvhb hC \ v5( ij%Tud y% !# ' &X
-'WJd ,U 'MOu@,D+ -LS
NO CARRIER

Defaults for this are unknown, although it is
likely that they exist and are given to customers
at the brief seminar that is recommended for all
new OAS owners to attend. If one is truly deter­
mined to know the password, I would recom­
mend that the interested hacker also visit the
seminar. No features that log invalid password
attempts are documented. Passwords do not
echo to the terminal. The programming option
is used to set every consequential element of
the system from time set points to hardware
handling. Passwords are ten characters in
maximum length, an attribute revealed by the
audible bell (Control-G character) heard when
an eleventh character is entered-this bell will
also sound at the MODE: prompt when input
in excess of the expected is entered. When a
correct password is entered a main menu of
four opt ions will appear. The four main options
are as follows:
1 . CLOCK, DATE
2. SET POINTS
3 . MISCELLANEOUS
4 . DIALOUT

Selection of anyone of these will open a
sub-menu of options followed by a question
mark. For example, the following options may
be displayed in the "MISCELLANEOUS" sub­
menu 3:
OVERIDE /N ORMAL?
SENSORS?
SENSOR LABELS?
METERS ?
METER LABELS?

DATE H-A H-W L-W H-S WTR
Jun 23 198 127 106 664 0
Jun 22 200 125 109 668 4
Jun 21 200 125 107 668 0
etc...
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option; these will be seen with the "V" command and typically pertain to any idiosyncrasies of
the boiler to which the computer is attached. The final option in this sub-menu enables the user to
change the programming password, an action not advisable as the legitimate operator of the unit
will undoubtedly notice the presenceof an intruder upon discovering that the password last used is
no longer valid; still, little recourse exists for this. Interestingly, it seemsas if the password storage
capability for certain models is more extensive than a single programming password, as some oil
companies have been known to possess passwords in addition to building managers.

La
62
61
60
61
57
56
63
61
65
69
74
76
75
73

HI
73
73
80
79
78
69
76
78
75

>90
89

>90
>90
>90

BAT
0: 00
0:00
0 :00
0:00
0:0 0
0 : 00
0 : 00
0 : 00
0: 00
0 :0 0
0 : 00
0: 00
0: 00
0: 00

MAL
0:00
0:00
0:00
0:00
0 :00
0 :00
0 :00
0 :00
0:00
0 :00
0 : 00
0: 00
0 :00
0:00

BYP
0:00
0:00
0 :0 0
0:00
0:00
0:00
0 :00
0 :0 0
0 : 00
0 : 00
0 :00
0 :0 0
0 :00
0: 00

HEAT
0:00
0:00
0 :00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00

Controlling the Heat
For reasons of sheer practicality and to remain true to the title, here is a quick step-by-steptuto­

rial regarding the actual setting of heat. At the "MODE:" menu, press "P" to enter programming
mode and enter the password. Select sub-menu 2, set points, and navigate to the option to set the
maximum temperatures under "day," "evening," and "night. " Note the current definitions of all
three times of day and select the appropriate point. To increase the heat, increase the maximum
temperature permitted value as described above; to decreaseheat, decreasethis value. Alternately,
one could input a manual override at the miscellaneous sub-menu to actuate a one hour heat call.

;- Other Modes
A few of the following modes are mere alternate manifestations or continuations of the data

displayed in the report and are explained satisfactorily by the help command. T1, 12, and T3 are
indeed nothing more than hourly temperature records in the following format, edited herefor brevity :
MODE : T1
__TIME_2 45A_245 B_2 45C_2 45D_285A_285B_285C_285D 9 10__0UT__AQS__DHW
-'_CHW_STK
12 : 00M 77 83 82 81 80 7 4 82 83 <5 * <5 * 68 189 11 6 »> 120
11:00P 76 82 82 80 81 76 82 83 <5 * <5 * 69 181 11 6 »> 120
10:00P 75 82 82 80 81 76 82 83 <5 * <5 * 68 194 11 9 »> 272

9:00P 75 82 82 78 81 7 6 81 83 <5 * <5 * 68 189 11 7 »> 128
8 :00P 76 7 9 82 78 82 76 81 83 <5 * <5 * 70 18 1 11 6 »> 120
7 :00P 76 82 82 81 81 7 6 82 83 <5* <5 * 7 1 19 8 11 9 »> 1 52
6 :00 P 77 8 1 81 80 81 75 81 83 <5 * <5* 69 184 117 »> 12 0
5:00P 77 81 81 80 81 73 81 82 <5 * <5* 70 191 1 17 »> 128
4 :00 P 77 80 81 80 81 7 3 81 81 <5 * <5 * 70 197 119 »> 14 4
3:00P 77 80 81 7 9 80 74 80 81 <5 * <5* 70 188 1 16 »> 116
2 :00P 77 80 80 7 8 80 74 80 81 <5 * <5 * 66 194 119 »> 128
1 : 00 P 76 79 80 78 79 74 80 80 <5 * <5 * 63 186 11 8 »> 12 4

12:0 0N 76 79 80 78 79 75 80 80 <5 * <5 * 66 180 119 »> 120
The only moderately important distinctions here are the facts that "12 :00M" and "12 :00N"

represent midnight and noon respectively, and that these tables conclude with 11:00 p.m. 12 and
T3 are identical , differing only in the 24-hour days that they contain data for-T3 contains three­
day-old information, etc. Similarly, "H" will provide the daily history of the data in the next lines of
the report. This should appear familiar:
MODE: H

DATE BURNER
Jun 23 0:45
Jun 22 0:46
Jun 21 0 : 42
Jun 20 0:46
Jun 19 0: 49
Jun 18 0:50
Jun 17 0:48
Jun 16 0:49
Jun 15 0:45
Jun 14 0:38
Jun 13 0:46
Jun 12 0:46
Jun 11 0: 48
Ju n 10 0:51

Sub-menu Notes
Sub-menus 1,2, and 4 are straightforward­

programming of the clock, date, set points as
seen in the'S' mode, and dialout numbers!
alarm conditions is accomplished here. The
"MISCELLANEOUS" sub-menu, however,
requires some explanation . The first option,
OVERIDEINORMAL, will set the system in
a heat call for one hour if the override value
is entered-it may be interrupted at any time
dur ing the cycle and turned off, returning the
system to 'normal' operation . At "SENSORS?"
one may manipulate privileges of the apart­
ment temperature sensors (priority) and turn
the outside temperature and aquastat sensors
on and off . Sensorand meter labels refer to the
headings that denote the thermistors and water
meter in the current report "R." 'METERS?"
provides the options to turn the water meterson
and off, combine the pulse inputs to a single,
double-headed meter, specify a scale factor for
the flow rate, and to turn the water records on
and off. "STEAMIHYDRONIC?" is only useful
on the single model of heat computers that may
be used for steam or hydronic systems, control­
ling reporting options. "BURNER SIGNAL?"
does not control the burner control signal,
which activates the burner-it only permits the
user to switch the monitoring of burner on and
malfunction signals on or off. One may write
"VERSION NOTES" in with the second-to-Iast
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If r9lt, ~~~'~ ~~~~~ ~~~ H~~~?

H~~~ ~h,~ G9m~lt,~~f~1
\l~~~f'~i1r~~j~i qA~ H~i1r~ <;9mpl¢~~f'

rt~O . .
pa by The Philosopher STEAM/HYDRONIC?

BURNER SIGNAL?
VERSION NOTJ;:S?
PASSWORD?

In order to program any of the options in
any sub-menu, input the desired value followed
by a carriage return <CR>. If a <CR> is pressed
without an alteration in value the next option
in the submenu will be displayed. To navigate
through the sub-menus without programming,
simply pressENTER at the option prompts. As is
the case with the main 'MODE:' menu, typing
a question mark will display all of the poten­
tial values for a programmable option , ESC is
used to exit from programming mode altogether
(upon which a password need not be supplied
to reenter during the session), and BACKSPACE
cancels an entire line of input. If an invalid
value is entered, "INVALID ?=HELP" will be
printed .



'Master95' and ca n be qu ite somewhat of a
kludge just to install, as OAS doesn't see m
particul arly disposed toward the idea of amateur
expe rimenters logging into heat co mputers
and runnin g co mmands . If the reader will
forgive the sudd en laun ch into linear, redun­
dan t expos itory style and the informa l shift into
the seco nd person , the fo llowing will explain
the installation process. It co mes in a strange
archive format unknown to the WinRARarchive
software, ca lled an "SFX CABArch ive" as a .exe
file, "STUB.EXE". If you attempt to open/run it
as you would any other .exe file, by doubl e­
cl icking on the icon (it doesn't run in DOS
mode), you will rece ive a wind ow prompting
you for a case-sensitive password of e normous
maximum length. Ignore that for the moment
and ope n the archive in the archive manage­
ment software of your choice-the author
pe rsona lly recommends WinRAR. A list of 16
files should appea r, beginn ing with 'data l .cab'
and ending with "_INST32 I.EX_." Extract and
co py a ll of these files to the desktop or other
locat ion where the entire installation process
will take place (the desktop is recommended
for the sake of co nvenience) . Run SETUP.EXE (it
sho uld be the e ighth file in the list). Does that
text in the background of the window with the
co pyright and version appear at a ll fam iliar?)
and proceed throu gh a ll of the prompts-agree
to the license, etc. Instruct the software to
place an icon for Master95 onto the desktop
when prompted to do so. Upon reach ing the
e nd of the InstaliShie ld Wizard (the applica­
tion that guides you through the setup process),
cl ick "Finish" and run the software by doubl e­
clic king on the desktop icon. The full version of
Master95 Master Dial Program Version 1.96 is
now insta lled.

The author is not awa re of any add itiona l
features that may lie behind that password
promp t-it may be reaso nably assumed that
none exist since the softwa re itself is clea rly
labeled as the "Full Version" when "About" is
se lected.The OAS website a lso declares that the
softwa re, while downloadable, must be regis­
tered over the phone before use, (presumab ly
with the purpose of the co nfirmation of one's
status as a customer) lending crede nce to the
notion that OAS does not intend for the publ ic
to have unh indered access to Master95 and
that the password protection is a feeble form of
sec urity. Ifso, th is is simply a nother instance of
sec urity through obscurity, assuming that one
will not attempt to open it with archive soft­
ware , an absurd assumption as it clearly ide nti­
fies itse lf as an archive under "properties," with
password s absent. In any case, a ll of these files
in the archive may be freely copied, and the
software should ope rate without any difficulty
if a ll of them are located in the same d irectory,
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system would logically be the o nly individual in
possession of such information, thus rendering
impersonation of him or her absolutely useless.
Creat ive ways to get the dialup may be dev ised,
though, although the best method as of yet
see ms to be a simple matter of ward ialing the
exchange co ntrolled by the co mpany that own s
the OAS (in the case of large corpo rations with
inclusive PBXs) or d ialing around the phon e
numbers of the bu ilding in wh ich it is likely to
be located (with sma ll busin esses ). Ward ial ing
metropolitan prefixes is a lso bound to turn up
heat co mputers, possibly of the OAS brand.
Although the version 6310 does not suppo rt
this, other versions may perm it simultaneous
logins and co mma nd exec utio n in a single
'sessio n', enabling one to "eavesd rop" and/or
interfere with the sess ion of the legitimate user.
The programm ing password is not ec hoed to
termin al or screen; however, it is, remember,
unnecessary to enter the programm ing menu
once it has been entered at the initia l promp t.
Also, while it may contain speci a l cha racters, it
is doubtful that it w ill be greatly protected ; the
ten-character password is likely to be vulne r­
able to a dict ionary atta ck of word s co ntaining
ten cha racters or less, especially since no
evide nce or ment ion is mad e or available
anywhere of logging failed attempts. As a side
note, the author of this article has heard of a
few rumors of use of the OAS and similar heat
co mputers by landlords to deny tenants heat in
an quasi-extortive co ntext or misuse resulting
in active heat ing of a building in the summer
or when the temperature outside is otherwise
high. Wherever advanced tec hno logy exists,
there will be people who are either ignorant or
abusive of it, unfortunately. Althou gh such inci­
dents are ce rtainly rare, OAS skills would be
infinitely useful in the face of their occurrence,
proving once again that knowledge regardin g
any type of techn ology that co ntrols one's life
is always of use to nearly anyone with any
motives. Remember, if you ca n't stand the heat,
get out of the kitchen and into the OAS!

The Software - An Addition
All of the above is merely the beginning.

While co nnec ting to the OAS heat co mputer
via a term inal cl ient and manu ally e ntering
a ll of the co mmands might be sat isfactory for
some, OAS also offers softwa re to automate
and enhance the process of heat co mputer
maintenance (whether it is authorized or not).
This is an incred ibly useful e nhance ment to the
pursuit of hacking OAS Heat Computers, as it
reveals seve ral aspects otherwise hidden , and
it has severa l useful utilities intended clearly
for administration. This software, availab le
on the OAS we bsite for all to downl oad, at
http : / /www .oas -inc .com/. is ca lled
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HEAT OFF
ON
HEAT CALL
OFF
HEAT OFF
ON
HEAT CALL
OFF
ON DHW
OFF

ON DHW
OFF
ON DHW

OFF
ON DHW
OFF
ON DHW
OFF
ON DHW

2 : 51P
2 : 47 P
1: 52 P
1:47P
1 :00P
12 : 5 5P
OFF
12:00N
11:1 7A
11 : 12A
OFF
9: 56A
9:00A
8: 59A
7 :50A
7 : 50A
5: 31A
5:3 0A
5 : 07A
5:03A
3:3 9A

ON DHW
OFF
ON DHW
OFF
ON DHW
OFF
12:04P
OFF
ON DHW
OFF
9:56A
OFF
ON DHW
OFF
ON DHW
OFF
ON DHW
OFF
ON DHW
OFF
ON DHW

11 : 56P
11: OOP
10: 55 P
10:05P
10:00P
9: 20 P
ON DHW
8:09P
8 :04P
7:22 P
ON DHW
6 : 38P
6 : 33P
5:59P
5 :54P
5 : 03P
4 :58P
4 :18P
4 : l3 P
3 :23 P
3: 18 P

ON DHW
OFF
ON DHW
OFF
ON DHW
OFF
HEAT OFF 9: 1 6P
ON
HEAT CALL
OFF
HEAT OFF7:16P
ON
HEAT CALL
OFF
ON DHW
OFF
ON DHW
OFF
ON DHW
OFF

This un it displayed this for every date up to June 10. XD 1-3, or "more hourly records" were
not see n on this system at all and are probably boiler-specific, perh aps containing records such
as the supply and return tem perature that are o nly requ ired o n hydron ic systems . Since some
of the systems that one may hack might control hydroni c boilers, it is important to retain a
knowledge of their workin gs, information universal to all types of heat computers that manage
such bo ilers. Recall the ope ration of hydroni c boilers, spec ifica lly the process of water c ircula­
tion. Quite simply, supply temperature refers to the temperature of water as it ex its the boiler
to circulate around the space that it is heat ing, a nd return temperature to that of the water as it
returns to the boiler. Water record s were a lso abse nt from this log, strongly suggesting that this
is a steam system. Events, accessed by the co mma nd, "E" are ent irely separate from the initial
report, although so me events may be recorded there without the time of their occurrence:
MODE: E

8:27P OFF 12 :16P
8 :21P ON DHW 11 :4 7A
7:50P OFF 11 :4 2A
7: 4 6P ON DHW 11 :10A
7 : 04 P OFF 11:05A
6:59P ON DHW 9:1 5A
6:05P OFF 9:1 5A
6:01P ON DHW 8 : 20A
5:35P OFF 8:1 9A
5 :30P ON DHW 7 :06A
4: 49P OFF 7 : 06A
4: 44P ON DHW 5: 31A
4:00P OFF 5:30A
3 :5 6P ON DHW 4: 34A
2 : 54P OFF 4:2 9A
2:49P ON DHW 3 : 04A
2 : 1 5P OFF 2: 59A
2 :1 0P ON DHW 1:1 5A
1 : 29P OFF 1: 1 0A
1: 24P ON DHW 12 :00M

12: 21P OFF 12 :00M

This is a record of every burner on/off cyc le Footprinting the System -
for the past 84 events. Onl y ordin ary heat and A Review/Additional lips on
domest i~ hot water .ca lls are see n above, but Obtaining the Password
f1~me failures, ove rrides, bypasses a nd po~er Several ways ex ist throu gh which informa-
failur es may .a lso be logged here depending tion pertaining to the system may be acquired,
upon t~e ver.slon . inform at ion potentially useful in the attainme nt
. As IS evide nt by. the redund~ncy prese~t of the password and in programming of the
In several of the options, the entire system IS settings. Commands such as "Version", "Water
desig~ed to f~ciI i tate weat discre.tion in what Records" and "More Hourly Record s" should
one ~Iews durin g a partlc.ular session. The only reveal with ease the general specif ications of the
pra~tl ~a! reaso n for off~n ng a ll of the. ~e~or~s OAS.This information , co upled with the CNAM
as In.dlv~dual segme n.ts IS that ?f specificity In data of the dialup (backs poofing, anyone?),
~onltonng. If o ne Wishes to view a. complete address, and dial-out phone numbers, will likely
~ISt of a ll of the record s for a particular. day prove extreme ly useful in either soc ial engi-
In the past three days at the ent ry o~ a Single neerin g to obta in the programm ing password or
co mmand, 01 , .D~ , and 0 3 are ava ilable . ':~ guess ing it in orde r to furthe r one's exploration
c~ncl ud~ descripti ons of a ll . comman~s, L of the heat co mputer. O ne aspiring to program
will red~ spl ay .the message first s~en In the the OAS co uld a lso potent ially atte mpt the
bann er Im~e~l ately u~on c.onn~clion to the age -old ca llbac k ruse, phoning the legitimate
syst~m and V for Vers.lon WI'! print a mes~age operator at a number listed under 'Set points'
sl mil~r to the fol.lowln g, With the vers ion, (Mode S) and leaving a message with a vo ice-
date installed/con figured , type of system and mail num ber with a greeting identi fying it as
number of sensors : belonging to 'Optimum Applied Systems, Incor-
MODE: V d' . d b hV 6310 _ 1 0 NOV 1995 porate , accompanle y a stateme nt to t e
On/O f f System effect that "Your heat computer has reached its
8 SENSOR UNITAT _ yea r po int, and as suc h we need to perform

This co nfirms the previo us suggestio n to d iagnostic tests on the system as a pa rt of your
the effect that th is is a steam system, as stea m warranty...tr a nd so forth. Do note, however,
systems are also known as ON /OFF or HI/LO that the dialup or IP might be particu larly
fire boi lers. difficult to obta in as the act ua l ope rator of the
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Fire Eye), the baud at whi ch it connects, and
the "port sw itch." Building lists may also be
imported from older, DOS versions of Master
software with the file option, "Import Old List."
"Tools" for building lists include daily and
single collection, summer/w inter program­
ming, and clock programming. The latter two
are simply an automation of the programming
set points processfor the summer/wi nter option
and time. The password box only accepts ten
characters, revealing the aforementioned fact
that passwords are tell characters long. Daily/
single collection is a slightly more complex
automation, in which the user may program the
software to dial selected buildings in the list at
a specified time and day, execute commands,
and store the output in a file with the extension
.surn, for "collection summary." To configure
these parameters, select "Setup Parameters"
under the "Tools" menu.

Autumn 2009 -------------------

the directory in which it is run.
At first glance, the Master95 software

appears to merely be an alternate way to access
heat computers and admini ster them using a
CUI and menu system, but it does reveal a few
interesting things. Of foremost interest to the
reader may be the commands help file, wh ich
presents in a succinct format all the descrip­
tions of the current report, event log, etc,
although it completely lacks explanation useful
to an outsider (unauthorized user; i.e., hacker)
such as explanations of ultim ate application to
heat and descripti ons of boiler operation, as it
assumes that the software user w ill be trained in
such matters. Observing the window, one will
notice that, under the "direct dial" option when
the option "building list" is selected, other OAS
products control lable over modem are listed­
a mildl y interesting bit of information. Perhaps
it would be lucrative to watch wardial logs for
anything mentionin g a "tank computer" or a
"fire eye." The foll owing banner demonstrates Conclusion-Thoughts on Security
the general fo~mat and appearanc~ of . ta~k Wh ile in some regards OAS can hardly
~o~puters, which are u~ed to monitor liquid be blamed for certain aspects of the nature of
Inside of tanks, such as oil : h . .
OAS Tank Gauge 145 ATLANTIC eat .computers that render the~ so Incr~dlbly
STREET 4: 30P Sat Dec 17, 1993 predisposed to control by outsiders-a ttributes
TANK CAPACI TY: 5000 GALLONS such as the remote accessibility over phone

These connect at 8,N,1 as the heat lines, un-passworded execution of seemingly
computer text does not display properly when harmless commands, and so forth, leaving such
a heat computer is dialed and either option systems that control heat to an entire building
is selected. Tank computers are a subject for lying about on the PSTN and, recently, the
another article. Upon establishing a connec- Internet, is frankly unw ise. OAS is extremely
tion to a heat computer through the software, zealous in advertising, providing details as to
one may enter commands manually in the the technical specifications of models sold in
blue terminal window in whi ch all output is numerous publi c releases. The problem as
viewed, or using the drop-down menu system, here present insofar as security is primaril y
if one prefers a CUI. Notice the command that a very limited amount of seemingly
" Rea l TIme Display", under "Commands" sent innocuous information can lead to extremely
by the keyboard shortcut AIt+R. Selection of specific information useful in penetrating and
this dur ing a session will pull up a "Command taking complete control of specific units; for
Select" box, with four commands listed that instance, the attainment of the dialup to a heat
accomplish this-R RA, RB, and XR. RA and RB computer can lead to the address of the unit
will not work on this particular model/type of and possible numbers at whi ch the owners/
heat computer at all , and may produce erratic operators may be contacted. O ne could even
results on other models. XR, however, displays carry this social engineering scheme so far as
the report and alters it in real-time. This is a to call up the building owner/manager with an
hidden command, not documented in the list actual problem visible in the report, a diffi cul ty
provided with a "?"1 Wh ile in most cases the only repairable by remote programming, and
two reports may be identical, a slight discrep- proceed to correct it upon learning the pass-
ancy may be seen between them, a display of word! A simple understanding of human nature
the constantly fluctuating temperature of the suggests that people will be much more suscep-
area surrounding thermistors. tibl e to social engineering, that is, much more

Master95 also serves as an effective organi- wi ll ing to give out the programming password,
zational tool for heat computer management, when faced with a potential disaster such as
incorporating into its array of utilities a building complete cutoff of heat in the dead of wi nter,
list in wh ich heat computers (and the other or even something minor such as a small water
types of systems) may be sorted based upon leak or a dirty coi l. And, while I most certainly
address, an assigned 10, and dialup. Editing do not condone exaggeration of the probl em,
the properties of a particular build ing in this all of this is defin itely something to ponder as
list entai ls the assignment of an 10, setting the these systems begin to make their way onto the
type of unit (Heat, O il Tank, Heat 7000, or Internet. Wh ile manufacturers of some devices
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have realized the folly of unnecessary remote
access, heat and building automation systems
are likel y to become even more accessible in
the future, for evident reasons of expediency.
From an explorer's standpoint, heat computers
of all types prov ide a relatively safe venue
through which a fairly extensive assortment of
technologies may be studied-boi lers are nearly
ascomplex and interesting as phone systems or
anyone of the other self-contained networks of
mechanical and electronic parts that compri se
the modern world. Still , the thought that an
individual in a remote location could with
relative ease (here it is important to remember
that wh ile OAS Heat Computers may be
uncommon, other heat computers and building
maintenance systems exist in abundance, espe­
cially in large cities) direct the equipment that
admini sters heatand water to a large building is
slightly disturbing. If, by any stroke of fortune,
the curious hacker reading thi s article should
happen to find an OAS Heat Computer, I advise
him or her to align subsequent actions w ith
the Hacker Ethic, to refrain from actuating the
causation of any permanent or immediately
serious problems with the system either unin­
tentionally (aspreposterous as that may sound)
or intentionally, as a matter of course.

A grayscale photograph of an OAS Heat
Computer unit is available at the time of this
wr iting on http : / /www . homeener gy. or g/
'-ar ch i v e / hem. d i s. an l . g ov / eehem/
'-pi c t s / 97054101 . gif, and other
pictures of the front panel are available on
http ://www .oas-inc . com/.

Shoutouts to rev, whitehorse, Thought­
Phreaker, Substance, DCFlux, bomb­
erman2525, radiophreak, everyone in #tele­
phony, Binrev and the DDP, the broad class of

to,

~

people who ever wrote anything that contrib­
uted to my underground knowledge base, the
anonymous person who posted the logs that
initially brought heat computers to my atten­
tion, and OAS for manufacturing such inter­
esting, useful, and vulnerable products. If I have
forgotten or omitted anyone else,please forgive
me with the assurance that your contributions
and the general benefits of our interactions do
not go unnoticed and underemphasized. I may
be contacted on IRC on 2600net in #2600,
#telephreak, and #telephony, on the Telephreak
BBS at t elnet: / / bbs . t el ephreak .or g,
or at my email address: philosopher2600@
'-gmai l. com with any questions or input. If
anyone should happen to possess a superior
command of such systems as were discussed in
this article, I would like to hear from you; to this
end I encourage the use of the letters section of
2600 as a publi c forum to further knowl edge
upon this topi c. Although it was extensively
researched, I authored this article strictly from
the perspective of an outside hacker experi­
menting with the system-a good deal of infor­
mation presented here was garnered from
experimentation and observation, and as such
is not all -inclu sive by any means, although
conjecture and speculation is labeled as such.
Redundancy here (presentation of detail s
present in the help file of the Master95 software
and so forth) exists in order to provide readers
with a reference that may be used both as a
quick guide to heat computers wi thout the help
file or the official manuals, as well as an expla­
nation of, in the true spirit of hacking, potential
unintended uses for the various options therein.
Slight details are available in the help fil e of
Master95 and elsewhere that are not mentioned
here-get the software!



The Medium is the Mess-Up or: How to Hack the World
Most of us know and understand .that the forming a society, such asclass, race, or sex.

major power of today's world is the media. There's a wide range of strategies guerrilla
Whoever controls the media controls every- communication could use. Most of them have
thing. And since the media is not nature but something to do with mocking or mimicry of offi-
culture - Western culture - it is always owned by cial communication.
somebody. There's no such thing as free media. I'm part of the political art/tech group mono-
It's (as always) about controlli ng the means of chromoSome yearsago we used thesetechniques
production. So long as you can't download your to stage a deadly virus outbreak at "Art Basel
iPhone, all our so-called free media, our Creative M iami Beach,"oneof thebiggestart fairs in North
Commons tracks, freedom of speech and Twitter, America. We wanted to address the hysteria
it's all bullshit. of the post-September 11, 2001 attacks about

Media is the strongest polit ical, economic, biologica l warfare and the media coverageabout
and, of course, heuristic power in the modern bird flu. And we wanted to create a statement
world. And most of us do not own significant about the disgusting networking and business
parts of it. So if you want to do anything about aspects of the art market. Our press release stated
it, you have to hack the system. That can be done that Gunther Friesinger (a member of our group)
wit h something called guerri lla communication. was carrying a "rare, but highly contaigent sub-
And I am about to tell you what that is and how form of the Arad-II Virus (Onoviridae family)."
it works, my black-shirt-wi th-penguin-wearing Gunther' was walking around the fair and did
friends. what every good businessman should do. Small

Guerri lla communication exists to fight the talk, shake hands, spread business cards. But the
media system and the reality produced by this business cards, of course, were "co ntagious"
system. The word "guerri lla" suggests that there's and a small group in hazmaz outfits later tried
a war going on. It alsosuggests that media defines "to retrieve and destroy the businesscards he has
and preserves the status quo. The status quo of a spread." Additionally, we told all the people that
society in which knowledge and information are we had to take Gunther into custody and would
not only means of controll ing people but also have to dissolve his body in acid. It was inter-
ways of segregating people into classes, li ke the esting to seehow many people were thanking us
working class and - that's us - the networking for our service.
class. Mocking strategies are especially useful in

So what can be done about it? The classic attacking a single player li ke a mult inational by
guerri lla communication tactic is to launch trying to stain his imageand tactically embarrass
small but effective attacks on an enemy which him as a warning to stop the evi ldoing. Wh ile
is much bigger but also hampered due to institu- this strategy is useful in pointing out the power of
tionalization. These tacticsare adapted from clas- consumers, it sti ll remains wi thin the construct of
sical guerrilla warfare (which already made use "good" capitalism versus its evil twin "bad" capi-
of guerri lla communication against its enemy's talism. Never forget that there is no such thing as
communication system). "good" or "bad" capitalism. Capitalism is a total-

Unlike guerri lla warfare, guerri lla commu- itarian doctrine whose very structure, purpose,
nications aim to interfere in the monologue of and operating mode is considered to "alienate
bourgeois mainstream media and to show how humans," to take control of and to modify their
reality and normality are defined through media basic human needs and relationships.
control and access to public spaces. It is inspired Publicity means to exposeyourself and there-
by various theorievs on social communication fore you can be attacked. Advertising is inher-
and includes positions that tend to focus merely entiy publi c and something that tries to give
on the government while excluding other factors instructions can be obeyed or disobeyed by not
from analysis, creating a simplified portrait of playing by the rules. You could, for example,
social powers. Some guerrilla communication decide to boycott a product as long as it is adver-
theories may take left-wing or Marxist positions tised. This could be a personal interpretation
in regards to the social factors underlying and of guerri lla communication. One that sucks, I
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guess, because it's rather naive: it tends to be the to be a potent payload for politica l content. The
bestproducts which are advertised because they artist Chien-Chi Chang was invited to the Bien-
are advertised. nial as the representative of Taiwan, but Taiwan's

You could sabotage instructions by rnisin- name tag was removed by people working for
terpreting them and acting dumb. That goes the administration. The country's name on his
for factory workers as well as for all you white cube was replaced overnight by new adhesive
collar supremacists: why not use the CD drive letters: "Museum of Fine Arts,Taipei." For Chien-
in your office computer as a coffee cup-holder? Chi Chang this was very irritating. His art piece
It's got a tinge of freedom to it which you, of dealt wi th the mistreatment of Taiwanese people
course, wouldn't want to experience because in mental asylums, so it was very import for
it's dangerous. It's the freedom of something that him to be the off icial Taiwanese representative.
exists beyond the mere functionality of the way it He tried to get information, but nobody wanted
was intended. Oh wait - are you a hacker? to inform him. We started some research and

One of the basic strategies is faking things: discovered that China had threatened to retreat
press releases by pol itical parties or companies, from the Biennial - and create a bunch of diplo-
websites, even your own life. You could say that matic problems - if the organisers of the Biennial
it's all about playing wi th representation and were thought to be challenging the "One-China
identity, alienation and identification. It means policy." So we started a solidarity campaign and
that you use affirmation to a degree that goes began to collect letters. A "t" from Austria (equals
beyond the conventional to show what some- Aus ria). And the Canadians really didn't need all
thing really means - but also to act out the habits three "a's," etc., etc. And after some time Chang
and conventions of your enemy. Guerri lla infor- could remount a trashy new "Ta iwan" outside
mation, for example, mimics classica l marketing his room. Chang was very pleased and several
tools and knowledge, but twi sts it in the oppo- reporters took pictures and took notes. Several
site direction. This works for press releases and Asian newspapers reported on the performance.
interviews, as well as for personal habits. The One Taiwanese newspaper headlined: "Austrian
Yes Men, for example, are masters of the typical artist Georg Paul Thomann saves 'Taiwan.'''
company spokesmen body language and tone A non-existing artist saves a country that
of voice. What they do is no longer parody, but shouldn't exist? Well, I love postmodernism.
mimicry. You could say that guerril la communi- You see, guerrilla communication is a versa-
cation is not trying to destroy the dominant codes ti le practice of cultural resistance. Information
but rather to deconstruct and strategical ly abuse and political education are completely useless
them for its own purposes. if nobody wants to listen. But this fact can be a

It should be clear that guerri lla communica- powerful ally. Guerrill a communication doesn't
tion doesn't have a military goal in the classic focus on arguments and facts like traditional
senseof destruction, occupation, suppression, or communication. Rather, it inhabits a mili tant
extermination. It's about putting special groups polit ical position; it is direct action in the space
like the people of Bhopal on the map of global of social communication. But it doesn't aim to
consciousness. destroy the codes of power and signs of control.

One of our own exploits was started in 2001. Communication guerrillas do not intend to
My group monochrom was chosen to repre- occupy, interrupt, or destroy the dominant chan-
sent the Republic of Austria at the Sao Paulo Art nels.They focus on detouring and subverting the
Biennial in Sao Paulo, Brazil in 2002. However, messages transported.
the right-wi ng pol itical cli mate in Austria (tuck, What's new about all of this? Nothing. But
that was a bad time!) gave us concerns about standing on the shoulders of earlier avantgardes,
acting as representatives of "our nation" (well, the communication guerrilla doesn't claim the
fuck our nation). But we decided to deal wit h invention of a new polit ics or the foundation
the problem by creating the persona of Georg of a new movement. It is merely continuing an
Paul Thomann, an irascible, controversial (and exploration of the jungle of interaction processes,
completely fictitious)artist of " longstanding fame senders, codes, and recipients.
and renown." Most of the work was writing his The earliest forms of modern guerri lla
500 page biography. The media reported about communication can be found wi thin the WWI art
Thomann as the off icial Austrian representative scene, when a group of international artists and
- I guess they just didn't know how to google deserters met in Zurich on neutral Swiss ground
- and so our strange art avatar suddenly was a to launch the Dada movement, laying the foun-
cultural ambassador of "our country." And all dations for such radical art movements as The
the members of monochrom were his technical Situationist International, Punk, and Neoism.
support team. Through the implementation of this These people developed strategiesto provoke
ironic mechanism - even the catalogue included and challenge society, to implement their polit-
the biography of the non-existent artist - we ical agenda into the publi c space, and to start
tried to hack the philosophical and bureaucratic reclaiming the streets. The street is synonymous
dilemma attached to the system of representa- for publ ic space and the humdrum surface of
tion. But moreover, Georg Paul Thomann proved society. Therefore, it was considered the perfect
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tech-theory group) in 1993. He is head of Arse
Elektronika (sex and tech) festival in San Fran­
cisco and co-hosts Roboexotica (Festival for
Cocktail-Robotics). He holds a professorship
for art theory and art practice at the Univer­
sity of Applied Sciences, Graz, Austria. Recur­
ring top ics in his work are: contemporary art,
activism, performance, humour, philosophy,
sex, communism, postmodernism, media
theory, cultural studies, popular culture studies,
science fiction, and the debate about copyright.
http :/ /www.monochrom.at/english/
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by Metaranha bound for an elderly stranger'shouse. Mrs. N is

in her mid 70's, and has an HP computer that
was made with in the last year. He instructed
me to take comp any copies of Mi crosoft
O ffice XP and Windows XP Professional.

I took my Hardy Heron live cd, arrived
at her house in the afternoon , and asked her
what types of probl ems she was having. My
question was answered w ith the appearance
of the Windows Vista loading screen. She
told me that she didn't use the computer for
anything besides Internet access, pictures and
writing documents from time-to-time.

There was no reason why the hardware
shouldn 't work right, so I threw in the live cd
and asked Mrs. N to take a seat and see what
she thought. " It works a lot like Windows..."
I said, and followed up with " ...but it doesn't
work anything like Windows."

I gave Mrs. N the same qui ck Ubuntu tour
that I gave my previous "apprentices" and
she took to it fast, but I didn 't know if I had
sold it well enough yet. I told her, "Look at
it thi s way, you're going to be learning some­
th ing new anyway. It w ill either be Windows
Vista, or Ubuntu Linux . With Linux, you won't
have to worry about viruses or spyware, and
all of the programs you may need to use in
the future are free, along wi th the operati ng
system." "Free you say?" she asked.

O ne week later, Mrs. N's love for Linux
is sti ll rolli ng strong. The point here is to not
underestimate the power of the casual user
and elderly demographics. So the next time
you visit grandma, take a copy of Ubu ntu, or
Suse, and have her give it a try. It's not goin g to
be hard to convince her to use it full time, and
you' ll save your dear old granny the headache
of using and maintaining W indows when all
she wants to do is see pictures of her family
and talk to you.

Johannes Grenzfurthner is an artist, writer,
director, and DIY researcher. He founded
monochrom (an internationally acting art-

affairs, loschka Fischer, once a notorious player
in the huge Sponti-movement in Frankfurt before
turning into a complete butthead.

So in the end, it is all about success. Success
is what you want, isn't it? If so, do me a favor
and erase all the information I just gave you.
Maybe not sharing the information would be
the utmost guerri lla communi cation act.

Those who are educated in a higher level
of computer use (i.e. readers of 2600) are
already aware of the majesty and power of
Linux . Slowly, the rest of the world is comi ng
to understand those factors as well , but the
question of wh ich demographic to target with
Linux and its variants is a littl e bit hard to
hit. This article will not try to make any wild
suggestions on who to give Linux to, but will
instead offer interesting insight into two peopl e
who have chosen to live with Linux and are
doing very well in their life after Windows.

About 6 months ago, I installed Ubuntu
Linux on my moth er-in-l aw's computer. My
wife's parents are in their mid 50s and take
a hard lin e against using computers at home,
partly because they have to interact w ith them
so frequently at their workplaces, and partly
because working with computers is far from
their forte. Finally, they were forced to give
in to the demands of the modern world and
asked me to set up my wife's old computer for
them. The old Dell ex 260 was in dire need
of a new operati ng system and, having no
extra Windows disks around (coincidence?), I
suggested that they give Linux a try.

I sat down with the w ife's parents, gave
them a very qui ck "how to," and away they
went. It didn 't take long at all for both of them
to pick up the computer and do what they
needed to do. Their computer is sti ll working
asgood as it was the day I installed Linux, and
they have had very minimal probl ems with
using it.

Recently, my boss asked me to take a look
at his mother-in-l aw's computer. We will call
her Mrs. N. I was only told that the computer
was slow. Being that we 've got a recession on,
I acquiesced for the extra hours and left home
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stage for informing people or, rather, for counter- aesthetic metal in business parks, roundabouts,
informing people. Most activists came from a in shopping malls! It is time to create DIY public
classical art or journalist background but had art! Get your hammers! Get your welding equip-
reachedthe conclusion that nobody really listens ment!" So we started to host training sessions
when you speak in the traditional art space. and we began teaching interested people how
Your average guy does not go to exhibition s or to erect public sculptures in under five minutes.
concerts and rarely sees counter culture media. Why under five minutes? Becausethat's the time
Even if people would go, they would consider you have if you setup a sculpture - let's say at a
what happens there to be "just art." Art is the Wal-Mart parking lot - before "security arrives."
place where things might be reflected, but that As part of the project, we created a political
amounts to nothing since it's removed from illegal public sculpture called "The Great Fire-
everyday life. Art is a special task and a special wall of China" at the Google Campus in Moun-
place for special people. tain View, California. And we set up various real-

The post-bourgeois artists tried to bring art istic looking antitank obstacles in inner districts
back to the people - not as a service (as it is to of various cit ies. We named these pieces "New
the bourgeois elite art consumer), but as a form Kids On The Road Block."
of irritat ion. This was one of the many starting So, in a certain way, guerrilla communication
points of guerrilla communication aswell as the is hacking. And hacking is a means of guerrilla
so called "reclaim the streets" movement which communication because it is a hostile assault
includes funny yet irritating activities like Flash- from outside the system trying to find a way to
mobs - and Adbusters. change or manipulate it from within . You have to

In the 1970s, counterculture split into a know how everything works - the way in which
more traditional Marxist wing consisting of small the media shapes and constitutes reality - just
parties and groups that wasted a lot of their like hackersnot only know what a website isand
precious time and beautiful youth to fight each what it looks like and how it works, but also how
other. Plenty of their strategies, like throwing the code - the very structure - works.
pies at celebrities, are still around in the guer- But what do we know about the cultural
rilla communication movement of today. They code of messages?Do we really understand how,
too started working with fake information and for example, heterosexism is cemented in our
actions distributed via the bourgeois media, society via texts and images? What about cultural
obliviou s of the fact that it was spreading a hoax. stereotypes? How do we - or at least some of
A popular slogan suggested people "invent false us - come to believe that white suburban males
facts in order to create real events," but they are meant to rule the world without even once
too made real objects and did cultural piracy spending a thought on it? How is the sexist and
stuff like pirate editions of the socialist clas- racist and c1assist subconsciousness of the liberal
sics or handing out counterfeit subway tickets. society shaped through the media and access to
Pirate radio stationsappearedand hijacked radio it?
frequencies.Graffiti wasan important weapon of Any suggestions?
that movement to overwrite the text of the city. I'm sure you won't have any because it is
In its best and most far-out moment, they came just the nature of the capitalist and bourgeois
up with the post-modern idea that social struc- media flow. And that is what must be hacked
tures are texts, too, and therefore can be over- and changed to make it visible and questionable.
written in the same way you can overwrite an Only once something can be seen will we realise
advertisement. what has been invisible before. That's why we

At the same time the squatters' movement need to hack into media and change its message
emerged: Post-bourgeois artists attacking actual flow and the stereotypes it communicates.
private property as well as non-material cultural But that should by no means be the ultimate
property. Guerrilla communication - unlike goal.
everybody else - shows no respect for the fact What is lacking is a concise theory of what
that the media and the public space as well as bourgeois society is like and what should
the images and cultural frameworks we live in be attacked by us. As long as you simply play
belong to the bourgeois. Its fundamental strategy around with the media - even as a media pirate
is to misappropriate images, words, and radio or hacker - you are sti ll part of the system. You
frequencies and shift them to different contexts. have to change the pol itical economics of a
In France, the Situationist Movement defined a society. Otherwise, we will just be going round
form of art called "detournement." It means that in the same old circles as the history of guer-
you roam aimlessly around the streets and take rill a communication clearly shows. Looking
what you find and then do something with it. back at the guerri lla communication move-

Aspart of monochrom, we promote a concept ment, it becomes clear that these strategies were
called "Sculpture Mobs." To quote our own an early form of viral marketing for the rebels
pamphlet: "No one is safe from public sculp- themselves. A great part of the movement has
tures, those endless atrocities! All of them labeled made it to the top of our society and its institu-
'art in public space: Unchallenging hunks of tions - like the former German minister of foreign
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WPA/WPA2 is a leading method of sec uring
one's wireless network. It is well docum ented
that WEP is, by design, vulnerable . to various
types of attacks. I would like to share with you
today a method of cracking a WPA-PSKpassword
on a wireless network.

The main tool s utilized are Back Track 3 (aka
Bn , a live Linux security distribution freely
avai lable at h t t p: / / www. r emo t e - e xp l o i t
-. o r g I ba c k t r ack_downl oa d . h trril ), and
the Aircrack-ng suite (a set of too ls for auditing
wireless network s, included in the live CD
pre-installed ).

First, a little background on WPA-PSK. Many
home and small office users today utilize the
WPA (WiFi Protected Access) - PSK (Pre-Shared
Key), aka "Personal;' option to secure their wire­
less networks. The Pre-Shared Key is a password
or passphrase created by the administrator of
the network, genera lly ranging from 8-63 ASCII
characters (a lthough it ca n be 64 hexadecimal
d igits). This plain text password (also called the
Master Key, or key) is mixed or "sa lted" with the
wireless network name (aka the 5510 "Service
Set Iden tifier"), to create a 256 bit value called a
"hash." This hash value, commonly referred to as
a PMK (Pairwise Master Key), is shared between
an Access Poin t and a client, and will essentia lly
be used to allow for the encryption of all network
traffic.

In simple terms, WPA is basica lly a security
protocol and the PSK is a password/key,

(For more on how hash functions and keys
work, see h t tp: / /www. x s 4a ll . n l / - r j or
- i s / wpa ps k . h t ml , ht t p : / / tldp . o rg /
- HOWTO/ 8 0 2 1 X- HOWTO/ i n t r o . h t ml ,
and http : / / sid. r s t a c k . org /pr e s / 0810
- _BACon_WPA2_en. pd f)

Most wireless networks use what's called an
O pen System Authentication to co nnect to an AP
(Access Point). The steps are:

1. The co mputer asks the AP for
authenticat ion

2. The AP responds: O K, you're authenticated
3. The co mputer asks the AP for assoc iation
4. The AP respond s: O K, you are now

co nnected

r:
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1) Set your card in Monitor Mode. This is
necessary to allow your PC to listen to every
wire less packet. This monitor mode also allows
you to optionally inject packets into a network.
Injection is useful to create network traffic if the
network is not particularly busy. Injection is not
abso lutely needed to ca pture the handshake, but
I have found it helps in finding assoc iated clients.
First, to stop the wire less ca rd at the co mmand
prompt type:
a i r mo n - ng s top a t h O

Where athO is our inte rface (Atheros wireless
ca rd). Next, to start the wireless ca rd in mon itor
mode type:
ai r mon - ng s t a rt wi fiO 6

We must use "wifiO" instead of "athO" as
we are using the madwifi-ng drivers which are
spec ific to the Atheros cards. The "6" at the
end is the channe l the card will operate on. We
generally want to match this to the channe l of our
target AP. The output should indicate the inter­
face athO is now in monitor mode. f

2) Now, to see what networks are out there,
type:
a i rodump-ng a thO

This will show all the networks in range. The
output will look something like:
CH 3 ) [ Elaps ed : 52 s J
- [ 2 0 09 - 0 1 - 18 2 1 :2 8

B55 ID PWR

- Beac ons #Data, #/ s CH
- MB ENC CIPHER AUTH ESSID

00:1 8 :F9:lA :1 3 : 3 0 35

- 2 4 4 4 0 6 5 4
- WPA TKI P PSK 1inks y s

00:lD: 7E : 2C :E7 : BF

- 23 109
- 54 WPA2 CCMP PSK

00 : lF: 90 :E3 : 19 : 26

- 18 1 0
- WE P WEP

BSS ID

- PWR Ra te Lost
00: 18 : F9 : 1A : 13: 30

- 00 :1 2 : 50 :4 7: 1A:DA 32

- 54 - 54 0 15
Where, notab ly: BSSID (Bas ic Service Set

Ident ifier) = AP MAC address; Station = client
MAC address; CH = channe l of AP (note the
CH in the upper left will be hopping, this is
showing the channe ls that are being scanned for
networks); MB = Network Speed (54 is wire less
G); ENC = the encryption type, usually: O PN
(open), WEP, WPA ,WPA2; CIPHER =the cipher
used (WEP, TKIP,CCMP), usually TKIP with WPA
and CCMP with WPA2; AUTH =authentication
used (we' re looking for PSK); ESSID (Extended
Service Set Identifier) = Network Name (some­
times referred to simply as an 5510). As you can
see , there were 3 wire less networks found. We
are in luck as we have an associated client on the
"linksys" network to target for our attack.

O ptional: If you wish to do an injection test
open a new she ll and type:

Our goals:
1. Set the wireless card in Monitor Mode with

airmon-ng
2. Sniff for networks with airodump-ng
3. Find a client associated with the target AP,

and start a capture file with airodump-ng
4. Deauthent icate the client from the

AP using aireplay-ng and, upon client
reconn ection , capture the WPA handshake

5. Use the capture file conta ining the
handshake in airc rack-ng to find the key

years to crack, eve n at that length, depending
on factors such as the power of the computer,
upper and lower case letters, numb ers, and
specia l characte rs. For a sample brute force
time calculator visit http : / /l a s tbi t . c orn/
- p s wc a l c . a sp.

The main difference between WPA and
WPA2 is that WPA uses the o lde r TKIP
(Temp oral Key Integrity Protocol) encryption
type scheme, while WPA2 utilizes the newer
AES (Advanced Encryption Standa rd) encryp­
tion scheme which employs CCMP (Counter
Mode with Cipher Block Chaining Message
Authentication Code Protocol). (For deta ils
on CCMP, visit http: / /www.pcmag . c om/
- e n c y c l op e d i a _ t e r m/ 0 , 2 5 42 , t =AES-
- CCMP&i =37 582 , 00. a s p # and ht tp: / /
- s e a r c ~ o b i l e c o m p u t i n g . t e c h

- t a r g e t . c om/ s De fin i t i o n / 0 " s i d 4 0_
- gci 13 19465 , 00 .h t ml )

WPA and WPA2 persona l are essentia lly
the same for our purposes, as the method to
recover these passwords is identical. (See
h t t p: / /www .n etworkworl d. c om /
- c o l umn i s t s / 2 006 / 09 l l 06 - wi r e l e s s -
- s e c ur i t y . h t ml ?pa ge =l and http : / /
- www.op e n x t r a. c o . u k / a r t i c l e s / wp a -
- v s - 80211 i. php for a more detailed expla-
nation of WPA vs. WPA2)

Now, Let's try our hand at crac king a
WPA-PSK encrypted Wireless Network with this
simple exe rcise. In this part icular exa mple I used:

1. A Toshiba Satell ite L35-S2151 Laptop as
the attacking PC (an y co mputer with a
supported wireless card should work)

2. An Atheros pre-installed wire less
card (model AR5005G , many other
cards are supported, see http : / /
ww w .ai rc ra ck- ng. o rg / d o
- k u . p h p ? i d =c o mp a t i b i l i t y _
- d r i ve r s )

3. The Back Track 3 Live CD
4. A target AP transmitting through a Li nksys

WCG200 Cable Gateway
5. Dell Inspiron 1000 as the cl ient

assoc iated to the AP (aka the "client')

Now to the Good Stuff:
Start your computer with the Back Track 3

Live CD, and open a command shell (lower left
tool bar, second icon in).
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~-=-~CRACKING ...wn}J:~~k~\
~--~ WPA - PSK ~\'~\\\ \ \

~ 6licktrack 3

by Mister Cool What's known as a "four-way hand shake"
occ urs dur ing this connect ion process when
utilizing WPA, and is what enables us to perform
a WPA crack. The more specific term for what
happ ens during the hand shake is called EAPOL
(Extensible Authentication Protocol) authentica­
tion and , ifWPAis in use, you will bedenied at step
2 without the password . (Please go to h ttp : I I
- www . wi- f i p l a n e t. c o m/ t u t o r i a l s /
- a r t i cle . php I3 667 586 for details on
different types of wireless protection, and for an
exa cting explanation of what occ urs during the
four-way hand shake process.)

The method of cracking a WPA password
is slightly different than that of cracking WEP
(Wired Equivalent Privacy). All wire less networks
transmit data packets through the air. For a WEP
crack, we would need to capture a large num ber
of these packets (usually at least 40 k-85K) which
co ntain the IVs (Initializat ion Vectors) necessary
to break the WEP password . Unlike WEP, in WPA
the only thing that will enable us to even start the
attack at a ll is wha t's ca lled the "four-way hand ­
shake" betwee n the cl ient and the AP. Collect ing
more packets after we ca pture this "handshake"
will not increase the chances of successfully
recovering a WPA password.

The main method of attack with this type
of wireless encryption is ultimately a standa rd
dict ionary attack. The WPA password can only be
found if there is an exact match in the dictionary
(aka wordlist) you are using. There are many
wordlists and diction ary files available out there,
I utilized a wordl ist I found within Back Track 3
for this tutorial. (Visit http : / /pa cketstorm
- s e c u r i t y . o r g / Cr a c k e r s / wo r d l i s t s l
for a robust selec tion of free ly downloadable
wordlists.)

A WPA key is only as strong as the user who
sets out to make it. And there in lies the wea kness
in WPA: The human element. If the password
is a common word in the dictionary, it is very
possible to recover. If a password is aa rdvark, it
will probably be found when we implement a
dictionary attack. If the password is aa rdvark1,
the same dictionary attack will most likely fa il as
the "1" is not likely to be found in most wordli sts.

The Single most important thing to rememb er
when attempting a dictionary attac k is this:
The attack will only be as good as the word listl
dictionary file you use. If the password is not in
the wordlist, you will not crack the password.

A WPA-PSK key is a requ ired minimum of 8
charac ters long and, though we co uld attempt
a brute force attack, it co uld take hundreds of
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airep l ay - ng -9 athO by pre-computing the origina l hash value (the
I often use this as it sometimes causes associ- PMKwe discussed ea rlier). This is eas ily acco m-

ated clients not showi~g in our output to show plished by using either coWPAtty (include d
up. If successful, you will get as part of the output on the BT3 CD, see http : / /wi rel e s s
message: In j ection i s working! - de f e nc e. o r g / Con t e n t s / c oWPAt t yMa i n

3) Next, we ~~nt to ,fOCUS on our target AP. _ . h t m for more deta ils), or using a "specia l"
In this case, the linksys network. Open a new form of Ra inbow Table.
shell and type: A Rainbow Table is a lookup table (similar to
::;-r odump- ng -c 6 - w ca pt urefi1e a multiplica tion table) that ca n be used to recover

-- bSSld 00:1 8 :F9: 1A: 13 : 30 athO h I ' df d "h h."
Wh h I fth AP th t

t e p am-text passwor rom a passwor as .
ere-c=c ann e 0 e ;-w= ecap ure . .

file (any name will do, in this case "capturefile"); These tables e~ploy a time-memory trade off, rn
--bssid = target AP MAC Address; and of co urse that the potential hashes are all pre-comput~d,
athO = our interface. The output will look almost so t.ha.t they do not ha~e to be calcu la~ed dUrin?
the same as our original output above, but with a dictionary attac k. This pre-computat~on drasti-
just the one AP showi ng. The ca ptured informa- cally.dec reases the a.mount of co mputing power
tion wi ll be saved to our capture file, located and tlm.e need ed to.fmd the co rrect key. The only
within the "Home" icon on the desktop . ~a.v~at IS that the tl~e m~st be spe~t to do the

4) Now, we need to capture the handshake. initial pre-com~~tatlon . Simp ly put m reference
We will attempt to deauth enticate the client from t? these tables, Its much eas ier to do the ca lcula-
the AP and, when it reconnects, we will capture nons for the hash values once and store them for
the hand shake! Open a new shell and type: later use, than it is to ca lculate them every time
a irep l ay-ng -0 5 -a 00 :1 8:F9:1A:13:3 0 they are needed. (Seeht tp : / /www.f r e erain
-c 00 : 12: 50:47: 1A:DA athO - b owt a b l e s . c om/ f a q / for more details on

Where -0 = the deauth entication attack; 5 how these tab les work.)
= the number of tries for the deauthent ication Note that a traditional Rainbow Table will not
attac k (I have found good success with 5, but this wor k to crack a WPA password, as the origina l
ca n be any number. However, too high a number hash value is sa lted with the SSID. A set of hashes
may ca use the client to fail to reconn ect !); -a = can only be pre-computed for one specific SSID
AP MAC address (bssid): -c = client (Destination) at a time with any given d ictionary file.
MAC address; and athOour interface. Be pat ient, If the network name (SSID) was "linksys,"
sometimes the output will indicate that the inter- and the dictionary file was "wo rdlist.txt," the
face (athO) is on a different channel than the AP. pre-computed hashes would only work utilizing
If this is the case, keep trying the co mmand. You another SSID of "linksys." If the SSID was "2600,"
will eventua lly get the interface and AP on the then the same pre-computed hashes will not
same channe l. Further, once the co mmand runs, work.
it does not a lways immediately capture the hand- This is why the Church of WiFi has pre-
shake. You may have to enter the co mmand more co mputed hashes in what they call a "specia l"
th~n once . ~ su~cessfu l ca pture of the hand shake Rainbow Table (actua lly a PMK lookup
Will show m this case as: .[WPA handsha~e : table) aga inst a 172,000 word dictionary
OO :18: F9 :1A:13 :30] m the upper right for 1 000 co mmon SSID's. While these files
corner next to the date and time of our original are rather large ranging from 7GB-33G B,
output screen. they can dramatically decrease the time

5) Now for the crack! Open a new shell and needed to find the cor rect password. (See

~f:~raCk -ng cap turefi1e -Ol .cap -w http: / /www.rende r l a~.ne t /~ro j ect s /
~ I t t / ' 1 I ' k 1 - WPA- t a b l e s / for more information on these
~ pe n es Wlre ess alrcrac - ng bl
- t es t/pa s swor d . 1st ta es .) . . .. .

Where ca ptu refile-01.cap = the ca pture file; . In co nc lusion, this IS Just a .slmple p.enetra-
-w = tells the program to run a wordlist; and / !Ion test of ":'PA-PSK encryption', While not
pentest/wirelessla ircrack-ngltest/password.1st = ~mpenetrable, It c~n be near Imposs ible to bre~k
the location of a wordlist that is included in the If the passwo rd IS random enough. The rnarn
aircrack-ng suite for testing. This dictionary file is lesson to ~e learned is that if you use this type
not very big, but suitab le for our testing purpose. of encryption, you should make your password
If the key is found the output will read similar to: something not found in a dictionary and some-
KEY FOUND! [ password 1 what random, and your network will remain

In this case the WPA-PSK passwo rd was relatively sec ure. For now. There are seve ral
"password" and we cracked it! (For more detailed random password generators out there, try one
information on the entire a ircrack-ng suite visit of these out for maximum security (h t t p s : / /
h ttp: / /www. airc rack-ng . org) - www . g r c. c om/ pa s s wor d s . h t m or http:

Sometimes the dictionary files themselves are - / I www . kur t m. ne t/wpa - ps kg e n/ ). And if
huge, and the cracking process can take hours, you use "password" as your key, then you might
eve n days! But the co mputations can be sped up as we ll not sec ure your network at all!
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Building the Community Dear 2600:
Dear 2600: Hiya I'm 15 and love technology and love to

My name is Tuyishime Aimable. I live in talk abo~t it: My qu.estion is am I able.to ~ttend
Rwanda. I joined the 2600 community a few the meeting In Dublin and w~at do I bring If I am
months ago. I like what you are doing. The prob- allowed?Can ~ou tell me a littl e a~ut what we
lem is that I can't attend any meeting or any do at the ~eetlngs and what I n~d . What do I
other event because I live very far from you. So need to bring (laptop, money, etc.). Thanks.
I would like to ask you if you could help me to . warloc~
row in that community otherwise or help me There are absolutely no re9U1remen~ of this

g t th 2600· t sort to attend one of our meetings. They re openpromo e e In my coun ry. . .
Aimable to all ages and there's no edmission fee of any

. d ' type. We welcome people of all levels of exper-
Contrary to popular belief, you on t have to . . I d! h h bell th k b

live in the Western world or even have access to use, mc u m~ t ose w oe teve ey now a ­
hi h h i -l t b t f th h k solutely nothing. (In fact, we greatly prefer them

Ig .tec in oroer 0 e par o. e ac er com- to those people who believe they know every-
munny or to spread the enthusiesm of the hacker thi ) All k i th t ·th a opemg. we as IS a you come WI n n
~ulture. If we look back at the rea."y e~rly days mind, help those who ask questions, avoid de-
~n ou~ own cou~try, hackers did JU~~ fme plat veloping cliques, and be ready to explain what
mg Wlt~ rotary d~al phones and ~/oflfled electric we're all about to those who might not get it
typewflt:rs . ~~ile technolo!!y IS often at the right away, including any security guards who
heart o~ It all, Its act~ally not Justabout the tech- may work in the space you're meeting in. Some
nology tn the en~. Its.about the thought process. meetings have presentations but most are simply
If you learn to thmk like a hacker,. where you are gatherings where people talk to a variety of indi­
and what you ha~e ~ccess to w.,11 become sec- viduals who show up. There willalways be those
ondarr By quesuoning everythmg. - hu'!'an or who imagine the meetings exist for the purpose
mac~me - an~ b~ consta~tly experimeming an? of obtaining illegal information or devices and
sharmg y?ur fmdmgs, you IIbe .able. to app/~ this you may even encounter attendees who believe
ha~ker n:mdset to ~/m05.t any s~tu~tI.on and, '~ S? this and who try to subvert the image of hackers
doing, fmd other like-minded indivlduels. This IS into the mass media definition. This is why it's so
another reassuring fact. There are alway's other important to understand what the meetings are
people , no matter where you are, who will share really about and to invite people from all circles
your ~uriosity and passion. It's~ust a quest~on ?f to join in and make them even better. We hope
reachmg them. So our edvice IS to use tbis dis- you find them interesting; the Dublin crowd is a
tance as an opportunity to start something fresh good one.
and to be a real pioneer in your country. Just Dear 2600:
because you're far away from us doesn 't mean How can I find a hacker group or convention
that you can't start running your own meetings in South Florida?
or events . Of course, every country is different Joel
with regards to rules, what is tolerated, and how We're not aware of any hacker conferences
individual thinkers are dealt with. So make sure taking place in that part of the country and none
you're familiar with what you're up against and of the four 2600 meetings in Florida are in the
what you're willing to fight for. As hackers are southern part of the state. We certainly hope
almost always heavily involved in freedom of something gets started as a resultof your inquiry.
speech issues, the reaction against them can Dear 2600:
sometimes be a bit heavy handed. This is true I am working on starting a 2600 meeting in
ofany authority figure . So be aware of this, keep my local area (Silicon Valley). However, there
reading a lot, and always maintain a level of cu- are two fantastic meetings already in San Jose
riosity. You will find the hacker community all and SanFrancisco, about a 60 minute drive from
around you. where I plan on setting up the meeting (Moun-
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tain View or PaloAlto). I'm ready to publicize it, contact me through the form on the website:
but I was considering setting it up for the third bakersfield2600.webs.com.
Friday insteadof the first of each month. Jason

The reasoning behind this is because there For those interested in setting up more meet-
are two great meetings already. I don't want to ings and reaching out to the 2600 readership in
cut into them and make people choose, while this manner, might we suggest a free Market­
at the same time give those who wouldn 't want place ad?You would need to be a subscriber or
to drive into the cities (and deal with parking) or at least know someone who's a subscriber who
deal with the train schedules (which end before could submit the ad. We imagine there are lots
most meetings end). Furthermore, PaloAlto and of potential areas for meetings but it's always a
Mountain View are the homes of many startups challenge to reach out to people when you have
aswell asGoogle, and I feel that such a meeting yet to meet them.
in one of thesenearby locations would do quite Dear 2600:
well to bring people together. I recently moved to Amsterdam and was as-

If I do this, would that alternative Friday be tonished that there is currently no 2600 meeting
acceptable in your opinion? here. How would I go about starting a meeting

Lowery here?(I'm not sure there would be any interest.)
Having seconderv meetings in other places is I've been attending 2600 meetings in Ottawa

a great idea. We understand that once a month and Toronto for quite a few years now. I no lon­
often isn't enough but it's also good to get to ger hack hardware/code (software engineer now)
other places and, in addition, offer people who but enjoy attending mainly because the people
can't get to a meeting in a major city an opportu- are so interesting at these meeting.
nity to meet other hackers. Itjust gets reallycom- peter
plicated if we have to keep track of all of these It's hard to imagine why there would be no
meetings, so we try to keep it simple by only list- interest, particularly in a city as individualistic
ing the "first Friday of the month" ones. Having and creative as Amsterdam. Having the maga­
meetings on the same day of the month makes it zine availableusually helps and it's possible that
easy to keep trackofand there's never a question might be a challenge if no local bookstores are
of which day is 2600 Meeting Day. Obviously, willing to carry it. Oftentimes though, the only
there will always be people who can't make it reason a meeting isn't tsking place in a major city
to the meeting on a particular day but the first is simply because nobody has yet taken the time
Friday rule has been in effect for over 20 years to put one together.
and it's reached the stage where it's fa ctored into Dear 2600:
people's schedules before they accept a job offer I am wondering if the staff of 2600 would be
or complete their class schedule. (At least for a interested in having a website designed and im-
few people it'sgotten to that point.) plemented using a content managementsystem
Dear 2600: such asJoomla. I would be willing to do all the

I just got the guidelines auto-reply. I don't work for free. My only motivation for doing this
know why I didn't see that sooner (hint: I'm a is to make the website more reliable, accessible,
dolt). That lays out some excellent points, and and easy to use for both the admins and the us-
might put an end to my plans (which isn't neces- ers. Any thought on this would be appreciated.
sarilya bad thing). Thanksand keep up the great work !

Lowery Zach
Our auto-reply also explains the rationalebe- Designing and implementing a site is a sin-

hind having the meetings on the first Friday of gle step in a long process as there are countless
each month. However, your idea is still a good things that can and willgo wrong down the road.
one and there are already numerous meetings We're not at all discounting your generous offer
that have "unofficial" get-togethers in either the but it's important to realize that such things are
same or a different location. What we suggest is more complicated than appear at first glance.
that you spread the word at the officialmeetings We actually have a number of people working
and see if you can get some enthusiasm for the to overhaul our site and we're confident we'll get
alternativeones . Anything that helps to build the there one day. Until then, if there are features
community is a good thing. that aren't working properly or things our site
Dear 2600: should be doing that it isn't, we would like to

First off, I wanted to congratulate you for focus our attention on that in the more immedi­
making such a great publication available to the ate future.
public for over 26 years. Dear 2600:

I live in Bakersfield, California and the c1os- Sir, I am a student and currently pursuing my
est 2600 meeting is over 100 miles away in B. Tech. degree. I am from India. I am sorry be-
Los Angeles, so I'm considering organizing cause I am going to ask you the same question
meetings here in Bakersfield if there's enough which I think you hear a lot from the basic user:
interest locally. Anyone interested should that is, how I can be a hacker. I know the differ-
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Brad
We look forward to receiving your submis­

sions. This is a great example of how people
within certain organizations - who have access to
things we can only dream abou t - can make our
world so mu ch more interesting simply by shar­
ing information. Thanks for helping to preserve
the hacker spirit.
Dear 2600:

First off: goodness! Did you really send that
fellow every copy of 26001 That would rock!

I am 14 years old and a budding hacker/
phreak. But, really, none of this "teach me to
hack" crap. No! I have decided to develop my­
self through reading and exploring with specif ic
questions and answers.

I always downl oad your radio show and have
purchased a copy of your anthology. Good stuff!

Second (or third) off: Thanks. I really appre­
ciate everything you folks there at 2600 do for
me and everyone else. I have found the hacker
community welcoming and informative. Thanks.

Random ballyhoo: how many people make
up the staff there?Just curious.

Wow, that letter I just wrote did feel some­
what like conquering a mountain! Or taking
down "the man!" Hooray!

Leone263
It sounds like you're on the right path. Thanks

for writing. In answer to your query, it depends
on what the definition of "staff" is. We have a
handful of people who devote their entire lives
to our organization (not counting all of the lu­
natics who do this without our knowledge) , and
then there are people who contribute what they
can, whether it be through writing, taking pic­
tures, lending expe rtise on a variety of technical
and non-technical fronts, etc. The latter would
be a frighteningly large num ber if we ever tried
to calculate it. We suspect the authorities already
have, which is why they live in constant fear over
what we might do next.
Dear 2600:

I want to place an order on your store and I
would like to know if you ship to Australia. My
method of payment wi ll be credit card. Soplease
let me know if you can assist me wit h the order.
And please do not forget to include your web
page in your replying back to my mail.

I w ill await your prompt response as soon as
you receive this mail. I will be very glad if you
treat this email wi th good concern.

Frank Moore
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MDF, switches, DSLAMs, etc. I get to see this
stuff every day. I might just be a phreak but I be­
lieve some other people would like to seeevery­
thing from the ancient equipment to the latest
and greatest.

I would be more then happy to write up a
small article on the piece of equipment that is
in the photo as well. Thanks for your time and
consideration and, as always, I wi ll do it for just
the gratifica tion of helping others.

All Sorts of Questions
Dear 2600:

I was not really sure which email address to
send this to but I wanted to get some information
on submitting photos to the magazine.

I work for the Evil Empire (AT&T) and have
access to pretty much all the systems, plant,

Autumn 2009 --------

katkat
Conspiracy theories are always interesting

and fun to watch, as long as you question them
asmu ch as whatever it is they're questioning. Af­
ter all, most conspiracy theo ries are part of the
conspiracy themse lves. (We're waiting for the
docum entary on that.)
Dear 2600:

Vinicius K-Max is a well known Brazili an
"com puter enthusiast." (Ishe a "hacker" or "digi­
tal prankster" - who knows?) Some time ago, he
was in the news because he kidnapped some
Orkut communities with an explo it. He hit the
news again in the first Campus Party last year
by redirectisg the traffic of a LAN to his lap­
top. When people tried to access sites such as
Google, Blogger, Flickr, Orkut, and others, he
presented a fake page saying the organization
considered the requested page to be an inap­
propriate website. That led to lots of discussions
about security, the organization, and whatnot.

Now K-Max is in the news again, but in some
serious trouble. He found a way to access private
data from customers of the Telefonica phone
company trough the Internet. He contacted the
company about it, and also put up a website for
anyone to verify this security flaw.

Now the company is accusing him of data
theft. The pol ice already have gone to his house,
armed with guns, and taken some of his equip­
ment. He will be indicted for "distribution of se­
crets," wh ich means one to four years of arrest.
K-Max says he only wanted to expose a security
flaw in the Telefonica system. Apparently, they
also want to indict him for his previous acts, too.

The country is right now in the midst of a
controversy because of a proposed law to typify
digital crimes, and other ideas regarding the In­
ternet. And Telefonica is also not very popular
because of some faults on their Internet service.

I doubt it anyone is pressing charges on the
company.

It wi ll be interesting to seewhat happens.
++divide_by_zero

It most definitely will be and we 'll be keep­
ing an eye on this. It just goes to show that there
are interesting hacker cases going on all ove r the
world and we would do well to pay attention
to them at least as mu ch as we focus on what's
happening close to home. Thanks for letting us
know abo ut this.

ries and the site sound too surreal. I still have to
check the claims.

Happy watching (and reading).

dmchale

Dear 2600:
I'd like to write about creating web2.0collage.

com (namely how the browser history sniffing
worked, how the scaling worked when it got on
Slashdot, and a bit about the potential privacy
concerns). Would something about this be of in­
terest to you?

Holden
Most certainly. The concept of a page that

shows a collage of websites a user has visited
by digging through their browser's history is fas­
cinating, creative, and frightening. Those can be
considered our three essential ingredients.

New Information
Dear 2600:

I wanted to add to the advice you wrote in
response to dawn's letter in 26:2 about how to
try and get out of her cell phone contract. You
suggested that she could downgrade her plan,
but I wanted to let your readers know just how
far you can downgrade. My sister recently want­
ed to swi tch carriers but had eight or so months
left on her contract, so she called her carrier to
find out what they could do for her. The CSR she
spoke with informed her that, rather than pay the
early termination fee, she could downgrade her
plan to an obscenely low-priced (and massively
neutered) $10 a month plan instead for the re­
mainder of the contract period. She would just
have to be will ing to give up her current number
and get a new one wi th her new carrier if she
sti ll wanted to switch, since the current number
woul d sti ll be "active." She was able to effective­
ly pay only $80 for the remainder of her contract
period rather than the $150 it was going to cost
her to cancel early, and she's been happy with
her new hardware and service on her new car­
rier ever since. With luck, this information can
help anyone who finds themselves looking at the
green grass on the other side of the fence, what­
ever field they may be in.

ence between a hacker and a cracker. I surf a lot
on the net to find the beginn ing but failed to find
a real one. Sir, please tell me from where to start
and which courses I should take. In short, how I
can be a hacker. I know that I can't be hacker just
in a night. It takesa lot of time and determination
but sir, I don't know from where to start.

Please give attention to my request. I will be
very thankful to you.

Prateek
We get so man y requests like this and it's im­

portant to make it clear that hacking isn 't some­
thing that is taught like a class. It's a state of mind
and you get there by experimenting and asking
a whole lot of questions. You ob viously need to
have an interest in the stuff you're asking ques­
tions about. You need to not be afraid to step out
of the rigid con fines of rules and see what hap­
pens under different conditions. Don 't bu y into
the hype of hacker versus cracker and the silly
colored hat designations. Being a hacker means
to be someone with a strong desire to learn and
to innovate. What you do with that knowledge
and ability later on is a totally different story.

Ideas on Spreading Knowledge
Dear 2600:

I'd like to suggest a topic for an article. The
topic would be a guide to the North American
phone system for newbies, and would start by
describin g the dial plan.

For example, like most other people, I
thought the "one" you dialed before a long dis­
tance number was the " long distance access
code." According to the O' Reilly book Asterisk:
The Future of Telephony, this is mistaken. The
"one" is actually the "cou ntry code" where the
"country" in question is the NANP (North Ameri­
can Numbering Plan), which includes the U.S.,
Canada, and some Caribbean countries. They
are distinguished by the fami liar three-digit area
codes (called NPAs). Wi thin the NANP system,
dialing 011 indicates an international number. Dear 2600:
This is how you dial countries outside the NANP. Since 2600 seems to be a sociopolitica l mag-

That's really all. I know. Someone with more azine, not just a technical one, I wanted to send
knowl edge, pick It up and run from there. It you and your readers this information.
would be a boon to everyone who isn't already The documentary The Obama Deception , di-
a phone phreak. rected by Alex Jones, theorizes that Obama won

Travis H. because he was seen as most acceptable to the
The phone network is what inspired a great publi c and the people who apparently always

many hackers to start exploring in the first place. run the government. It's available on YouTube.
It's filled with all sorts of fascinating details and The documentary ZERO: An Investigation
trivia, and most of what you explain above is ec- Into 9/ 11 directed by Franco Fracassi and Fran-
curate. However, you're not dialing a country cesco Trento has some interesting claims about
code every time you precede a domestic number what happened on September 11, 2001. It's
with a "one." That's just the (somewhat outdat- available on Google Video.
ed) method of indicating that you're dialing out- If you are interested in these types
side your area code or making a long distance of things, try browsing The Reality Zone
call. We 've had articles on this subject in the past (http://realityzone.com).
but are certainly ope n to printing new ones with This letter sounds like a shameless plug, but
updates and additional information. even I think some of the ideas in the documenta-
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mat ion on the payph ones that w ould have been
in use during 1970-1975 in Vietnam? I am re­
searching prop s for a producti on of Miss Saigon
and would love to be as historicall y accurate as
possibl e.

Thank yo u for your time.

This one almos t got us but it actually is part lose a fortune, then you have a much better
of a scam. The "good concern" is what seemed chance of evolving into a regular publication that
a little fishy so we checked online and, sure might, at the least, break even. But, no matter
enough, there are thousands of almost identically what, having that printed object in front of you
worded letters floating around on the net. What's is an achievement you willbe proud of for many
the scam? Well, first of all, printing our reply in years to come . That's why it's always better to try
a magazine prett y much defuses the whole thing and fail rather than avoid failing by not trying.
right away. However, were we to respond to this Dear 2600:
person via return email, we would undoubtedly PLEASE I NEEDTO KNOW IF YOU HAVE TO
get a followup asking for a list of products we CALL TO CUBA COOD RATE.
sell. (That in itself is a bit strange since someone r Nicolas
shoul? already k~ow this if they're interested in Why on earth do you think we 're the people
ordering s0m.ethlng from us.) They wou/~ then to ask about this? Co shop around, ask Coogle,
send an emell ordering a large number of Items, visit a corner grocery that sellsphone cards, par-
and somehow the only way to make the order . . . I' r I II

h h Id b . I b k r ucipete In on me torums where peop e actua ygo t roug wou e to InVOve an trans,ers . .
t hi d ti th . t t h d diSCUSS this stuff, or ask random people on theo t If par tes once elf paymen 0 us a . .
b . d 'A I Id b ti db hevi street. You also might want to find a way to un-een receive . vve wou e en ICe y aVlng . k I k k C d I k
the amo un t they pay to us be substantially more sue your caps oc ey. 00 uc .
than what we needed to transfer to the third Dear 2600:
party, most likely an additional amo un t for our If I want to get more inform ation o~ 1 the
"trouble." Nee dless to say, their payment to us phone systems nowadays, wh ere can I get It. Or
would turn out to be fraudulent and any money wh ere should I start?
we sent out would be lost along with anything . A~le Freak
we sent them in the mail. A good place to start IS by defining your

It's hard to imagine people falling for such terms. There is no one phone system obviously
schemes but it happens all the time and the fact but there are so many different aspects to phone
that even for a moment we thought this was a networks today that it's hard to sum it all up with
real letter indicates that these con jobs can, in one label. Voice over IP is one category that has
theory, still work. almost infinite worlds of possibility. Or perhaps

Incidentally, yes, we do ship to Australia. you're interested in private networks (PBXs),
Dear 2600: the more traditional long distance phone com-

First of all, I recentl y subscribed to 2600 and ponies. how the switches themselves are wired
I love it. together, or maybe just some history on how it

I was thinking of starting my ow n small quar- all used to be. You can get a lot of info just by
terl y magazin e and was wondering if you had asking, whether that be in the letters section
any advice. Thanks ! here, on some sort of online forum, or by meet­

Michael ing other like-minded peo ple at conferences or
We as.sume you're. talking about starting an 2600 meetings. Of course, exploring your local

actual printed magazine as opposed to some- bookshop or library is anothergreat way to learn.
thing online. Coing print is. a lot har~er and has And don 't forget the method so many of us used
r.nany challeng~s b~t we find the p!"lnted .word to figure it allout - hands-on access. Every phone
IS more enduring, If only because It requires a everywhere is a portal.
certain commitme nt that oftentimes doesn't exist Dear 2600'
in the glut. of electronic prose. Naturally, there In the recently published The Best of 2600
are exceptions on both ends of the spec trum but b k there i t ' f 199 1 id

. . . , . 00 ere ISa men Ion 0 a VI eo cover-
print IS In our blood so we re naturally gOing to . 0' h h k . ilit
r l its . Ing utc ac ers accessing rm I ary computer
tee I magic. . h U ' d S I his vid '11The best advice we can offer you is to let systems In t e rute tates. s t IS VI eo sn

your zine grow into a rhythm . Most new zines available? • .
either overdo it and get burned out (or lose a . , . iphelix
ton of money) or don 't put in enough e ffort and . That VIdeo hasn t be.en ava l/~ble for some
wind up never really going anywhere. You need tlr.n~ .but you can expec t It to re~r ItS head as we
to gauge your readership and figure out where digitize some of our older material.
your content is coming from and how much of it Dear.26oo: . .
you can manage for each issue. These things take . I Ju.st came b.ack from M aurltJus (v~ry small
time and you will almost certainly not get it right Island In the Indi an ocea n) and too k p ictures of
from the start. The important thing is to realize two different payph ones for you. They were tak­
that you will be putting effort, money, and mate- en with a 12MP SLR so they are five megabytes
rial into this project and you may never wind up each. Should I email them together or separately,
in the black. If you can accept that and work it or should I up load them to a specific place? I
out so that in the worst case scenario you don 't do n't w ant to blow up any mail boxes.
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Also, wh en I send the pi cs, should I inc lude a
caption with each?

Scott Brown
Since one of your pictures is appearing in

this issue, we trust you found the answer. For
everyone else, don 't worry about size (however,
images that are too small won 't print well), and Steven
please provide as mu ch info as you can on the As that was a fairly chaotic period in the
phone being submitted: where it was found, any country's history, it might be difficult to find ac-
interesting facts, etc. The email address is pay- tual photos of payphones with much attention
phones@2600.com. to detail. We can say almost certainly that any
Dear 2600: phones submitted to us in recent memory would

FYI in case you 've not gotten thi s yet. Do you be ofa very different style than those in use back
have any idea wh o/what thi s is? in the 1970s. However, our readers are a tremen-

---------- Forwarded message ---------- dous resource so if there is an answer to your
Sent: Sun, 19 lul 2009 II :06:5 1 -0400 question, we will hear it from them. We'll keep
Subjec t: OperationUtopia you in the loop .

lust ~t this e-mail & thought you might be Dear 2600:
interested. I ran a search for e-mail addresses as- I have read on your site very nice thin gs but
sociated with 2600 articles. Pass it on or check I can you help me pl ease with some hack ing. Its
them out-you may not believe what they have about a betting site and they have in every bet­
going on.... .Due to the threat of gov. controlled tin g house a TVs on them are goi ng record ed dog
public manipulations through cyberwarfare bets 1-6 my question is can w e hack them to see
& cyberattacks, an independent non-national wh ats next bet on dogs there is a lot of mon ey to
group of hackers has sprung up. Whether things win can yo u answe r me pl ease bye :)
like the recent 0 05 attacks on the Pentagon, Arnel
which media outlets claim came from North You want us to somehow help you hack dog
Korean sympathizers are real is a moot point. If betting? Other than fixing the races (let's hope
there is no independent arbitration & things like you're talking about races), what precisely do
this go unchecked networks will become locked you think we can do? We'd like to say this is
down as a response to this cyberterrorism, no the most unclear letter we 've ever gotten but it
matter who the real terrorists are. As well, reec- wouldn 't be true - not for this issue and not even
tionary defenses from these types of threats to for the day that this was received. We seem to
net neutrality & freedom on the net will be to have becom e the clearinghouse for the dazed
late. A proactive approach must be taken. This and confused.
group, who some have called the secret society, Dear 2600:
is gearing up to launch a global alternate reality I am a 53-yea r-o ld wom an and only child.
game where everyone who comes into contact Both parents are deceased. I have no husband
with them will be working on a project called and no chi ldren. M y father was career USAF and
Operation Utopia. From the outside oputopia reached full co lonel. I live in my parents ' hom e,
looks like a game whose solution is figuring out which I inh erited. I am retired after 30 years of
what the secret society really is. In actuality it is teaching. I own a Dell laptop runn ing XP and an
distributive hacking, & if enough people play the o lder desktop runn ing W in 98SE. The desktop is
game they will have a workforce unparalleled in run off- l ine and my laptop is used almost excl u­
recent history. I have heard they communicate sively for ema il.
via encryptions based on the non triuial zeros I've read your magazin e off and on for years.
of the riemann hypothesis. Heavy stuff. Anyway That, and bein g an Air Force brat, prompts me
get word to as many hackers as possible, if not to to ask the fo llow ing questio ns. First, based on
support the secret society, at least to investigate wh at I read in 2600 every qu arter, give me one
them & question their motives. For them to have good reason why I shou ld use a w ireless any­
remained anonymous for so long is remarkable thing? Second, since it 's a fact that extraterrestri­
from what I hear they have done & who is with als have vi sited Earth on countlessocca sions and
them . operationutopia@hotmail.com is a contact that the Un ited States is in possession of a vast
point. Forward all this info to as many hackers as amount of advanced extraterrestria l techn ology,
possible. If these guys are for real it will change why should I parti c ipate in the ongoi ng techn o-
everything. logical charade, or fo r that matter, every other

----- End forwarded message ----- charade that America ns suffe r from our govern-
Sai ment?Thank s for publ ishin g 2600.

No, but you've thoroughly spoo ked us out. Julie
How ever did they find out our secret plans? Let 's tackle your first question first. Some times
Dear 2600: wireless things are more conven ient. Phones,

Would yo u have any photographs or infor- computers, radios all can be used with more
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And when I walk away from typing, I don 't have
to worry about drainin g power and can pick up
right where I left off. Find me a computer that
still work s after almost 80 years.

We can't be creative as hackers if we don 't
understand the technology that got us to where
we are today. Don 't get so engrossed in staring
at screens that words on paper don 't mean any­
thing to you. Good luck to all in reconn ecting
w ith your creative side.

As a final note, this " letter" was reall y an
email to 2600. I'm not going to wr ite or type a
real letter until I know how 2600 will print it in
the magazine.

Thanks again for a great magazine!

Son
Yes, this is exactly the kind of thing we want

to get involved in. Thanks for thinking o f us.
Dear 2600:

Hell o. M y name is Ray. I am visiti ng Hon­
duras, and for way too long. A year too long.
Is there any way that I can enter the Honduran
database to alter my date of entry and my port
of entry? Thank you for any help that you can
give me.

Ray
50 you'd like for us to erase a year o ff of your

stay in Honduras? There 's bound to be a good
story in here somewhere and we 'd really like
to hear it. We have a hun ch it might be a little
more complicated than simply changing dates
in one country's database. We 'd probably have
to change a second country's database too . And
mess with the mem ories of the people who were
supposed to have seen you for the past year. It
could get a little tricky. And, oh yes, expensi ve.
But we've said too mu ch.

scOut
If the letter or article is interesting and in for­

mative, we will print it. We regularly transcribe
typed and handwritten letters and articles (the
only way people in prison can comm unicate)
and in the past we 've even transcribed articles
that were spo ken into our answering machine.
We weren 't particularly happ y about it, but it
needed to be done. The point is that if it's some­
thing our readers will appreciate, we 'll do what­
ever it takes to include it.
Dear 2600:

I was banned from this site just because the
admin got the br ibe from one member and when
I questioned him why he banned good members
without giving noti ce and keep the bastard just
because they kissed his ass and bribe him w ith
gift card money, he banned me w ithout notice
too and deleted my thread to erasethe evidence.

Do you think that you can hack thi s site?
Cause they're alwaysproud that they're well pro­
tected and back up frequentl y.

Let's see wh o's better.

eddiehaskell
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InterestingObservations
Dear 2600:

I read the letter from Vandy in 26:1. He con­
tinu es at length about what we know and don't
know, and finishes with, "Thank s to 2600 for
doing what you do, and helping keep us out of
the camps." In the back of the mag, in the Mar­
ketplace, you advertise events for ToorCamp and
HAR200 9. ph, the irony!

Dear 2600:
I have been in the electronic security industry

since the early 1990s, at first installing and later
designing and selli ng CCTV, access contro l, in­
trusion, fi re alarm systems, and integration pack­
ages. I th ink that your fi ne magazine should be
mandatory reading for anyone who works in any
security field . I've been a reader for so long that
I forgot when I started.

All of our security systems have a computer/
network component. It always amazes me that
my industry "peers" seem to know so litt le about
computer networks and less about network se­
curity. I always ask peopl e in my business if they
read or know what 2600 is, and the answer is
almost always no. It is no wonder that IT man­
agers cringe when they see us pull ing into their
parking lots!

I want to remark on an editor's response to
Dea~ 2600: . a letter by Estragon in the 26: 1 issue concern-

I ve be~n wanden ng around the sky~ays to- ing CCTV systems in supermarkets. This same
~ay a~d dl scover,~d a Coca .Cola machine . An remark can be applied to many survei l lance sys-
lntell ivend 2000 to be preci se. It has a column tem installations.

of nine buttons used for choosing whi ch soda Large CCTV installations in supermarkets are
you wish to buy. Haven't gotten it to dispense very common. Many "mega-stores" may have 64
the soda for free yet - I have to figure thi s out, or more cameras and four or more DVRs con-
though. If we label the co lumn of nine buttons nected to RAID arrays to co llect and archive
0-1-2-3-4-5-6-7-8, you can press 0-3-1-2-0 to video (to be stored for years in some cases). The
get into a menu. 0 becom es "back" , 1 becomes reason is not to stop you from shopli fting a steak
"up", 2 becomes "down", and 3 becomes "se- or some dairy products, although this deterrence
lect". Root menu, as shown on its littl e red LED is a side benefit. The main issue is the store pro-
display has "eror", "rbn", "ubr", and "sale" . You tectin g itself from fraudul ent "slip and fall" per-
can press up and down to select between these sonal injury lawsuits.
and press 3 or "select" once you have one that You have to sell a lot of lettuce to buy a
you want. Select ing "eror" gives you "sts" and $30,000 to $40,000 CCTV system, but if you
selecting that gives you "da" one throu gh twe lve. prevent one fraudul ent lawsuit, the system has
Don't know what these are. Selecting "rbn" paid for itself many time s over. Supermarkets
doesn't do anything. Selecting "ubr" displays ~hich operate on.a n?toriou sly l o~ profit mar-
"6 7015-6" . Don't know what this is. Selecting gin .are able to Win ~Iscounts o.n Ins.urance for
"sale" gives you "0002-6 655" and selecting that havln~ these systems Installed. Vide? Images are
gives you a choice of viewi ng "sl" one through sometimes stored for the length of tim e allowed
twelve. I guessthese are sale counts but there are to file a l a~s.uit against the store. This is years in
only nine sodas to choose from - 10, 11, and 12 many Io<;ahties. Hence~ the RAID array. .
were all "0001" on the machin e that I was look- Reading a book by Its cover can be mislead-
ing at. The rest were a bunch of different num- ing. In the exa~ple shown here, the motive is
bers. Unplugging the machine and replugging it pur~l y .economlc (could e~en b~ greed). Yes,

b k i did 't h ythi th If stor ing Images of shoppers (incl uding me) gratesac In In c ange an Ing In e menu. . .
d hi . . II k d d on me, but In many cases, these stores need this

forthe can 0 t IStoo, w~lte In. 00 e ar~un protection to stay in business.
or the sa~e model. machin e so I cou}d ~ry It on Just thought a view from a different angle

two v~ndln? mac.hlnes, but I. couldn.t find a.ny. might be enlightening.
Next tim e, I m gOing to exp~nment w.lth ~ol dlng The Security Department
?~wn buttons and unplugging/plugging It back We thank you for showing us a different per-
It In. spective on this.

sigflup Dear 2600:
Finding a manual online for this particu- It appears that some "hackers" play golf but

lar model or simply trading information with may not in fact be techno logy enthusiasts!
other people who have access to this machine I know the back cover photo is supposed
shouldn't be too hard. In fact, most interesting to be something in real li fe, but I ran across
machines have docu me ntation that would make thi s site, complete w ith its "Hacker History "
really good articles if translated from manual- and "Hacker Factor " (yes, of course (double
speak. pun !) the pun was intended), and couldn't
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Dear 2600:
Why 2600 don 't have meeting in Malay sia?

Fiez
just a guess but probably because nobody in

Malaysia set one up. You are nom inated, assum­
ing you're actually in that country and aren't sim­
ply asking from somewhere else forsome reason.

flexibility when there are no wires involved. But
in the case o f wireless devices that transmit, the
health e ffects are still some what unkn own , most­
ly because these devices haven 't been around
that long. There are also security concerns if
proper precautions aren't taken with regard to
protecting content. You can certainly survive just
fine without using wireless technology if you so
choose. Now to your second question. We have
no comment at this time.
Dear 2600:

I have an interesting issue regarding letter
submissions. First, I would like to know if you
actually accept letters. Of course you accept
emails, but some people may be confused about
this terminol ogy. I also would like this clarified
before I spend my valuable time writing some­
thing in a format your magazine may consider
obsolete. I know you guys would gush over a
real written letter, but it might not do me any
good in getting it printed in the mag.

For me, a letter can be two th ings: something
wri tten out by hand or something that is typed
up, printed out, then sent throu gh the mail. My
question is this: Wh at if someone were to write
you a letter by hand or type it up and send it
through the mail and you wanted to print it in
the magazine? Would someone at the off ice type
the letter up on the computer? Wh at if it was a
lengthy letter? I th ink clarifyi ng thi s would satisfy
the dwindl ing number of us who sti ll value this
timeless form of communication.

Being creative by nature, I value tangible
things much more than I value seeing informa­
tion on a screen, just like when Emmanuel Gold­
stein states that the printed word is still the most
valuable form of communication. Sure I hack,
play video games, and text. But I also draw,
write, and travel. In other words, I cater to the
desire to see and touch real things.

I recently purchased a full y restored type­
writer from the 1930s from an online store. To
say that typing on it was a humb ling experience
would be a severe understatement. It gives me
a feelin g of nostalgia and exci tement that I can
onl y compare to receivin g the latest issue of
2600 in the mailb ox.

Wh en was the last time any of us sent or re­
ceived a real letter? It's been too long. Wr ite a
note to your buddi es congratulating them on a
good business meeting! Wr ite your girlfriend and
thank her for last weekend! Wr ite to an incarcer­
ated 2600 reader! Put down that Blackberry and
pick up a pen!

For me, an old fashioned typewriter has just
the right amount of technology. My typew riter
never gets viruses,never has to be restarted, and
never crashes. The operating system never needs
to be upgraded and I don 't need to worry about
registering it w ith the company I bought it from.
It has an inf init e amount of storage space be­
cause I can always purchase a new box of paper.
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Steve
There are allegedly companies that specialize

in recovering such data but we can't vouch for
them . We know a number of people are facing
the same predicament as you but there are no
imm ediate solutions. If there was any sort of hint
question you used on setup, we suggest looking
at that. We think the most promise lies in some­
how defeating the limit on passwo rd attempts,
if it can be determined how or where this is set.
This is the flip side of implementing security: you
may make things so secure that you lock yourself
out. Of course, remembering a password really
shouldn't be this big a deal in the first place. In
the end, you may just wind up with a really valu­
able lesson out of all this.
Dear 2600:

Recently, a couple of contributing editors
from 2600 the magazine have been hacking my
computer. I don't li ke it. I already have proof that
one member has already hacked my computer. If
people from your magazine continue to i llegally
hack my computer, I'll call the poli ce. Please
remove whatever backdoor your members have
put on my computer.

I have hard evidence that I was hacked. I
won't say who did it because I need this evi-

Cries for Help
Dear 2600:

I have a Sandisk Cruzer M icro-USB 2.0 flash
drive from mid 2008. I need high level support
for thi s situation, not assistance from amateurs.
Please help or refer me to someone who can.
I run Window s XP SP2 and created a password
a few days ago for the flash drive. I didn't wri te
it down and have now attempted to access it.
The password is, I believe, nine characters and I
know it for the most part. I tried a few attempts
but after four it now says I have one left and if it
too is wro ng, the drive wi ll lock permanently! I
didn 't reali ze I wo uld be lim ited li ke that! I be­
lieve I wo uld figure it out if I had a number of
other attempts available.

I called Sandisk and they said I can select to
redo the drive wh ich wi ll allow me to use the
drive again but wi ll erase all the data! This is
not an option! I asked how I can 1) get a de­
fault password, 2) retrieve my password, 3) edit
the drive to allow more password attempts, or 4)
to retrieve the data. They responded that these
things are not possible and that the information
is encrypted (password info or my data?). I be­
lieve it is in fact possible!

Please tell me what all the options are. I
would greatly appreciate your response for this
matter as there is no other way really to replace
all the fil es and I put a lot of effort and time into
acquiring some and creating others!

Thank you very much!

to assume you're making the who le thing up be­
cause you didn't have one.

small chainsaw in the glass case!
I was surprised at how easy it was to get my

e-ticket from the kiosk. I did not have to show
any 10 or anything beyond entering a 13 digit
number. Though lame, idiotic, or crazy, it seems
fairly easy to impersonate a passenger if one has
accessto the 13 digit e-ticket number and a fake
10 with the name that's printed on the boarding
pass. And the boarding pass did not have an ad­
dress on it, so when security checks the board­
ing pass and the 10, they will not have to com­
pare addresses or faces, onl y the spell ing of the
names on the boarding passand 10.

Il wo uld be pretty lame if someone attempted
to impersonate a passenger for whatever crazed
reasons, but I th ink it's just too easy and simple
to print out a boardin g pass by using a 13 digit
number. Per'haps statistics on passenger im­
personatio n incidents are not high enough to
change anything, if those stats even exist.

JZ
If you have all of this information, know ex­

actly where to go, and have even made up a fake
10 in the victim's name, it seems you've already
invested quite a bit ofe ffort into getting someone
else's ticket. We assume you also would some­
how know that the person wasn 't going to show
up and cause a big scene which, unlike in the
movies, would probably wind up with your little
ruse being exposed. But let's say that you man­
aged to pull it o ff. 50 what? Using an assumed
name has nothing to do with security. At worst,
all you would have done is rip someone else o ff
for the price ofa ticket that for some reason they
neve r bothered to cance l. And stealing has al­
ways been relatively easy. You still wo uld have to
go through airport security so it's not like you've
de feated anything on that end. It's been ham­
mered into our heads that we need to be identi­
fied and checked at all stages of travel but there's
nothing really convincing in that argument, nor
does it have anything to do with sec urity.
Dear 2600:

Usually, when walk ing down an avenue in
Brooklyn, New York, there aren' t a lot of exciting
or unusual thingsoccurring. But today (8/21/09),
I saw a black unmarked helicopter mounted
with a large survei llance camera underneath the
cockpit. I was walkin g on 5th Avenue and 45th
Street in Brooklyn at 1:48 pm when I saw it flyi ng
low over the 4th Avenue area.

I know Sunset Park has cameras near inter­
sectio ns,but they are clearly marked with NYPD,
whereas the helicopter I saw had no markings
amongst the black paint. If it was NYPD, they
need to mark this assuch. If it was not NYPD, the
publ ic needs to be more informed about such
matters. I could have snapped a few photos if I
had been carrying my camera.

Jason
Which is precisely why people should always

be carrying a camera. We have no choice but
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Me
Sent from my iHack

the probl em and expected a smooth process
through screening, but this was not the case.

The incredibly slow and, aswe know, useless
scrutiny of every person's 10 and boarding pass
bottl enecked the lines, and, by the time I got my
bag into the tub for screening, I was running late.
My bag was deemed suspic ious, taken out for in­
spection (tw ice, lookin g for nonexistent liquids),
and run back through the machine twi ce as well.
There were no liqu ids, no sharp objects, no elec­
tron ics. Simply gross incompetence on the part
of the security agents. M y carry-on was now in
several pieces, and here is where my apology
comes in.

Wh at had fallen out in front of the tub my
bag was on? Roll ing face up on the conveyor
belt towards me, was my 26:2 issue of 2600 . You
know, the one where cbsm2009 shows how sim­
ple it is to subvert airlin e security.... And I didn't
get the picture in time.

I would say "keep up the great work," but
honestly, after these many years of quality, if you
feel like slacking off a bi t, you deserve it.

Golden Helix

help but share the URL with the rest of you:
http://www.austinhackers.com

However, if you are/were lookin g
for the other kind of hacker, check out:
http://wiki .austinhackers.org

Scary, ain't it?
Dear 2600:

My subscription lapsed and I went to my lo­
cal Borders to pick up the newest issue. It took
me about 15 minutes to find it. It was stuffed be­
hind a stack of Macworlds. I took the few they
had and put them in the wire cage on the front
of the shelf.

Another thing, the old man at the counter
couldn't ring it up. He tried about 20 times but
it just didn 't happen. He then just gave it to me
free. I didn't want to complain ( I mean, who
doesn't like free stuff) but I thought it harmful to
2600. I brought it up to the man and he said "Oh
well. " So I took it. Just letting you know.

Unclelesus
This kind of thing happens all the time and

yet we still get charged by stores for "missing"
issues as if it were somehow our fault. It's yet
another example of how publishers are getting Dear 2600:
screwed by a monopolistic industry. I am a new and avid reader, and might I say
Dear 2600: you are a breath of fresh air in the stagnating

I heard a news bull etin on BBC Radio 2 state pool of puss that we call the mass media.
that the Briti sh government's National Pandemic I just watched Freedom Downtime and I have
Flu Service website went down after receiving been reading The Best of 2600: A Hacker Odys-
2600 hits per second. This frequency rings a sey. I must say, I missed out on so much. Here I
bell for me. Perhaps one of your readers knows was back in high school from 1997 to 2001 just
where I might have heard of it before. messing around with the computers, like run-

Mr. Fossey ning Windows in safe mode just to bypass the
Dear 2600: password login so I could try to get on the Inter-

l owe you an apology. I've been a longt ime net and look up some SNES roms and Napster
reader, and though this is the first time I've actu- songs. I just wish I had found out about 2600
ally submitted anything to you, I've composed then. But here I go rambling on. I do wi sh I could
numerous articles in my head. This, however, of helped some way with Kevin back then.
is not the reason for my apology. I have a very You guys rock. Keep the First Amendment
strong sense of both civil liberti es and security, alive.
and have been flatly disgusted with the current Levi del Valle
security procedures used by U.S. airports. Being While you may have missed out on one bit of
a frequent flyer, I always streamline my process history through no fault of your own, rem ember
to avoid hassle, although I definitely do penetra- that what you do now will form the next piece of
tion testing most every time I fly. There simply the pu zzle. There are constant changes going on
is no reasonable security system in place, but in the world of technology and in how society
of course this we already knew. What we didn 't handles it all. You can be a key part of that or an
know was that the carry-on I used for the first leg important element of something else altogether.
of my current flight had not been emptied since There is magic in every generation as well as the
July 4th . Imagine my shock when, after arriving ability for a single individual to e ffect significant
at my destination, I discovered an explosive, change. The one factor that never seems to dis-
two electrical igni tors, and a flask (which could appear is the constant reminder from those in
conceivably have contained anythin g) still in my charge that makes us feel as if we have no ac-
bag. I even remember the security agent's smile tual power. But noth ing could be further from
to me as he saw me doing a professional check the truth.
of my body for metal before going through the Dear 2600:
detector. Seriously, it was an incredibly irrespon- I recently traveled through the Denver air-
sible oversight on my part, and in hindsight I'm port . I wi sh I had taken a photo of a glass case
very grateful to be writing this from the return with all of the items that are not permi tted onto
flight, rather than a cell. Obvio usly, I corrected airplanes by passengers. They actually had a
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General Feedback
Dear 2600:

As much as I want to believe there 's some­
thing happening on the moon, what Etherni­
umS? described in his 26:1 story (page 49) is
a lens configuration issue and not, as he sug­
gested, a clandestine moon base. I owned a tele­
scope when I was a child and used to see the
same kind of color distortions when I screwed
my lenses together wrong.

The "rectangular beams" he describes, how­
ever, are quite anomalous. A call to The Art Bell
Show might clarify that issue.

the net. If there's a chance these keys still work
on existing payphones, you might not want to let
too many people in on that.
Dear 2600:

Hey guys, I was wondering if you can get the
master key for a cell phone (Samsung Eternity) or
maybe you can tell me where to find it. I found
the admin settings, but no successon master key.
Please help me.

josh
We're told that the master key setting is

"*#3971258*#" or "*#9072641*#" but that
could be different for your particular model. The
keys to input to get to the admin settings (which
you already have) are allegedly "*#3695147*#."
It's amazing how many people accept the prem­
ise that they're not allowed to have this informa­
tion, even though it's for a phone they already
own. Good luck in your endeavors .
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tavis

You can make yet another term if you wish
but you're going to face the exact same prob­
lems. People have tried to create words like
"cracker" and "black hat" to define the more
criminal elements in the hacker world. But all
this does is give the mass media more words to
demonize us with without adding anything con­
structive. We can, however, use the tarnishing of
the word to our advantage if we're creative. After
all, if you were to walk up to someone and admit
that you were a "system scientist" or whatever
phrase you come up with, we don't suspect their
interest level would last much longer than won­
dering why you just walked up to them and said
that. However, if you said you were a "hacker,"
you might see such reactions as panic, disgust,
envy. or even hysterical laughter. In other words,
you have their attention. Now, they may be filled
with all sorts ofmisconceptions and factual inac­
curacies and you may find yourself being bom­
barded with a number of them as a reaction to
your proclamation . That is your opportunity to
reach them and educate them with what you see
as reality. If you do a good job, you will have dis­
pelled a myth about what hackers stand for. Of
course, the negative connotations will stillbe out
there. But eventually. with enough people, those
words will always be countered. We find it's bet­
ter to stick around and fight for a belief, rather
than retreat and concede something as impor­
tant as a description of who you are. And you
may be surprised by how many people already
know that the mass media label is inaccurate. Af­
ter all, in most movies and books, hackers are the
good guys and the ones who eventually save the
day. albeit through unconventional means. This
can and should be a good thing.
Dear 2600:

My wife has this obsession with prisonplanet.
tv and infowars.com (the Alex Jones sites). And
while some of his stuff makes total sense, I ques­
tion most of it, including the flip side being our
power hungry government! So I've had enough
of the doom-n-gloom and decided to somehow
kill those sites.

While my wife was away, I enabled Apache
on her Mac, and modified her hosts file so that
infowars .com and prisonplanet.tv resolved to
localhost.

I found a cute small orange pirate skull and
cross bones jpg and, through some htrnl, had it
repeat the image so no matter how she scaled
the screen it was plastered in the entire browser
window.

It then occurred to me: what if she punched
me in the face, took my laptop, and hit those
sites?Or what if she gets on her iPhone to check
the sites? Our AT&T reception is horrible at
home so she jumps on out wi-fi.

So I enabled "named" on her Mac and make
sure our DHCP server handed out the DNS as
her Mac. And I made sure that infowars and pris-
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Dear 2600:
I love the cover on the Summer 2009 issue.

There are so many artifacts represented in it. I
was looking for a photo credit and perhaps an
indication of where and when it was taken .

The reference to the census, which takes
places every decade, is at odds with the "Bicen­
tennial Schedule."

Any info that can be shared would be appre­
ciated .

Ed Greenberg
While finding out for sure is a bit difficult at

the moment, it's not beyond the realm of pos­
sibility that the sign was Simply lying around for
a few years.
Dear 2600:

What is the correlation to the two Emmas? Is
that really the same tag that was shown on the
baby's shirt in the last issue? Is the "real " opera­
tor Emma the grandmother?

Fiddles McHace
It'sall in the history books . Or it will be.

Dear 2600:
Every issue you go on and on about how

hackers are portrayed wrongly and blamed for
things they don't do. I think it is time you admit
to yourselves that the word "hacker" has been
redefined by society. It is just like how Frisbee
started out as a brand of a flying disc and is now
the de facto term for a flying disc; no amount of
social pressure can change that. You are fighting
a losing battle and no amount of education can
turn this word back to what we want it to mean.
By holding on to the word "hacker," you are only
holding the hacker community back. It's time for
a new term; how about a contest to come up
with a new term for us? I'll start with the lame
suggestion of "System Scientist"

Dear 2600:
On the assumption that Dan's letter was not

an exercise in sarcasm, I would like to point out
a few problems with the approach of using a
sentence as a password .

First of all, it is not "bulletproof against dic­
tionary attacks." Despite the fact that there's
more than one word in the sentence, all of the
words are in a dictionary. Any good dictionary
attack program has multiple-word attacks.

Second, while a sentence does make for a
longer password, it doesn't necessarily make for
a better one. As they say, it 's not (just) the length
that counts . An entire sentence can have lessen­
tropy (the degree to which one character is ran­
dom compared to the other characters around
it) than an eJght character pseudo-random pass­
word.

Approaches like using the first letter of the
words in a song lyric have the advantage that the
password is easy to remember while still being
pseudo-random.

dence for a courtroom so I can have an advan­
tage as the prosecutor.

anonymous
We think involving the cops is the best course

of action at this point. We have an unmanage­
able staff and this is really the only way to get
through to them . When the officers arrive, we'll
be sure to have all of our staffpeople help them
figure out what's really going on.

Best of luck in your career as a prosecutor.
Dear 2600:

I don 't think it's a writer of the magazine any­
more that hacked me... however, the person is a
member of 2600 in some way. I'd really prefer to
avoid the police or a confrontation in that way. I
did a whois on the domain and couldn't get an
abuse email so I sent it here. It's that someone is
hacking me and opening many windows on my
machine and I want it to stop. They found out I
had Knoppix on my computer....

anonymous (again)
No, it's OK really. Sometimes a head-on con­

frontation is the only way to deal with such mat­
ters. These people need to be taught a lesson,
after all. Leaving windows open on a machine
is an invitation to burglary and there's nothing
funny about that. So we'll await the authorities
and then lead them to the "member of 2600"
that is making your life so miserable. Consider­
ing we don't actually have members, it shouldn't
take long at all to get this resolved.
Dear 2600:

I'm a key collector. Years ago, I purchased a
huge lot of keys on eBay. I was after some other
keys in the lot, however, there were some very •
interesting keys that caught my eye because I Dear ~600. . .
had never seen any like them before. So I kept I first wish to thank you for the variety of
them . I've recently learned these keys are older information that you i~part in your magazi~e.
payphone keys. I've been able to identify most 2600, ~ak~, and Hakm9 ~re my three favorite
of them as "Western Electric." However there magazines (In that descending order).
are some keys I can't seem to identify the make I just received my summer issue today and
of phone they belong to. Is there a chance you ~otice~ the RENEW! ~otice on the envelope, so I
can help me to identify these other keys and Immediately ,:"ent online to rem;;~. H?we~;r, the
maybe also confirm the others are in fact "West- only two choices I had for my first Issue were
ern Electric" as I've been told. I know these keys ~pring a~d Summer. I .did n.ot see a "renew" op-
have some collector value and since they're not non. I will have to walt until that changes, I sup-
the type of keys I collect, I want to sell them to pose, so I can have my first issue as the Autumn
help recoup some of the money I spent on the one and not get a dupe.
lot and identifying the makers will help me with 31an
this. If this is something you can help me with, I The software we use for our online store ex-
can send you pictures of the keys. Please let me ists to make even the simplest things as frustrat­
know and thanks for your time . ing and complicated as possible. But this actu-

Jim ally isn't an example of that. What you mention
You're best off talking to people who collect is a feature we admittedly should have had from

either the old phones or some of the same types the start. In this case, since we don't keep our
of keys . It might be good also to make sure it's subscriber database anywhere near a net con­
legal to possess these keys . If it is, then going to nection , it's not possible to access that informa­
various hacker or ham radio gatherings, or post- tion remotely. However, what we can do is add
ing pictures online would be good ways to share a feature that allows you to input your subscriber
information on this. You might want to consider coding from your envelope and have us apply
asking the folks at Toool (The Open Organiza- the renewal. Hopefully, by the time you read
tion of Lockpickers) who are easily findable on this, we will have that up and running.
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provision in the U.S. Post Office DMM (Domestic
Mail Manual) which provides that one can use
a street address plus a box address and that the
mail is to be delivered to the address that is im­
mediately above the city and the state.

The DMM provision does not prohibit the use
of the street address of the post office; it is like
any other street address!Therefore, one can legal­
ly and properly use the street address of the post
office, then the box number you are using, and
then the city/state. The DMM is online and you
can look up the exact provision for dual address
delivery. Further, eve n if the address is wrong, if
the post office employee knows the correct ad­
dress for delivery, that employee mu st deliver it
to the recipient - regardless of a wrong address
on the mail!

The post office mu st deliver the mail to the
box number regardless of whatever street address
is indicated above the box number. In fact, one
could probably use a phony street address and
then a legitimate box number and the mail mu st
be delivered to the box number. Those recording
addresses will then pick up the phony street ad­
dress, hopefully!

Also of interest, temporary forwarding ad­
dresses are not available to marketing compa­
nies, only permanent changes of address with
the post office. Therefore, one is wise if moving
and not wanting the new addressto be part of the
public record, they put in a "temporary"address
for 11 months. Then, after the 11 months, one
can then submit another "temporary" address for
another 11 months. It works well.

Enjoyed your article - well done and thought
out. I have been protecting my privacy for years!

Always pay your cable, telephone bill, elec­
tric, water, etc. with a money order. These com­
panies record the source of your payments. They
have your checking account number, bank, etc.
Therefore, pay them with a non-traceable pay­
ment. Don't eve r use your credit card, don 't eve r
use a credit card, don 't eve r allow "automatic
pay" since it is not only recorded, but hard to
contest later.

Pay in advance if you must, but be careful
how and in what manner you pay these utilities.
Your privacy is at stake !

Fiducia
Let's see how many peo ple can send us a se­

cret message in the line be fore our PO box or
Simp ly enter a really funny street address that will
ne ver get used. Of co urse, just beca use some­
thing is supposed to work in a certain way in the
post office is no guarantee that it will. But just for
the fun of it, let 's try. Send your next postal letter
to: 2600 Letters, {insert wacky message or one­
line address here], PO Box 99, Middle Island, NY
11953. Be sure to have your return address on
the envelope in case you break something in the
system .

Justin
Dear 2600:

I subscribe and I just read the privacy article
by 6-Pack (26:2). Fantastic and very helpFul. How
do I send him or her a snail mail letter? If I send
it to you with extra postage, can you forward it?
I would never ask you to give out an address, so
I must ask your help on this matter. I have a few
other questions and I would like to send this per­
son a Free copy of a book Iwrote. It is the reason
whythisarticle is so important to me. Mybook is
titled: James Earl Ray - The Last Days of Inmate #
65477 and I receive death threats every now and
then and I have a persistent stalker as well.

I would like to send you a copy too. Do I use
the Middle Island, NY address on the back of
your cover?

Michael Gabriel
You can send us anything at our address. If

the writer requests us to forward something rea­
sonable, we will do that as well.
Dear 2600:

To6-Pack:You don't have to apologize for us­
ing the street address of the post office. There is a
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HTH
Ryau

It's amazing how we somehow managed to
miss that, et-en while signing our own response to
the question of what HTH mea nt with "hope this
helps. " It just goes to show that ourreaders don 't
ever miss a trick. Mostly.
Dear 2600:

I cannot thank you enough, KES, for your ar­
ticle "Simple how-to on Wireless and Windows
Cracking" in 26:2. Your guide was so easy to fol­
low that I was able to crack a WEP key the very
fi rst time I tried with no problems. The only thing
I did differently was install the Aircrack-ng suite
on my laptop already running Ubuntu 9.04 in­
stead of using the BackTrack distro. I have always
wanted to try this but was never really success­
ful. I did notice one small error. In the command
where you run airodump-ng, it says "-bssid" but
that gave me an error and told me to use "--bs­
sid" instead. After I changed it, it worked like a
champ. You also opened my eyes about how in­
secure WEP really is, so I'm changing my own
router to WPA. Thanks again for making this so
easy. Happy Hacking!

ter writers had the proper spe lling "corrected" to
the one you gave us. Not a whole lot we could
do abo ut that.
Dear 2600:

In 26:2, Michael asked what the acronym
HTH stood forand it was (most likely) incorrectly
answered with "helix-turn-helix." I believe HTH
in that context (signed at the end of a message)
almost certainly stood for "Happy To Help" or
"Hope This Helps." The acronym HTH being
used for this meaning has become a common
occurrence on the large SomethingAwful forums,
which is probably where the message writer got
it from.

onplanet resolved to her Mac via some A record
additions.

She got home, jumped on her Mac, and as
she browsed those sites and said "Oh my God,
see, the government hacked them!" I left the
room, went outside, and laughed hysterically.

My advice to anyone wanting to do this: 1.
Leave the room before your loved ones open the
browser. 2. Put some duct tape over your mouth
because my laugh was a dead giveaway.

Curious why in Ethernium57's article "Hack­
ing: An Astronomer's Perspective," that while
the entire article was awesome, the end was so
abrupt and spoke about nonsense FaceBook gar­
bage? I was waiting for what ended up being a
wtf! I'm going to pull out my oid Celestron and
duct tape some lenses together now. Did you
guys cover up his article in some way? Perhaps
it'sthe secret base the elite will hide in during the
2012 planetwide catastrophe?

Clay

aurfalien
De'ar2600:

In the future could you put up some more
shirt designs that are more... subtle, like the seal
one? Frankly, most of the designs are really not
my style; they're too noisy.

5
Your vote For more subt le designs has been re­

ceived. We're ope n to more suggestions as well.
There are rumors of a new shirt in the works.
Dear 2600:

I wanted to respond to the response from Sig­
ma's article ("Exploiting Price-Matching through
Iavascript Injection," 26:1). Some deemed it
unwise to print an article that gave explicit in­
structions on how to exploit a retailer and basi­
cally steal money out of its employees' pockets. I
would say that as an employee at Best Buy, Iwas
very grateful for that article. I was able to recre­
ate Sigma's method and bring it to my manager's
attention, thus allowing our business to be more
aware of the possible exploitation of our policies.

Now, aside from the pat on the back I got for
bringing this to the company's attention (thanks
Sigma), I am grateful for the articles being pub­
lished because part of hacking is finding these
sources of exploitation, even if it means using
some underhanded methods. It is really the only
way to find out that there's a problem and make
sure that it doesn't happen in the future. I'm even
grateful that it was tested live in a store because
that points out to the company that the manage­
ment has grown lax in their overriding of price
matches.This was not a complexmethod of theft;
I could have done it when I was 12. But without
having read that article, I wouldn't have thought
of it.Thanks for the heads up, Sigma.
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What isa salt?
To make hashes safe r, random "sa lt" values

are appende d to the password before hash ing
it, as show n in Tabl e Three. The sa lt is then
sto red with the hash va lue, as show n in Table
Four. Wh en you log in, the ope rating system
appends the sa lt to your input, ca lculates the
hash, and co mpa res it to the stored sa lted hash.

Even thou gh "joe" and "Lucretia" have the
same password, there is no easy way to know

If an attac ker stea ls the hashed passwords,
he or she must reverse them to ret rieve the
or igina l password s. But there's a weakness in
th is system. Compa re the hashed passwords
for "joe" and "Lucretia"-since they both have
the same password of "password" , the hash is
the same . That 's not safe! An attacker co uld
pre-ca lculate the hashes of many co mmo n
passwords and use that table to recover the
passwords.

this web site: md5- has h -online. waraxe
- . us . Now the stored file conta ins hashes,
as show n in Tabl e Two, instead of c1eartext
password s. Wh en you log in, the ope rating
system calculates the hash of your input and
co mpa res it to the stored hash.

Table Two: Hashed Password Storage
Username Passwor d Hash

Admin i s t ra t or
Amir
J oe
Lucr e tia

.~, ...
A-' " ,

Admi n i stra t o r zapho d
Amir opensesame
Joe pa s s word
Lucret ia pa s sword

Password hashes
Hashes make sto red passwords safe r. A

"has h" is a way to sc ramble data, designed
so that it is easy to calcu late, but very d iffi­
cult to reverse. One popul ar hash funct ion
is MDS, whi ch you ca n ca lculate online at
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Cleartextpassword storage
Wh en you type in a password to log in,

the ope rating system compa res your input to
a store d password. If the passwo rd is stored in
a file, as show n in Table O ne, an attac ker can
stea l that file to learn all the passwords-a very
insec ure system.

Table One: Cleartext Password Storage
Userna me Password

Microsoft,

by Sam Bowne

The excellent book Hacking Exposed,
Sixth Edition, by Stua rt McClure, joel
Sca mbray, and George Kurtz, conta ins this
ter rifying stateme nt: "All Windows hashes
suffer from an additiona l weakn ess: no sa lt"
(from page 184).

Is it possi b le tha t Microsoft made suc h a
stupid, irresponsible error? Sad ly, they d id, as
I will explain and demonstrate .

the d isk before the operating system loads . The works correctly with the pre-boot authentica­
software will recommend using a 20 character tion. Upo n reboo t, key in the password you
password , which is not necessary, but be sure to specified durin g setup and boo t into your OS.
use common sense when choosi ng a password. At this po int, the test will complete and the
At the next p~ompt, move yo.ur mouse ar?und to encryption process will begin.
help rand omize th7encryption keys. Click next The time it takes to fully encrypt your hard
to see the encryption keys and th7n move on disk will depend on the size of your disk and
to create a ~escue ~D. Truecrypt Will not allow the system specs. A 40 GB drive on a Pentium
you to co ntinue without creating a rescue CD. 4 3G Hz, was about 35 minutes. On ce this is
If the Truec rypt boo t loader ever gets damaged ' . I d
ft h ted d· kJt b co mplete, your data wil be sec ured an youra er you ave enc ryp your IS , I ca n e . . .

t d . th CD 0 've b d th entire hard disk will be encrypted. Rememberres ore uSing e . nce you ve urne e . . . 0

rescue CD and verified it with Truecrypt , click that no s l~gl~ sec urity ~eth~ IS 100 Yo .sec ure
next. Select which level of "wipe mode" you ~nd s:CUrity IS best applied In l ~yers . With .that
prefer. The default "none" will be suitab le for In ml ~d, l~ptop ~nt l-theft devices a r~ stili a
most, but depending on how sensitive the infor- good Idea, including cable locks, tracking soft­
mation you store on your laptop is, you may ware, and eve n laptop lockers.
wan t to choose a more sec ure method . To test Shouts to Rob for getting me hooked on
the system before it encryp ts the disk, Truec rypt 2600 and making this possible! See you back
will reboot your system to ensure everything on The Rock!

.. ...

- -----=-=======================~~::::::::::::::===~----;jf

DISK ENCRYPTION..
NO EXCUSES

HARD

system's performance. Contrary to that, system
performance is almost unaffected . Som e users

In today's society, with laptops and portable even report a slight increase in performance,
devices eas ily available and eas ily stolen, hard due to a pipelinin g effect that happ ens to the
disk encryption is no longer optiona l. This read and write operations. Truecrypt stores the
should be something that eve ryone with a encryption keys in RAM and dec rypts the data
laptop has installed. For most peopl e, there is on the fly. Data is unencrypted as it co mes off
a lot more personally identifiable information the d isk and then encrypted aga in before it ever
on your laptop than one might think. Informa- touches the disk. And best of all, its free ! The
tion that is not eve n stored on your laptop, complete source code is available for dow n-
but is accessed through websites that require load from h ttp: / /www. t r uec rypt. orgl
a login, is eas ily accessi ble to any common - downl oa d s 2 . php, which means no worries
thug if you save your login information in your of hidden bac k doors for Big Brother. The
browse r. If you use Windows and think your insta ll is very simple and, once your drive is
Windows password will save you, think agai n. encryp ted, your data is safe from almost any
Using a Trinity Rescue KitCD, a Windows pass- attac k method .
word can be hacked in less then five minutes. To begin, dow nload the insta lle r from
Almost every day, it seems we are hea ring about h t tp : / / www. t r u e c r y p t . o r g I d o wn
ano the r staggering amount of customer infor- - l oa d s . p hp, choose your flavor of oper-
mation that was lost and co mpromised due to a ating system, Microsoft, Li nux, or OS X, then
laptop theft that co uld have bee n prevented by downl oad and install the pac kage. The website
the simple use of disk encryption. While losing has co mplete documentation on many other
your laptop sucks, and will cost you seve ral features, including portable USB drive encryp-
hundred dollars, having your identity stolen tion, but for this article I wi ll just show you
really sucks and ca n cost you even more. how easy it is to encrypt your hard disk. After

At my work, I was rece ntly hand ed the insta lling, laun ch Truecrypt, select the "edit"
project of devising a so lution to encrypt the menu , and then se lect "encry pt system parti-
hard disks of a ll our portab le users. Since being tionl drive ." At the first screen, you ca n choose
introduced to 2600 a few years ago by a close a "normal" or "hidden " encrypted partition , the
friend , I've become very interested in sec urity difference being that a hidden encrypted pa rti­
and related matters, so you ca n imagine how tion, simply put, will be indistinguishable from
thrilled I was when this project was handed to rando m data . An extra layer of protect ion, ifyou
me. I started out not knowing much about hard think you need it. Fornow let's go with "normal."
disk encryption, but this changed very qu ickly. Next, you can choose to either encrypt just the
My research too k me down severa l differen t Windows boo t partition or the entire physical
paths and, interfac ing with different software disk. Choose the entire disk if you have 2 or
vendors, eventua lly lead me to choose PGP's more partitions and want to encrypt everything.
Whole Disk Encryption. Their co rporate prod - Next, choose whether you want to encrypt
ucts are very good and they a lso offer a pe rsonal the host protected area . Depe nding on your
version for $120 . However, I'd like to focus on computer setup, se lect the op tion you think will
another piece of software ca lled Truecrypt. work best. At the next screen choose whether

Truecrypt is a 100% free, open source disk or not you have multiple operating systems
encryptio n application from http : //www . insta lled and move forward.
- t r ue c r yp t. o r g /. It is easy to use and is Now you shou ld be at the Encryp tion
capable of encrypting your entire hard disk Options window. This is where you can choose
from start to finish using several standa rdized which algor ithm(s) you want to use. AES is the
encryption a lgorithms including AES, Serpent, default and is very secure. However, if you're
and Twofish. It esse ntially wraps each block of feeling paranoid, Truecrypt will a llow you to
data on your hard drive using an encryption use up to three different algorithms toget her,
algorithm which is virtually unbreakable . The essentia lly wrapping each block of data with
only rea l change you will see is a pre-boo t envi- three different layers of encryption. Keep in
ronment that wi ll ap pea r after the BIOS screen, mind, the more layers you use, the higher the
asking you to key in your password and unlock impact on system performance. Using one layer
the disk . Once this is done, your comp uter shou ld be sufficient for most. For the Hash
will boo t as normal. I know some of you will Algorithm, RIPEMD-160 (defa ult) will do. Next,
say that hard disk encryption really kills your choose a password that you will use to unlock
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Table Four: Salted and Hashed Password Storage
Us e rname Salt :Salted Password Ha s h
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Step 5: Pay your bill "in full"
Keep in mind, though, that this trick will

not give you a free pass on the return money.
You will have to repay it in full the next month,
but you have successfully received a free loan
from American Express and avoided accru ing
any interest fees! Keep that credit crisis rolli ng!

Step 3: Return it
Make sure that you have the cashier credit

your card. This step must be done wi th suffi ­
cient time left to allow for the return credit to
hit your account before the grace period ends.

Step 4: Wait for the credit to post
Now here's the coo l part. The purchase

that you made wi ll be included in the next
billing cycle but, if you check the outstanding
balance for your current bill, you wi ll seethat
it has decreased by the amount of the return
as Amex applies the credit to your account
immediately, creating a mismatch between
payment cycles!

amount of money that you are short to the
same card.

by Bavs

Step 2: Buysomething
Walk into a store with a good return policy

and charge something that costs at least the Shout-outs: Galaxy and The Coot

Step 1: Determine how short
you are for the month

As soon as your account closes for the
month at hand, check your balance online
and do some quick arithmetic to determine
if you' ll have enough cash by the due date
to pay in full. If not, take note of how short
you are and mosey on over to your local mall.
Don't forget your credit card.
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Amazing Grace Period:
How To Get Free Loans From American Express

Just like any red-blooded American, my
wallet is bursting with credit cards from
various banks that are more than happy to
give me huge amounts of purchasing power in
exchange for exorbitant APRs.

My personal favorites are my American
Express cards, as they give me tons of frequent
flyer miles and come wi th an almost three
week grace'Period each month to pay my bi ll.

The followi ng is a way to exploit this grace
period, to help keep your account in good
standing and avoid accruing interest charges.

~

~I

75ge9786a86814820d19a8d 4b 642443 a
c559d397235a44b f906 d 4f86cdd3ela9
984elb8949abbd8 4639ge38dOf2cae8 1
55d1776bb284bbba75ddb31e3 480bOOO

Has hed Passwor d +Sa l t

h t t p: / / swamp . f oo fu s .ne t/) to gather the
hashes.

Conclusion
The statement in the "Hacking Exposed"

book iscorrect: Windows doesnot salt itspass­
word hashes. This is a shameful security error
on Microsoft's part, and needsto be corrected.
The Unix "crypt" man page says this feature
has been included in Unix since versions 6 &
7 of AT&T Unix, which came out in 1975 and
1979. How can Mi crosoft continue to use a
system which has been obsolete for 30 years?
We, the consumers, need to demand more.
I hope that this article may help to shame
Mi crosoft into doing better work.

About the author
Sam Bowne teaches Ethical Hacking and

other classes in the Computer Network ing
and Information Technology department at
City College San Francisco. His website is
h ttp : / / s ams c l a s s. info / .
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zaphod
opens e s a me
password
pas s word

Administrator
Amir
Joe
Luc r e t i a

Table Three: Salting and Hashing Passwords
Username Password Salt Password+Salt

Admin i strator
Amir
Joe
Lucre t i a

that from the salted hashes. Attackers can't
make a dictionary of password hashes now,
unless they make thousands of dictionaries,
one for each possible salt value.

How does Windows store passwords?
To find out, I made the accounts shown

above on a Win dows 7 Beta machine. Then
I used the free program "Cain" from oxid.
it/cain.html to dump the hashes. To do that,
just click on the "Cracker" tab, right-cl ick the
center of the window, and clic k "Add to list".
Then click "Next". As you can see in Figure
One, the hashed values are the same for "Joe"
and "Lucretia". I tested this on Windows 7
Beta (32-bit), WindowsVista Business (32-bit),
Windows XP Professional (32-bit), and
Windows 2000 Professional, and the hash for
"password" was identical in all cases. I also
confi rmed that the hash is the same for a local
account on a Windows 2008 Server Data­
center 64-bit machine, using fgdump (from
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Hansen at http: / /www. secth e ory . c om/
- r f c 1 9 1 8 - s e c u r i t y - i s s u e s. h t m,
controll ing the cache of a page on an insecure
network can lead to control of secure content
later.

The cache is controlled by the HTTP
headers. The HTTP headers are, of course,
returned as part of the TCP stream. When
the TCP stream can no longer be trusted, no
content can be considered safe. Even websites
whi ch normally are not considered trusted,
because they don't require a login, or aren't
something you care about (if, for some inex­
pl icable reason, you don't mind someone
having one of your logins somewhere), may
now lurk, waiting for an opportunity later.

Once in your cache, a hostile file can
call home each time it's loaded. This might
be when you're at home, or at the off ice. The
spiked file may do nothin g for a month, acting
completely normally, until a new browser
vulnerabili ty allows a takeover of the whole
system. Even with out exploiting the browser,
purely browser-level issues such as wrap­
ping all future browsing in an iframe can sti ll
compromise sessions.

These risks are inherent in any open
network, and avoiding them is very diffi­
cult. The only way to avoid bring ing home
something unexpected from the coffee shop
wi-fi is pretty much the same as the precau­
tions you should be taking already, w ith one
notable addition: Use aVPN or SSH tunnel for
all traffic. The addition? Use it for all traffic.
Even " low-trust" web pages remaining in
your cache indefinitely until the next browser
O-day hits and they include a new attack via a
cached callback. Simply clearing the cache or
setting the browser to not cache may prevent
retaining poisoned content, but that won't
prevent local attacks from working in the first
place.
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and server exchange sequence numbers and
establish the connection, and packets sent
from then on advance the sequence number
by the number of bytes sent.

Sessions can be hijacked at the beginning
of the connection by spoofing the remote
system during the handshake process, but
they can also be hijacked in the middl e of a
stream by beating the next legitim ate packet.
A local attacker is closer, and therefore able
to respond more quickly than a remote host
which can be thousands of miles and many
routers away, each hop taking more time to
navigate. Exploiting this allows matching
things like HTTP requests and replacing them.
In fact, exactly this attack was shown about
five years ago at DefCon in Ai rpw n by Toast...
and then promptl y forgotten asanything other
than a method to make people look at goatse.

The obvious risk from this (and one many
attendees of DefCon learned to their dismay)
is replacement of any web content w ith any
other arbitrary content. Unfortunately, this is
by no means limited to simply pranking. When
aTCPsession is spoofed, it is indistinguishable
from traffic coming from the legit imate host.
Arguably, timin g might reveal that the packets
are coming from a closer source than a physi­
cally distant remote host, but for all practical
purposes a client application w ill have no
chance of detecting a spoof attack. The HTTP
security model is generally based around the
idea that only javascript code which is part
of a page, or which is included by a page, is
allowed to alter the page. Cookies are based
on domain controls so that only websites
wh ich appear to be the proper domain can
accessthem. Browsers such as Chrome segre­
gate individual pages into separate instances
to prevent cross-contamination.

All of these protections are eliminated
when surfing an unencrypted website on an
open network. Most modern AJAX-ified Web
Two Point Whatever pages include helper
javascript (and often, dozens of helper javas­
cript) fi les when they load. Anyone of those
javascript helper fi les has privi legesto control
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Lean back and remember the 1980s (if you

can), or complain about old people always
talking about "the good old days" if you can't
(and whil e you're at it, get off my damn lawn
wit h your rap music and your skateboards).
Imagine... a cheesy flashback rippl e effect...
Think back... Back to the days of big hair,
ripped jeans, GI Joe being just a cartoon,
synthesizers, and shared media networks.

Shared media networks - the predeces­
sors of modern switched networks - were a
hacker's playground. Instead of virtual ci rcuits
between the systems communicating, every
system on the network got the packets from
every other system. Anything anyone else on
your segment did was visible, and anything
you did could affect all other users on the
network.

Too bad the good (which is to say, bad)
old days are long gone, right?We'll never see
their like again. Everything now is switched,
protected, encrypted. I'll just take my laptop
and go sulk at the coffee shop and leech a little
free wi -fi . Free, unencrypted wi-fi . Where all
the usersare on the same channel. Sharing the
same network. On a shared physical medium.
That's right, wi-f i is a time machine to the 80s.
All the old tricks work, we just need to tweak
them around a bit.

Most likely the best trick that most of
us have forgotten all about is TCP session
hijacking. TCP is only "secure" (that is, secure
from being spoofed from random attackers) in
so much asit usesa random sequence number.
The sequence number is used to ensure that
all packets are delivered, that the packets are
delivered in order, and that the packets came
from a hostwhi ch knowsthe proper sequence.
Without this sequence number, packets which
clai m to be part of a connection are discarded.
On a shared network li ke open wi-fi, this
number is by no means random or unknown.

Performing a TCP hijack is the same as
it's ever been: Capture packets, extract the
sequence number, and reply quicker than the
foreign system. Every TCP connection goes
through a handshake stage where the client
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DN SSECis a promising technology that wil l Round 1: Trust
increase trust on the Internet. DNSSEC stands How is trust implemented in each technology?
for Domain Name System Security Extension Both technologies provides endpoi nt
and adds security to domain name lookups. authentication of the server you are commu-
DNSSEC enables you to identify sites on the nicating with. The authentication stems from
Internet so that you really know that you are the fact that there is a chain of trust that you
communicating wi th the correct one. The tech- can follow to verify the identity. Both technolo-
nology came into the spotl ight during 2008 gies have higher authorities that vouch for an
because of two events: identity. In SSL this higher authority is the issuer

1. Dan Kaminsky' . You have some serious of the certificate. Those higher authori ties are
reading to do if you don't know who that li sted in your browser.
is. In DNSSEC, you normally specify the higher

2. The US Federal government announced authorities with trust-anchors in your resolving
that they would sign the .gov top level DN S. It is very l ikely that DNS software will
domai n. The Office of Management and come preconfigured with trust anchors in the
Budget (OM B) issued a memorandum future, much like browsers come preconfigured
requi ring agencies under .gov to sign w ith a list of certificate authorities to trust.
their domains

2
• Security is never stronger than its weakest

TLS, that more popul arly is being referred to lin k. We must therefore analyze the process of
as SSL, works by installing a digital certif icate how the public key gets signed and how the
on the web server, allowi ng users to connect certific ate is obtained to be able to score this
via secure HTIPS instead of HTIP. We have all round. In DNSSEC there is no certificate sent
seen HTIPS in action and most readers prob- back to the requester, instead trust isestablished
ably have a general knowledge of how it wor ks. by special DNS records that are published and

Some peopl e think that DNSSEC will save signed by the top level domain. The end result,
the world and that everything will be safe after however, is the same.
implementing DN SSEC. Some thin k that it w ill In SSL, the certificate issuer is supposed
prevent spam and guarantee that senders aren't to check the identity of the requester before
forged. Some even think that it w ill stop phishing a certificate is issued. In DNSSEC, the parent
attacks. I think that DNSSEC is a nice additi on domain (typica lly the top level domain) should
that complements existing technologies. check the identity of the child before the

For one particular problem, DNSSEC records are signed and published. Not that
and SSL overlap. Both DN SSEC and SSL are much of a difference between the technologies
designed wi th integrity as a goal. That is, how there, either.
certain we are that the site we are visiti ng actu- Recently, a security researcher, Eddy Nidd ,
ally is the one it clai ms to be. As both technolo- managed to get an SSL certificate for a domain
gies solve the same problem, one can question that he wasn't affiliated with", His li ttle experi-
if we need to use them both? ment exposed a weakness in the SSL certif icate

• Can I turn SSL off if I'm using DNSSEC? issuing process. The issuer did not authenticate
• Do I really have to implement DN SSEC if the requester correctly. The experiment under-

I already have SSL? mined the trust of SSL certi ficates in general.
This article is a seven-round match up As we no longer can trust that the certificate

between the two technologies. I w ill analyze issuers are doing their jobs correctly, we can no
which integrity mechanisms the technologies longer trust SSL certifica tes in general.
can prov ide, how they are impl emented, and DN SSEC will face the same control and
how they differ. regulation challenges as SSL certifica tes do.

Just to be clear, both technologies provide Each top level domain (such as .SE, .ORG, .M IL,
additio nal security benefits that are not covered .UK) needs to have an authentication process
in thi s article. The technologies wi ll never be in place to make sure that only valid requests
mutually exclusive. For example, SSL can get signed and published. So far, there is no
encrypt data to guarantee confidentia lity. central policy on how the authentication must
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Round 3: End to end
Does the technology provide true

end to end security ?
SSL provides near end to end security, as the

traffic is secured between the browser and the
web server. The only way to interfere with SSL
wo uld be at the end nodes. SSL is impl emented
on top of the communication protocol it is
securing. It is therefore impossible to tamper
wi th the communicatio n, even if you have
accessto a computer or router in its path.

DNSSEC is not end to end. It is typically
only secure between the resolving DN S server
and the authoritative DNS server and not all
the way up to the cl ient. We need to wait for
full DNSSEC support from the clie nt operating
system before we can have a true end to end
security. The next version of Windows will only
ship with a "non-validating, security-aware stub
resolver." These types of resolvers are not true
end to end. Instead, the resolving DNS server
at the cl ient side validates the records and noti­
fies the clie nt about the outcome.

The lack of end to end security makes
DN SSEC vulnerable for attacks in the last hop
between the resolving DNS server and the
clie nt. An attacker could potentia lly tamper
w ith the packets between the resolving DNS
and the cl ient to trick the cl ient into thinking
that the digital signature of the requested
resource record is valid. The RFC recommends
that IPSEC be used as a mechanism to prevent
thi s. That would, however, be hard to imple­
ment and maintain in a real wor ld environment.
It is yet to be seen how DNSSEC wi ll handle
th is.

DNSSEConly secures the DNS lookup, and
not the communication. To make an analogy,
you are securing the phone book lookup but
not the actual call. Somebody wi th access to
a computer in the path between the sender
and receiver can potentially tamper with
communication.

The true end to end capabilit ies of SSL
makes it a winner in th is round.

Round 2: Algorithms
How strong are the algorithms that are in use?

In the beginning of 2009, Alexander Sotirov
found an issue with SSL allowing him to create
a rogue Certification Author ity (CA) certif1­
cate trusted by all common web browsers .
This certificate allows us to impersonate any
website on the Internet. He took advantage
of the weak MDS security algorithm that is in
widespread use in SSL certificates. In fact, one
certificate out of seven is using this old and
deprecated MDS security algorit hms. The SSL
community should have ditched MDS a long . '
time ago. The Certif icate Authority in question R?Und 4. U~er Warmngs

R ·dSSL d b V . . li C II How clear IS the warmng that the technologywas apl , owne y ensign. tm a an • • •
f V . . . kl . I . 5 ·t present to the user about invalid certificates/o ensign qUlc y wrote an artie e In ecun y- d 1

. . , . resource recor s.
focus claiming that ' MDS Hack Interesting, B~t SSL is often criticized for the visual warn-
Not Threate~ing,,6. Wh at he forgot to exp!~i n IS ings (or lack thereof) that are presented to the
that th~r~ might be one or mo~e fake C.ert l flc~te user. The visual warning is determined by how
Authontles out there that can Issue valid certifi- it is implemented in the browser. The warnings
cates for any server. (If you ever feel that you usually consist of a small padlock icon, or a
would like to stop trusti ng a particul ar CA, you green background in the address field. Although
can do so by going to Tools/Options/Advanced! the warnings have become better and clearer
View certificates/Delete in Firefox) w ith the newer versions of browsers, they are

The MDS algorithm is deprecated in sti ll not up to the challenge. Most users don't
DNSSEC. Therefore, DNSSEC is the w inner in check to make sure that they are on a secure
this round. site when they are, for example, doing onli ne
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be performed and there are no control mecha­
nisms in place to contro l the top level domains.
Some top level domains (yes, you guessed it)
use SSL to secure communication when users
are being authenticated.

There are about the same number of certifi ­
cate issuers in a browser as there are top level
domains, so implementing contro ls wi ll face
the same type of challenges in both technolo­
gies. In fact, the challenges are even worse in
DNSSEC as most top level domains use third
party registration partners to do the actual
authentication of the requester. There are thou­
sands of third party registration partners that
have to authenticate the requester in a secure
way. _

How do we make sure that every top level
domain and every registrar implements the
controls correctly? We can't, and therefore the
trust in DNSSEC can be questioned.

SSL has some obvio us flaws when it comes
to authenticating the requester of the certifi ­
cate. There is no central body that oversees and
audits the certificate authorit ies. On the other
hand, DNSSEC suffers from the same dilemma,
and there is no way of knowing that the DNS
community would do a better job.

This round is a draw; both technolo­
gies lack contro l mechanisms for how trust is
implemented.

DNSS[C
DNSSEC allows for authenticated denial of
existence (very useful ?).

SSL
by John Bayne

stephan@scandinode .com
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the Samsung
on MetroPCS

Tethering
SCH-R450

byVXO
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The R450 has a 1xRTI co nnec tion, BREW
software environment, 1280x960 pixel came ra,
Bluetooth aud io and obje ct exchange profiles,
GPS, MicroSD soc ket, music player, and bu ilt­
in O penwave web brow ser.

BREW applicatio ns ava ilab le for the phone
include Metro411 (a V-Enable Mobil e411 direc­
tory assistance ap p), Mail@Metro (an e-ma il
client), l.oopt, and a Mobil e 1M cl ient.

BitPlM doe s not recogn ize the phone yet.
It doesn 't appea r to support the proper AT
co mma nds to kick it into BREW mode, a nd
won 't talk to it as "Ge ne ric COMA phone" or
anything. To get files o n and off of the phon e,
use USB storage or Bluetoo th objec t exchange.

External soc kets are provided for a mono or
ste reo head set with 2.5mm plug, and a port for
a USB data ca b le, charger, or other co mpatible
accessories.

The USB ca ble is provided in the box. No
. The Samsung SCH-R450 accompa nying softwa re is supplied . In the

Before the Blackberry Curve was offered , the menu und er Settings I Pho ne Settings I PC
R450 Messager was Met roPCS's o nly offering Connec tion, you ca n ena ble or disable USB
with a full keyboa rd. mass storage. If you have USB storage enabled,

The top of the phone slides sideways, plugging in the phone wi ll put it into USB mass
expos ing the full QWERTY keyboard be low. storage mode. Nothing e lse funct ions while
The display wi ll flip to landscape when you it's in USB storage mod e, though the pho ne
turn the phone . Strangely, the BREW environ- w ill charge . When you're done, unm ount the
ment and browse r only operate with the slide vo lume and press the soft key for "Done" to go
open . The BREW impleme ntation on the o lde r back to norm al ope ratio n.
Kyocera Strobe wo uld ope rate o n the externa l The phone will cha rge on any powered USB
or internal LCDs. 1 or 2 port . No driver is required for charging.
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Introduction
MetroPCS is a flat-rate COMA wireless

carrier with service in some larger met ro­
politan areas througho ut the United States.
MetroPCS service requires no contract, and
uses custo mer-owned handsets. The service
plans inc lude unlimited use of local and long
distance voice services . Text messaging, picture
messaging, voicema il, and w ireless web access
are avai lable o n higher plan levels, or are avai l­
able seperate ly. The plan s range from $30 to
$50 per month.

The phones avai lable on Met roPCS currently
range from the more basic "candybar" handset
at $80 to a Blackberry Curve at $450. Variou s
MetroPCS pho nes a re plentiful on eBay and
other so urces .

3) Eddy Nidd SSL ce rtificate hijack,
https: l lbl og . sta r t com. org / ?p =14 5

4) Alexander Sot irov rough CA,
ht t p : / / www . ph r e e d o m . o r g / r e s e a r c h /
- r o gu e - c a l

5) Use of MD5 in SSL, h t t p: / /
- n e ws. n e t c r a f t . c o m/ a r c h i v e s l
- 2009 / 01 / 01 / 14_o f _ s s l_c e r t i fica t e s _
- s i g ned_u s i ng_vu l ne r a bl e_md 5_ a l go
- r i t hm. h t ml

6) Tim Callan Security focus, h t tp: / /www.
- s e c u r i t y f oc us . c om/ c o l umni s t s / 488

7) DNSSEC in Windows 7, http : / /
- b l o g s . t e c h n e t . c o m/ s s e s h a d l
- a r c h i v e / 2 0 0 8 / 1 0 / 3 0 / d n s s e c - i n -

.. References - wi ndow s - 7 . aspx
1) Dan Kamin sky, USce rt advisory, h t t p: / / 8) Drillextension toFirefox, h t tp : I Iwww.

_ www. u s - c e r t . go v / c a s / t e c ha l e r t s /-n l n e t l a b s. n l / p r o j e c t s I d r i 1 1 I
- TA08- 190B. h t ml - d r i l l extension . html

2) OMB DNSSEC mandate, http : / / 9) RFC 4035 , the CD bit, Sectio n 3.2.2
_ www. wh i t e hou s e. gov / omb / me mo r a nda / h t t p: / /www. r f c - a r c h i ve . o r g / ge t rf c .
- f y2008 / m08- 23 . pd f - php ? r f c =4035

Do I really have to implement DNSSEC
if I already have SSU

If you are only looking to sec ure one se rver
and one application and you a lready have
SSL, there is not much to be gain ed by imple­
ment ing DNSSEC. SSL is designed to provide
the required protection by itself. But if you are
looking at sec ur ity from a broader perspective,
you would prob abl y want to add DNSSEC.
DNSSEC has a broad scope and it is easy to add
sec urity all your se rvers and appli cati o ns with
little extra effort . O f course, the best thing is
a lways to impleme nt both techn ologies.

To sum it up: Both DNSSEC and SSL are
need ed.

Round 7: Scope
How broadly will the technology protect you?

A security techn ology should have a broad
scope, to be able to provid e protection for
man y different servers and applicatio ns.

Although it is possible to purchase a wild­
card SSL ce rtificate that can be used o n any
server in your domain , it is more common to
purchase ind ividual ce rtificates per server.
Usually o nly external facing web servers gets
the privilege of having a real SSL ce rtificate .
Each appli cation needs to be secured individu­
ally and ther e is typically a secured co unte rpart
to each insecure application (FTP vs. FTPS,
HTIP vs. HTIPS, LDAP vs. LDAPS). The scope
of SSL is normally limited to on e appli cati on on
one server.

DNSSEC is implemented on a per zon e
basis. Signing additional resour ce records ca n
be don e with little extra effort. This makes
DNSSEC a winner in this round.

Summary
Both DNSSEC and SSL aim at solv ing the

integrity probl em and both are doing a pretty
goo d job . Time has proven that SSL is a usabl e
and reliabl e technology. DNSSEC is a prom­
ising techn ology, but is much less mature. SSL
wins four rounds, DNSSEC wins two, a nd one
is a draw. DNSSEC has the possibility to cat ch
up. As DNSSEC gets implem ented on a broader
sca le, we will see if the techn ology is up to the
cha llenge .

Back to the questions
Can I turn SSL off if I'm using DNSSEC?
No, even if enc ryption is so lved by some

oth er means, I would strongly advise aga inst
turning off SSL just because you implemented
DNSSEC. DNSSEC doesn't really protect
co mmunication, just DNS lookups, a nd
DNSSEC is not truly end to e nd. SSL is here to
stay.

never chec ked the signatures, it didn't make
se nse for dom ain ow ners to sign the ir domain s.
Furthermore, just a few top level domains
support DNSSEC so, for the vast majority, it is
next to impossible to implement DNSSEC even
if they wanted to. The egg is about to crack
with initiat ives such as the OMB mandate, but
it will take severa l years before DNSSEC will
be adopt ed in such sca le that it will be usable
for any real life scenarios. Right now, DNSSEC
ca n only add security in the rare cases when
you know that both endpo ints suppo rt the tech­
nology, such as for internal communicat ion or
co mmunication with a partner.

SSL is the clear winn er in this round;
DNSSSEC has a lot of catching up to do .

Round 6: Adoption
How widespread is the technology?

SSL has been around for many years and is
a technology that is much more wides pread in
use than DNSSEC. There is extensive support for
SSL in both browsers and servers.

DNSSEC has a shorter history a nd is not
widely ado pted . The technology has suffered
from the chicken a nd the egg dilemma. As no
zones were signed, it didn't make sense to imple­
ment DNSSEC on the cl ient side and , as cl ients
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Round 5: Centralized configuration
How easy is it to implement a centralized

policy for the technology?
To be able to ce ntra lly co nfigure a policy on

what is allowed, instead of relying on users, is
obviously a huge advantage on any network.
Most peopl e argue that one of the biggest cha l­
lenges for SSL is the fact that the user ca n over­
ride and co ntinue to a site even if a ce rtificate
is invalid (for example, expired or issued to
another host). Perhaps less known is that this
can be blocked at the network layer in a proxy
or similar device. Some proxy servers ca n be
set up in such way that a centralized certificate
policy is enforced . For exa mple, a proxy server
can be set up in such way that it disallows users
to co ntinue if the ce rtificate is invalid .

In DNSSEC, you have a resolving DNS
server between the client and the site that
you a re co mmunicating with. The resolving
DNS server is typically where you co nfigure
the trust anchors a nd where the validations of
signatur es occur. The client w ill be prevented
from continuing if the validation fails, as the
associat ed bogu s records will not be sent back.
However, this behavior ca n be circumvented by
the client by setting the chec king disabled (CD)
bit in the query". This will force the resolving
DNS server to respond, even when the signa­
ture doesn't validate . This behavior is a require­
ment in the RFC, so there is not that much we
ca n do about it. There is really no good way
to implement a ce ntralized co nfiguration in
DNSSEC.

SSLca n be configured with a ce ntral policy,
DNSSEC ca n't. SSLwin s this round.

banking.
DNSSEC face s the same issues with user

warn ings a nd has yet to prove if it is up to the
cha llenge . There is very little client side support
in ope rating systems and browsers for DNSSEC,
and the few implementations that are out ther e
don 't look very d ifferent from what SSL is
providing".

Even with the identified probl ems with SSL,
it still win s this round. DNSSEC has a chance
to catc h up in this ca tegory if they implement a
better warning system.



This handset is not nerfed like the Razr!
USB CDC ACM class modem support is

present on the phone, but it's disabled out of
the box . O nce this is enabled, if you have the
wireless web feature enabled on your acco unt,
you ca n hook the phone up to your co mp uter
and use it as a wireless data co nnect ion.

Press O Kto get into the menu , then 9 #. The
phone will ask for a code, which is 5878 46.
You 'll see a number of otherwise hidden
options, incl uding DUN mode. Scroll down to
DUN mod e and turn it on, then power cycle the
phone, just for good luck and fortune. Connect
the USB ca ble and you should get a USB CDC
ACM class modem device!

O n Linux, this will be /dev/ttyACMO. O n
Mac OS X 10.5, it will show up as /dev/tty.
usbmodem ***. On lO A it co mes up as some­
thing different. Is /dev I grep -i modem should
show it. The output of dmesg shou ld show
something like this:

AppleUSBCDCACMData : Version number ­
3.1.9, Input buffers 8, O utput buffers 16

If you use ZTerm or minicom to co nnect to
the serial device, you should be ab le to get the
usual modem respon ses. AT should yield OK,
and AT! should yield a bun ch of info:
Manufacturer : I : SAMSUNG
ELECTRONICS CO . , LTD.
Mode l : I : SCH- R450 / 99
Rev i s ion : I : Q6055 BSKAXLZ31501 1
[Nov 15 2 007 2 4 : 00 : 00 ]
ESN: Ox [*FNORD* ]
+GCAP: +CIS707-A, +MS, +ES, +DS,
+FCLASS

""~ • -(i F'l) 1 s-; ~; ".! ~ ' ,! 1\ ~ , ..1 .. ", " ~ ;,

"~prr1 i~~:~,"" ~ ~~r.Fbm~k.co1:-; ve_cto.;L;~~~ry
. --.;-g" ".; { / , 1 , . _. ~~tl ,.-=. . J~
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thing ca me back perfect . So, one process I
have is to go around and view all the GIFs and
capture them all in Fiddler, press Ctrl + U to
copy the URLs, do find and rep lace and pull
down all those .EPS files. But the file names are
sequential... so I ca n simply generate a list of
URLs without any effort at all!

So now I need ed to generate a bu nch of
sequentia l URLs. From my browsing, the eps
files went from 10000.EPS to < 80000.EPS.
Building a sequent ial text file wo uld be easy. I
chose to gene rate a quickVB script, since I was
on a Windows machine at the time. I created a
.vBS file on the des ktop and inserted the code
be low:
Set f s = Cre ateOb ject("Scripting .
- File Sys t emOb j e c t " )
Set a = f s. Cr e a t eT extFile("ALLEPS .
- t xt", True)
For xc ount = 10 000 TO 80 000

a.W riteLine("http : / /www.
- c u s t omink. c om/ c l i p a r t / e p s /" &
- xc oun t & " .E PS")
Next
a .C los e
msgbox "Dun"

Running th is .vbs file wi ll put a file in the
same directory, ca lled ALLEPS.txt, with a bun ch
of generated URLs that should down load
Customlnk's .EPS library. Most of you know
what to do with such a file, but, for the rest, you
sho uld downl oad an application ca lled "wget"
for Windows (http: / /gnuwin 32 . sou rce
- f o r ge. net/pac kage s / wget . h trn). Wget
is an app that co mes from our *NIX friend s, to
"get" files from the web . O nce I installed wget
on the Windoze computer I was using, I ran the
following co mmand with a copy of the ALLEPS.
txt file in the same directory:
wge t - - input - fil e =ALLEPS . t x t
- -- t r i es= 2 - - r etr y - connr efused
- - nc - -wa itretry= l - v

This basically says, "gimme all the URLs
from the file, try twice at most, and give it a
second between each fa iled attempt."

After runnin g the co mmand and seei ng file
after file get pulled happily into my folde r, I
went to sleep. I awo ke the following mornin g
with the entire library :D

This isn't very nice to the Customlnk.co m
servers (abo ut 10GB of vector files), so if you
deci de to design any shirts in the near future,
please use the ir service so that they can pay
their bills.

by GantMan

If you've never used Customlnk.com , you're
missing out on one of the coolest online shirt
des ign companies of the past half decade. If
you want to see what I'm tal king about, go to
Custo mlnk.co m, cIick the tab at the top that says
"The Lab ", and then clic k on the left side to add
art. You may not ice that they have ove r 10,000
images you.can add to your shirt, and they are
sca lable vector .EPS files that are dynam ically
loaded. The web is filled with people se lling
"vector packs" of basically sca lable c1 ipart that
you can buy, but whe n you apply that math to
number of c1ipa rt images Customlnk.co m has,
it's hard not to be wowed by the cost of such
a library.

Evil cogs start a-turnin' . If this is dynami­
ca lly loadin g the .EPS files into Flash for the
shirt des igner... shouldn't I be able to get some
of those .EPS files for my ow n personal needs?
Wouldn't it be nice to have the entire 10,000+
vecto r libra ry for your ow n des igns outside of
the shirts? O r just for making a nice torren t for
all your friends?

I was on Windows, so I began the adven­
ture by load ing up Fiddler (ht tp : / /www.
- fidd l e r t oo l. com/ fiddl er /) and
watch ing the HTTP requ ests. (Side note: I love
Wireshark, but Fiddler is just better because it
only listens to Intern et Explorer. This a llows you
to have a ll your fun apps runn ing, and eve n still
browse the web in Firefox etc, without mucking
up your packet ca ptures. For anything that's
not web related I load up Wireshark... and turn
off just abou t eve ry other application I have
runnin g, becau se I suck at Wireshark filters. :D )

Now that Fiddler was listen ing to IE, I pulled
up the library from Customlnk. As the system
loaded the images, it was pull ing gifs from */
c1ipartlgif/* So for exa mple, one gif was from
*/c1ipartlgif/64772 .EPS.gif* If you look at this
path, it's easy to notice it's got a gif direc­
tory, and the gif a lready has the .EPS name. A
simple, quick guess was that the .EPS was in an
/eps/ directory with the norma l .EPS extention.
Using the above gif I generated the following
guess and slammed it in the browse r.
h t t p : / / www. c us t omi nk . com/ cl i pa r t /
- eps / 64772. EPS
. BOOYAf It gave me a downl oad of a .EPS

file . I opened it to find the de licious vector
representat ion of the GIF I was just og ling. I
typed in a few more, just to be sure, and every-
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you 're going to need to go throu gh a proxy.
They provide a web proxy at wap .metropcs .
com port 3128. It doesn't appea r to need a
usernamelpassword . You ca n enter this in the
Proxies tab under the network co nfiguration.
Ente ring it as a web http proxy works. I haven 't
been able to get other ap plicatio ns to co nnect
throu gh it prop erly if entered as a SOCKS proxy,
so it may just be web only.

The wap .metrop cs.com proxy is a strange
one. It's got a ca ptive portal , which is that same
lovely semi-use less ora nge and blue "Dow n­
loads" page you get on the phone when you
start the browser. After abo ut a minute of inac ­
tivity, you get thrown back to that page with the
next http request. If you hit that page from a
normal web browser, you get a 404 thrown off
from Apac he Coccoon.

The wap .me t r opcs. com proxy a lso tends
to be pretty slow, so you may want to find
another proxy somewhere that listen s on 443 .
A test run at speed test.net through the Metro
proxy showed 112 kbit/sec down, and 64 kbit/
sec up, with a ping respon se of 999 msec.
This isn't exactly EV-DO, but it isn 't too bad
either. I've found that FreeN X runs we ll over
the co nnect ion to a ssh server on port 44 3 to
co nnect up with a remote X11 desktop .

Wind ows users ca n a lso do th is with a driver
include d in Samsung PC Studio . PC Studio
wo n't do anything with the phone itse lf, bu t
it' ll drop the pro per driver on the system for the
"Samsung CDMA Technologies" device to use
it as a modem .

OK
If USB de l bl d '11 Unfortunate ly, the phone softwa re doesstorage mo e IS en a en, you WI . , .
b bl I . 'tD . fail d not support Bluetooth dialup, so you re go rngpro a y a so see an In! evice al e message. .

This is harmless, and the device will be recog- to need the ~ab le . The c~ble appea rs to Just
nized on ce you hit Done on the phon e. O pen be a ~echanlcal cable With no co nverters or
System Preferen ces and go to Network. A box anythrng. . . .
should pop up saying it found a new device, For more informat ion on the hidden
"Samsung CDMA Technolog ies". Choose it ' features of the SCH-R450, chec k out the
in the Show: dropdown box, and you' ll get a Samsun g R450 Hacker's Manu al, available on
modem settings page. hands onforums . com.

Set the account name to your phone For best resu lts on the MetroPCS network,
number, 305 555 1234@mymet r opcs .com, keep your phone's PRL up to date. Dial *228,
and the passw?rd to mymetropcs. The tele- wait for it to ask you what you 're ca lling about,
phone number IS. #777. G~ to !he Mode~ tab, hit 2 and en joy the wo nderful little beat it plays.
and se lect Ge neric / Generic Dialup Device for You should see "Programming in progress"
the mod el. On 10.4, selecting "Verizon Support "SPC Unlocked OK!" and "PRL Downl oad
(PC 5220)" see ms to work well. " r •

If th h lik th It" it tri OK! ap pea r on the bottom of the screen rn ae p one I es e resu rng rru s ring . . . . ..
and settings, you should be able to make the trny f~nt. Wh en It finishes,. It Will reb oot.
system dial it, and it' ll almost immed iately EnJOY, and happy hackrng. . .
show an IP address in the 10.* range. You're in. Shouts out to : Robert, who first introduced
Now you ca n immediate ly connect to anything, me to MetroPCS; Nikola Tesla and Guglielmo
anywhere, on port 443. Marconi, who pioneered wireless transmission

MetroPCS blocks anything on ports other and telegraphy so many years ago, bringing us
than 44 3. If you want Web acc ess on 80, easy access to information today.
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February5,6,7
ShmooCon
Wardman Park Marriott
Wash ington DC
www.shmoocon.org

April 15, 16, 17, 18
Notacon 7
Wyndham Cleveland at Playhouse Square
Cleveland, OH
www.notacon.org

July 16, 17,18
The Next HOPE
Hotel Pennsylvania
New York, NY
www.hope.net

December 27,28,29,30
Chaos Communication Congress
Berliner Congress Center
Berlin, Germany
ccc.de

October 30, 31
PhreakNic 13

Days Inn Stadium
Nashville, TN

www.phreaknic.info

October 24
LugRadio

Newhampton Arts Centre
Wolverhampton, England

www.lugradio.org

October 23, 24, 25
ToorCon 11

San Diego Convention Center
San Diego, CA

www.toorcon.org

If you're involved in a hacker event, please send information on it to us so

that more people can get involved! Of course, if you wait until the last minute

to announce where it's being held, there's not a lot we can do to help. But if

you know where and when your event is happening and it's not one of those

corporate things that cost hundreds or even thousands of dollars just to walk in

the door, email usthedetailsathappenings@2600.com.
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December 3, 4, 5, 6
Roboexotica - Festival for Cocktail Robotics

Freiraum
Museumsquartier/quartier21

Vienna, Austria
www.roboexotica.org

Listed here are some upcoming events of interest to hackers. Hacker confer­
ences generally cost under $100 and are open to everyone. Higher prices may
apply to tfle more elaborate events such as outdoor camps. If you know of a con­
ference or event that should be known to the hacker community, email us at
happenings@2600.com or by snail mail at Hacker Happenings, PO Box 99,
Middle Island, NY 11953 USA. We only list events that have a firm date and lo­
cation, aren't ridiculously expensive, are open to everyone, and welcome

the hacker community.

The bed doubles asa scale. This feature can
also be leveraged to make sure that the patient
doesn't get out of bed without notifying staff.
Please don't hurt yourself, but if you're ever. in
the bed and you can disarm the alarm, you can
get out of bed unnoticed.

As a scale, from playing with the menus, I
was able to figure out that the weight can be
charted and trended over time, and of course is
available in pounds or kilograms. All the data
of the bed displays on a little plasma display.

The day before I was discharged, they had
to switch me to a different room (because of
the agitated senile roommate). I understand
that it would have been more fair for him to
be moved, but it made more sense for me to
move. When they move a patient like this, they
should let them keep the samebed if possible.
They wheeled my bed over, and forgot to lock
it. I went to get on it, and it started sliding across
the floor at a rather rapid pace, toward my new
roommate. It was alii could do to stop the bed
from pushing into his (through the curtain). At
that point, I moved the bed back, found the
brake pedal on the side of the bed, locked it,
and was able to get onto the non-moving bed.
Even though this bed weighed hundreds of
pounds, it rolled very easily. Heaven forbid
there should be a fire and a patient isn't ambu­
latory, I'm sure they could get them out of there
quite fast.

Theone mysteryI didn't learnabout the beds
in my time there was how they communicated
with the light in thewall and theTV.Sincethere is
only the one power cable that connects the bed
to the wall (that I could find), I have to assume
that there must be an X10 control. I went to
their website (ht t p : / /www. stryker. com/
- en- us / p r oduct s / Pati en t Han dli n
- gEMSandEv acuationEquipment / Beds /
-MedSurgBeds / SecureII /i ndex.htm)
and didn't find anything about how to connect
the bed to the restof the control circuits.

While I hope you have no need for a
hospital stay, if you do, hope that your hospital
hasStrykerbeds- unlessyou're trying to get out
undetected.

'(ou,..
~e.d

byThe Piano Guy

Ho..~l\.\f'\~
Hos?\-ro..l

Having recently been a multi-day guest of
a local hospital, I was left to wait when it was
time to check out. The bedswere nice enough.
They moved all the waysone would expect, the
TV worked, they had a control panel for turning
on and off the room lights and an emergency
call button. All the typical stuff.

I did get roomed with a guy during my stay,
however, and that made me wonder about the
bed. He wasagitatedand more than a bit senile.
Every time he would try to get out of the bed,
an alarm would go off and they would have to
come in and try to secure him again. I didn't
understand (at first) how that worked from a
technical perspective, as there were no motion
sensors in the room.

On the last day, I found out. I was being
discharged, and left alone in the room with the
bed. I noticed the stickeron the panel at the foot
of the bed that said "for hospital staff useonly."
Now, if you want to attract the undivided atten­
tion of flies, get some dog poop. If you want to
attract the undivided attention of a hacker, put a
sticker on it that says "for staff useonly."

The bed was a Stryker Secure II. Made in
Michigan, this is a company that my lawyer has
bought stock in, but I digress. BeforeI lifted the
panel, I took a closer look and noted the light
indicatorson the panel.Therewasa power indi­
cator, a bed motion locked indicator, a warning
light about the brake not being set,and an indi­
cator for "bed exit on," I opened the panel, and
no locking mechanism or alarm went off.

The first button was siderail control lights. It
was possible for the nurse to override whether
or not the patient could turn on or off his or her
own lights. No big deal. The next button, Bed
Motion, prevented the bed from moving at all
with one button. The next set of buttons locked
out the individual siderail component move­
ments. I had to keep my leg up. The hospital
could have enforced that, but I was happy to
be compliant.

The next set of buttons allowed the hospital
to set the anglesfrom their part of the bed. The
doctors would use this now and again during
my stay, but more fun to watch was when the
housekeepers had to remake the bed. They
would bring it up chest high to make the bed. I
wish I could do that with my bed at home - no
more bending over.
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Marketplace

Deadline for Winter issue: 11/25/09.

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! Don 't
even think abOut trying to take out an ad unless you sub­
scribe! All ads are free and there is no amount of money we
will accept for a non-subscriber ad. We hope that's clear.
Of course, we reservethe right to passjudgment on your ad
and not print it if it's amazingly stupid or has nothing at all
to do with the hacker world. We make no guarantee as to
the honesty, righteousness, sanity, etc. of the people adver­
tising here. Contact them at your peri I. All submissions are
for ONE ISSUE ONLY! If you want to run your ad more than
once you must resubmit it each time. Don't expect us to run
more than one ad for you in a single issue either. Include
your address labeVenvelope or a photocopy so we know
you're a subscriber. Send your ad to 2600 Marketplace, PO
Box 99, Middle Island, NY 11953. Youcan also email your
ads to subs@2600.com. Be sure to include your subscriber
coding (those numbers on the top of your mail ing label)
for verification.

Personals
LOOKING FOR HACKERS AND PHREAKERS! If interested
email meatAlbany2600@gmail.com
INTERESTED IN REAL WORLD HACKING : Looking to
brainstorm via mail (for the incarcerated), email, instant
messaging. and eventually over phone. Know anything
about locks, safes,phone eavesdropping. scanners, or be­
ing in or at places when and where you don't belong? I
want to talk real shop, trade ideas, thoughts, etc. Will com­
municate with all , including those down as I have been
there seven straight. Contact info: HF, PO Box 320278 ,
Cocoa Beach, FL 32932 - better yet, username Misterh083
on Yahoo 1M,AOL 1M, & gmail. Can you bypassWindows
XP Pro admin password? Know phone boxes? Mycology?
Thanks for reading. Shout out to Stormbringer - 083; keep
your chin up.

Announcements
JAVA PROGRAMMING BLOG. Visit
httpJ/enableassertions.blogspot.com . It is time to learn
Java. Recent topics include puzzles, book reviews, code
viewers, file parsing. exceptions, sorting. and constructors.
CHEER10S.COM. News Syndicate from the Underground!
Posting original and reposted news about the hacking and
phreaking world. Regularly posted and looking for news
submissions from members. http://www.cheerlOs.com
PUBLIC INTELLIGENCE IN THE PUBLIC INTEREST.
Collect . Connect. Reconfigure. I live in NYC and work as
Executive Director with HOPE's first ever speaker, Robert
Steele, President for the 501c3, Earth Intelligence Network
(www.earth-intelligence.net&twitter.com/earthintelnet
& OSS.net). Our online public intelligence journal can
be found at http://phibetaiota.net. Other related links:
http://re-configure.org & http://smart-city.re-configure.org.
Contact earthintelnet@gmail.com
OFF THE HOOK is the weekly one hour hacker radio show
presented Wednesday nights at 7:00 pm ETon WBAI 99.5
FM in New York City. You can also tune in over the net at
www.26oo.com/offthehook or on shortwave in North and
Central America at 5110khz. Archives of all shows dating
back to 1988 can be found at the 2600 site in mp3 format!
Shows from 1988-2008 are now available in DVD-R high
fidelity audio for only $10 a year or $150 for a lifetime
subscription . Send check or money order to 2600, PO Box
752, Middle Island, NY 11953 USA or order through our
online store at httpJ/store.2600.com. Your feedback on the
program is always welcome at oth@2600.com.

FREE. HElP ME OUT! SPREAD THE WORD! Please visit
www.NoPayClassifieds.com and add some content. It will
take all of five or ten minutes. Links to "No PayClassifieds"
are also greatly appreciated.

INTELLIGENT HACKERS UNIX SHELL. Reverse.Net is
owned and operated by Intelligent Hackers. We believe
every user has the right to online security and privacy. In
today's hostile anti-hacker atmosphere, intelligent hack­
ers require the need for a secure place to work , compile,
and explore without Big Brother looking over their shoul­
der. Hosted at Chicago Equinix with Juniper Filtered DoS
Protection. Multiple FreeBSD servers. Affordable pricing
from $5/month , with a money back guarantee. Lifetime
26% discount for 2600 readers. Coupon Code: Save2600.
http://www.reverse .netl
SECURITY ASSESSMENT AND EXPLOITS. Independent
hacker available for LEGAL contracts. Penetration testing
networks and systemsremotely. Enumeration of networks,
systems, servers,VPNs, and cryptography. Identifying soft­
ware vulnerabilities specific to web based applications
and web facing operating systems as well as special re­
quests. Full disclosure via professional detailed technical
report. Inquiries to canada26oo@gmail.com . Powered by
http://www.canada2600.org
IEAH.NET UNIX SHELLS & HOSTING. lEAH is celebrating
its lO-year i1nniversary as #1 for fast, stable, and secure
UNIX shell accounts. Use hundreds of IRC vhost domains
and access all shell programs and compilers . JEAH.NET
also features rock-solid UNIX web hosting. 2600 readers'
setup fees are always waived. We support 2600, because
we read too! Oh, and don't forget our private domain
name registration at FYNE.COM.
KALETON INTERNET provides secure and private web
hosting. domain name registrations, and email accounts.
We have offshore servers, anonymous payment meth­
ods, and strongly support freedom of speech. Visit us at
www.kaleton.com now to see how we can help you.
WWW.NAMETROLLEY.COM has affordable domain
names, low cost web hosting plan with extensive language
support, SSL Certificates, email accounts, free photo al­
bum, free blog, free forwarding and masking. complete
DNS control , over 40 TLDs to choose from, 24/7 support,
and much much more.
HAVE A PROBLEMWITH THE LAW? DOESYOUR LAW­
YER NOT UNDERSTAND YOU? Have you been charged
with a computer related crime? Is someone threatening
to sue you for something technology related? Do you
just need a lawyer that understand IT and the hacker cul­
ture? I've published and presented at HOPE and Defeon
on the law facing technology professionals and hack­
ers alike. I'm both a lawyer and an IT professional. Ad­
mitted to practice law in Pennsylvania and New Jersey.
Free consultation to 2600 readers. http://muentzlaw.com
alex@muentzlaw.com (215) 806-4383
INFORMATION INJECTION is a new site that is designed
to educate the masses. We all know that human stupidity
is security's weakest link, SO let's try a little education as
the patch! http://infoinject.org for elites and newbs alike!
BANDIT DEFENSE: SECURITY FOR THE L1nLE GUY. I'll
hack into your computer systemsand then help you fix all
the security holes. I specialize in working with small busi­
nesses and organizations, and I give priority to those facing
government repression. My services include: hacking your
organization from the Internet (comprehensive information
gathering and reconnaissance, web application security
testing, remote exploits), hacking your organization from
your office (physical security, local network audits, and ex­
ploitation), wireless network security (slicing through WEP,
brute forcing WPA), electronic security culture <evading
surveillance, encryption technology, etc.), and other misc.
services. More details at www.banditdefense.corn, or
email info@banditdefense.com.
INCARCERATED 2600 MEMBER NEEDS COMMUNITY
HELP to build content in free classified ad and " lo­
cal business directory" in 50 countries. John Lambros,
the founder of www.BraziIBoycott .org, has launched a
FREE classified ad, want ad, and local business directory
In 50 global markets. The mission is simple: "free help
to billions of people locating jobs, housing. goods and
servIces, social activ ities, a girlfriend or boyfriend, com­
munity information, and just about anything else in over
one million neighborhoods throughout the world - all for
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of things you'll just have to find for yourself! The entire two
disc set can be had by sending $30 to Freedom Downtime
DVD, PO Box 752, Middle Island, NY 11953 USA or by
ordering from our online store at httpJ/store.26oo .com.
(VHS copies of the film still available for $15.)

Help Wanted
tookrac FOR 2600 READERS who would like to offer
their services for hire. Want to make money working from
home or on the road, call (740) 544-6563 extension 10.
AnN 2600 ELITE! In early stages of project to develop
an international social network for information exchange.
Just a few topics include : cryptography/secure commu­
nications, sovereignty, business and tax law manipula­
tions, quantum causality, algorithmic structures, network
traffic analysis, social engineering. and much more. Are
you looking to apply your technical skill set to a multi­
tude of world changing projects, or need to barter infor­
mation with professionaIs to expand your reference base?
We need your help to seethis project succeed. For details
write : joseph Hayden #74101, L.CE, PO Box 2, Lansing.
KS66043 .
COMEDIAN/CONTROVERSIAL AUTHOR!ACTIVIST
SEEKS HACKERwilling to teach in person in Los Angeles
area in exchange for valuable signed lithograph, comics,
etc. Gabriel, 149 S.Barrington Ave. #162, LosAngeles, CA
90049

Wanted
THE TooRCON FOUNDATION is an organization
founded by ToorCon volunteers to help schools in un­
developed countries get computer hardware and to help
fund development of open source projects. We have al­
ready accomplished our first goal of building a computer
lab at Alpha Public School in New Delhi, India, and are
looking for additional donations of old WORKING hard­
ware and equipment to be refurbished for use in schools
around the world. More information can be found at
http://foundation.toorcon.org .
WANTED: Local 2600 readers in the Hamilton/Burlington
area to start a local 2600 regular meeting group. Contact
don@jadedtech.com.
WANTED: Remote access to Chicago area computer
using Comcast for Internet browsing in order to show
originating Comcast IP. Compensation negotiable. Email:
IP_chicago@yahoo.com

Services
COMPUTER FORENSICS FOR THE DEFENSE! Sensei En­
terprises believes in the constitutional right to a zealous
defense, and backs up that belief by providing the high­
est quality computer forensics and e-discovery support for
criminal defenseattorneys. Our experts are cool under fire
in a courtroom and their forensic skills are impeccable. We
handle a wide range of cases, including hacking, child por­
nography possession/distribution, solicitation of minors,
theft of proprietary data, interception of electronic com­
munications, identity theft, rape, murder, embezzlement,
wire fraud, racketeering. espionage, cyber harassmentand
abuse, terrorism and more. Sensei forensic technologists
all hold prestigious forensics certifications. Our princi­
pals, President Sharon Nelson and Vice President John
Simek are co-authors of The Electronic Evidence Hand­
book (ABA 2006) and of hundreds of articles. They lec­
ture throughout North America on computer forensics. For
more information, call us at 703-359-0700 or e-mail us at
sensei@senseient.com.

For Sale
ART FOR THE HACKERWORLD! Show your guestsyour
inner g33k! Don't commercialize your living area with
mass produced garbage! These are two original pieces
of artwork inspired by technology that the 2600 reader
fellowship will love! Check out the easy-to-remember
links below and order today! http://tinyurl.com/2600art1
http://tinyurl.com/2600art2
j!NX-HACKER CLOTHING/GEAR. Tired of being naked?
jlNX .com has 300+ Ts, sweatshirts, stickers, and hats for
those rare times that you need to leave your house. We've
got swag for everyone, from the budding nOOblet to the
vintage geek. So take a five minute break from surfing prOn
and check out http://www.JINX.com. Uber-Secret-Special­
Mega Promo: Use "2600v26n03" and get 10% off of your
order.
TV-B-GONE. Turn off TVs in public places! Airports, res­
taurants, bars, anywhere there'saTV. Turning offTVs is fun!
Seewhy hackers and jammers all over the planet love TV­
B-Gone. Don 't be fooled by inferior fakes. Only the genu­
ine TV-B-Gone remote controls can turn off almost any TV
in the world! Only the genuine TV-B-Gone remote control
has Stealth Mode and Instant Reactivation Feature! Only
the genuine TV-B-Gone remote control has the power to
get TVs at long range! Only the genuine TV-B-Gone re­
mote control is made by people who are treated well and
paid well. If it doesn't say Cornfield Electronics on it, it is
not the real deal. Also available as an open source kit, as
well as the super-popular original keychain. The kit turns
off TVs at 40 yards! And for professionals, the TV-B-Gone
Pro turns off TVs up to 100 yards away! 2600 readers get
the keychains for 10% discount by using coupon code:
2600REAL. www.TVBGone.com
BSODOMIZER. A small, battery-powered, mischievous
electronic gadget that interfaces between a laptop or
desktop and VGA monitor and flashes a fake BSOD (Blue
Screen of Death) onto the monitor at random time in­
tervals or when triggered by an infrared remote control.
This will cause the user to become confused and turn off
or reset his or her machine. Limited run of 100 fully-as­
sembled units available . Fully open source - schematics,
firmware , and technical design documentation online if
you want to build your own instead of buying one. Go to
www.bsodomizer.com
KINGPIN EMPIRE. Represent the underground in style.
Proceedsdonated to hacker and health charities. Buy gear.
Support the cause. Go to www.kingpinempire.com.
FREEDOM DOWNTIME ON DVD! Years in the making
but we hope it was worth the wait. A double DVD set that
includes the two hour documentary, an in-depth interview
with Kevin Mitnick, and nearly three hours of extra scenes,
lost footage, and miscellaneous stuff. Plus captioning for
20 (that's right, 20) languages, commentary track, and a lot
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Events
HACK AIDS! The RA 2009 conference in Oakland, No­
vember 6-8, 2009, is the first major meeting to challenge
the HIV=AIDS dogma in years. Meet top scientists as well
as HIV-positive people who've rejected their diagnosis and
the drugs that go with them. Learn how social engineer­
ing can protect HIV-positive people, how the censorship
of alternative viewpoints works in science, and how the
Internet is revolutionizing the dissemination of scientific
heresy. http://ra2009.org. Contact: info@ra2oo9.org.
THE NEXT HOPE. July 16, 17, 18, 2010, Hotel Pennsylva­
nia, New York City. http://www.hope.net



For full pricing and delivery info, visit c1ub-mate.us and to make
specific inquiries, email contactwclub-rnate.us.
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Over the summer, we've distributed Club Mate to various hacker
spaces around the country and we also had a special "Club Mate
Day" in the New York region where people had cases delivered to
their homes in the 2600 phone company van! It was utter mayhem
and a great time for all. Now we're ready to have cases delivered
around the country as well as full pallets (800 half-liter bottles) at a

steeply discounted rate (great for hacker spaces).

LETTERS AND ARTICLE SUBMISSIONS:

2600 Editorial Dept. , P.O. Box 99,

Middle Island, NY 11953-0099 USA
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$50 corporate (U.S. Funds)

Overseas - $34 individual, $65 corporate

Back issues available for 1984 -2008 at
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"There is no need for any individual to have a computer in their home."
- Ken Olson, president, Digital Equipment Corp., 1977
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2 Flowerfield, St.femes, NY 11 780.
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..MAT
The German beverage invasion continues and we're only too hap­
py to help make it possible. As many of you know, Club Mate has
proven to be extremely popular in the hacker community. First in­
troduced in the United States at The Last HOPE in 2008, this caf­
feinated, carbonated, comparatively low in sugar drink has really
taken off. Both HOPE attendees and German operatives tell us that
one gets a burst of energy similar to all of those energy drinks that
are out there without the "energy drink crash" that usually comes
when you stop consuming them. Some people love the taste right
away, others need a little convincing. As the Club Mate motto goes,

"one gets used to it."

CLU



All meetings take place on the first
Friday of the month. Unless otherwise
noted, they start at 5 pm local time .
To start a meeting in your city, send

email tomeetings@2600.com.

9 32 1 JW Clay Blvd (nea r UNC Char­
lotte). 6:3 0 pm
Rale;gh: Royal Bean 00IIee shop,
3BOJ Hill~gh SI ~next to the _
Playmakers SpqrtsBar and acros s from
Meredith 4lllege). _ II

\ .u.North DOlkola,
hrg~~est~ Mal~food cou~l;~
the Ta~.!*m'5. 6~

.... r OhIO

Cincinnati7"The Brew Hou se, 104 7 E
tvkM illan . 7 pm
Cleveland (Warrensville Heights):
Panera Bread, 4103 Richmond Rd.
Columbus: Easton Town Cen ter at
the food cou rt ac ross from the indoor
fountain. 7 pm.
D~on: Marions Piazza ver. 2.0, 8991
Kingsridge Dr., beh ind the Dayto n
Mall off SR·7 41.

Oklahoma
Oklahoma City: Cafe Bella, southeast
comer of 5W 89th SI and Penn.

Oregon
Portland: Backspace Cafe, 115 NW
5th Ave. 6 pm

rennsylYolniOl
Allentown: Panera Bread , 3100 W
Tilghm a n 51. 6 pm
Harrisburg: Pane ra Bread, 426 3
Union Deposi t Rd. 6 pm
Philaddphia: 30th St Station, sout h­
east food co urt near mini post office .
Pittsburgh: Pane ra Bread on Blvd
of the Allies near Pitt an d Q.1U
campuses . 7 pm
State College : in the HUB above the
Sushi place on the Penn Stale ca mp us.

Puerto Rico
San Juan: Plaza las America s by
Borders on first floor .

South Carolina
Charleston: Northw ood s Mall in the
hall betw een Sears and Chik-Fil-A.

South Dakota
Sioux Falls: Emp ire Mall. by Burger
King.

Tennessee
Memphis: Republic Coffee, 2924
Walnut Grove Rd. 6 pm
Nashvill e: J&1's Ma rket & Cafe, 1912
Broadw ay. 6 pm

Texas
Austin : Spide r Ho use Cafe, 2908
Fruth St. front roo m across from the
ba r. 7 pm
Dallas : Wild Turkey, 2470 Walnut Hill
Lane, outside porc h near the entra nce.
7:30 pm
Houston: Ninfa 's Express next to Nor­
dstrom 's in the Galleria Mall. 6 pm

Utah
Sail Lake City: ZCMI N1a1lin The Park
FoOO Cou rt.

Vermont
Burlington: Borders Book s at Church
St and Cherry St on the second floor
of the cafe .

VirginQ
Arlington: (see District of Columbia)
Blacksburg: Squires Student Center at
Virginia Tech , 118 N. Ma in SI. 7 pm
Charlottesville: Panera Bread at rbe
Barracks Road Shoppi ng Cent er.
6:30 pm.
Virginia Beach : Pembrok e Mall food
court. 6 pm

WWiington
Se..tt1e: Washington Slate Co nvention
Center, 2nd level , sou th side. 6 pm
Spokane: TheService Station, 9315 N
Nevada (North Spo kane ).

Wisconsin
Madison: Fair Trade Coffee House,
418 Slate St.

Connecticut
,Newington.: Panera Bread on the
Berlin TUmPike~6 pm

~~~~~' 12dl
S Joyce St. (in Pentago~ Row onrbe .
co urtyard) 7 pm I'
-,. ~F1or;d;j

'w ines vilJe: In the tiack of the Un t­
versity of Florida 's Reitz Union food
co urt. 6 pm
Melbourne: House of JoeCoffee
House, 1220 W New Haven Ave.
6 pm
Orlando: Fashion Square Mall food
co urt, 2nd floor .
Tamp.J: University Mall in the back of
the food cou rt on the 2nd floor. 6 pm

Georgi.
Atlanta: Lenox Mall food cou rt. 7 pm

Hawaii
Hilo : Prince Kuhio Pla za food cou rt.

IIbho
Boise: BSU Student Union Building.
ups tai rs fromthe ma in entrance .
Payph ones: (208) 342 -9700 .
Pocatello: Co llege Market, 604 S
81h St.

Illinois
Chic.ago: Mercury Cafe, 150 5 W
Ch icago Ave.

Indi.na
Ev.l:n5\IiIle: Barnes a nd Nob le cafe at
624 S Gree n River Rd .
Fl Wayne : Glenb roo k Ma ll food cou rt
in fro nt of Sba rro's. 6 pm
Indianapolis: Mo'Joe Coffee House,
222 W Michigan SI.

Iowa
Ames : Memoria l Union Build ing food
court at the Iowa State University.

kansas
kansas City (Overland Park): O ak Park
Mall food co urt.
Wichita: Rive rside Perk, 1144 Bil­
ling Ave.

touisiana
New Orleans: Z'Dtz Coffee Hou se
uptown at 82 10 Oak 51.6 pm

Maine
Portland: Ma ine Mall by the benchat
the food cou rt doo r. 6 pm

Ma'l'land
Baltimore: Barnes & Nob le cafe at the
Inner Harbor.

Massachusetts
Boston: Stratto n Student Center
(Build ing W20) at MIT in the 2nd floor
lou nge area. 7 pm
Ma,lbo<ough: Solomon ParkMall food
court. 6 pm
Northampton: Downstairs of Haymar­
ket Cafe. 6 pm

Michigan
Ann Arbor: Sta rbuc ks in The Ga lleria
on S University.

Minnesota
Minneapolis: Java l 's coffee house,
700 N Was hington .

Missouri
Sl Louis: Ga lleria FoOO Cou rt.
Springf.eld: Borders Books and Music
coffees hop , 3300 5 Glenstone Ave,
one block south of Battlefield Mall.
5:30 pm

Montana
He&ena.: Hall bes ide OX at Lundy
Center.

Nebraska.
Omaha. : Westroads Mall southe rn food
co urt, l 00th and Dodge. 7 pm

Nevada
Ln Vegas: reJAVAnate Coffee , 3300 E
Fla mingo Rd (at Pecos ). 7 pm

New Mellico
Albuquerque: Un iversity of New
,\iexico Siudent Union Bu ild ing (plaz a
"lower" leve l lou nge), main campus.
5 :30 pm

New York
New York: Citigroup Cen ter, in
the lobby, 1S3 E 53rd 51. betw een
l exingto n & 3rd.
Rochester: Panera Bread, 2373 W
Ridge Rd . 7:30 pm

North Carolina
Charlotte: Panera Bread Com pan y,

JAPAN'
'Kagoshirm:·Amu Plaza_'next tothe
ce ntra l rai lway station iii'the baSement
food cou rt (Food Cube ) nea r Doctor
Coffee.
Tokyo: Mixing Bar near Shinjuku
Station. 2 blocks east of east exit.
6:30pm

MEXICO
Chetumah FoodCou rt at La Plaza de
Americas, right front near Italian food.
Mexic o City: "z oca lo· Subway Statio n
(li ne 2 of the '"METRO" subway, the
blue one ). At the "Depa rtamento
de l Distrito Federal " exit, near the
payphones and the candy shop, at
the beginning of the "Zoca lo-Pino
Sua rez " tunnel.

NETHERLANDS
Utrecht: In front of the Burger King at
Utrecht Central Station. 7 pm

NEWZEALAND
Auckland: London Bar, upstairs,
Wellesley St. AucklandCentral.
5:30 pm
Christchurch: Java Cafe, corner of
High 51and Manchester Sf.6 pm

NORWAY
Oslo: Sentral Train Station at the
"mee ting point" area in the main
hal l. 7 pm
Tromsoe: The upper floor at Blaa Rock
Cafe, Strandgata 14.6 pm
Trondheim: Rick's Cafe in Nordregate.
6 pm

PERU
Lima: Barbilo nia (ex Apu Bar), en
Alcanfores 455, Miraflores, at the end
of Terata St. 8 pm

SOUTH AFRICA
Johannesburg (Sandton City ): Sandron
food court. 6:30 pm

SWEDEN
Stodholm: Central Station , seco nd
floor, inside the ex it to Klarabe rgs­
vied ukten above ma in ha ll.

SWITZERLAND
Lausanne: In front of the MacDo
bes ide the train stat ion. 7 pm

UNITEDSTATES
Alabama

Auburn: Thestuden t lou nge upsta irs in
the roy Unio n Building. 7 pm
Huntsville: Stanlteo's Sub Villa on
Jordan l ane .
Tuscaloosa: McFarland Ma ll food
cou rt nea r the front en trance .

Arizona
Phoenix: Unlimited Coffee , 741 E.
Glenda le Ave . 6 pm .
Prescott: Barnes and Nobl e cafe in the
Prescott Gateway Mall.

Arkansas
Ft. Smith: Sweet bay Coffee, 7908
Rogers Ave . 6 pm

California
Los Angeles: Union Station , coree
of Macy & Alameda. Inside ma in en­
trance by ban k of phones . Payphones:
(2131972-95 19, 9S20; 625-9923,
9924; 613-9704. 9746.
Monterey: Mucky Duck, 4 79 Alvarado
SI. S:30 pm.
Sacramento: Round Tabl e Pizza at
12 7 K St.
San Diego: Regents Pizza , 4150
Regents Park Row 1170 .
San mncisco : 4 Embarc adero Plaza
(ins ide ). 5:30 pm
San Jose: O utside the ca fe .11 the MLK
l ibrary at 4th and E San Ferna ndo.
6 pm
Tustin: Panera Bread, inside The
District shop ping ce nter (come r of
Jamboree and Barranca ). 7 pm

Colorado
Boulder: Wing Zone food cou rt, 131h
and Co llege. 6 pm
Lakewood: Barnes and Nobl e in the
Den ver w est Shop p ing Center, 14347
W Colfax Ave.

BRAZIL
Belo Horizonte: Pelego's Bar at As­
sufeng, near the payphone. 6 pm

CANADA
Alberta

Calgary: Eau Cla ire Markel food cou rt
by the wi-f hotspot. 6 pm

British Columbia
Kamloops: Old Ma in Buildi ng coffee
shop in front of the reg istra r's office on
Student Street, TRU Campus.

Manitoba
Winnipeg: SI. Vital Shop ping Centre,
food court by HMV.

New Brunswick.
Moncion: Cha mplain Mall food cou rt,
near KFC. 7 pm

Newfoundland
St. John 's: MerTIOf'ial University Center
FoodCou rt (in front of the Dai ry
Queen).

Ontario
Ottawa: Wo rld Exchan ge Plaza, 111
Albert St, sec ond floor. 6 :30 pm
Toronto: Free Times Cafe, College
and Spad ina.
Windsor: Kilda re Hou se, 1880 w yan­
do ne St E. 7 pm

Quebec
Montreal: Bell Amp hitheatre , 1000 ,
rue de 1.1Geu che tiere.

CHINA
Hong Kong: Pacific Coffee in Festival
Wal k, Kowloon Tong. 7 pm

CZECH REPUBLIC
Prague : Legend a pub . 6 pm

DENMARK
Aalborg: Fast Eddie 's poo l ha ll.
Aarhus: In the far co mer o f the DSB
cafe in the railway sta tion.
Copenhagen: Cafe Blasen .
Sonderborg: Cafe Druen . 7:30 pm

EGYPT
Port Said: At the foot of the Obelisk
(EI Missa llahl .

ENGLAND
Brighton: AI the phone boxes by the
Sealife Centre (across the road from
the Palace Pier). Payphone: (0 1273 )
606674.7 pm
Leeds: The Grove Inn. 7 pm
London: Trocadero Shopping Cen ter
(near Piccad illy Circus), lowest leve l.
6:30 pm
Manchester: Bulls Hea d Pub on
l ondon Rd. 7:30 pm
Norwich: Borders e ntrance to
Cba pelfield Mall. 6 pm

FINLAND
Helsinki : Fen nie kortteli food co urt
(Vuorikatu 14).

FRANCE
Cannes: Palais des Festivals & des
Con gres la Croisette on the left side .
Lille: Grand -Place <Place Charles de
Gau lle) in front of the Furet du Nord
books tore . 7:30 pm
Paris: E·Dune ba r, 18 Ave Claude
velleta ux. 6 pm
Renr.es: In front of the sto re "Blue
Box" close to Place de 1.1Repu bliqu e.
apm
Rouen : Place de 1.1Catbed rale by the
ben ches in front . 8 pm
Toulouse: Place du Capitole by the
be nches nea r the fast food and the
Capttole wa ll. 7:30 pm

GREECE
Athens : O utside the boo kstore Papa­
sotiriou on the corner of Patislon and
Stoum ari. 7 pm
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