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Thank you for choosing to read this comic we made for you based on Episode
122 of Darknet Diaries. We’re fans of Jack and his storytelling and love getting
to collaborate with him to make these comics. We hope you enjoy the story, art,

and the message within about protecting yourself from trust-based attacks.

If this is your first comic, then welcome to the wonderful world of comic books!
We recommend checking out your local comic shop and discovering a world full
of amazing stories and artwork, perfectly blended together.

We appreciate all of you and your support of the art we get to create.




RESTR Llstento the Fpisode: . .
i'_ darlmetdlanes.com/eplsode/ 122/ ..

.~ Jack Rhysider
Original Story:

; LISA, .
YOU'VE BEEN ENGAGED
TO REMEDIATE MANY
SOCIAL ENGINEERING
ATTACKS.

CAN YOU TELL US
A STORY ABOUT W
ONE THAT STUCK
OUT TO You?

THERE'S ONE
I THOUGHT WAS
PARTICULARLY
DEVASTATING AS 1T
TRIED TO EXPLOIT
OUR HUMAN
EMOTIONS...

Host of Darknet Diaries
dJack Rhysider

\\ A huge shoutout to Jack Rhysider for letting us
-~ bring an episode of Darknet Diaries to life as a.
comic book. Jaek's ineredible storytelling shines a
spotlight on the vital work we do in information
security. And a special thanks to Lisa Forte from

Red Goat Cyber for sharing her story in a way
that imparts a valuable lesson to all of us.

Darknet Diaries: - -

Lisa Forte - -



THANK \
You, MIsS

HOLLY.

-l




LoVvE
THE VACATION
PHOTOS YOU PUT
ON FACEBOOK.

ESPECIALLY

THE ONES OF

YOU ON THE
BEACH.

KYLE,

ARE YOU
SAL2 BECAUSE T
PIPN'T POST THE
PHOTOS WE TOOK

TOGETHERZ

IBET
You pIp.

FOR THE
RECORD, PERU
WAS A BUS/INESS
TRIP, NOT A
HOLIPAY.

SURE IF You
NOTICED.

oy~
ACTUALLY.

you'LL
GET OVER IT,
T'M SURE.

: SR
Miss Holly! mﬁg‘\‘\\}\@\‘?ﬁm\m&“
My name is Lucia, “\\\\u\\\\w\\m&\&&\“
from TheroCo in “\‘\1 AR
Peru. 1 also work in oSt

the Environmental NN

Impact Office. TS

1just started,
but we're job
twins!



ARE
You coz/NG,
NOwWZ#

NEVER
THOUGHT
ABOUT Z/G/7AL
FLOWERS., THAT'S
SMART. AND
FRLUGAL.

ILL
HAVE TO 7R¥y
THAT WITH MY

SPEC/AL LALY

FRIENZ.

IT'S NOoT
COPE, TWIT;
IT'S A FOUR

oclock

FLOWER.

I
L/KE THE
SOUND OF

THAT.

Rarsif

Yy
%

Nice to meet you, Lucia!

I'd love to meet for tea.
How about Wednesday,
around 4pm?

I'M
SLRE YOUR
SPECIAL LADY
FRIEND WOULDP
APPRECIATE IT, BUT
SHE /SNT REALY
TO MAKE THIS
RELATIONSHIP
PUBLIC, YET.




> :
‘ WEDNESDAY,
9 AROLIND 4PM...
&

HE
WORKS IN
COMPLIANCE.

DIFFERENT ! \

PP BEST I
YOU WORK <& CAN TELL, /8
TOGETHER? Y A JOB 16 TO TELL ME
, 4 WHY MY SOLLTIONS
WON'T WORK. ..

you
THINK HE
MIGHT BE 74HE
ONEZ

GOoOoP-
NESS, NO.
HE'S SWEET, BUT
HE HAS MAJTOR
CONTROL
ISSUES.




ANY
INTERESTING

SIGHTSEEING.

I DO HAVE A
MEETING WITH
THEROCO TODAY;

THAT sHOULD

BE FUN.

OH NO.

WE'RE HAVING

A NICE TIME. T

DON'T WANT TO :
RUN IT. L8

THAT SOUNPS
INTERESTING.
TELL ME
EVERYTHING.

BOYFRIEND 1S
IN THE EXACT
POSITION TO
GET ME FIREDP
IF I...

Z SHoULP

&GO, I LIKE TO
Z00M WITH MY
SON BEFORE
BED.

PONT
WANT TO
MISS THAT.

IM SORRY.
I DIPN'T MEAN
TO PRY. I JusT

THOUGHT...

NO HARM
DONE. WE'LL

\ TALK SOON.




Y THAT NIGHT... oo , ‘ :
i GET THERE o
AFTER A TWO , UNE
HOLUR PRIVE, ¥ , s AN ¥

AND THEY HAD b ey Y ; SR/
| e -7
NO ONE I R
BOTHERED TO Y
TELL ME. o)
!
N
AR

EVERY-
THING ALL
TAKE THE RIGHTZ

CALL. T'LL

OH NO!
GO AND SAY ;
HI TO PHIL. I'M SORRY

TO HEAR

TEXT
ME THE
ADDRESS,

——E A
YOU THERE.

LLc/iAZ

ARE You
HERE Z

SHOULDPN'T
BE LONG.

TAKE
YOUR TIME.
GIVE ME A RING
WHEN YOU'RE
DONE.




I THOUGHT
MAYBE SOMEONE
WAS FOLLOWING

ME., T THINK T
JUST FREAKED

’

ALL RIGHT;
NOW.

I NEEP
TO KNOW I CAN
TRUST You. YOU CAN'T
TELL ANYONE ABOUT
THIS, ESPECIALLY OF
KYLE, COURSE.
YOU HAVE My
wo,

d

I KNOW
THINGS T
SHOULLNT
KNOW.

LLCIAZ
ARE You
THERE Z

HOLLY!
THANK you
FOR COMING. T

PLEASE,
TELL ME WHAT'S
GOING ON.

I WAS
VOLUNTEERING
IN MORO LAST
MONTH, NEAR
SAN JUAN. NOTHING

MAJOR, JUsST
HANDING OUT
SEEPS TO
FARMERS.

THEROCO
HAS A WORK-
S/7& THERE, AND
WORKERS HAVE
BEEN GETTING

INFECTED
WOUNDS,
BREATHING
ISSUES, ALL
SORTS OF
THINGS.




IFILED A
COMPLAINT,;
THINKING THEROCO
WOULDP LOOK INTO
IT, BUT I NEVER
HEARD BACK.

LAST WEEK
I FOLLOWED UP WITH
MY SLPERVISOR,
AND SHE TOLDP ME TO
STANG POWN.

SHE "
SAIDP SHE CO FORCELP

TOOK CARE 2 ME TO COME HERE.
7 : ' THEY MADE ME
SIGN A NON-2/5-
CLOSURE.

I CAN'T N WE
WORK FOR A \al NEED TO
ANy | The Boars
D , ‘
74 OF PREC-
TORS.,

YET. THESE THEY
PEOPLE, THEY CAN'T
CAN'T AFFORD  AFFORD

LAWYERS, THESE TO LOSE
JOBS, IT'S ALL THEM.
THEY HAVE.

I
ALREADY
Z/e.
I WENT
I KIPDING, T TO THE
CAN'T AFFORD .h— N\ PRESS.
TO LOSE
MINE.

WE
HAVE TO
DO sOoME-
THING.




WANTS TO
COMPARE IT
TO AN EARL/-
ER INTERNAL
DRAFT.

I CAN
PROBABLY
GETIT. ¢

THAT WouLDP
BE AH/gAZ/IVé'/

WHICH T CANT
GE7; BECAUSE
EVERYTHING I PO
HAS TO GO THROUGH
THE SUPERVISOR
THAT ‘700K CARE

FRIEND, JONAH,
HE'S AN INVESTIGA-
TIVE JOURNALIST

MY MOMW'S

HE
WORKEDP ON
THE WIKILEAKS
STORY A FEW
YEARS AGO.

I ASKEPD IF
HE COULD WRITE
ABOUT THIS W/7HOLT
THEROV?ISSKNOWING IT

REPORTS
ARE ON THE
SERVER.

so B THEY GET
, PASSEL
AROLNG, 50

THEY'RE NOT™ |

REALLY
SECRET.

I'D Just
NEED TO FIGURE
OUT A WAY TO PO IT
W/ITHOLT USING MY
ACCOUNT.

HE HOPING
TO FINPZ

WHY'D
YOU CHANGE
YOUR MINDZ

I
GUESS T
FEEL LIKE T
CAN 7RU ST
yYou.

THAT'S
NOT ALWAYS
EASY FOR
ME.







: \9“7”)6

HOLLY Z

I'M ;
STEALING

TOMW'S NEWS-
PAPER.

) -

you - A= ( _
NEVER Nl
SAW ME.



HOLLY, THIS
15 JONAH. HE'S
GOING TO HELP

4s,

I
MAKE AO
PROMISES,
BUT I'LL DO
My VERY
BEST.

I'M SORRY;
BUT I DIDN'T SEE
ANYTHING OUT OF
THE ORPINARY.

THEY
WOULDPN'T
wAaNT Yol

N
B I AA7& TO BE
IN A HURRY; BUT
I'M ON A PIFFERENT
DEADPLINE FOR 7THE
7TIMES,

%%}
YOU HAVE THE
POCUMENTS T
REQUESTEDZ




WHAT
ARE You
COMPARING

I CONT
HAVE 7447
POWER, BUT T
R isTRY OF
INIST F HOWEVE
JUSTICE WHO  Hew aveis
zo. NEED MORE
THAN A REVISED
REPORT TO
TAKE ACTION.

L/87 OF WHAT
TO LOOK

IF WE'RE
SER/OLS ABOUT
DOING THIS, WE'VE

GOT TO PRILL

DOWN., GUN; OR

SOMETHING
CLOSE
TOIT.  UNTIL
WE FIND
THAT; WE
DON'T HAVE
A STORY.

STARTED
LOOKING INTO
THIS LAST
N/GAHT. T
HAVE... /A1EN

0. OTHER
SOURCES.

PIPN'T MEAN
TO--

BEFORE
WE GO 700
FAR, WILL THESE
WHISTLEBLOWER
LAWS PROTECT MEZ
PROTECT 457

ISN'T THIS
SOMETHING YOUR
OTHER SOURCES

CAN GETZ

AT LEAST, I
THOUGHT
I WAs.

YES. OF
COURSE.

GOOoP.
WE'LL HAVE TO
MAINTAIN ABSOLUTE

UNTIL
THEN, You
SECRECY UNTIL THE NEED TO BE

STORY 16 PONE. CAREFUL.
BOT7H OF

you.




ABOUT THE
POLICEZ

THESE
COMPANIES PAY
WELL FOR INTEL,
AND THAT INTEL

EESS\  C/N COME FROM THAT
ANYWHERE. ey lpEs

ME, NO STORY JueT
16 WORTH GETTING A TURN OF

KILLED OVER. PHRASE. NO BE ALL JusT
E R/GHT. REMEMBER
ONE 15 GETTING WERE ALL N

KILLED. JUST...BE THIS TOGETH-
ER.

CAREFUL.

LUCIA,
THIS 15 A
VERSLMRGE

WHAT
PO THESE
LAST THREE

HAVE TO PO
WITH AA;)’ OF

WOULD KNOW
WHAT TO LOOK
FOR, WoULLsNT
HEZ

YEAH, T \
SUPPOSE. A
\‘

FOLLOW
THE MONEY;
RIGHTZ




ANYTHING WE/RZ
GOING ON IN

HURRY UF;
WILL YOUZ I'M

STARVEL, WHY

ARE YOU IN
SUCH A AURRY;
TONIGHTZ

NOBODY.
JUST...

OFFICE
GOSSIP.

THAT'S
NOT A Goop
TOPIC FOR
GOS5IP.

KNOW SOME-

THING ABOUT
TZ

IF
ANYTHING 1S
GOING ON IN PERU,
THEROCO WILL
HANPLE /7.




THEY'LL \ .
HANCLE |-
/TZ

AND \
YOU'RE ALL

RIGHT WITH

THEROCO
ISN'T A BOOK
d CL4B, HOLLY. THIS
15 DANGEROUS /|
WORK.
I DON'T
LIKE IT, BUT
SOMETIMES
PEOPLE GET
HURT.

CLEARLY;
T’ ABOUT
0z

BECAUSE
WE LIVE ON 7Wo Y
CIFFERENT PLAN-
E75, KYLE.




I GoT
ALMOST EVERY-
THING ON THE LIST, ¥
BUT I DON'T HAVE

ENOUGH ACCESS
TO LOOK AT
PENSIONS.

NOW, I'VE
GOT A Lo7 OF
WORK TO PO TO
GET THIS STORY
REAPY; AND T'LL
BE DIGGING INTO

SOME LARK
CORNERS.

I'M
THEY'LL LEAVING IN
NOT7 BE ABLE ALSO BE THE MORNING.
TO &TOP THEROCO WATCHING THE RAz/O I'LL BE STAYING
FROM KNOWING PEOPLE T S/ILENCE. WITH MY SISTER
ABOUT IT. _, TALK TO. GOT IT. N BOLVIA.

s0
PLEAZE, DO
rEANS NOT ATTEMPT

wA TC'H//VG TO CONTACT

GOOoP.
THAT EXTRA
C/STANCE

SHOULD

WILL CALL You
WHEN ;HE STORY'S

CAN WE
REACH oUT TO
THE MINISTRY FOR
PROTECTIONZ




| THREE WEEKS LATER...},' e P

DEACTIVATED?Z

Lucia! I hope things are going well

in Bolivia. It's been just a bit over Lucial Sorry totext
three weeks. Have you heard ; i ey 11\ Our mobile, but
anything from Jonah? g f your Facebook page

i down.

This Facebook account has been
deactivated. Lucia may still appear
in your friends list, but you have

§ the option to unfriend her.

NO
LONGER IN
SERVICEZ

Jonah, sorry to stray ==\ / —

from the plan, but I'm . —T o

deeply concerned y

about Lucia. Her /
Facebook and her

cell have both been Ny & N

deactivated. '

OH
No!

N



I NEED
TO GET BACK
INTO THE FILE
ROOM. MY KEY
CARD IGN'T
WORKING.

MYSELF WHEN
I HAD THE
CHANCE.

IN THE FILE
ROOMZ IS
THIS ABOUT

BECAUSE
Z WOULP BE
THE ONE TO

Do IT.

JONAH GONE,
I DON'T HAVE

ANY PROOF.
A

WHAT
TOOK You
60 LONG?Z

HAT
THE AELL'S
GOING ONZ

FILE ROOM
15 LOCKEL
LPOWN. THERE
WAS SOME KIND
OF A BREACH.

HOLLY;
THERE'S NOTHING

TO PROVE. I TOLD
YOU, THERE WAS
NO INC/IPENT
IN PERU.

M/SS/NG.
THEY'RE IF THAT'S TRUE,
GONE., THEROCO HAD
NOTHING TO
DO WITH IT.




you
WERE THE
ONLY ONE
THAT KNEW. THE
ONLY ONE I
70LC.
THERE
WAS NO ONE

ELSE.

ARE
HEY COMING
FOR MEZ

15 COMING
FOR YOU.

LET'S GO
INS/PE AND

FIGURE THIS OUT,

TOGETHER.
/ iy

> A
WE PLEA.SE
DISCUSS THIS N

MY OFFICEZ

Goor
EVENING,
MIsS
HOLLY.




HAVE A WORD
WITH You.

R T R

j FOUR HOURS LATER..

= =

My
FRIENDS ARE
M/SS/NG, AND
YOU'RE GOING ON
AND ON ABOUT
PAPERWORK Z

MisS

ITS IN \
YOUR BEST ; ' TS
INTEREST TO : o7 LIKE
WORK WITH US YOU HAVE A
ON THIS. 3 CHOICE.

HOW MUCH
15 THEROCO

HOLLY, THE ~ THAT WELL,
NATIONAL CRIME : FRANKLY. /
AGENCY 16 PAID BY :
H/E MATESTY 'S LUCIA 1S
GOVERNMENT. 1 MY FRIEND.

: HER
REAL NAME
1S5 MANLY
PownNs.

WE ARRESTEL
HER TRYING TO SELL
THE INFORMATION You
PROVIPED TO ONE OF

FLORIPA TO
PERUVIAN
PARENTS, BUT
WE BEL/EVE
SHE'S BEEN IN
LONDON FOR

\ VEARs.

OUR UNPERCOVER
AGENTS.




DESIGNED A
BACKSTORY
SPECIFIC TO YOUR
SOC/AL MELIA
ACTIVITY?

IT
ISN'T HARD
TO PO.

THEY SIMPLY
OBSERVEL YOUR
TRAVEL ACTIVITY;
POLITICAL LEANINGS,
HOBBIES...

EVEN
YOUR RECENT
VOLUNTEER

WORK...

WE
WHICH 15 HAVE VIPEC
ONLINE. OF YOU IN THE
FILE ROOM.

AND YOUR
FINGERPRINTS
ARE ON SEVERAL OF
THE ORIGINALS PULLED
FROM THE 7HEROCO
ARCHIVES.

POWN TO YOUR l

APPRECIATION OF

ANOW THAT
THESE PEOPLE
WER,E/ USING

USING
YOUR POSITION
AT THEROCO TO
COLLECT INFORMATION
WITH PLANS TO S&LL




T g
SEEMS THE , AM I
ONLY THING gt GOING TO
THEY PIPN'T o ety PRISONZ

INCLUPE IN THE : A

g O
HADN'T YET
MAPE THAT

PUBLIC.

YOU'RE NOT N -
CURRENTLY UNPER ‘
ARREST. AS LONG ] YOLJI
AS YOU AGREE TO oo HAVEN'T

EVEN ASKED
COOPERATE. l TO CALL YOUR

AT7TORNEY,

YOU'RE A
vicTim, MIsS
HOLLY; AND
WE kNow
THAT.




b

ENCA |

National Crime Agency

THOUGHT
YOou MIGHT
NEED A
LIFT.

I
DECIPED
TO GO WITH
REAL FLOWERS,
INSTEAD OF THE
L/G/TAL KIND.

B=




I THINK IT'S A BIT LIKE
ROMANCE SCAMS
I SUPPOSE, IN THAT

RESPECT, THAT PEOPLE
GET CONVINCED OF
THE NARRATIVE AND

IT'S JUST NOT TRUE.
WE ALL HAVE SOME KIND OF

WEAKNESS, WE ALL HAVE SOMETHING
WE CARE ABOUT OR HAVE A PASSION
FOR, BUT THERE'S SOMETHING THAT'S
JUST CLOSE TO OUR HEART, AND WITH
THE RIGHT KIND OF MESSAGE
SENT TO US DIRECTLY AT THE RIGHT
TIME, IT CAN HIT US LIKE A
HEAT-SEEKING MISSILE.

Writer/Artist: / A Black Hills InfoSec Company
Kody Chamberlain :

Cover Artist: // Group Editor:
odibagas - Deb Wigley
Production Assistant: ( ) Chief Creative Officers:
Lucas Chamberlain / - dJason Blanchard & John Strand
Editor: ( Production & Design:
Joseph Keatinge Dani Diem
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Kody Chamberlain
is the total
package, he can do
everything from
writing, drawing,
inking, coloring,
and lettering.

1. Seript

Kody wrote the script based on
Episode 122 of Darknet Diaries
and figured out the best way
to tell the story through a
e i comic book.
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You can write your own comic books
o using standard comic book templates
“mef or an open-source app like Manuskript.
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There are many steps to
creating a comic book,
like starting with
plotting, where you start
to figure out where the
action goes, where word
balloons go, and how the
story flows. Once you
figure out the plotting,
the artist draws each
page. Kody works with
traditional comic book
art boards. An artist
averages 1-2 pages a day.
Once the art is approved, it is > '
inked, and prepared to be scanned. ‘



3. Coloring

The art pages with inks are
scanned and then colored.

The goal was to mimic Darknet
Dairies' color palette and

KODY NAILED IT!!!!

175 N,

HH -
i s N 7 % :
YOLR ZE:
20 ]
WIS 2 7 Boce. . 4 - 1 |
. @ p a il | e

> 4
7 wow much
15 THEROCO.

S Once the art and coloring are
finished, then the lettering is
layered on top of everything.
Comic book lettering is one of the
most important aspects of a comic.
It's like the audio of a podcast.
It's the part you read and great
lettering isn't noticed that much,
but bad lettering is noticed
immediately. From the font to the
size of the word balloons and the
order in which they flow,

5 ProduCTiOﬂ everything is scrutinized before

going to the final phase.

This is where everything
is prepared for the
printer and anxiety is
high. The comic you are
holding in your hand went
through multiple rounds of
approval, back-and-forth
revisions, and many phases
of, "I think it's done...
wait, what if we do this,"
before going to the
printer. So, if you see a
typo now... D’OH!!!
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oPEARPHISH

( GENERAL STORE
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bhis.co \
Z

BLACK HILLS
Information Security

B LACK s
701-484-BHIS
consulting@bhis.co

SERVI CES Threat Hunting
Incident Response

Penetration Testing  Consulfing

Red Teaming Training

Adive SOC IR Tabletop Exercises

Blue Team Services - Confinuous Penetration Testing

Purple Teaming Sirategy, GRC (Governance,
Risk, Compliance), and Privacy

Cll ENTS Law Firms
Real Estate
(redit Unions Retail
Banks Technology
Invesiment Funds T
Higher Education  Software
Health Care Utilities
Medical Devices  1CS/SCADA
Insurance Defense/Aerospace -
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start
antisyphen training by bkhis
start
hands-on
interactive
high quality
affordable
start
live/online
in person
mekile

start

~ERROR: disadvantages not found . = ° =

skip_disadvantages

low balance
start
init_anxiety
start
pay-what-you-can availakle
skip_anxiety
start
www,antisyphoentraining.con
TASK COMPLETED SUCCESSFULLY

ANTISYPHON
TRAINING

POWERED BY BHIS
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16hrs
16hrs
4hrs

20hrs

16hrs

Active Defense & Cyber Deception

Getting Started in Packet Decoding
Introduction to PCI (PCI 101)

Professionally Evil CISSP Mentership Program
S0C Core Skills

Joehn Strand

Chris Brenten
Nathan Sweaney
Secure Ideas Teanm
Jehn Strand

V|||‘ 'l ‘ ,
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1 TRAINING
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