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I NARROWED DOWN
THE VULNERABILITY, BUT
I'M STILL NOT SURE HOW
THEY GOT IN.

GREAT!
I JUST NEED TO 6O
CHANGE MY PANTS
REAL QUICK.

ATTACKERS TAUNT You

-
The attackers call out the security team, via a

message to every system on the network.
NOTES

The attackers use msg command to send a pop-up
to incident responders, "Shall we play a game?"

WL 7T7
/lql

Contributed by @davehull

BY BRADLEY SAMUELSON

If you check Google Trends for 2017,
“threat hunting”

was barely a thing.

The little bit of information available
on the topic focused on EDR and
signature matching on centralized
logs. When | went through the current
network breach data, it was clear that
these processes were not working. The
chances of catching an adversary that
successfully made it past your layers of
protection was minimal at best.

So that year, when John Strand
came to me and said, "l think we
have a pretty cool tool for finding
adversaries on the network” and ran
me through a demo of a very early alpha
version of AC-Hunter, to say | was blown
away would be an understatement. In
fact, | was captivated to the point that |
don't think | slept for the next 36 hours.

| feel like we've finally turned a
corner as threat hunting is starting to
go mainstream. We've had over 30,000
people attend our threat hunting
training class. The threat hunting
Discord server now has over 23,000
members with engaging and frequent
conversations. NIST special publication
800-53 now calls out threat hunting as
a requirement.

n short, the future "0:
threat huntmg is
: SO br/g '

Chris Brenton
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| ANSWEREDBY CHRIS BRENTON:

What is the primary difference between
threat detection and threat hunting? |

Threat detection is the act of detecting malicious
activity on the network. This may occur through a number
of different means, like an alert being triggered or during a
forensic analysis. Threat detection is a very generic term and
the process can be passive or active.

Threat hunting is specific to actively searching through
network and host data, looking for indicators of compromise.
This activity is performed regardless of whether any alerts have
been triggered.

What's required to start threat himting?

Process-wise: The first step is to identify what checks
you wish to perform and what data is needed to perform that
check. For example, if you want to hunt for C2 communications,
you need a way to analyze all traffic passing between the
internal network and the internet. This is usually accomplished
by capturing traffic at the internal interface of the firewall. This
may be done with a network tap or by leveraging a switch SPAN
port. Once the data is collected, you need tools and processes
to distinguish between C2 communications and normal traffic
patterns. C2 can be pretty stealthy, so you may need the ability
to analyze the traffic in 12-hour(+) “chunks” of time in order to
be able to distinguish it from normal patterns.

Knowledge-wise: For network threat hunting, it's
extremely helpful to have a good knowledge of networking
and protocol communications. For example, HTTPS
communications typically use the SSL/TLS protocols over
TCP port 443. Many C2 tools pass their traffic over TCP/443,
but simply obfuscate it (they don't use SSL/TLS). So if you are
network savvy and see traffic using TCP/443 that does not
include the SSL/TLS handshake, you know that’s something that
needs to be investigated further.

If you plan to do your hunts on the endpoints, you need
to have a strong knowledge of every operating system and
the applications they are using. For example, PowerShell is a
powerful scripting language built into the Windows operating
system. It is rare that anyone outside of the IT or security teams
would have a legitimate reason for using it. So as a threat
hunter, you would need to know that Nancy-in-accounting
running PowerShell is extremely suspicious behavior.
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C2 over DNS is the practice of an attacker _
embedding the C2 traffic inside legitimate DNS : : .
queries. This causes your DNS forwarders to happily
send the C2 traffic out to the internet. The attackers
will then register a remote domain and set up their ; : h wITH CH'R'S B'B'ENTON
C2 servers as the authoritative DNS servers for the s
domain. This means that your DNS servers will send
the C2 traffic to the remote C2 server. What makes
this C2 activity so stealthy is that the compromised
system does not generate any new traffic headed to

the internet. Instead, you simply see an increase in
the number of DNS queries.

There are so mdny tools out there...
How do | know which to use for what?

Try them out! See which works best in your
environment and matches your workflow. Also, don't
expect one tool to always be a perfect fit for every
need. For example, if I'm analyzing overall traffic
flow, I'll use a tool like Zeek. If I'm looking for specific
patterns, I'll use Suricata. For specific traffic flows, I'll
use TShark. For a deep analysis on a single session,
I'll turn to Wireshark. My best advice: pick one tool
and stick with it. When it doesn’t help with a specific
challenge, check out other tools.

‘ I suspecta systerh Has beéh .co.mp'ror_n.ié.é;:l;. :
what is the best/easiest way to detect
lateral movement?

Identify the command and control (C2) server
being used and see if any other internal systems are
communicating with that server. Be patient, as it's
not uncommon for secondary systems to only call
home every 4-8 hours. A packet capture running for
24 hours should be sufficient in most cases.

Acronyms To Remember?

’ ‘f ‘f; ‘f ) LB I6(S
SRR 1AGIIYE COUNTEReHSUnes
{3 ([ ]
(D:,is _C Somn’;‘,?: ﬁ,é’,ﬂ]‘l 23;2?* 00000000000 0isa grm.lp.of like-minded geek.s that are pa.ssmnate
FQDN - Fully Qualified Domain Name 45 : _ about giving back to the security community. We do

SIEM - Security Information and Event Management - this through free training, thought leadership, and
both open-source and affordable commercial tools.



THE FIRST FEW MINUTES

OF A THREAT INVESTIGATION OR INCIDENT RESPONSE

ARE THE TOUGHEST

THESE SITES HELP MAKE THOSE MINUTES EASIER

PORT LOOKUPS

speedguide.net/ports.php
Google search for “tcp port portnumber”

or “udp port portnumber”

DOMAINS

ipvoid.com/domoin-repuToTion-check/

IP ADDRESSES

ipinfo.io

WHAT IS MY EXTERNAL IP ADDRESS?

(Handy if you’re on a LAN that shares g single IP address!)
icanhazip.com

RESERVED IP ADDRESS BLOCKS

en.wikipedio.org/wiki/Reserved_IP_oddresses

HOSTNAMES

virustotal.com/gui/home/search

Gathered by Bill Stearns

You know something appears wrong, but you 1’;‘2 ;
don’t have the details to prove it. The following -+ 53
sites take a piece of information you have (like4 7
the remote IP address to which one of your
systems is talking) and give back more detgil on;
what it is and whether it’s benign or malicious.<

For a more comprehensive list, visit
acm.re/threat-hunting-resources/

ASNs OR AUTONOMOUS SYSTEM NUMBERS

(which are blocks of addresses owned by an organization)
Tecm-cymru.com/ip-osn-mopping

POSSIBLE MALWARE

(files and URLs)

virus’roTol.com/gui/home/uplood

USER AGENT STRINGS

who’rismyip.ne’r/’rools/user-ogen’r-Iookup.php

JA3 HASHES

sslbl.obuse.ch/jos-fingerprinTs/

TOR SERVERS

dan.me.uk/tornodes

There are some things we can't predict.
For everything else, there’s




RITA's analysis stage splits these primary indicators of persistency into separate modules, allowing results to
he viewed based on a specific indicator. Let’s look at some of the main modules that make up this analysis.

Beacons are repeating “heartbeat” communications between a pair of hosts.

While some beacons are innocuous, a compromised system will use beaconing to
continuously request instructions or exfiltrate data, allowing an attacker to maintain
a persistent presence on the network. RITA identifies and scores four different types
of beacons. We recommend investigating hosts with scores over 85% to verify that
the associated network traffic fulfills a legitimate business need.

WEB

An IP beacon may indicate that a Web beacons are cases where an internal
compromised internal system is host communicates with a C2 server through
communicating with a C2 server at a a CDN. The CDN will spread out the C2
specific IP address. This module analyzes traffic over multiple IPs and mix it in with
connections between an internal source IP legitimate traffic. RITA reverses this process
and an external destination IP pair. to make C2 connections clearly visible.

RITA is an open-source network threat hunting
tool designed to identify malicious command and
control (C2) activity. It ingests Zeek connection logs
and uses behavioral analytics to identify potentially
compromised systems.

Why do we need threat hunting?

Perimeter defensive tools like firewalls and IDS PROXY STROBES

protect your valuable systems. A solid incident . i !

response plan allows your team to contain and Environments that use one or more proxy Internal to exte:'rnal host pairs that trigger

eliminate a discovered threat. But how do we identify servers for gxterpal communication may a new connection one or more times per

when your protective layers have failed and incident struggle to identify peacons due to.the‘ secqnd. are called strobes. Since these
2022 COST OF A DATA BREACH REPORT BY IBM AND THE PONEMON INSTITUTE proxy server appearing as the destination are indisputable beacons based on the

response is needed? What happens when an attacker
is already inside? It is clear from the evidence that
preventative and reactive measures are woefully
insufficient. The average time to identify and contain
a data breach has remained virtually unchanged for

the past seven years — a shocking figure considering AVERAGE TOTAL COST OF A DATA BREACH

of an HTTP/HTTPS request. This module frequency of communication alone, they are
uses Proxy CONNECT header information not scored and instead presented as a list
to determine the originally requested sorted on connection count.

destination for its beacon analysis.

the average cost. And needless to say that while .
the financial consequences are significant, the final Al P e
impact surpasses it. Loss of personal information has .
impacted millions of people, and rising breaches in
the healthcare and critical infrastructure industries . 33
have placed vital services at risk of failure.

— = ] ool
Why RITA? ; outeRE JULU UL

. .
Time interval consistency % . Frequency of
. L . .
2022 COST OF A DATA BREACH REPORT BY IBM AND THE PONEMON INSTITUTE O . ST A

Scoring Breakdown

a by hand and reading lnd|V|dual connection

%i
i @g N unl'kely to alert‘ Assumption The score of each beacon is [
: B egation ‘[I I l IJ determined by four factors l_ _r
Analysis o
Size consistency Persistency of channel

between sessions within timeframe
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A compromised system may leverage DNS to set up a C2 AL "R
channel by encoding data in the FQDN or query portion s " e :
of a DNS request. To avoid DNS caching and ensure that i e A
the local resolver forwards the request, the malware will gy T o : :
use a unique query for every request by varying the FQDN. Y
This results in thousands of separate resource requests to
a single parent domain. This module displays the unique

FQDN count and total DNS lookups for each domain. ' :
S rita show-exploded-dns

2V
38
ot s \ o™

Long Connections
: Long connections can be an indicator of well-established

malware, allowing a compromised system to receive
commands and exfiltrate data without constantly
checking in with the C2 server. Longer sessions also
create fewer log entries, making them difficult to
detect. This module displays a sorted list of the longest
connections and their source and destination hosts.

S rita show-long-connections

o ¥ _
> User Agent
. User agent strings can also function as indicé’ggrs QI 1

v ~ compromise. Malware might use a weird or uncom g
/"

eé to ea
adding -H to the command:

S rita show-strobes <dataset> -H

string or alter one to r
Create a simple HTML summary of all module results:

S rita html-report <dataset>

You can filter results of any module by using grep.
One example is to create a text file with the IP
addresses to exclude (one per line) and use it when

piping into grep:

S rita show-beacons <dataset> | grep -v -w -F -f <filename>

If you find a suspicious result, you can use your Zeek
logs to gather more context clues about the hosts or
connections. Check out the Useful Threat Hunting
Scripts article for some examples.

Most modules have thresholds that can be adjusted
via RITA's configuration file. The beacon modules
also allow you to customize the weight each

AAAAAA rité show-bl-dest-ips : A
e > - subscore (see Score Breakdown in Beacons section)

S rita show-bl-source-ips has on the final score.

S rita show-bl-hostnames




To catch a C2 channel, you can use the tools taught in this zine to
see when it calls home, and catch the malicious activity. Sometimes
you can catch people this way, too. Hunt through the zine using your
3D glasses to find all the clues and figure out the names and numbers
of each suspect. One clue might even help identify which number
belongs to the top threat.

Once you have all the names and numbers, figure out who sits
where at the table of thieves. Only then will you be able to reveal the
secret code you can use to enter and win a prize.

Now go hunt those threats!

- The dairy specialist is in the top left seat

- Due to an unresolvable disagreement
over breakfast drink options, the citrus
grower and the dairy specialist refuse to

sit next to or across from one another

- The magician wants a center seat*so he
R . can ask everyone to pick a card

- The dot-obsessed wants to it next to the
citrus grower (he smells the best)

- Cows scare the nature lover, so those two
—————————— ; must be as far apart as possible

1

- The math teacher and the magiciah would
_____________ like to sit next to each other

- The'magician and the citrus grower are
across from each other

-
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BIre 0
Prioritizing Systems With Threat Scoring .
One of the benefits of AC-Hunter is that On the right side of the screen, H H H H g
t assigns a threat score to all of your internal AC-Hunter breaks down which h Ighly Sl m pl Iﬁed Inte rface :
- systems. The higher the threat score, the more attributes were observed when PRI e L
~likely the system has been compromised. This can assigning the threat score. All of
be a huge time saver if you think an adversary has these items are clickable, which
compromised multiple systems on your network. makes it easy to dig into the data.
= ACIFHUNTER AR ACXPHUNTER
B |— e “REn : —| o
1821681.50 < lun > -
182 168150 % " é_}_‘?uﬂf S — -.:,3:;2— = =
L |

Figure 1: AC-Hunter can track C2 servers through CDN networks Figure 2: The dashboard shows you which systems need attention

000

000 .




The cyber deception capability built into AC-Hunter
permits you to leave “tripwires” in various locations
around your network in order to detect lateral movement
by rogue employees or potential adversaries. Deception
tokens can be user accounts or resources that look like
tempting targets.

For example, you can create a fake Administrator
account that alerts whenever anyone tries to log in,

Accessed On [¥] or tantalizing private files that trigger when someone
— tries to view their contents. Cyber deception provides
an additional layer of low false positive detection of
potential adversaries on your network.

192.166.88.2% e

i CREATETOKEN (D ' ; _

| B @8 Community vs

4 Registered Agents [ 1] v farir . O
Enterprise Edition

Both the Community and the
Enterprise editions of AC-Hunter use
the same patented C2 detection code
and the same simplified interface. So
both are just as capable of helping you
find adversaries on your network. The
big difference comes down to day-
to-day administration. The Enterprise
Edition has more features designed to
support daily SOC operations.

Monitored Accounts [ 1] ~

john.doe contoso.com 01/30/18 07:33 5-1-5-21-24878...

Monitored Files [1]

Figure 3: Alert on attempted access to fake resources

Deploying AC-Hunter

One of the benefits of AC-Hunter is
that network data is used to collect C2
telemetry. This means that there are
no endpoint agents to install. Further,
AC-Hunter is capable of protecting any
operating system, loT, lloT, or network
device. All devices connected to the
network are automatically protected. AC-
Hunter can be deployed on-prem or into
laaS public clouds like EC2 and Azure.

1
Span port
@ I connection for
packet sniffing
AC-Hunter/RITA Zeek End User

[Weh Interface] [Packet Capture] Systems

Figure 4: AC-Hunter’s Zeek sensor monitors all
traffic going to and from the internet

Threat Hunting - Beacons

Threat Hunting - Long Connections
Threat Hunting - Prexy Analysis
Threat Hunting - Threat Intel
Threat Hunting - DNS

Threat Hunting - Client Signature
Threat Hunting - Cyber Deception
Threat Hunting - Deep Dive
Mumber of Sensors Supported
Daily Snapshots

Datasets

Reporting

Customizable Menus

Safelist Entries

Safelist Sharing

LDAP Legin Support

Alerting

Scoring Customization

Support

Cost

X

Discord Community

Free

AUNITY

v

v
v

<

L

v

Unlimited

v

Unlimited

v

v

Unlimited

v
v

Syslog and Slack
v

Live Chat, Email,
Videoconferencing
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First, the web browser has to take the link

and stash it into the device’s memory.

This memeory could be a mix of capacitors,
transistors, and magnetic devices, but each
kind stores data as sequences of on-and-off
signals known as bits. As a result, the web
browser has to use an encoding scheme to
store the link as a sequence of bits.

Unicode - an international standard U2 STUESE GOIMTEN CHeE LG SEEES jor

which assigns a number to roughly mapping Unicode numbers to sequences of
150,000 letters and symbols. bits are UTF-16 and UTF-8.
Unicode UTF-16 is commonly used by Microsoft Windows

Transformation UTF-8is used in most other spaces

Format

Importantly, UTF-8 is backwards
compatible with ASCII, an older
encoding scheme dating back to 1967.

Once the link has been stored into memory, the web
browser needs to find the IP address of the machine
responsible for hosting the webpage.

To accomplish this, the web browser queries
the DNS via a resolver.

Internet A DNS resolver is a server which takes in DNS
requests, contacts other DNS servers, and
responds back to the requests with the results
it has found.

Protocol

Dot Gin In order to contact the DNS resolver, the

% operating system needs to sandwich the
Name domain name with a new set of bits to form a
System DNS request.

By Logan Lembke

For example, the field called
“query type” is always set to
00000001 when searching for a
website’s IPv4 address.

mn

stutdy thwack — Enter — an
&
across the planet:On most
Js have neverbeen easy for

The first publication which laid out
the format for DNS requests was

released in 1987 under the title,
Request For Comments (RFC) 1035.

eyed merning ritual is a
ation.




User
Datagram
Protocol

Internet Experiment Note (IEN) 88
was the first document to define the
UDP. header in 1979.

The layout for the IPv4 header can
first be found in IEN 54 from 1978,
but it wasn't formalized until 1981

with RFC 791.

Now, the DNS request needs to be

packaged up for delivery.

A UDP header is added to the front of the newly
formed DNS request.

This header includes the port numbers (which
help each machine route the data to the
correct applications) and a field which lets the
receiver know if the data has been transmitted
correctly.

Similarly, an IP header is tacked on to the front
of the UDP header.

This new header contains the IP addresses of
the DNS resolver and the device making the
request. While the IP header contains a handful
of other details, one important field is the
“differentiated services” field. This field helps
machines prioritize transmitting certain types
of traffic over others (like video conferencing).

If the system is connected via a gigabit Ethernet cable, the IP

packet must be wrapped up inside an Ethernet frame.

The most popular format for
Ethernet frames dates back to 1982
in a joint publication from DEC,
Intel, and Xerox.

The Ethernet frame adds its own fields,
including source and destination addresses,
signals to help each receiver understand the
rate at which the data is being transmitted,
and optional tags which help segregate and
prioritize communications.

‘ The data is now ready to be sent. I

In 1999, this method of sending data

was standardized as 802 .3ab by IEEE.

Gigabit Ethernet works by sending eight bits
of data at a time. Each set of eight bits is
mapped to a set of four voltages, one per pair
of wires. In turn, each of these voltages are set
to take on one of five predetermined levels.

However, which set of voltages corresponds to
which set of bit patterns changes over time.

While this makes determining what is
happening on the wire more difficult, it aids
in preventing radio interference and error
correction.

‘ Next, the browser waits to hear back from the DNS resolver.I

Hyper
Text
Transfer
Protocol

Transport

Layer
Security

Once it obtains an IP address for the machine
serving the webpage, it will create an HTTP
request for the webpage and wrap it up in yet
another set of protocols.

This time around, instead of UDP, the request
will be wrapped up with TLS and TCP.

Transmission

Control
Protocol

/)]

Finally, after transmitting the web request and waiting to

hear back, the browser will begin displaying the page.

In our day-to-day lives, the complexity and technologies that make
the web possible are all too easy to overlook. Hopefully, the next time
you would yawn and hit — Enter — to start your day like me, you'll take
a moment to admire the systems at work behind the scenes.




BRAND NEW TO
THREAT HUNTING?>

BRUSHINGZ{UPRIGN

OLD SKWELILS2 i
Rise to the challenge with our
READNATIOIPROE exclusive Capture the Flag competition!
V.O0URIEROWESS?%

Custom built by ACMs very own Chris
Brenton and Bill Stearns, test your mettle
in this 25-question, threat hunting-based
CTF, and earn the chance to win an Active
Countermeasures Threat Hunting coin!

* This CTF is not related to the puzzle scattered throughout this zine, which, if you want more puzzles, is great news!

Advanced TShark Output Manipulation

sort - Sort the output data from left to right alphanumerically. Use the “-n” switch to sort numerically.
Use “-r" to sort in reverse order. Use “-k” to offset where to start sorting.

uniq - Collapse multiple repeating lines into a single line. Use “-c” to count the number of lines that have
been collapsed.

datamash - Perform basic statistical operations on a range of numbers. This can include counting or adding
up a series of numbers, identifying the min or max value, or calculating the range or standard deviation of a
series of numbers.

Example, count the number of TCP connections between two IP addresses:
tshark -r decodel.pcap -T fields -e ip.src -e ip.dst tcp.flags==2 and
1t sTac=—=119 22 1618 NI O d SEloE Sie= SN2RSSINARS (d 't ama shl count 1

Example, for a specified pair of IP addresses, print the delta time between each session:
tshaiekt =t decdode N pea el ficiifdsM=cl prisiscRecliloLdst —e! frame.
ieatnE, eledlieel” elhilFioilazeel tep illege==2 cmel QR Shee==1L 2 LGt 0 oYl
ip.dst==1.2.3.4 | less

Example, for a specified pair of IP addresses that have connected multiple times, identify the minimum and
maximum delta time between connections. Further, calculate the mean and the standard deviation (good
for hunting beacons):

tshark -r decodel.pcap -T fields -e ip.src -e ip.dst -e frame.

sbimns clekics) chtgiellenyercl Seeeilldes==2 gmel i@,sec=-192 166 1,10 angcl

ipl.dst=—12i580 4 §[Wdatanashxgs e o8 ming SEm edsSmcamES i SiSiEc/cias

Identify which 10 internal systems are sending the most data out to the internet, and to which destination
IP address:
tshark -r <pcap file name> -T fields -e ip.src -e ip.dst -e ip.len
ip.proto==6 and ip.src == 192.168.0.0/16 or ip.src == 10.0.0.0/8 or
ip.src == Ij2W] 6505 07 18245 Soral il aiEa mals e s SRS IS PR S O Tt — K S o)
| neacl

C

s
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O

€ ONnesHN



035N AJUOWUIOD JSOW S2UO 2Y] 248 3]SI SPUBLWILIOD Y | AJeuoiiduny syJeys | JO uondudsap jjnj e 2g O papUIUI JOU SI SIY | “J2Wie|dsi(]

79==T733 dt deod-1spoosp I- U- YIeyUs]
39 01 |enba sI an|eA 2Al| 03 2w} 2Y3 21aym sawel) Juid ‘ajdwexy g ¥
9
70Z°0°0 0T==Ippe-dr deod-1opoosp I- YIeYUS] -.
:SS2IPPe d| Pa1yi22ds e wouy paAladai/3uas sawely Aejdsip ‘o dwexy g
<1931y Aerdstp> <sweu o113 deod> I- yaeysi g
:eL21IID paljidads e 12aw jey) sawely Aejdsig

<dweu ST deod> I- B 3- YIRYUS]
:sdweysawiy (2A13R[24 JO PRISUI) 2IN|OSQR Julld

CRC R R N RGN I N

AR T <suweu o1y deod> 1- A- YIRUSI

:(3ndino 250QiaA) sp|a1y dwely e Julid

<dweu o7 deod> I- uU- YIeYS]
:uoiINjosal aweu 3|qesiq

<dweu o7 deod> I- YIeYsy
131} Y Dd © Ul wel) yoea Jo Ajewwns e julld

LA R N N A N NN NN X

LT i L DN

u-:_umm. 09 Nae u.-.

<Isqunu>— [TIe3 | <sweu o711 deod> I- YIeYSI
“AOF Sl u_sﬂwvv indino }JO saul| <Jaquinus 3se| a3y} Julld

squnu>- pesy | <sweu o7y deods> I- IRYSH
| <sweu o117 deod> I- yaIeYS]
feim aul| Buirowai Aq peai 0} Ja1sea Indino axey

3 ssoT | A.@E.m.c. o1y deod> x- yaeys]

d) sA2y mouie pue ‘umop a8ed ‘dn a8ed ‘leqaseds ay)

4 uonemdiuey inding xaeys 1. ajduig




Print a summary of DNS information within a PCAP file:

ERlIgElR =17 <pEap MLE MEmNE> <=0~ Os s LiEee

Print a list of all endpoints that appear within a PCAP file, along with a
communication summary:
BN D Ca DN llenname> —g —z endpoints, ip

Print a list of endpoints communicating with each other, along with a
communication summary:
tshark -r <pcap file name> -gq -z conv,ip

Display only specific frame fields:
tshark -r <pcap file name> -T fields -e <field 1> -e
<field 2> .

Example, print the source and destination IP address, but only when the SYN
flag is set:
tshark -n -r decodel.pcap -T fields -e ip.src -e
ip.dst tcp.flags==

Extract the TCP payloads being exchanged between two IP addresses:
tshark -r <pcap file> -T fields -e tcp.payload
ip.addr==<1lst IP> and ip.addr==<2nd IP>

Example, extract the HTTP traffic between two specified IP addresses, convert Advanced TShark Output Manipulation

the Hex output to ASCII, and pause output:
BshiarkSSrgEgeiiimeter) classi.pcap =T fields -e tcp.
payload ip.addr==192.168.1.10 and ip.addr==1.2.3.4
and tcp.port==80 | xxd -r -p | less -S

Advanced TShark Commands

sort - Sort the output data from left to right alphanumerically. Use the “-n” switch to sort numerically.

Example, similar to above, but extract ICMP payloads and convert to ASCII: Use “-r" to sort in reverse order. Use “-k” to offset where to start sorting.
tshark -r weird-icmp.pcap -T fields -e data.data
ip.addr==192.168.1.10 and ip.addr==1.2.3.4 and icmp 4 uniq - Collapse multiple repeating lines into a single line. Use “-c” to count the number of lines that have

| xxdSSTETCM N c'S's —S _ been collapsed.

datamash - Perform basic statistical operations on a range of numbers. This can include counting or adding
up a series of numbers, identifying the min or max value, or calculating the range or standard deviation of a
series of numbers.

Example, count the number of TCP connections between two IP addresses:
tshark -r decodel.pcap -T fields -e ip.src -e ip.dst tcp.flags==2 and
ip.src==192.168.1.10 and ip.dst==1.2.3.4 | datamash count 1

B

£ I Example, for a specified pair of IP addresses, print the delta time between each session:
tshark -r decodel.pcap -T fields -e ip.src -e ip.dst -e frame.
eatiE cladiical” ehlFiollagisel tep illEge==2 anel i Shee==1L52 ;LG i i a0 el
1 pRa SiE==V4-7 S/ S8 W|c'S'S

e ¥

CHRISBRENTON'S
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\

Example, for a specified pair of IP addresses that have connected multiple times, identify the minimum and
maximum delta time between connections. Further, calculate the mean and the standard deviation (good
for hunting beacons):

tshark -r decodel.pcap -T fields -e ip.src -e ip.dst -e frame.

isatinElclallice, chtgpileizeel eeigmillaegs==2 amel i, gee==1192 16§ . 1 ;L0 zmel

ip. dst==1.2814 1 W datamash=gss¥ 28 man s SEm s e a8 e SiSiac s

Identify which 10 internal systems are sending the most data out to the internet, and to which destination
IP address:
tshark -r <pcap file name> -T fields -e ip.src -e ip.dst -e ip.len
ip.proto==6 and ip.src == 192.168.0.0/16 or ip.src == 10.0.0.0/8 or
ip.src/ == 121 6505 071252 slomiiMcEliEa mElshl= v S S Tl B S o = — K B =
| head
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Print a summary of DNS information within a PCAP file
ERIAEIEE =12 <OEED LG MGG S OIS A TG

Print a list of all endpoints that appear within a PCAP file, along with a
communication summary:
tshark =¥ <pcap file.name> -gq -z endpoints,ip

Print a list of endpoints communicating with each other, along with a
communication summary:
tshark -r <pcap file name> -gq -z conv,ip

Display only specific frame fields:
tshark -r <pcap file name> -T fields -e <field 1> -e
<field 2> .

Example, print the source and destination IP address, but only when the SYN
flag is set:
tshark -n -r decodel.pcap -T fields -e ip.src -e
ip.dst tcp.flags==

Extract the TCP payloads being exchanged between two IP addresses:
tshark -r <pcap file> -T fields -e tcp.payload
ip.addr==<1lst IP> and ip.addr==<2nd IP>

Example, extract the HTTP traffic between two specified IP addresses, convert
the Hex output to ASCII, and pause output:
tshark -r perimeter class.pcap -T fields -e tcp.
payload ip.addr==192.168.1.10 and ip.addr==1.2.3.4
and tcp.port==80 | xxd -r -p | less -S

Example, similar to above, but extract ICMP payloads and convert to ASCII:
tshark -r weird-icmp.pcap -T fields -e data.data

ip.addr==192.168.1.10 and ip.addr==1.2.3.4 and icmp
| xXdSSEETM N c'Sss —S
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You've finally gotten into an adversary’s network and are
running a piece of malware that will do your bidding to probe
and attack their systems.

The only question is:

The ideal channel would:
1) be apen on almast every single network and
2) have lots of other traffic to hide the covert
communication.
Unfartunately, this exists — DNS.

®e
®e
A XYY Y X
The same protocol we use to look up hostnames can
also carry command and control traffic.

Here's how it works:

- The attacker creates a domain (like “polkawrench.
info”) used for command and control, and sets
up a server ready to answer queries to it.

- The infected system announces itself by
making a DNS query in that domain, such as
“6.7.8.9.newsystem.polkawrench.info”. The
attacker's DNS server pulls this apart and
realizes that the computer at “6.7.8.9" is a newly
infected system and sends back some generic
acknowledgement like “1.1.1.1".

* - Now the infected system checks in every
5 minutes by placing a query like
“timestamp.6.7.8.9.checkin.polkawrench.infa”,
The attacker's DNS server replies with “0.0.0.0"
to say “I have no work for you to do.” This goes
on for hours or days.

* - When the attacker does have a job to do, it waits
until the next check-in and responds with
“2.6.8.7" or some other code describing what
to do. The infected system does that task and
sends back the results on the next check-in.

BY BILL STEARNS

The advantage is very clear; since nearly all networks allow DNS requests to go out and DNS replies to come back,
the attacker has an almost guaranteed way to communicate with their infected systems. Like most network threats,
the attacker has a short wait for the next check-in to send a command. The slightly more annaying downside is
that DNS requests and replies don't have much space. DNS requests can be up to 256 characters. Replies from the
attacker’s DNS server can be longer if we send back TXT answers (generic text) instead of A answers (like our “2.6.8.7"
address above).




WITH THE
THREAT HUNTING TOOLKIT

BY [THAN ROBISH

Investigations during a threat hunt or incident response are much like
getting to know someone. In this article, you’ll find a series of questions
you can ask to learn more about a new rerscii non-biological entity. With
help from the Threat Hunting Toolkit, I'll explain where you can find
information in the logs, and provide a command to print it.

You can think of the Threat Hunting Toolkit (THT) as a command line
environment containing a curated selection of data-processing utilities
you can take with you anywhere, much like a craftsman’s toolkit. While
THT is designed with processing Zeek network logs in mind (both TSV and
JSON), we’ve also used it successfully with other delimited logs, such as
comma or whitespace separated.

Without further ado, let’s make some small talk.

A name can tell a lot about a person.
The same goes for a system’s host name. The
host name shows up in different network
service communication and can be pulled
from a number of Zeek logs.

In the dns log, typically the query field
will contain a domain and the answers field
will contain one or more IP addresses, though
it can also contain additional domains.
(Note: For PTR requests, you can parse an
IP address from the query field and a domain
from the answers field instead.)

LOG DOMAIN OR HOST NAME

dns query

http host
ssl server_name
ey client_fqgdn

kerberos | client

ntlm

WHAT’S YOUR NAME?

host_name,domain,

server_dns_computer_name,
server_nb_computer_name

In the ssl log, the server_name field will
contain a domain that corresponds with
the IP address in the id.resp_h field. In
the http log, the host field will contain a
domain instead.

There are additional sources for systems
on the local network as well. These services
aren’t usually seen in internet-bound traffic
and thus, only apply to the local network.

IP ADDRESS

answers

id.resp_h

id.resp_h

assigned_addr,
client_addr

id.orig_h

id.resp_h

Here is the form of the command that will print the host names and IP addresses
from a given log, sorted by the most frequently seen.

filter ——http $IP | chop host id.resp_h | mfo

EXAMPLE

filter ——http 165.227.88.15
18438 drock.saintjameschurch.org

chop host id.resp_h | mfo
o5 %Belu08 &y




WHAT DO YOU DO7? WHERE ARE YOU FROM?

Just like a person's chosen profession or connection. This command can tell us what Where a person was born, to
hobbies, the services used by or running kinds of services an IP address is running by some extent, sheds light on what
on the system in question can reveal a lot showing those with the most connections. life was like for them growing up.
about its purpose. id.resp_h contains the destination IP In this case, we're going to find out
address, meaning that it is receiving the which organization owns the IP
connection on a listening port. address. This can tell us if the IP is
from a private ISP, big name CDN,
or is owned by an organization.

The conn log contains the port (id.resp_p),
protocol (proto), and service (service) for each

filter ——conn $IP | chop id.resp_h id.resp_p proto service |

filter $IP | mfo :
whois $IP

asn $1IP

EXAMPLE echo $IP | whois-bulk

$ filter ——conn 123.11.22.33 | chop id.resp_h id.resp_p
proto service | mfo

whois and asn both take a
365 wlag 1k SR 2S5 eE8 U0 tcp ssl single IP address or domain for an
29623l 223805443 tep ssl argument. You can pipe a long list
g35230 1 102 2., 33ivale tcp ssh of IP addresses to whois-bulk to

sl g 2 28380 tcp http get a quick summary table.

The services running can provide insight for a system (or pair of systems). It's a little EXAMPLE
into the purpose of the server, as well as bit like looking at the system's résumé.
providing a sniff test. While investigating [ RN $IP |
a network time protocol (NTP) server, [
discovered the same IP address was hosting conn-summary will display a breakdown
WordPress and a Minecraft server as well. oftraffic between private and public IP ranges
This didn't exactly inspire confidence. (so-called north-south traffic). The --all flag

More often than not, I will use the conn- will summarize all connections, including PTR

summary command to provide an overview traffic only between private IP addresses ASN 15169 (GOOGLE, US)

(east-west traffic). ' (N)E_Gr Google LLC

ABU abuse@level3.com / network—-abuse@google.com
ROA v VALID (1 ROA found)

IYP Anycast IP DC

EBB | ondon, Westminster (GB)

POR Open ports: 53, 443

REP v KNOWN GOOD as "Google Public DNS"

conn-summary

EXAMPLE

Destinations
29.1908.9.86

You can visit ethack.github.io/tht/ and search “conn-summary”
to read more about the conn-summary output format.




DO YOU COME HERE OFTEN?

This might be more of a pick-up line than small talk, but it sure is useful to know
whether a system has been seen numerous times in the past or if the current behavior is
an anomaly. The easiest way to see a trend over time is with a graph. This command will
show the number of SSL connections made per day. Empty days are hidden in this case.

filter —-—-ssl $DOMAIN | chop ts | ts2 | freq | plot-bar

You can use the same formula in any log that contains a timestamp field.

EXAMPLE
filter —--ssl example.com | chop ts | ts2 | freq | plot-bar

2021-18-19 2021

CONCLUSION

Just like with people, as you learn more about a system, you start to develop a first
impression. This impression can be good or bad, trustworthy or untrustworthy. With threat
hunting, this can lead you further down the investigation path or help you decide to move
on to other investigations.

You can find more information at the THT project's homepage:

github.com/ethack/tht/

—— THT COMMANDS =

COMMAND

filter

chop

distinct

countdistinct
OR card

first

CHEAT SHEET

PURPOSE ALTERNATIVE

search within files find | grep

cut OR

select columns Sy e

grep —-v ‘A#f

non-comment line count
wc -1

frequency counts

most frequent
occurence

unique elements

count of unique elements
(cardinality)

sorts and prints
the first element

sorts and prints
the last element

skips elements and

prints the rest tarlisnitd

convert/truncate
timestamps

produce a bar graph




TRICKY..73

THIS BUG. ISy

OF, COURSE }4FIXED

IT IN'10/MINUTES...

AETICLITS NS A | TIME TO GET
' ml BACK TO ITA

T

"o

What's the ETA

on closing out

. this sprint?
vanished 1

i gy

Party Planning

' Committee .
jsmith Can you please | ®Meeting that

Could you look |00k over this could have
into this support] document Asap?] Peen an email
issue please? Thanks! 1:30-2:30PM

HEY GUYS,

RELEASE
NOTES!

GUESS WHAT?!

I JUST REWROTE
HALF OF THE ENTIRE
COPEBASE IN RUST!

CAN YOU GUYS
PULL IT IN?

BY NAOMI KRAMER, A PROGRAMMER

# WE JUST CLOSED A DEAL TO Vi -
" PRODUCE SANDWICH COOKIES. ==t

WE ALREADY HAVE A BISCUIT STACKER
FOR THE CHEESE CRACKERS, SO WE =

SHOULD BE ABLE TO REUSE IT AND GET

THEM UP AND RUNNING BY TOMORROW [

BUT SIR, WE NEED A WAY TO CONNECT THE
COOKIE BAKER TO THE STACKER, NOT TO MENTION

THAT THE CHEESE CRACKERS ARE ALREADY
RUNNING AT MAX CAPACITY. ALSO...
WE & E COOKIES

0QO0... YEAH, UM...
I'M GOING TO HAVE
TO GO AHEAD AND
STOP YOU THERE...

IF YOU COULD JUST GO
AHEAD AND MAKE SURE
THEY'RE RUNNING BY
TOMORROW, THAT
WOULD BE GREAAAT

HE DID NOT JUST HAVE
SOMEONE SHOVE A WOODEN
PLANK IN THERE AND HOPE
THE COOKIES WILL JUST SLIDE
DOWN IT...

e

SUPPOSED
TO HAVE 100

CRACKERS SHIPPED
QUT THIS MORNING!

.~ YEAH, YOU COULD WHIP UP A SHELL SCRIPT TO IMPLEMENT A NEW FEATURE, %
RN BUT YOU WOULDN'T JERRYRIG A CONVEYOR LINE WITH A 2X4" PLANK __,"

I



MAKE IT
EASIER TO FIND
THE BAD GUYS

MORE THAN
ONE WAY TO
SOLVE A PROBLEM

RITA

By default, RITA produces comma-separated output. While this format is efficient, the
lack of whitespace can make it challenging to read.

rita show-beacons labl | head -5

Score,Source IP,Destination IP,Connections,Avg. Bytes,Intvl Range,Size Range,Top
Intvl,Top Size,Top Intvl Count,Top Size Count,Intvl Skew,Size Skew,Intvl
Dispersion,Size Dispersion,Total Bytes

1,10.55.100.111,165.227.216.194,20054,92,29,52,1,52,7774,20053,0,0,0,0,1845020
0.838,10.55.200.10,205.251.194.64,210, 308, 29398, 4,300,790, 109, 205,0,0,0,0, 64850
0.835,10.55.200.11,205.251.197.77,69,308,1197,4,300,70, 38,68,0,0,0,0, 21313
0.834,10.55.100.111,34.239.169.214,34,1259,5,14388,1,156,15,30,0,0,0,0,42831

Adding ASCII Formatting

You can use the “-H” switch to add some ASCII formatting to the RITA output. Piping the
output through “less -S” will avoid line wrapping.

rita show-beacons labl -H | less -S

Fm-mm--- e L L L E L e LR Fmmmmmmmmemen Fommmmmmeeeeee Fmmmmmmmmemen +
| SCORE | SOURCE IP | DESTINATION IP | CONNECTIONS | AVG BYTES | INTVL RANGE | SIZE RANGE
Fo-mm--- L L L L e LR Fmmmmmmmmeman Fommmmmmeeeeee Fmmmmmmmmemen +
| 1| 10.55.100.111 | 165.227.216.194 | 20054 | 92 | 29 | 52
| ©.838 | 10.55.200.10 | 205.251.194.64 | 210 | 308 | 29398 | 4 |
| ©.835 | 10.55.200.11 | 205.251.197.77 | 69 | 308 | 1197 | 4 |
| ©.834 | 10.55.100.111 | 34.239.169.214 | 34 | 1259 | 5 | 14388

Redirect RITA HTML Output

RITA's “html-report” option outputs data intoa ~ Now when you run the script,
series of webpages. This makes it easier to browse you simply specify the dataset you
the output using a web browser. The problem is  want to see in HTML format. Rather
RITA defaults to creating the HTML files under the  than creating the files in the current
current directory. What if you want to place the location, they will be created under
files somewhere else? Create a one line script with “fvar/www/html”.
the following entry:

(cd /var/www/html; rita html-report $1)

Next, add the IP addresses you
have previously hunted to a file, one
per line. For this example, well name
the file “exception.txt” Now its a
simple matter of redirecting the RITA
output through the grep command:

Excluding Previously Hunted IPs
from RITA

RITA does not support safelisting to remove
previously hunted IPs. However, you can work around
this by piping the output through “grep”” You will want

to use grep with the following switches: rita show-beacons labl | grep -v

-w -F -f exception.txt

-v = Printall lines that do not match the specified pattern . g g
_F = Matchasa fixed string The final output will contain
-w = Only match when pattern has white space before and after beacon data for every IP address
-f = Load match entries from a file

except for the ones you have listed
in the exception.txt file.



Zeek

Zeek provides a summary of all
network connections. This information
is detailed but can be challenging to
sort through.

Quick Info Dump

When you want to investigate an IP address or fully qualified domain name (FQDN), Zeek can
provide helpful information, which is spread across multiple files. Here's a handy script:

echo ‘DNS info’

cat dns.* | zeek-cut answers query | sort | uniq | grep -Fw $1

echo ‘HTTP info’

cat http.* | zeek-cut id.resp_h host user_agent | sort | uniq | grep -Fw $1

echo ‘TLS info’

cat ssl.* | zeek-cut id.resp_h server_name validation_status | sort | uniq | grep -Fw $1

When you run the script followed by an IP address
or FQDN, it will search multiple files and print

out identification data. If no data is present, the
script simply prints a blank line. If your logs are in
compressed format, use “zcat” instead of “cat”.

Getting Totals With “sort | uniq -c | sort -rn”

In many cases, you may want to identify the quantity of an attribute that has been seen on
the network. For example: which IP pairs created the greatest number of connections? Which
internal system sent the most data to the internet? Which IP pairs generated the longest duration
connections? Using sort and uniq can help you quickly total these values.

sort | uniq | sort Examples

To see the top 10 IP pairs that are creating the most number of connections:

zeek-cut id.orig_h id.resp_h | sort | uniq -c | sort -rn | head

Top 10 user agent strings seen on the network:

cat http.log | zeek-cut user_agent | sort | uniq -c | sort -rn | head

The “-k" switch can be used with sort to change the column used for sorting. For
example, to identify the top 10 longest duration connections when the duration field is
in the third column, you can run the command:

zeek-cut id.orig_h id.resp_h duration | sort -k3 -rn | head

It can also be useful to pipe the output through additional tools prior to presenting
it. For example, what if we wanted to see the longest cumulative communication time
between each pair of IP addresses? We can't extract that data directly, as there may be
multiple connections between IP pairs that need to be added together. Datamash can
be used to add values in a column. Here's an example:

cat conn.log | zeek-cut id.orig_h id.resp_h duration | sort |
datamash -g 1,2 sum 3 | sort -k 3 -rn | head

In this example, datamash will add up (sum) all of the values in the third column
(duration) when the values in the first two columns (-g 1,2) are the same. Note that we
could easily script this command to reduce the amount of typing that is required each
time we wish to run it.



FUNNY PAGES

FIREWALL ONLY ALLOWS
NECESSARY
INBOUND/OUTBOUND
PORTS

SET UP IDS/IPS WITH

SYSLOG ALERTS AS IP HAS MATURED, IT HAS OUTGROWN

SOME OF ITS MORE CHILDISH PROTOCOLS

SECURITY BUDGET
DOESN'T ALLOW FOR
THREAT HUNTING SO T'LL
WAIT UNTIL NEXT YEAR

WAS ALREADY BREACHED
9 MONTHS AGO,
DIDN'T FIND OUT UNTIL
JUST NOW

O CHRISTMAS TREE, O CHRISTMAS TREE,
HOW LOVELY ARE THY PACKETS

THREATS DON'T EXIST IF
MY EDR DIDN'T ALERT!

SURE GRANDMA,
LET'S GET YOU
TO BED.

ACK, ACK, ACK, ACK, KEEPIN’ ALIVE, KEEPIN’ ALIVE




Ahh, WHAT A BEAUTIFUL DAY ON MY OLD CAMFUS

STOMPING GROUNDS! THERE'S NOTHING LIKE THE MAIN QUAD
l IN THE EARLY SPRING. SINCE I HAD SOME SFARE TIME, I

KNEW IT WAS A GREAT DAY TO FAY AN OLD FRIEND A VISIT.

I I

THIS IS FCAPchu, A NETWORKING
SNIFFER MOUSE WHO TAGS ALONG
TO HELP ME MAKE THE VIRTUAL

WORLD A MORE SECURE PLACE.

WE MAKE A GREAT TEAM!
AND IT'S A GOOD THING,
BECAUSE OUR PARTICULAR
SET OF SKILLS WAS GOING
TO BE NEEDED THAT DAY..

MY NAME IS LIZA, AND
I'M A THREAT HUNTER.
I'M INTO OTHER STUFF
100, LIKE ROCK CLIMBING
AND GAMING. BASICALLY
ANYTHING THAT MIGHT

LEAD ME TO AN ADVENTURE.

A\ |




|

OR CREDUL
WAS MY FAVORITE PROFESSOR WHILE I WAS HERE, AND I WANTED TO TELL HIM ABOUT THE
AMAZING CAREER FATH I'VE CHOSEN IN CYBERSECURITY. I WANTED TO MAKE HIM PROUD.

Il ) ! : : II‘

PROFESSOR
CREDUL?

LIZA! HOW GREAT

TO SEE YOU! WHAT

BRINGS YOU HERE
TODAY?

1 HAD A DAY OFF AND } WELL, T'M
WANTED ;%USEUE?PRiSE DEFINITELY

SURPRISED!

OF COURSE! THOUGH I WAS I DON'T KNOW HOW IT
JUST TRYING TO FIGURE OUT \\/

HAPPENED, BUT A BUNCH

A DIFFERENT SURPRISE WHEN OF MY FILES ARE NOT
YOU AND YOUR LITTLE WHERE THEY SHOULD BE,
BUDDY WALKED IN. LIKE SOMEONE MOVED
THEM AROUND.

WHAT'S THE
MATTER?

AND
THE WHOLE
THING'S JUST
RUNNING SO

SLOW.

DO YOU MIND
IF PCAPchu
AND I HAVE A
LOOK?

GO RIGHT
AHEAD!

PCAPchu'S
EARS INDICATE THAT
THERE'S SOMETHING
SUSPICIOUS IN THE
DATA HE JUST
ABSORBED.

YOU DIDN'T

" NOT ON
DOWNLOAD PURPOSE...I DID
ANYTHING OUT OF [ cLick ON A LINK IN
THE ORDINARY, } "4 FISHY-LOOKING
DID YOU? EMAIL THOUGH.




LOOKS LIKE ~J
THiS TRAEFIC IS

COMING FROM AN HERE'S
EXTERNAL IP_HOSTED GOOD NEWS? 1
ON A PUBLIC CLOUD HOPE IT'S ABOUT

SERVICE, A MALICIOUS MY WANDERING

COMMAND AND COHTROL FILES.
CHANNEL. THAT'S -

THE BAD NEWS.

RITA IS AN
OPEN-SOURCE
THREAT HUNTING

SOFTWARE THAT CAN
DETECT WHERE ALL
THIS TRAFEIC IS
COMING FROM.

YES' RITA IS SI-IOWING US THAT 3 g :

A SMALL OF DATA WAS '\ - — PROFESSOR
TRANSFERR SO AT LEAS NO LARGE | | CREDUL, IT HAPPENS
FILES HAVE BEEH EXFILTRATED. JUST [ — | 10 THE BEST--AND

REPORT THIS TO IT AS SOON BRIGHTEST! A LOT OF

X AS POSSIBLE. THESE EMAILS ARE
REALLY, REALLY
CONVINCING.

NOW TO
TELL THE TECHIES
N THAT ONE OF T |
UNIVERSIT)’ S TEHURED
PROFESSORS FOR

A PHISHING SCAM

IT TOOK A LITILE CONVINCING,
BUT I PROMISED PROFESSOR
CREDUL THAT MANY PEOFLE

DEPARTMENT couLp
BETTER D AND
DECREASE FUFD'EE THREATS
WHILE QUICKLY RESOLVING
AN ATTACK--ALL WHILE
IMPROVING SECURITY FOR
THE WHOLE CAMFUS.

PCAPchu
WILL BE ABLE
10 SHOW US ANY
PROBLEMS IN
THE DATA HE
ABSORBED.




you're a .
Threat Hunter

P -- Bill Stearns
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Atmy high school reunion, we talked about  3Veyv
what we all do for work these days. R

Gail ran a restaurant when she left school
butis now a health inspector for the Vermont
Department of Health.

Steve is a night watchman for a group of
warehouses in New Jersey.

Lynn became a bridge inspector.

Karl spent most of his career as a pilot and
now performs plane inspections for a major
airline.

April works in a hospital lab, looking for
disease in blood samples.

Allen works for the USDA as a food
inspector, performing regular checks at food
production facilities.

Me? I'm a network threat hunter.
Sometimes, that takes a while to explain
(*cough* every holiday *cough*), but to these
six friends, it made sense.

We each spend our time actively and
regularly looking for threats of one kind or
another. We have scheduled inspections,
we look for signs of trouble, and, when we
find one, hand them off to someone who can
investigate further to fix the issue. The goal is
to find issues early, before they become real
problems.

If you go for regular checkups with your
doctor or have your car inspected every year,
you're a threat hunter too!

BLACK HILLS

A
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